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Introduction

WebSphere Everyplace Deployment Device Manager is
used to enroll devices into a database and perform
many tasks for managing devices, such as:
= Device configuration - - setting device parameters for hardware or

software

= Inventory collection - - collecting hardware and software information
about the device

= Software distribution - - distributing, installing, and removing software
or data files for the device

Supported devices include:

= Palm and Microsoft OS (WinCE, Pocket PC), PDAs/ and handheld
PCs,

= OSGi enabled devices, including Windows 32 devices.

=
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WebSphere Everyplace Device Manager Overview

= Device Management Server

» Manages DM jobs. Information about
jobs is stored in the DM database, and
the Device Manager Server executes
these jobs variously in response to
tAriggers (e.g. when a device connects,

Point of
sale

| calls; or as a result of administrator

actions)
= Device “plug-ins”
» Provides the logic that handles device
identification, communications, job

processing, and other high-level
management tasks

= Device Manager database

» Repository for all device management
information e.g., Devices, Device Info,
Jobs, Package Meta Data

= Device Management API

» Programming interface between the
Device Manager Server, administration
clients or external applications (Web
Services & Java)
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Server to Device Communication

= Device agents communicate with the Device Manager
server using HTTP or HTTPS.

= The protocol running on top of HTTP is either aé)roprietary
protocol, which is used with Microsoft Pocket PC and Palm
(O] dev:ces, or a standard protocol, such as the OMA DM
protocol.

= With HTTP and HTTPS communications between devices
and Device Manager, requests and responses can pass
through various network elements, such as firewalls.

=
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Device Enroliment

Enrollment is when a device first becomes known to the device

management system
« Enrollment can be action manually or programmatically

» Manual enrollment takes place when an administrator or customer service

representative creates a new device entry
» This can be done programmatically, e.g., by a workflow process

- Devices may enroll themselves upon their first connection to the

device management system, as long as:
» The device provides a valid subscriber id and credentials,
~ And, the system is configured to allow devices to enroll themselves

« At the time of first connection, a set of jobs are automatically

processed for these (new) devices.

» Dynamically-evaluated criteria for each such “enrollment job” determine whether it

should be run for the new device

S ®
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Management Jobs

Management actions/tasks are called jobs.

= Jobs can be initiated through the Administration Console
8r its APls and are performed on a device or group of
evices.

= Job types include jobs such as device configuration,
inventory collection, and software distribution.

= WebSphere Everyplace Device Manager implements job
types as Java classes

+ Jobs can be scheduled to occur in the future, including
setting expiration times for jobs (i.e., don’t run after this
date/time) and to re-try in the event of failures.

=
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Management Jobs

= Jobs can be applied to or targeted to a single device, or a
group of devices.

= Groups of devices are defined by a list of devices, or by
characterizing the group, such as by the device owner,
owner group, some attributes of the device inventory, or a
combination of characteristics.

= Jobs are targeted to a device and the job is run when the
device connects to the Device Manager server.

= The server maintains a history of jobs status for all jobs and
gll devices. Job Success/failure tracked on a per-device
asis

=
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Job Progress

= Display information about the progress of a job as it runs, or attempts to
run, on its target devices.

= Information includes any informational, warning, or error messages
logged about the job processing on a target device.

= Obtain and view the job progress using the Device Manager console,
the Administration commands, and the Administration API.

= Display a job progress summary for any job. The summary is most
useful in understanding the progress of jobs submitted to multiple
devices; that is, jobs submitted to a device class or to more than one
device.

= Provides a call-back feature from the Device Manager server to the
device agent so job events, such as when Device Manager starts
processir(mjg a job, job completion status, and job expiration, can be
monitored.

= The job events are posted to a Java Message Service topic.
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Management Jobs

Job Types vary by device class, examples include:

= Device configuration .
= Inventory collection .
= Software distribution .
= Registry editing .

= Registry retrieval

SL I %

"

Node discovery
Bundle control
Command script

Custom command
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Inventory Job

= For a device, inventory is typically collected for hardware,
software, and the configuration of the device.

= The inventory information is specific to each device class.

= Inventory information can include items such as the computer
model, installed cards, memory size, battery type, and others.

= An inventory collection job obtains the inventory information from
the device agent, returns the information to the Device Manager
server, and stores the inventory information in the appropriate
Device Manager database.

=

x
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Device Configuration

= Every device has configuration parameters that are specific to
that device.

= Configuration parameters identify:

» Device and the device user (such as a device name and user ID),

» Network connection (such as a phone number, DNS address, and IP
address),

» Services (such as a printer address, POP server address, and time
server address), and others.

= When a device enrols, an administrator can set the configuration
parameters for that device to initial values with a device
configuration job.

= As appropriate, you can also change the configuration
parameters at a later date with another device configuration job.

=
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Trademarks, Copyrights, and Disclaimers

The following terms are or regi d of i Business ines C ion in the United States, other countries, or both:

1BM clcs IMS MQSeries Tivoli

1BM(logo) Cloudscape Informix 0S/390 WebSphere
ﬁlogo) usiness DB2 iSeries 0S/400 xSeries

AIX DB2 Universal Database Lotus pSeries zSeries

Java and all Java-based are of Sun Mi Inc. in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both.
Intel, ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Linux is a registered trademark of Linus Torvalds.

Other company, product and service names may be trademarks or service marks of others.

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document could include technical inaccuracies or
typographical errors. IBM may make improvements and/or changes in the product(s) and/or program(s) described herein at any time without notice. Any statements regarding IBM's
future direction and intent are subject to change or withdrawal without notice, and represent goals ant only. in this to IBM products, programs, or
services does not imply that IBM intends to make such Froducts programs or services available in all countries in WhICh IBM operates or does business. Any reference to an IBM Program
Product in this document is not intended to state or imply that only that program product may be used. Any functionally equivalent program, that does not infringe IBM's intellectual
property rights, may be used instead.

Information is provided "AS 1S" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY WARRANTY, EITHER
EXPRESS OR IMPLIED. IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. IBM shall
have no responsibility to update this information. IBM products are warranted, if at all, according to the terms and conditions of the agreements (e.g., IBM Customer Agreement,

of Limited Program License Agreement, etc. ) under which they are provided. Information concerning non-1BM products was obtained from the suppliers
of those products, their publlsf]ed announcements or other publicly available sources. 1BM has not tested those products in connection with this publication and cannot confirm the
accuracy of performance, compatibility or any other claims related to non-IBM products. IBM makes no representations or warranties, express or implied, regarding non-IBM products and
services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights. Inquiries regarding patent or copyright
licenses should be made, in writing, to:

IBM Director of Licensing
IBM Corporation

Armonk, NY 10504-1785
US.A.

Per is based on and projections using standard IBM benc in i All customer examples described are presented as illustrations of
how those customers have used IBM products and the results they may have The actual or per ce that any user will experience will vary depending upon
considerations such as the amount of multiprogramming in the user's job stream, the I/ ¢} and the workload p d. Therefore, no

rage
can be given that an individual user will achieve throughput or performance improvements equivalent to the ranos statedahere
© Copyright International Business Machines Corporation 2005. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA ADP Schedule Contract and IBM Corp.
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