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This module presents the enhancements to z/OS in WebSphere MQ V7.
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Agenda
= RACF® classes
= MQ Explorer administration
= |ISPF panel changes

= Restrictions

z/0OS enhancements © 2008 IBM Corporation

New RACF classes, MQ Explorer administration of z/OS, and changes to ISPF are
discussed.
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Section

RACEF classes

z/OS enhancements

© 2008 IBM Corporation

.There are changes to RACF to support mixed case profiles.
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New RACF classes

New mixed case classes Existing upper case classes
= MXADMIN = MQADMIN

= MXQUEUE = MQQUEUE

= MXPROC = MQPROC

= MXNLIST = MQNLIST

= MXTOPIC

z/0OS enhancements © 2008 IBM Corporation

Protecting mixed case resources before WebSphere MQ V7 required the use of generic
profiles. In WebSphere MQ V7 you can protect these resources by defining mixed case
profiles in the appropriate mixed case RACF classes.

The new mixed case RACF classes and the corresponding upper case classes are shown
here. MXTOPIC is new to support topic objects. There is no uppercase only class for topic
objects, that is no MQTOPIC class. MXTOPIC is used whether mixed or upper case is
selected.
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Queue manager parameter

= ALTER/DISPLAY QMGR SCYCASE
» UPPER (default)
» MIXED

= REFRESH SECURITY(*) TYPE(CLASSES)
command enhanced for new classes

z/0OS enhancements © 2008 IBM Corporation

There is a new queue manager parameter, SCYCASE which determines whether upper
case only or mixed case profiles are used. The queue manager’s initial default setting is
UPPER. The REFRESH SECURITY command can be used to change to MIXED.
Alternatively, you can recycle the queue manager.

The REFRESH SECURITY command is enhanced to allow these new classes to be
specified.
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Uppercase only profiles

» Switch profiles

» All high-level qualifiers (HLQ) including subsystem and Queue-
Sharing Group identifiers

» Profiles for SYSTEM objects

» Profiles for default objects

» The MQCMDS class; all command profiles are uppercase only

» The MQCONN class; all connection profiles are uppercase only
» RESLEVEL profiles

» The 'object’ qualification in command resource profiles; for example
= hlg.QUEUE.queuename
= resource name only is mixed case

» Dynamic queue profiles hlg.CSQOREXX.* , hlg.CSQUTIL.*, and
CSQXCMD.*

» The 'CONTEXT' part of the hlg.CONTEXT.resourcename
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There are some profiles, or parts of profiles, that remain uppercase only as the values are
provided by WebSphere MQ. These are listed here.
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Mixed case security profile examples

= Mixed case classes = Uppercase classes
= RDEFINE MXQUEUE = RDEFINE MQQUEUE
MQO1.PAYROLL.Deptl MQO1.PAYROLL.*

= Generic profile => covers
other queue names as
well.

QMgr: MQO1

57

PAYROLL.Deptl
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The example on the left shows a queue called PAYROLL.Deptl on queue manager
MQO1. This queue name is mixed case. If you are using mixed case classes you can
define a profile in the WebSphere MQ RACF class MXQUEUE as shown here.

On the right is an example of defining a profile for this mixed case queue name when
using uppercase classes. The MQ RACF class MQQUEUE must be used and must be a
generic definition. This will cover all queue names beginning with MQO1.PAYROLL, not
just MQO1.PAYROLL.Deptl.
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MQ Explorer administration

z/OS enhancements
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In previous versions of WebSphere MQ, the z/OS Client Attachment Feature (CAF) was
required if you wanted to administer MQ using MQ Explorer.
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MQ Explorer without client attach feature

= z/OS can use up to five free client attachments to
administer with MQ Explorer

= Must use SYSTEM.ADMIN.SVRCONN channel
= Default MAXINST(999999999)
= Must change MAXINST to five or less

z/0OS enhancements © 2008 IBM Corporation

In WebSphere MQ V7, z/OS users can create five “free” client attachments for use with
MQ Explorer. These attachments must use the channel name
SYSTEM.ADMIN.SVRCONN which is the default channel name used by the MQ Explorer.

By default, server-connection channels are defined with the maximum instances. This
definition will not allow any free attachments to connect to the queue manager. Any
number greater than five is interpreted as zero. To use the free client attachments, you
must first alter the server-connection channel definition to have MAXINST set to five or
less. Ensure that your server-connection channel is secured by your enterprise policies.
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MQ Explorer without CAF

o [=] B
=l IEM WebSphere MO I|I Specify new connection details
. |
= ue Managers : - - o Provide detais of the connection you want WMQ Explarer to setup
MO2Z3 = - ShowHide Queue Managers...
an 'wint
o Add Remote Queus Manager...
m MQ24 on 'wint Queue manager name: [wqas
TEST1
% Specfy connection detais
a TEST3 Tests » " Use dient channel definition table
-2 Queus Manager C . .
L[ IMS Administered Host name or [P address: [winmvs41
Port number: 1545
Server-connection channel: [ ISYFFEM.ADM[N‘SVRCUNN ]

™ Autoreconnect

MAXINST(5 or less)

I¥ Automatically refresh information shown for this queue manager
Refresh interval (seconds): | 300 s

+CSQX263I !'MQ23 CSQXDDQM Client Attachment feature unavailable,
admin channel SYSTEM.ADMIN.SVRCONN allowed
connection L3D4099 (::ffff:9.180.164.249)
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When channels are being allowed in without the client attach feature, message CSQX263lI
is issued. Message CSQX260E is issued if the connection is not allowed.
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ISPF panel changes
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This section describes changes to MQ ISPF panels.
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ISPF panels

IBM WebSphere MQ for z/0S - Main Menu

complete fields. Then press Enter.

Action . . . . . . . . .. 1 0. List with filter 4. Manage
1. List or Display 5. Perform
2. pefine Tike 6. Start
7. Stop
Object type . . . . . . . . CLUSQMGR  +
Name . . . . . . . . . .. * .
Disposition . . . . . . .. A Q=Qmgr, C=Copy, P=Private, G=Group,
S=Shared, A=Al1l
Connect name . . . . . . . MQ45 - local queue manager or group
Target queue manager . . . MQ45
- connected or remote queue manager for command input
Action queue manager . . . MQ45 - command scope in group
Response wait time . . . . 30 5 - 999 seconds

(C) copyright IBM Corporation 1993,2007. A11 rights reserved.
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Existing panels now show new attributes. There are no new panels for new objects and
commands like topic objects and subscription commands. The 24x80 panel is not large
enough to effectively display, for example, a 10K topic string. The WebSphere MQ
Explorer GUI is an alternative. There is also a command selection from the ISPF panel

shown here.
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ISPF panels command input

EDIT HUGHSON.CSQUTIL . COMMANDS Columns 00001 00072
SRR R R R R R RO R AR R R Top OF Data FEEERRR ARk Rk kR kR R kR R

000001 DISPLAY QL(SYSTEM.COMMAND.INPUT) ALL
EEEEEE REXRREARREXRREARRERRRIAARENS BOLLOM OF DAta FHrrRedddh ek hkhd kR o d kR A AR A%

1
Enter/edit MQSC commands. LineEdit (F4) to edit long lines, END (F3) to
process commands, CANCEL (F12) to exit without processing commands, HELP

(F1) for more help. |
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The ISPF panels have been enhanced to allow any MQSC command to be entered in the
same way it is in CSQUTIL program. The panel also checks the syntax of the command
for errors.
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ISPF panel command output

EDIT HUGHSON.CSQUTIL.OUTPUT Columns 00002 00073
dededededeh Fhhhdehdehdhhhhdhhhdhd ki k Top of Data fedededefefehdehh ek hhdehdeh ik
000001 CSQUOOOI CSQUTIL IBM webSphere MQ for z/0S V7

000002 CSQUOOLI CSQUTIL Queue Manager Utility - 2008-06-02 00:26:13

000003 COMMAND TGTQMGR(MQ45) RESPTIME(30)

000004 CSQU1271I Executing COMMAND using input from CSQUCMD data set

000005 (CSQUl20I Connecting to MQ45

000006 CSQuUl21lI Connected to queue manager MQ45

000007 CSQUOS55I Target queue manager is MQ45

000008 DISPLAY QL (SYSTEM.COMMAND.INPUT) ALL

000009 CSQN205I  COUNT= 3, RETURN=00000000, REASON=00000000

000010 csQm4011 !MQ45

000011 QUEUE(SYSTEM.COMMAND.INPUT)

000012 TYPE(QLOCAL)

000013 QSGDISP(QMGR)

000014 STGCLASS(SYSVOLAT)

000015 PSID(3)

000016 CFSTRUCT( )

000017 CLUSTER( )

000018 CLUSNL( )
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This is an example of the output from the previous display command.
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Restrictions

z/OS enhancements
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This section describes a restriction for z/OS.
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Selectors on z/OS

= Selectors are not supported for point to point
messaging when connecting to a z/OS queue
manager.

z/0OS enhancements © 2008 IBM Corporation

In WebSphere MQ V7 on z/OS, selectors for point to point messaging are not supported
when connecting to a z/OS queue manager.
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Summary
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This section provides a summary of enhancements to WebSphere MQ V7 on z/OS.
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Summary

= RACF classes
= MQ Explorer administration
= |ISPF panel changes

= Restrictions

z/0OS enhancements © 2008 IBM Corporation

There are new RACF classes to support mixed case profiles in WebSphere MQ V7 on
z/0S. MQ Explorer administration on z/OS is possible without the Client Attach Feature.
The ISPF panels now support MQSC commands.
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Feedback

Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better
meet your needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send e-mail feedback:

mailto:iea@us.ibm.com?subject=Feedback about zOS Specifics.ppt

This module is also available in PDF format at: ../zOS_Specifics.pdf

© 2008 IBM Corporation

z/OS enhancements
You can help improve the quality of IBM Education Assistant content by providing
feedback.
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Trademarks, copyrights, and disclaimers

The ing terms are ks or registered ks of International Business Machines Corporation in the United States, other countries, or both:

IBM RACF WebSphere z/0S

A current list of other IBM trademarks is available on the Web at http://www.ibm.com/legal/copytrade.shtml

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document could include
technical inaccuracies or typographical errors. IBM may make improvements or changes in the products or programs described herein at any time without notice. Any
statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. References in this
document to IBM products, programs, or services does not imply that IBM intends to make such products programs or services available in all countries in which IBM
operates or does business. Any reference to an IBM Program Product in this document is not intended to state or imply that only that program product may be used.
Any functionally equivalent program, that does not infringe IBM's intellectual property rights, may be used instead.

Information is provided "AS IS" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY
WARRANTY, EITHER EXPRESS OR IMPLIED. IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NONINFRINGEMENT. IBM shail have no responsibility to update this information. 1BM products are warranted, if at all, according to the terms and
conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty, International Program License Agreement, etc.) under which
they are provided. Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly
available sources. IBM has not tested those products in connection with this publication and cannot confirm the accuracy of performance, compatibility or any other
claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights. Inquiries regarding
patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785
WA,

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples described are presented
as illustrations of how those customers have used IBM products and the results they may have achieved. The actual throughput or performance that any user will
experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration,
and the wo:jklr?ad processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the
ratios stated here.

© Copyright International Business Machines Corporation 2008. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA ADP Schedule
Contract and IBM Corp.
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