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Best practices for protecting Enterprise 
Information in BigData & Datawarehouse 



Big data– a growing phenomenon 

25+ TBs of 
log data 

every day 
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2+ 

billion 

people 

on the 

Web by 

end 2011  

30 billion RFID 

tags today 

 (1.3B in 2005) 

6 billion 

mobile 

phones  

world 

wide 

100s of 

millions 

of GPS 

enabled 

devices 

sold 

annually 

76 million smart 

meters in 2009… 

 200M by 2014  

12+ TBs  

of tweet data  
every day 



Respondents who say 
analytics creates a 
competitive advantage 

57% 
increase 

Organizations 
achieving 
a competitive 
advantage with 
analytics are  

2.2x 
more likely to  
substantially 
outperform their 
industry peers 

2010 

58% 2011 

37% 

Source: The New Intelligent Enterprise, a joint MIT Sloan Management Review and IBM Institute of Business Value analytics 
research partnership. Copyright © Massachusetts Institute of Technology 2011 

Analytically sophisticated organizations outperform 
others 
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* Truthfulness, accuracy or precision, correctness 

Volume Velocity Veracity* Variety 

Data at Rest 

Terabytes to exabytes 
of existing data to 

process 

Data in Motion 

Streaming data, 
milliseconds to 

seconds to respond 

Data in Many 
Forms 

Structured, 
unstructured, text, 

multimedia 

Data in Doubt 

Uncertainty due to  
data inconsistency 
& incompleteness, 

ambiguities, latency, 
deception, model 
approximations 

Four dimensions of big data 



The IBM Big Data Platform, Enterprise Big Data Landscape 

InfoSphere BigInsights  
Hadoop-based low latency 

analytics for variety and 

volume 

IBM Netezza High 

Capacity Appliance 
Queryable Archive 

Structured Data 

IBM Netezza 1000 
BI+Ad Hoc  

Analytics on Structured Data 

IBM Smart Analytics 

System 
Operational Analytics on 

Structured Data 

IBM Informix Timeseries 
Time-structured analytics 

IBM InfoSphere 

Warehouse 
Large volume structured 

data analytics 

InfoSphere Streams 
Low Latency Analytics for 

streaming data 

MPP Data Warehouse 

Stream Computing Information Integration 

Hadoop 

InfoSphere Information 

Server 
High volume data integration 

and transformation 



Security and compliance concerns in big data environments 

Structured 

Unstructured 

Streaming 

 Massive volume of structured data movement 
• 2.38 TB / Hour load to data warehouse 

• High-volume load to Hadoop file system 

 Ingest unstructured data into Hadoop file system 

 Integrate streaming data sources  

Big Data Platform 

Hadoop Cluster 

Clients 

•Who is running specific big data requests?   

•What map-reduce jobs are they running?   

•Are they trying to download all of the 

sensitive data for non-authorized 

purposes?, 

•Is there an exceptional number of file 

permission exceptions? 

•Are these jobs part of an authorized 

program list accessing the  data?  

•Has some new query application been 

developed that you were previously 

unaware existed? 



Regulations require data protection, no matter where 
data resides! 

Canada:  

Personal Information Protection 

& Electronics Document Act 

USA:  

Federal, Financial & Healthcare 

Industry Regulations & State Laws 

Mexico: 

E-Commerce Law 

Colombia: 

Political Constitution – 

Article 15 

Brazil: 

Constitution, Habeas Data &  

Code of Consumer Protection 

& Defense 

Chile: 

Protection of  

Personal Data Act 

Argentina: 

Habeas Data Act 

South Africa: 

Promotion of Access 

to Information Act 

United Kingdom:  

Data Protection 

Act 

EU: 

Protection 

Directive 

Switzerland: 

Federal Law on 

Data Protection 

Germany: 

Federal Data Protection  

Act & State Laws 

Poland: 

Polish  

Constitution 

Israel: 

Protection of 

Privacy Law 

Pakistan: 

Banking Companies 

Ordinance 

Russia: 

Computerization & Protection of Information 

/ Participation in Int’l Info Exchange 

China  

Commercial  

Banking Law 

Korea:  

3 Acts for Financial  

Data Privacy 

Hong Kong:  

Privacy Ordinance 

Taiwan: 

Computer- Processed 

Personal Data  

Protection Law Japan: 

Guidelines for the 

Protection of Computer 

Processed Personal Data 

India: 

SEC Board of  

India Act 

Vietnam: 

Banking Law 

Philippines: 

Secrecy of Bank 

Deposit Act 
Australia: 

Federal Privacy 

Amendment Bill 

Singapore: 

Monetary Authority of 

Singapore Act 

Indonesia: 

Bank Secrecy 

Regulation 8 

New Zealand: 

Privacy Act 



average cost per breach $5.5M 

security incidents in 2011, 
compromising 174 M records 855 

consumer cybercrime victims  
in 2011, or 18 adults became 
a victim every second 

556M 

cost of losing customer loyalty 
(lost business) following a 
data breach 

$3M 

$3.5M 
Yearly average cost of compliance 

Traditional approaches miss the mark 



More frequent and damaging data breaches 

Attacks impact 650 Israeli government websites, wipes databases, leaks emails 
and passwords 

November 2012: Thousands of email addresses/passwords, hundreds of 
Web sites, government & privately owned 

SQL Injection Infects Millions of Web Pages; Attacks up 69% 

September 2012: Attacker takes full control of OS, DB and App 

Rogue employee steals over 9,000 drivers licenses records 

February 2013: Employee had no “business need” to access data 

Medical records exposed for nearly 300,000 clients; FTC sues 

February 2013: FTC demands accountability for privacy practices 



Database servers are a primary source 

http://www.verizonenterprise.com/DBIR/2013/ 

2013 Data Breach Report from Verizon Business RISK Team 

 Database servers contain your client’s 

most valuable information 

– Financial records 

– Customer information 

– Credit card and other account records 

– Personally identifiable information 

– Patient records 

 High volumes of structured data 

 Easy to access 

“Go where the money is… and go 

there often.”     -   Willie Sutton  

W
H

Y
?

 

Real time security is needed –  

66% of breaches that remain undiscovered for months or more! 
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InfoSphere provides a complete data protection 
approach 

Satisfy compliance and regulatory mandates 

De-indentify 

sensitive data 

Deploy centralized 

controls for real-

time database 

monitoring 

 Encrypt data with 

negligible 

performance 

impact 

Automate 

detection of 

sensitive data 

 Mask with pre-
build functions 
or customize 

 Mask 
consistently 
across systems 

 Policy-based 
controls to detect 
unauthorized 
activity 

 Vulnerability 
assessment & 
change auditing 

  Encrypt files 
and structured 
data 

 Unify policy 
and key 
management 
for central 
administration 

 Classify 
sensitive data 
types 

 Discovery 
hidden data 
relationships 

InfoSphere Discovery 

& InfoSphere 

Guardium 

InfoSphere Optim 

Data Masking 

InfoSphere 

Guardium DAM &  

VA Solution 

InfoSphere 

Guardium Data 

Encryption 

Discover & classify 

sensitive data 
Mask structured data 

Monitor database 

activity & assess 

vulnerabilities 

Encrypt structured 

and unstructured 

data 



Database Activity Monitoring  
& Vulnerability Assessment 



● Assess static and 

behavioral database 

vulnerabilities 

● Configuration auditing 

● Preconfigured tests 

based on best practices 

standards (STIG, CIS, CVE) 

● Automated & centralized controls 

● Cross-DBMS audit repository 

● Preconfigured policies/reports 

● No database changes 

● Minimal performance impact 

● Sign-off management 

● Entitlement reporting 

● Find & classify 

sensitive data 

● Continuously update 

security policies 

● Discover embedded 

malware & logic bombs 

● Prevent cyberattacks 

● Monitor & block privileged users 

● Detect application-layer fraud 

● Enforce change controls 

● Real-time alerts 

● Control firecall IDs 

● SIEM integration 

Addressing the Full Lifecycle of Database 
Security & Compliance 
  Real-Time Database Security & Monitoring 

Critical  

Data 

Infrastructure 

Audit 

& 

Report 

Assess 

& 

Harden 

Find 

& 

Classify 

Monitor  

&  

Enforce 



Audit Requirements 
COBIT 

(SOX) 
PCI-DSS ISO 27002 

Data 

Privacy & 

Protection  

Laws 

NIST 

SP 800-53 

(FISMA) 

1. Access to Sensitive Data 
(Successful/Failed SELECTs) 

    

2. Schema Changes (DDL)  
(Create/Drop/Alter Tables, etc.) 

     

3. Data Changes (DML) 
(Insert, Update, Delete) 

  

4. Security Exceptions 
(Failed logins, SQL errors, etc.) 

     

5. Accounts, Roles & 
Permissions (DCL) (GRANT, REVOKE) 

     

The Compliance Mandate – What do you need to 
monitor? 

DDL = Data Definition Language (aka schema changes) 

DML = Data Manipulation Language (data value changes) 

DCL = Data Control Language 



What Database Audit Tools are Enterprises Using 
Today? 

Create 
reports 

Manual 
review 

Manual 
remediation, 

dispatch 
and tracking 

http://images.google.com/imgres?imgurl=http://www.peopleandplanet.org/cms_graphics/img1284_size1.png&imgrefurl=http://peopleandplanet.org/redressfashion/resources/findoutmore&usg=__I4nBKlJOS902P4-jdcZ9INXdytA=&h=123&w=123&sz=17&hl=en&start=4&itbs=1&tbnid=ijCj_Tjl45bzvM:&tbnh=89&tbnw=89&prev=/images?q=report+icon&hl=en&gbv=2&tbs=isch:1
http://www.yale.edu/its/resources/graphics/icons/icon-workstation.jpg
http://www.ocanada.tv/images/distribution-icon.jpg


Non-Invasive, Real-Time Database Security & 
Monitoring 

• Continuously monitors all database activities 

(including local access by superusers) 

• Heterogeneous, cross-DBMS solution 

• Does not rely on native DBMS logs 

• Minimal performance impact (2-3%) 

• No DBMS or application changes 

• Supports Separation of Duties 

• Activity logs can’t be erased by attackers  

or DBAs 

• Automated compliance reporting, sign-offs & 

escalations (SOX, PCI, NIST, etc.) 

• Granular, real-time policies & auditing 

• Who, what, when, where, how 

Cluster 



Guardium monitors data activities on BigInsights  

Cluster 

InfoSphere 

Guardium 

collector 

 

InfoSphere Guardium  

S-TAP 

Hive queries 

MapReduce 

jobs 

HDFS and HBase 

commands 

InfoSphere Guardium 

 reporting and alerting 

Sensitive data  

alert! 

Relevant messages are  

copied and sent to collector 

• Minimal impact to big data server  

resources or network 

• Separation of duties – audited data 

 on secure appliance 

• Heterogeneous support  

(IBM, Cloudera) 



Highest Overall Score for  
Current Offering, Strategy, & Market Presence 

• “Guardium continues to demonstrate its leadership in supporting very large 
heterogeneous environments, delivering high performance and scalability, 
simplifying administration, and performing real-time database protection.” 

• “IBM continues to focus on innovation and extending the Guardium product to 
integrate with other IBM products.” 

• #1 score in all 3 Top Categories and all 17 subcategories along with perfect scores 
for Audit Policies; Auditing Repository; Corporate Strategy; Installed Base; 
Services; and International Presence. 

• “Guardium offers support for almost any of the features that one might find in an 
auditing and real-time protection solution.” 

• “Guardium offers strong support for database-access auditing, application 
auditing, policy management, auditing repository, and real-time protection.” 

• “Guardium has been deployed across many large enterprises and hundreds of 
mission-critical databases.” 

• “IBM offers comprehensive professional services to help customers with complex 
environments as well as those who need assistance implementing database 
security across their enterprise.” 

The Forrester Wave is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of 

Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is 

plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not 

endorse any vendor, product, or service depicted in the Forrester Wave. Information is based on best available 

resources. Opinions reflect judgment at the time and are subject to change. 

Source: “The Forrester Wave™: Database Auditing And Real-

Time Protection 



“Dominance in this space” 
#1 Scores for Current Offering, 

Architecture & Product Strategy 

“5-Star Ratings: Easy 
installation, sophisticated 

reporting, strong policy-based 
security.” 

 

“Enterprise-class data security 
product that should be on every 

organization's radar." 

“Top of DBEP Class” 
“Practically every feature you'll 

need to lock down sensitive data.“ 

2007 Editor's Choice Award 
in "Auditing and 

Compliance" 

“Guardium is ahead of the pack 
and gaining  

speed.” 

“Most Powerful Compliance 
Regulations Tools ... Ever" 

Validated by Industry Experts 



Solution Illustration 



Granular Policies with Detective & Preventive 
Controls 

Application 

Server 

10.10.9.244 

Database 

Server 

10.10.9.56 

APPUSER 



Cross-DBMS, Data-Level Access Control (S-GATE) 

S-GATE 
Hold SQL 

Connection terminated 

Policy Violation: 
Drop Connection 

Privileged 
Users 

Issue SQL 

Check Policy 
On Appliance 

Oracle, 
DB2, 

MySQL, 
Sybase, 

etc. 

SQL Application Servers 

Outsourced DBA 

Session Terminated 

 Cross-DBMS policies 

 Block privileged user actions 

 No database changes 

 No application changes 

 Without risk of inline 

appliances that can interfere 

with application traffic 



Data Encryption 



What is driving data encryption technology? 
 • Businesses or organizations that retain sensitive data 

and/or must meet data governance compliance 
• Credit card data 

• PCI - Payment Card Industry Data Security Standard  
• All that process credit card transactions  

• Health data 
• HIPPA - Health Insurance Portability and Accountability Act 
• Health care provides and organizations who retain and/or 

transmit health related infomation including financial 
transactions 

• Financial data 
• Sarbanes-Oxley - Sarbanes-Oxley Act 
• Public companies, public accounting firms, and firms providing 

auditing services 

• Notification Laws in most states 

• Minimal disruption while meeting data security needs and 
compliance 



1 Install and maintain a firewall 7 Restrict access to data by business need-to-
know 

2 Do not use vendor-supplied defaults for 
passwords. Develop configuration 
standards 

8 Assign a unique ID to each person with 
computer access 

3 Protect stored data 
Encrypt cardholder number 

9 
Restrict physical access to cardholder data 

4 Encrypt transmission of cardholder data 
across public networks 

10 Track and monitor all access to network 
resources and cardholder data 

5 Use and regularly update anti-virus 
software 

11 Systems should be tested to ensure security 
is maintained over time and through 
changes 

6 Develop and maintain secure systems and 
applications 

12 Maintain an information security policy 

IBM Database Encryption Expert can help 

 Why Encrypt Data? Industry Regulations 
 Payment Card Industry (PCI) Requirements… 



The Data Threats – Data at Rest & Data in Transit 

•  Online – internal threats 
• Attackers breaking through perimeter security 
• Privileged user abuse 
• Data replicates to many locations 

• Offline – theft and loss 
• Backups typically written to portable media 
• Often stored offsite for long periods 

 

• Onwire – internal and external threats 
• Hackers and sniffers picking data off the network 

 
 



What is IBM Database Encryption Expert? 

• Data protection for your database environments 
• High performance encryption, access control and 

auditing 

• Data privacy for both online and backup 
environments 

• Unified policy and key management for centralized 
administration across multiple data servers 

• Transparency to users, databases, applications, 
storage 

• No coding or changes to existing IT infrastructure 

• Protect data in any storage environment 

• User access to data same as before 
• Centralized administration 

• Policy and Key management 

• Audit logs 

• High Availability 



Encryption Expert Architecture 

File System 

DBMS Server 

Online Files 

Online  Agent 

DB2 Offline 
 Agent 

Applications 

Authenticated Users 

Encryption Expert Security Server 

 Policy and Key Management 

 Centralized administration 

 Separation of duties 

Web 
Administration 

https 

SSL 
x.509 Certificates 

 EE Security Server 

 EE Secure Offline Agent  

 EE Secure File System Online Agent 

 Components: 

IBM EE Server 

Key, Policy,  
Audit Log 

Store 

Failover 

Backup Files 



Policy Rules 
• WHO is attempting to access protected data? 

• Configure one or more users, groups, or applications users 
may invoke who can access protected data 

• WHAT data is being accessed? 

• Configure a mix of files and directories 

• WHEN is the data being accessed? 

• Configure a range of hours and days of the week for 
authorized access 

• HOW is the data being accessed? 

• Configure allowable file system operations allowed to access 
the data 

 e.g. read, write, delete, rename, etc. 

• EFFECT:  Permit; Deny; Apply Key; Audit 



Data Masking 
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Vulnerable non-production environments at risk 
Most ignore security in non-production environments 

70%  
of organizations surveyed use live 

customer data in non-production 

environments (testing, Q/A, development) 

Database Trends and Applications. Ensuring Protection for Sensitive Test Data  

50%  
of organizations surveyed have no way 

of knowing if data used in test was 

compromised 

The Ponemon Institute. The Insecurity of Test Data: The Unseen Crisis 

52%  
of surveyed organizations 

outsource development 

The Ponemon Institute. The Insecurity of Test Data: The Unseen Crisis 

$194  

per record 

cost of a data breach 

The Ponemon Institute. 2012 Cost of Data Beach Study 

Understand & 

Define 

Monitor  

& Audit Secure & 

Protect 

Information Governance Core Disciplines 

Security and Privacy 
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What is data masking? 

Understand & 

Define 

Monitor  

& Audit Secure & 

Protect 

Information Governance Core Disciplines 

Security and Privacy 

 Definition 
Method for creating a structurally similar but inauthentic version of an 
organization's data. The purpose is to protect the actual data while having a 
functional substitute for occasions when the real data is not required. 

 

 Requirement 
Effective data masking requires data to be altered in a way that the actual values 
cannot be determined or reengineered, functional appearance is maintained. 

 

 Other Terms Used 
Obfuscation, scrambling, data de-identification 

 

 Commonly masked data types 
Name, address, telephone, SSN/national identity number, credit card number 

 

 Methods 
– Static Masking: Extracts rows from production databases, obfuscating data 

values that ultimately get stored in the columns in the test databases 

– Dynamic Masking: Masks specific data elements on the fly without touching 
applications or physical production data store 
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Understand & 

Define 

Monitor  

& Audit Secure & 

Protect 

Information Governance Core Disciplines 

Security and Privacy 

IBM InfoSphere Optim Data Masking Solution 

• Protect sensitive information 
from misuse and fraud 

• Prevent data breaches and 
associated fines 

• Achieve better information 
governance 

• Protect confidential data used 
in test, training & development 
systems 

• Mask data on screen in 
applications 

• Implement proven data 
masking techniques 

• Support compliance with 
privacy regulations 

• Solution supports custom & 
packaged ERP applications 

Requirements 

Benefits 

De-identify sensitive information 

with realistic but fictional data 

Personal identifiable information 

is masked with realistic but 

fictional data 

JASON  MICHAELS ROBERT  SMITH 
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Understand & 

Define 

Monitor  

& Audit Secure & 

Protect 

Information Governance Core Disciplines 

Security and Privacy 

Contextually accurate masked data facilitates  
business processes 

PersNbr FstNEvtOwn LstNEvtOwn 

27645 Elliot Flynn 

27645 Elliot Flynn 

Event Table 

PersNbr FstNEvtOwn LstNEvtOwn 

10002 Pablo Picasso 

10002 Pablo Picasso 

Event Table 

Personal Info Table 

PersNbr FirstName LastName 

08054 Alice  Bennett 

19101 Carl  Davis 

27645 Elliot  Flynn 

Personal Info Table 

PersNbr FirstName LastName 

10000 Jeanne  Renoir 

10001 Claude  Monet 

10002 Pablo  Picasso 

Referential integrity is maintained with key 

propagation 

Patient Information 

Patient No. SSN 

Name 

Address 

City   State Zip 

112233 123-45-6789 

Amanda Winters 

40 Bayberry Drive 

Elgin IL 60123 

123456 333-22-4444 

Erica Schafer 

12 Murray Court 

Austin TX 78704 

Data is masked with contextually correct 

data to preserve integrity of data 

Satisfy Privacy regulations Reduce risk of data breaches Maintain value of test data 

•String literal values 

•Character substrings & 
concatenation 

•Random or sequential numbers 

•Arithmetic expressions 

•Lookup values 

•Business data types (CCN, NID) 

•Generic mask 

•Dates 

•User defined 
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Gartner Magic Quadrant - Data Masking 

 Gartner MQ for Data 

Masking Technology 

The Magic Quadrant is copyrighted 2012 by Gartner, Inc. and is reused with permission. The Magic Quadrant is a graphical representation of a marketplace at and for a specific time period. It depicts Gartner’s analysis of how certain 

vendors measure against criteria for that marketplace, as defined by Gartner. Gartner does not endorse any vendor, product or service depicted in the Magic Quadrant, and does not advise technology users to select only those 

vendors placed in the “Leaders” quadrant. The Magic Quadrant is intended solely as a research tool, and is not meant to be a specific guide to action. Gartner disclaims all warranties, express or implied, with respect to this 

research, including any warranties of merchantability or fitness for a particular purpose.  

IBM 
Leader 



Are there ways around your security policies?   
Requirements for data security and compliance 



The Choice of Market Leaders 



The Choice of Government 




