Real-Time Database Protection and
Monitoring: IBM InfoSphere Guardium
Overview
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» Business drivers for database security
» InfoSphere Guardium architecture

= Common applications

» The InfoSphere portfolio

= Case studies
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1. Prevent data breaches
« Mitigate external and internal threats

2. Ensure data integrity
* Prevent unauthorized
changes to sensitive data

3. Reduce cost of compliance
o Automate and centralize controls

Across DBMS platforms and applications
Across SOX, PCI, SAS70, ...

o Simplify Processes
* Reduce Cost
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Who is changing database schemas or dropping tables?
When are there any unauthorized source programs changing data?
What are DBAs or outsourced staff doing to the databases?
How many failed login attempts have occurred?

Who is extracting credit card data?

What data is being accessed from which network node?
What data is being accessed by which application?

How is data being accessed?

What are the access patterns based on time of day?

What database errors are being generated? y
What is the exposure to sensitive objects?

When is someone attempting an SQL injection attack?
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» Protecting sensitive enterprise data, typically distributed across a large number of
servers and a variety of DBMS platforms, from unauthorized access, theft or
changes

= Successfully passing a growing variety of audits (to validate compliance with SOX,
PCI DSS, data privacy and other regulatory mandates as well as internal
governance controls)

» Reducing the cost of compliance activities, which typically involve resource
intensive and error-prone manual controls

= Manually reading through database logs

» Dealing with the performance degradation resulting from turning on native
database auditing
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» Have you experienced any database breaches?
= What processes do you have in place to protect high-value enterprise information?

= Are you facing challenges in complying with PCI DSS, SOX, data privacy or other
regulatory mandates?

= Are your costs increasing due to the resources required to support audit and
compliance activities

= Are you concerned with internal threats to your sensitive data?

* Do you have database or application performance issues resulting from the use of
native database logging to support compliance activities?

* Do you always have a view of what changes are occurring in your database and
who is accessing what data? How are you alerted to activities out of the ordinary?
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Data

. . COBIT Privacy &
Audit Requirements (SOX) PCI-DSS | 1SO 27002 | o .o %
Laws

1. Access to Sensitive Data v v v
(Successful/Failed SELECTS)
2. Schema Changes (DDL) v v v v
(Create/Drop/Alter Tables, etc.)
3. Data Changes (DML) v v

(Insert, Update, Delete)

4. Security Exceptions v v v v
(Failed logins, SQL errors, etc.)

5. Accounts, Roles &

Permissions (DCL) (GRANT,
REVOKE)

DDL = Data Definition Language (aka schema changes)
DML = Data Manipulation Language (data value changes)
DCL = Data Control Language

SP 800-53
(FISMA)
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Real-Time Database Monitoring with InfoSphere Guardium
Application Servers [ oR ACLG] Eml
Database Servers
‘ TERADATA

IS

§ =

Host-based Probes ———
(S-TAPS)

* Non-invasive architecture
— Outside database
— Minimal performance impact
— No DBMS or application changes
* Cross-DBMS solution
* 100% visibility including local DBA access

Collector

( PostgreSQL
/ ! NETEZZA | m
/U J \ . J
[ informix | [SYBASE |

Enforces separation of duties

Does not rely on DBMS-resident logs that
can easily be erased by attackers, rogue
insiders

Granular, real-time policies & auditing
— Who, what, when, how

Automated compliance reporting, sign-offs
& escalations (SOX, PCI, NIST, etc.)
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 Multi-Tier Architecture

z/0S

S-TAP for z/0S

Collector

Central Pollcy Manager
& Audit Repository

Aophcanon Semgrs i Ofac’e, SOL SGWQ!; DB2
S-TAP (distributed & mainframe),
Informix, Sybase, MySQL,

Teradata, Netezza, PostgreSQL

Collector

SharePoint Servers
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V4

Addressing the
Lifecycle

e Prevent cybgrattacks
* Monitor & block privileged users
e Detect application-layer fraud
e Enforce change controls
e Real-time alerts

e Control firecall IDs

e SIEM integration

Monitor
&
Enforce g

e Find & classify
sensitive data

e Continuously update
security policies

* Discover embedded
malware & logic bombs

Find

&
Classify

e Automated & centralized controls
e Cross-DBMS audit repository
e Preconfigured policies/reports

* No database changes
* Minimal performance impact
e Sign-off management
e Entitlement reporting

® Assess static and
behavioral database
vulnerabilities

e Configuration auditing

* Preconfigured tests
based on best practices
standards (STIG, CIS, CVE)

Assess
&
Harden
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Databases Discovered

D i Scove r S e n S Itlve D ata Start Date: 2008-06-26 14:48:49 End Date: 2008-06-26 15:48:49

Time Probed ServerlP  ServerHostName DBType Port PortType

Find Cardholder Data 2008-06-26 15:31:00  10.10.9.253  10.10.9.253 Oracle 1521 tcp
2008-06-26 15:30:58 10.10.9.253 10.10.9.253 MSSQL 1433 tcp
Classification Rule #1 For Classification Policy “find creditcard data" 261530115 1010855 osprey Oracle 1521 tep
-26 15:30:15 10.10.9.55 osprey Sybase 4200 tcp
Rule Name [Send Alert 26153032 1010956  10.10.9.56 1521 top
Cateaorv |PCI -26 15:30:58 10.10.9.56 10.10.9.56 50001 tcp
—— _ _ o |
Column FAule Classification Data Source & L
Catalog Schema Table Name ™ D ot Comments Sam m’ﬂ_lll -
Date: Honday, July 21, 2008 5:30°22 P EOT .
Datasource: ORACLE 10.10.9.55:1521 xe _— =
Objset TABLE 3 I
HR BNSRACOW 4T ganKNwkbuw==50 A ; _—
VARCHARZ(30) CARDNUMBER -
Category: PCI Classification: ‘Cardhoider Dats’ Guardium Agentless
Rule: Search For Data: Send Alert Netwo k Scan
TABLE_TYPE«TABLE VEW, DATA_TYPETEXT,
r HR BRSROGCOW/4aTgQADKNWkbuw==S0 CARDNUMBER Send Alert  SEARCH_VALUE_PATTERNsT0-3H4}M0-5}4}40-8H4}- Cardhoider Data FCI 10-55-5v16:, 10.9.*
[0-5H4y

Action: Send Alert: Send Aler

Urgent Flag="false’, Receer="SYSLOGH

Action: Log Policy Violation: Send Policy Viokstion
Severity="10"

Achion: A3d To Group Of Objeets: a8d 15 group
Object Group="PCl Cardhoider Sensitive objects’,
Repisce Group Content='false’

Search Like ]

Search Expression lm_g}{.;}.[n..g}{.:}.[u.g}g}-[u-g}{-l} (&g

Maximum Rows I

Classification Rule Actions: o New Action
B X E] 1 Send Alert (Send Alert)
E’ @@ @ 2 Send Policy Violation (Log Policy Violation)
24 @.: 3 add to group (Add To Group Of Objects)
Q@ Cancel | o Accept |
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\ll lllf'\f\lﬁt'\lf\:l:"\' O r\I\If\'F:NII ’ : i~ l\ ﬂﬂﬂﬂﬂﬂﬂﬂ
vulriciabllity o LUy

uration Assessment Architecture

=

» Based on industry standards (DISA STIG & CIS Benchmark)
» Customizable

— Via custom scripts, SQL queries, environment variables, etc.
= Combination of tests ensures comprehensive coverage:

— Database settings

— Operating system

— Observed behavior
Tests
* Permissions

é * Roles
' * Configurations

* \/ersions
e Custom tests

Database
Hser Activity : ¢ Configuration files
OS Tier : :
: * Environment variables
(Windows,  Regist oy
Solaris, AIX, HP- egistry settings
UX, Linux) » Custom tests
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Vulnerability Assessment Example

nan J I J . L B | nan FAA NSS4 1 BN B |
Guardium o
Resuts for Securiy Assessment Comprehensive Oracle Assessment — Select another resut— » |~ H IStO rl Cal P ro g re SS
Assessment executed 2009-08-21 12:47:28.0 .
From: 2008-08-20 12:47:28.0 Clignt IP or IP subnet: Any @ Download PDF O r R e g reSS I 0 n
To: 2009-08-21 12:47:28.0 Server IPor IP subnet; Any
Assessment Result Histor
Overall Score - v
v
| B0%
Tests pagsing: 42% o
£ 60%
Based on the tests performed under this assessment, data access of the defined database environments requires improvement, a
Refer to the recommendations of the individual tests {o learn how you can address problems within your environment and what you ] P—— é-
. : I  40% )
should focus upoen first. Once you have begun addressing these problems you should also consider scheduling this assessment as K
an audit task to continuously assess these environments and track improvement.
20%
View log . . .
weeneer=is® | Detailed Scoring Matrix %
o o o o
ol ol Al 2
Bl ol gl gl
Show only: Reset Filtering
W Severties Scores  TestTypes
Result Summary  Showing 52 of 52 resuls (0 filtered) Current filtering applie: arﬂ.i“' o ;E" ::BsﬁESEwER i
Critical Major  Minor Caution Info Severites: - Show All - F | |te r co ntro | aor (g rase i
Winor — | |[Error INFORMIX L=l
Priviege 9p 15F —1p 4f — — ff — — — — — - - Scores: - Show All- Cautionary ™ MsaL v
Authentication 2p 4f — — 1f = =1 = = = = = — = Types: - Show Al - for easy use sortby:
Configuration 2p 2f —8p 3f 42 1p Jfde - 6f & — — — First : Second Third
Version - = = = 2 - = = = == - -~ Reset Filtering Egmetr# b Severi 5 Diat
ontrols Ever COre atasource
Other — 21 —2p3f — 3p— e — — — bp—1e - M v
o Apply
Assessment Test Results Compare with Previous Results Showing 52 of 92 results (0 filtered)
Cat. Test Hame Datasource  PIF Sev. Reason
Cther Excessive Loqgin Failures (Production) [Observed] Fail  Critical Toc Many login failures, found 15 per day
Recommendstion: An alarming number of login failures have been reported from your datsbases. This might be an indication of an
attempt to bresk into your database, or of somaone trying to steal or damage your dats. The number of login failures should be closs to
zero, espacially in production environments. You should immediately inspect all aftempts to sccess your datsbase and the source of 3l
the login failures, and take immediate action to deny access fo your database from unauthorized clients.
Conf. DBA Profile FAILED LOGIN ATTEMPTS Are ORACLE: Fail  Criical User profile [MONITORING_PROFILE] setup parameter FAILED_LOGIN_ATTEMPTS found cut of defined threshald
Limited oracle - 9.59 vzlug |
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Granular Policies with Real-Time Alerts

5 Rule #1 Description |n0n-App Source Appllser Connection | E
Category |Secur'rt\,f | Classification |Elreac:h | Severity
tiot [ serverip | |I| |andIor Groupl Production Servers 7';!1
[not [ clientip | [r] | anaiar Group | Authorized Cliert IPs v | &)

Hot |:| Client MAC l:l Het. Protocol l:landior Graup

DB Type not [] service Namel:l ancior Group
tot [] pB Ilamel |andJ’or Groupl ——————————————————————
Hot I:l DB User |APPUSER Iand.l’or Group | ---------------------- w |ﬂ-.

Min. Ct. ICI Reset Interval (minwutes) ICI

Continuetonext Rule [ | Rec. Vals.

Action | ALERT PER MATCH ~|
A p p U S e r Hotification From: Guardumalert@guardium.com Sent: Wed 4/15/2009 8:00 AM
N . To: Marc Gamache
@ Hotification Type MAIL Mail User marc .
Subject: (1) SQLGUARD ALERT

Subject: (c1) SQLGUARD ALERT Alert based on rule ID non-App Source AppUser Connection I
Category: security Classification: Breach Severity MED
Rule # 20267 [non-App Source AppUser Connection ]

Request Info: [ Session start: 2009-04-15 06:59:03 Server Type: ORACLHClient IP 192.168.20.160 Berver[P
172.16.2.152 Client PORT: 11787 Server Port: 1321 Net Protocol: TCP DB Protocol: TNS DB Protocol Version:
3.8 DB User: APPUSER

1 1 Application User Name
A p p I ication Dat ab ase NT Authorization Code: 1 Request Type: SQL_LANG Last Error:
SQL: select * from EmployeeTable|

Server Server X
10.10.9.244 10.10.9.56

Alert on any login using the application account
sourced from a location other than the application!
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Cross-DBMS Policies and Auditing
Access Rule Definition @

Rule #2 of policy v8

DescriptioanranuIar Cross Platform Policy Rule

Category[Secuty | Classification [Operators | Severity [FiGH =] » Single set of cross-DBMS

[~ Serverip | /] and/or Group | (Public) PCI Authorized Server IPs =l 2 p (0] I ICles
[T clientip | /] andfor Group | (Public) PCI Authorized Client IPs =l L
[ Client MAC | . .
|| -
Net Prtcl. I and/or Group Slngle CrOSS DBMS aUdIt
i = repository for enterprise-wide
|_ Svc. Name For Group . .
[ 0BName | pBo or Group [~ 5 & correlation and reporting
DB U FTP G
r . =er IBM INFORMIX (DRDA) orerene LI o
Client IP/5r¢ IBM ISERIES c. Name
App. U INFORMIX G
W Cores MS SQL SERVER orereip
|_ 0S User MYSaL or Group
s . |NETEZZA G
[~ SrcApp. ORAGLE or Group =l &
|_ Field SYBASE or Group
[~ Object TERADATA or Group =l &
[~ Command | andfor Group |~ = 2
Object/Cmd. Group
Object/Field Group | —————— LI -
Pattern
XML Pattern
App Event Exists I_ Event Type | Event User Name |
App Event Values Text | and/or Group
Numeric | Date |
Data Pattern | Replacement Character |*
Time Period | ———— =@
Minimum Count IU Reset Interval IU minutes  Message Template I Default -l
Quarantine for |[] minutes  Records Affected Threshold |[] Rec. Vals. |7 Cont. to next rule I_
Actions
) [+ ALERT PER MATCH
Add Action |
Back Save |
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Capture Audit Data

& 192.168.2.148 - PuTTY =10] x|
-bash-3.00$ |sqlplus system -

SQL*Plus: Release 9.2.0.6.0 - Production on Mon Dec 8 12:19:22 2008
Copyright (c) 1982, 2002, Oracle Corporation.| All rights reserved.
Enter password:
Connected to:

Oracle9i Enterprise Edition Release 9.2.0.6.0 - €4bit Production

With the Partitioning, OLAP and Oracle Data Mining options
JServer Release 9.2.0.6.0 - Production

SQL> |select * from ar trx bal Summary;|
select * from ar trx bal summary

ORA-03113:]end-of-file on communication channgl

sQL> B v

Policy Violations ! Incident Management [, | (2] (] [x] =

Start Date: 2008-12-08 10:25:04 End Date: 2008-12-09 11:25 \ V
"’“"h"“" Timestam c‘“—“"’ﬂ Access Rule ClientlP  ServerlP "B "’“" Full SGL String —"H“’-
Description Description
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Blocking Access Without Inline Appliances

Application

Privileged ”
Users e

Issue SQLL |

Connection terminated

|_-f'"1 root@osprey:~

[rootlosprey ~1# sglplus

SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20
Copyright (c) 1982, 2005, oOracle. BAll rights reserved.
Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

ISQL> select * from creditcard;l

*

ERROR at 14 |
ORA-03113:] end-of-file on communication channel

Session Terminated

soL> I

SQL

"~

Servers |

Hold SQL

Policy Violation:
‘ Drop Connection

K1

17

=

Oracle, SQL
Server, DB2,
MySQL, Sybase,
Netezza, etc.

Check Policy
On Appliance
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[
{1
Hall
]|

entifying Fraud in Connection-Pooied Applications

DE User Hame Application User sql

APPUSER joe zelect * from EmploveeRoletiew where UzerMame=7
APPUSER joe zelect * from EmploveeTable

APPUSER Mar: inzert into EmployveeTable values (77,777,777

% » |ssue: App server uses generic service
Marc account to access DB - which doesn’t identify
WHO initiated transaction (connection pooling)

= Solution: Track access to application users
associated with specific SQL commands
— Deterministic identification vs. time-based “best guess”
— Out-of-the-box support for all major enterprise apps
(Oracle EBS, PeopleSoft, SAP, Siebel, Business
Objects, Cognos, etc.)
— Plus custom apps (WebLogic, WebSphere, Oracle AS, etc.)
— No changes to applications

App User

Application Database
Server Server
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C:\>sqlcmd
1> select = from ssn where ssnid < 5
2> go
LastHame FirstName

Anthony
Thomas
Smith
Jones
Craven

(5 rows affected)

1> quit

C:\rsglcmd
1> select = from ssn where ssnid < 5
2> go
LastName FirstName

Anthony
Thomas
Smith
Jones
Craven

(5 rows affected)

SSN_HNumber

123-45-61780
123-45-6181
123-45-6182
123-45-61{83
123-45-6184

= Mask data on the fly for production database servers

Masked values
to database
client

Actual Values in the
database server
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Report Builder

/= Query Builder - Windows Internet Explorer

Entity List ) 8C|' . @
ient IPs Activity
A clienvserver Iain Entity- Object Add Count Add Distinct  [J Sort by count
TAX3 pccess |d x @@ Query Fields
&) Timestamp Seq. Entity Attribute Field Mode Order-by Sort Rank Descend

) Timestamp Date 0 1 ClientSerer Clignt 1P 0
AN i
O Timestamp Time F 2 Command SQL Verb [F

=] .
D Timestamp f f
ieeiDa O 3 Object Object Name Value |« O

@ Timestamp Year
& Server Type
123 clientip

P | Server P

Metwork Protocol

?,} DB Protocal

&  —'J(00) addition mode: & AND O OR [ HAVING Query Conditions
&% DB Protocol Version . . :
& - Entity Agg. Attribute Operator Runtime Param.

DB User Name [0 WHERE  Command — SQL Verb LIKE | Parameter ¥ || |CommandLike IE;
@ Seource Program : - i i

[0 AND Object e Object Mame LIKE | Farameter « | |Objec’[Namelee | Ef

TAXS Cjient MAC
i O AnD ClientServer — Senver IP LIKE | Parameter ¥ | |SenerlPLike IE;
hostX® Client Host
Mame [0 AND Session s Session Start == | FParameter w | |Sessi0n8tarts.l\ﬂer | Ef

swek Service Name
E}o Server 08
B, clientos

& 05 User

‘hostX’ Server Host
MName

dese: Sepver Description
e o e M
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InfoSphere Guardium Compliance Workflow Automation

Compliance Automation

Audit Process Definition @

Description |weekl1.-‘auditprocess

Active [] There is no schedule associated with this process
Archive Results []

Keep for a minimum of (0 | days or |5 | runs
CSVICEF File Label [weekly_audit_process | [#] Zip CSV for mail

Email Subject; (weekly audit process (Guardium) |

[ Wiew I [ Fun Once Mow I Modify Schedule

Receiver Table

Receiver Action Req. To-Do List Email Notif. Cont. Appv. if Empty

x |audit _ Review *' Sign & No O Link
(audit audit) O Full Results

x |admin _ Review  Sign ® No O Link
(admin admin) O Full Results

¥ poc Review ' Sign ® No O Link
(POC IBM) O Full Results

Add Receiver
Receiver name |— b |[ Search users

Action Required & Review O Sign
To-Do List [¥] Add
Email Notification & None O Link Only O Full Results
Continuous
Approve if Empty [] ves
Add

Audit Tasks

X Iﬁ Report: policy viclations [Access policy violations] {Start of last Friday to now}
x| Iﬁ Security Assessment: oracle assessment [Oracle Product Assessment]

| Add Audit Task |
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Broad Platform Supp

22

rt

~

Supported Platforms Supported Versions

Oracle

Oracle (ASO, SSL)

Microsoft SQL Server

Microsoft SharePoint

IBM DB2 (Linux, Unix, Linux for System z)
IBM DB2 for z/OS

IBM DB2 (Windows)

IBM DB2 for iSeries

IBM Informix

Oracle MySQL and MySQL Cluster
Sybase ASE

Sybase 1Q

Teradata

Netezza

PostgreSQL

8i, 9i, 10g (r1, r2), 11g, 11gR2
9i,10g (r1,r2), 11g

2000, 2003, 2008

2007, 2010

9.1, 9.5, 9.7

7,8,9

9.1,9.2,9.5, 9.7

V5R2, V5R3, V5R4, V6R1
7,9,10,11, 11.5
4.1,5.0,5.1

12, 15, 15.5

12.6, 15

6.x, 12,13

4.5

8
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InfoSphere Guardium: Chosen by Leading Organizations Worldwide
* 5 of the top 5 global banks * Top government agencies
e 2 of the top 3 global retailers * Top 3 auto maker
e 3 of the top 5 global insurers * #1 dedicated security company
e 2 of the world’s favorite beverage brands ©® Leading energy suppliers
* The most recognized name in PCs * Major health care providers

* 15 of the world’s leading telcos * Media & entertainment brands
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» Traditional log management, network scanners, SIEM and DLP

insufficient to secure high-value databases
— No real-time monitoring at data level to detect unauthorized access
— Inability to detect fraud at application layer
— Native logging/auditing require database changes & impact performance
— No knowledge about DBMS commands, vulnerabilities & structures

» Guardium is the most widely-deployed solution, with ongoing feedback

from the most demanding data center environments worldwide
— Scalable enterprise architecture
— Broad heterogeneous support
— 100% visibility and granular control
— Deep automation to reduce workload
— Holistic approach

© 2010 IBM Corporation



