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= Software Security Matters — No Matter where the Application Resides
» De-Mystifying the Cloud

» Protecting Data in SaaS Applications

» Developing and Deploying Secure Applications in PaaS
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Securing Applications is a Challenge
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Your Application Portfolio
Different Types & Sources
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» Large and diverse application

portfolios
= Mobile and cloud applications

= |n-house and outsourced

development
» External & internal regulatory

pressure
= Pockets of security expertise

= Yet another task for
developers
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Figure I—NIST Visual Model of Cloud Computing Deﬂm'tion’

Image Source: https://cloudsecurityalliance.org/gquidance/csaguide.v3.0.pdf
Original data: The NIST Definition of Cloud Computing, http://csrc.nist.gov/publications/nistpubs/
800-145/SP800-145.pdf
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Application Responsibility and the Cloud

Figure 1: Level of control/responsibility for client and CSP across different service models

Saas
The client may have limited control of
user-specific application configuration settings.

- PaaS

The client has control over the deployed
applications and possibly configuration

settings for the application-hosting environment.

® laaS
The client has control over operating systems,
storage, deployed applications, and possibly

‘ limited control of select networking components
CLIENT (e.g., host firewalis).

Level of controliresponsibility for client and CSP
across different service models

Source: https://www_pcisecuntystandards.orqg/pdfs/PCl DSS v2 Cloud Guidelines._pdf
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= Access control

= Access to log files

» Patching and upgrades

= Networking zoning

= Multi-tenancy considerations
= Vetting of administrative staff
= Cost control of utilities

» Upgrades and patching

» Right to audit

» Breach disclosure
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» What are the requirements for an application of this type on premise?
—Can that be matched or exceeded in the cloud?
—What security controls has the provider built in?
—Look at both the applications and the APIs
= At a minimum, confirm with the CSP (cloud service provider)
—Required application log data and access to the data
—Authorization and Authentication
—Vulnerability and patch management
—Key management
—Physical access to the data center
—Breach naotification and alerting
—Escalation path
—Reporting
—Right to audit
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» Platform as a Service
—Qperating systems, databases, middleware, web servers, tools
—Testing and deployment support

= Customers can use tools from the PaaS provider for development and
services for deployment

= Or use PaasS for deployment only
—Develop applications in-house
—Port legacy applications

= Burden of control for implementing application security — shifts to the
developer/customer

» Define requirements
—Authentication
—Authorization
—Data protection/encryption
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Extend Secure by Design to PaaS Applications

» Build security into your application development process

» Efficiently and effectively address security defects before deployment
» Collaborate effectively between Security and Development

= Don’t forget training

» Provide Management visibility
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Proactively address vulnerabilities early in the development process
<€
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X-Force Threat Analysis — Software still Isn’t Secure

IBM researches and monitors latest
threat trends with X-Force

walyzed
Web pages
and imapes

of snique documented
melware vulserabllities

amples
g X-Force

apam and nlrusion

phishieg attamgle daily
altacks

Provides Specific Analysis of:

= Vulnerabilities and exploits = Malware
= Malicious/Unwanted websites = Other emerging
= Spam and phishing trends

Most comprehensive vulnerability
database in the world
= Entries date back to the 1990’s
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Test Applications before and after deployment

“/» , _ Dynamic Analysis .

| ~ Total Potential - Analyze Live Web Application
- Use during testing
- Uses HTTP tampering

Static Analysis *

- Analyze Source Code
- Use during development N
- Uses Taint Analysis / | Q-b.
Pattern Matching ,
Hybrid Analysis
- Correlate Dynamic and
Static results
- Assists remediation by

identification of line of code

Ce

Run-Time Analysis Client-Side Analysis }

- Combines Dynamic Analysis with - Analyze downloaded Javascript
run-time agent code which runs in client
- More results, better accuracy - Unique in the industry
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Differences between SAST and DAST approaches

12

Scan input

Assessment
techniques

Role in
application
developmeni
lifecycle

Results &
Output

Static Analysis W

(White Box testing)

Scans source code and bytecode
for security and quality issues.
Requires access to source or

bytecode

Uses "taint analysis™ and patiemn
matching technigues to locate
issues

Development: Scan code and
work remediation from IDE

Build: Scan nightly or weekly build
to highlight defects for developers
to correct

Security: Define & customize
security best practices for
developers; Execute pre-
production scans and audits

Resultz are presented by line of
code, source to sink funclions flow

Dynamic Analysis
(Black Box testing)

Scans running web applications.
Requires starfing point URL, and
login credentials where relevant

Tampering of HTTP meszages to
locate application and infrastructure
layer issues

Build: Scan az part of build
acceptance tests before releasing
build fo testing team

Test: Execute security test scripts as

part of quality plan

Security: Define test scripts for
quality plan; Execute pre-production
scans and audits

Results are presented as HTTP
messages (exploit requests)
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= Application security in the cloud requires a layered approach
— Test, Assure, Protect
= Control for application security shifts depending on the model
— Either way, organization must define application security requirements
» Less control with SaaS, CSP has a higher burden
— Get it in writing from the provider
= More control with PaaS, CSP has a lower burden
— Follow secure design processes
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

Ibm.com/security

© Copyright IBM Corporation 2013. All rights reserved. The information contained in these materials is provided for informational purposes
only, and is provided AS IS without 3arranty of any kind, express or implied. IBM shall not be responsible for any damages arising out of the use
of, or otherwise related to, these materials. Nothing contained in these materials is intended to, nor shall have the effect of, creating any
warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement
governing the use of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in
all countries in which IBM operates. Product release dates and/or capabilities referenced in these materials may change at any time at IBM’s sole
discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in any
way. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United
States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.



