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IBM Endpoint Manager per Device Mobili (MDM) 0

= Rilasci di MDM

= Scenari aziendali

Rilascio del Prodotto versione 1.0 nel Q1 2012:
- MDM 1.0 € la prima major release con il supporto di iOS e Android
MDM 1.1 ha aggiunto le funzionalita per gli items piu critici (Giugno 2012)

MDM 1.2 ha espanso le capacita MDM in molte aree (Q3 2012):
NitroDesk Touch Down/ Office 365/ Self Service Portal/completo supporto API'iOS

MDM 1.3 primo rilascio parziale
SAFE della Samsung

Lutilizzo di Smartphone e tablet € in continua crescita

| dispositivi mobili (di proprieta dei dipendenti o dell’organizzazione) hanno accesso
alle risorse ed ai dati aziendali

Le imprese non hanno ancora strumenti per gestire correttamente i dispositivi mobili

| vecchi metodi per la gestione dei dispositivi (basati su email) non forniscono
sufficiente controllo sui mobile

© 2012 IBM Corporation
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Gestione dei dispositivi Mobili: 1l problema

Security & Management
Challenges

=Accessi non autorizzati (perdita,
furto)

=Encryption disabilitata
=Connessioni di rete non sicure
=Perdita dei dati corporate

End 5 - ')
User

= E]

« Mail / Calendar / Contacts
» Access (VPN / WiFi)

» Apps (app store)

» Enterprise Apps

Encryption not enforced

- =

VPN /WiFi Corporate
Network
Access

iCloud

iTunes
Sync
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Gestione dei dispositivi Mobili: La soluzione

(@) Secured by
End @ t | BigFix policy

Endpoint Manager for Mobile User =

Devices -

=Abilitare politiche per le password :

=Abilitare encryption dei dispositivi . Personal Mail / Calendar

=Forzare encrypted backup * Personal Apps

=Disabiltare iCloud sync Corporate Profile ﬁ E

= Accesso all’email, apps, VPN, « Enterprise Mail / Calendar

WiFi della corporate secondo le * Enterprise Access (VPN/WiFi) VPN / WiFi Corporate
politiche di compliance aziendali y (E:Et;;k:n“)se Apps (App store or Network

=Wipe selettivo dei dati corporate
e . C (|) Encryption Enabled
se l'impiegato lascia I'azienda [
“Wipe totale se il dispositivo viene M

smarrito o rubato

|Tunes
Sync
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Principali Funzionalita di Mobile Device Management
(MDM)

Category Endpoint Manager Capabilities

Piattaforme supportate Apple iOS, Google Android, Nokia Symbian, Windows Phone, Windows Mobile

Wipe selettivo dei dati, Wipe completo, disabilitazione accesso email, lock remoto del

Azioni di gestione del dispositivo _ -~ T
dispositivo, messaggi di notifica per 'utente

Gestione delle applicazioni Inventario, Enterprise app store, whitelisting, blacklisting, iOS WebClips
Gestione delle configurazione e Configurazione di policy per la Password, device encryption, jailbreak & root,
della Sicurezza disable iCloud

Servizi di Localizzazione Tracciare i dispositivi e localizzarli su una mappa (Google Map)

Gestione Accessi Enterprise Access  Configurazione di Email, VPN, Wi-Fi, Authenticated Enrollment, Self Service Portal

Gestione spese Abilita/Disabilita voice and data roaming
Gestione Cloud Email Supporto di Office 365
Contenitore Nitrodesk Touchdown per Android

© 2012 IBM Corporation
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IBM ha annunciato il supporto per Apple iOS6

Nuove funzionalita in MDM per iOS6

= Possibilita di configurare un device-level proxy
(Funzionalita solo "Supervise mode")

= Single-app mode: possibilita di settare a "Locked
App" come a "Kiosk Mode"

= Alcune nuove restrizioni come la possibilita di
disabilitare il Game Centre

= Configurazione di un profilo che puo
automaticamente essere rimosso ad una specifica
data

= Disabilitare i contatti recenti sincronizzandosi con
uno specifico account email

= Disabilitare passbook mentre il dispositivo e locked

= Disabilitare shared foto streams

B Uiz 1: Washington to Monroe
174g-1R12

B L T T i A T

Single-app

mode
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L’approccio di IEM alla gestione dei dispositivi Mobili

« Una gestione avanzata della piattaforma iOS attraverso
le Apple’s MDM APls

attraverso un agente TEM

S—

« Una gestione basta su Email attraverso Exchange
(ActiveSync) o Lotus Traveler (IBMSync)

« 10S

* Android

*  Windows Phone
«  Windows Mobile

!! *  Symbian

.";Apple iOS
gle Android

lokia Symbian
indows Phone
“and Windows
i Mobile
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IBM Endpoint Manager for Mobile Devices Architecture
. [ [ Apple Push ]

= Notification Servers

~

Mgt
Extender
for iOS

5| O S g

Console / Web Reports

for (Exchange or Lotus) J

L4
https X

Email Server Apple MD
(Exchange/Lotus)

Apple Push
Notification

y ActiveSync T~
,om - T Sl . /1BM Qyﬂ% w—— aA@bveSynem e L R b Wl ekl kR -
1 i s \ _~ Phones/ Tablets
. Desktops / o N :
1 ! o 2 . > 1
' Laptops o " w/Email !
' ' 1\__AndoidApp /  \_ / i
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Componenti MDM: Agente Android |

= L’Agente Android e costruito su tecnologia Linux

= E" molto simile ad un agente TEM (registrazione, raccolta,
valutazione Fixlets, selezione del relay, etc)

= L’ agent Android Agent puo:
— Ispezionare I hardware, apps, security policies, network,
localizzazione, informazioni sullo stato della batteria
— Wipe del dispositivo
— Cambiare le policies di sicurezza
— Verificare se il dispositivo & “rooted”
= L’ agent Android non puo:

— Installare o disinstallare una app in maniera silente (ma puo
mandare messaggi)

— Vedere o cancellare altre app’s

% © 2012 IBM Corporation
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Componenti MDM: Gestione basata su Email

= Quasi tutti i dispositivi possono essere gestiti attraverso il protocollo
Activesync (o “IBMSync”)

= La gestione basata su Email € molto facile da installare

— E’ sufficiente installare il “mgmt extender” e si ha immediatamente
accesso a tutti i dispositivi

= La gestione basata su Email ha funzionalita ridotte
— Permesso: Wipe, disabilitare I'accesso email, password policies

— Non permesso: Avere informazioni sul dispositivo (hardware, network,
manufacturer, localizzazione, apps, etc.)

— Non permesso: “wipe selettivo”, clear password, “offering apps”

Lﬂt us. Utes Microsoﬂ«ét'“
Exchange Server

% © 2012 IBM Corporation



IBM Tivoli User Group 2012

a

Componenti MDM: Apple iOS ‘

= Siinstalla attraverso una App disponibile su Apple Store

Mobile Client *

= Le Apple MDM APIs permettono di avere molte funzionalita:
— Inventario avanzato (HW, apps, utente, VPN info, email info, etc.)
— Configurare policies di sicurezza (passwords, encryption, etc.)
— Configurare “enterprise access” (wifi, email, vpn)
— Restrizioni (camera, bluetooth, appstore, etc.)
— “Managed Apps” (associare apps con un profilo) — nuovo in iI0OS5
— Wipe completo del dispositivo

— “Enterprise container” / “Wipe selettivo” — raggruppare e rimuovere calendario / contatti
/ email / VPN / Wifi / apps gestite

evice Details | Management Commands | i05Profiles  SecurityInfo  Installed Apps
Device Name

e . . iy pN .
—_ Verlflcare Se II dISpOSItIVO e Jallbreak francesco.censi's iPad Device Details - Android | Apple i0S
User Name Carrier  ‘odafone IT
_ “Raccomandare Apps” francesco. cansigit.ibm. com Last Server Communication  Tue, 10 Apr 2012 15:36:09 +0200
Operating System Manufacturer  Apple
Apple 0551 Name Francesco Censi's iPad

— Enrollment facilitato

Madel UUID / UDID  d536e83659daBbcBdc295337 cb21571 43451
Pad Serial Number  VEMAEFIETY
Location Model ID  MCASTTY
Location nat Supported Phone Number  n/a
R Model iPad
g Last Report Time  4/10/2012 3:36:09 PM Device Ownership  Organiza tion
g Manufacturer  Apple GUID /IMEI 01 232600 916765 &
§ Carrier  Yodafone IT

© 2012 IBM Corporation



IBM Tivoli User Group 2012

IBM Endpoint Manager for Mobile Devices: Dashboard

Mobile Device Overview

Device Count by 0S
(.| e |6
=11
a0 4
40 -
;
MDM Devices E 301
Device Hame User Hame
20 4
I Roosevelt's iPhone Roozevelt
) Buchanan's Microsoft DeviceEmulstar Buchanzn 10 -
1 Ford's Microsoft DeviceEmulstar Ford
1 Harrison's DROIDX Harrizan 0
. Ronsevelt's iPad Ronsevet Ancdraoid 0% Windones Ff,
. Harrigon's iPad Harrizon @ i # of Rems in 'Otirer': I]_
. Lincoln's iPa Lincoln | e g e —
|‘I Clirtor's unknowen sk Clirton Andraidd (317
I Wilzon's iPhone Wilzon Apple i05-Phone3C1812.1 (05 4)
) Clinton's HTC HTC Flyer PS12 Clintan Android (2.3.4]
Fillmore's: iPad Fillmore Apache-HitpClient UMY AILABLE (ava 1.4)
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Un report unificato delle politiche di password utilizzate dalle
diverse piattaforme mobili permette in maniera semplice
allamministratore di identificare i dispositivi non-compliant

[ Analysis: Password Settings H=] E3
ﬁncti\-’ate ﬁDeactivate | o Edit E_’E}Expnrt | Hide Locally  Hide Globally | xRemwe ‘

'Descriptinn I Detalls Results |.0.|:|pli|:able Caomputers (202) I

I\-'iew as lisk j
applicable Computers (202) Computer Mame i | Password Enabled | Password Compliank | Password Lengt. .. | Require Alphan. .. | Inactivity Timea. .. | Pass;l
Jefferson's iPad True True nla False 300 9
! Jefferson's iPhone False Device admin disabled nfa True nfa 0
! Jefferson's iPhone True Device admin disabled 1 True 300 q
E Jefferson's SCH-1405 False Device admin disabled g False 300 ]
! Johnson's ADRE400L Device admin di... Device admin disabled ] True 5 15
! Johnson's iPad Device admin di...  Device admin disabled 1 True 15 ]
B Johnson's iPhone Device admin di...  False ] True 5 15
! Johnson's iPhone False Device admin disabled 0 False ] q
! Johnson's SCH-1405 Device admin di.,.  Device admin disabled g True ] 0
! kennedy's iPad Device admin di...  True g True 15 ]
! Kennedy's iPad False Device admin disabled nfa True nfa 0 J
B Kennedy's iPhone Device admin di...  False 1 False 300 q
! Kennedy's iPhone Device admin di...  True 1 True 15 q
! Lincaln's ADRG400L True True nja True ] q
ﬂ Lincoln's google _sdk. True Device admin disabled 1 True 5 0
! Lincoln's HTZ HTC Flyer ... Device admin di... Device admin disabled a True nfa ]
! Lincaln's iPad False Device admin disabled 1 False 15 0
! Lincoln's iPad False False g True ] 15
! Lincoln's iPad True Device admin disabled g False 15 15
!| Lincoln's iPhone Device admin di...  True 0 False nfa | Q_ILI
4 4
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> 44.801 100, -68.7 77800 (Location of device Harrison's DROIDX
s/

dell’helpdesk di vedere facilmente i dettagli del dispositivo e di fare azioni

a

I'_J'1tt|::,|’,rna[.s.gung1e.cum,rr.' aps?q=44.80 pj =1 ihed 2
i Ses

Una “Single Device View” permette allamministratore e alle persone
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E’ possibile creare il proprio Enterprise AppStore

a

ron B & PR L] |ilverzon = 3:08PM 0 % eewut| [wilVerizon T 316 PM o % 87% 2| [ailVerizon &  3:25PM 0 3} 91% =2
8 . 09 Categories 'c Recommended Apps ¢ . Updates Details
L Businsss Productivity
Thursday, February 9 Business 0 > IBM Lotus Notes [ 5] Evernote
Il eM Lows ; 41.9
| Evernote | Upgrade |
: Productivily
ﬂ Productivity 9 > g Keynote © % New York Times ‘Top 10 Must-Have App’,
Appia Winner: TechCrunch Crunchies, Mashable
Mobile Client S Awards and the Webbys. %
- apj mﬂ Travel 0 » E‘iﬂ Triplt - Travel Organizer & Evernote is an easy-to-use, free app that
Tripht helps you remember everything across all of

Froductly
Evernote [y

Al Bpg

the devices you use. Stay organized, save
your ideas and improve productivity. Evernote
lets you take notes, capture photos, create to-
do lists, record voice reminders--and makes
these notes completely searchable, whether
you are at home, at work, or on the go.

Key Features:

Updates

© 2012 IBM Corporation
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Il Profilo di Configurazione iOS permette di andare a modificare
tutte le funzionalita esposte da Apple’s MDM APIs

Profile Details

Identity Passcode
|¥] Require passcode on device
Enforce the use of a passcode before using device

L

Allow simple value
Permit the use of repeating, ascending. and descer|

L

Require alphanumeric value
Require passcodes to contain at least one letter

» | Minimum password length

4
Smallest number of passcode characters allowed
PR Minimum number of complex characters
|j Smallest number of non-alphanumeric characters a
a0 = Maximum passcode age (1-730 days, or none)

Days after which passcode must be changed

Auto-Lock (1-5) minutes, or 0 for none
Device automatically locks when time period elapsd

Passcode history (1-50 passcodes, or 0 for nong
The number of unigue passcodes required before re

Grace period for device lock

Restrictions

Amount of time device can be locked without promp

Device Functionality
Enable use of device features

|_| Allow installing apps
|| Allow use of camera
|| Allow FaceTime
|| Allow screen capture
|| Allow automatic sync while roami
|| Allow Siri
|| Allow Siri while device is lockg
|v] Allow voice dialing
|v] Allow In-App Purchase
|| Force user to enter iTunes Store p
v Allow multiplayer gaming
¥ Allow adding Game Center friend

Applications

Enable access to applications on the de

w1 Allranr nea nf YoanTuha

Covc ] v

Maximum number of failed attempts

Mumber of passcode entry attempts allowed before all data on device will be erased

L Exit New Profile Mode L Save Profile

|

Exchange ActiveSync

Account Name
MName for the Exchange ActiveSync account

Exchange Active Sync Host
Microsoft Exchange Server

v Allow Move
Allow user to move messages from this account

| Use Only in Mail
Send outgoing mail from this account only from Mail app

[v] Use SSL
Send all communication through secure socket layer

| Use SIMIME
Send outgoing mail using S/MIME encryption

Domain
Domain for the account

|v] Auto-populate user and email fields

© 2012 IBM Corporation
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Un processo di autenticazione flessibile, che puo anche

includere EULA

Mobile Device Enroliment

Enrollment Questions

Please answer the following questions

Device ownership *
O I own this device

© My organization owns this
device

Department
[ Development n

(JFull-time employee

Please explain why you want
to be managed by MDM

[ | dig U awesoIe [errs 101 U1s
awesome MDM solution. It must be
used for good and not for evil. Here
are the awesome terms for this
awesome MDM solution. It must be
used for good and not for evil. Here
are the awesome terms for this
awesome MDM solution. It must be
used for good and not for evil. Here
are the awesome terms for this
awesome MDM solution. It must be
used for good and not for evil. Here
are the awesome terms for this
awesome MDM solution. It must be

mnad fne annd and ant fae Aauil Uava

@I agree

Contact support

(Submit) ( Cancel )

[wtil Verizen =  2:46 PM

o 3 92%=]

[wail Verizen =  2:47 PM EE

# Installing Profile

IBM BigFix Profile...
IBM BigFix

@ Verified
Description Install this profile to enroll for
managamant by 1BM BigFix,
Signed [BM BigFix Profile Service
Received Feb 9, 2012
Contains  Devioe enrollment challengs

Mare Details >

IBM Endpoint Manager ¢

There are no recommended
apps available at this time.

You will recive a notification whan the
admanisiralor recormmends niw apps bor
you, You can also press the relresh bulton
an the lop of thi scrgen 10 check lor new
Apps.

© 2012 IBM Corporation
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Metodo di autenticazione opzionale e Self Service portal

Mobile Device Service Portal

. Mobile Device Enrollment

Logln J Actions || Device Details || 105 Profiles || Apps || Security |
Please en.reryour Usetname and
Password .
Device Commands

Email * Show Command History
[\.rtdarrw@home int ] Clear Passcode Show Command History

Device Wipe Show Command History
Password *
[......... ]

Device Name
vtdarryl's iFhone
8.2.20003 User Name
vtdarryl@home.int
Dperating System
i0s 5.1.1
Model
iPhone 3GS
Location
-37.932671000000000

Last Report Time 7/26/2012 9:53:27 PM
Manufacturer Apple

Carrier Telstra

Phone Number +61412234918
Agent Version §.2.20005.0

© 2012 IBM Corporation
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Applicazioni installate sui dispositivi Android e iOS

This dashboard lists the applications that are installed on managed devices.
Android Apps _ Apple i05 Apps
Apps List
Tag checked as: | v | | Clear tag | P
L| Dizplay Hame Tag 1 4 Package Name Description Version Computer Count
|:| Dropbox Blacklisted com.getdropbox. Dropbo: 142 147, 151 4
|_| XFINITY TV Blacklisted com.comcast. cim. xfinityt 1.8.1 1
L| ApptDialer Enterprize com.foxgroupco.apptdia 32 1
u Tript - Travel Organizer Enterprize com.tripit.triptmobile 25 331 2
|:| Mobile Client Enterprizse com.ibm.tivel. mobileclien 1.02 82.11058, 82110 4
|_| Alfred com.alfredmobile alfred 0.6.85305 1
L| Trippy com.trippy.delightful 1.0.44 1
[ ] mDb com.imdb.imdb 22 261 3
|:| Shazam com.shazam.Shazam 345 1
|_| Kindle com.amazon.Lassen nia 4
U Talkatone im.talkme.talkmeim 1.4.1 1
U Calculator Pro com.apalen.calculatorpre 13 1
D Flashlight com.johnhaney.Flashligh 4.1 1
[ | iBooks com.apple.iBooks 335 1

© 2012 IBM Corporation
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Google Cloud Messaging (GCM): L’'agente Android puo ora
usare GCM come meccanismo di comunicazione

| dispositivi Android usualmente non possono ricevere pacchetti UDP sulla porta 52311

— Molti carriers bloccano il protocollo UDP sul 3G

— Molti dispositivi non possono utilizzare le connessioni UDP

— Le reti Wife Home/office non sono configurate per le connessioni UDP su porta 52311

= L’agente Android puo ora utilizzare GCM come meccanismo di comunicazione che migliora
la risposta degli agenti ai vari comandi. GCM utilizza il servizio Google Cloud per
informare gli agenti Android dei nuovi contenuti disponibili.

= Requisiti

— Android 2.2+ con Google kit (e.g. no Kindle Fire)
— Qualsiasi connessione (Wifi, 3G, etc)

Shared Under NDA

© 2012 IBM Corporation
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Che cosa e “Nitrodesk Touchdown”?

= Nitrodesk Touchdown € una popolare email app
— Nitrodesk: Nome della compagnia
— Touchdown: Nome dell’applicazione di mail

= |l client Nitrodesk Touchdown (7.3+) puo essere gestito usando I'agente MDM
— Gestione dei profili di configurazione delle email
— Configurazione delle politiche di mail
— Wipe delle email/contatti /calendario

4 & Android Settings
1| Android WiFi Profiles
4 a MitroDesk TouchDown
E Provision MitroDesk TouchDown - Android (1)
ﬂ MitroDesk TouchDown Security Pelicies
E Wipe NitroDesk TouchDown - Android (1)

© 2012 IBM Corporation
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Aggiornamenti su ANDROID: SAFE

= Samsung Approved For Enterprise (SAFE) € un insieme di APi incluse nei recenti
dispositivi Samsung
= SAFE fornisce capacita di gestione addizionali che non sono disponibili nei sistemi
vanilla Android
= Funzionalita incluse nell’agente MDM:
— Gestione delle applicazioni
» Possibilita di installare/disinstallare/aggiornare in maniera silente le applicazioni.
— Wipe selettivo delle applicazioni
» Qualsiasi applicazione pud ora avere i suoi dati cancellati.
— Forzare le restrizioni sui dispositivi
» Disabilitare la camera, il microfono, il bluetooth, il wifi e ’Android Market.
— Blacklisting delle Applicazioni
» Prevenire che le applicazioni vengano installate o disinstallate.
— Encryption dei dispositivi
» Controllare lo stato di encryption dei dati interni e esterni.
— Gestione dei profili ActiveSync
» Configurare gli accounts Exchange sul dispositivo

IBM Software Group | Tivoli Software
© 2012 IBM Corporation




IBM Tivoli User Group 2012
Dashboards SAFE

4 &l Android Settings
0| Android WiFi Profiles
- o) MitroDesk TouchDown
’E= Samsung Approved for Enterprise (SAFE)
E Recommended Apps - Android
El Samsung SAFE Capability Profiles
Create Exchange Activebync Profile (SAFE only) - Android (4)
Prompt to Disable External Storage Encryption (SAFE only) - Android (0)
Prompt to Disable Internal Storage Encryption (SAFE only) - Android (0)
Prompt to Enable External Storage Encryption (SAFE enly) - Android (0)
Prompt to Enable Internal S5torage Encryption (SAFE only) - Android (D)
E Restart Device (SAFE only) - Android (2)
@ Application Settings (2)

m

IBM Software Group | Tivoli Software

© 2012 IBM Corporation
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Installare/Aggiornare le Applicazioni

Imported Apps | Recommend a list of apps | Install a list of apps (SAF... | RemoveWipe Apps (SAF.. |
App Library
| gk Import app... | | Create recommended apps list... | | Create install apps list.. (SAFE only) |
|:| Display Hame Package Name Category Description
|E| AutoCAD WS com.autodesk autocadws Productivity Experience the freedom of te
|E| Bump com.bumptech. bumpga Social Bump two phones together t
E LEI‘Id Df Drn'u-l e lamd mF A Elawars @ Mama=imas Haldimas Tha (Alarlds & adesid
Imported Apps | Recommend a lizst of apps | Install a list of apps (SAF... | Remove/\ipe Apps |SAF.. |
App Lists Library
¢
&
Lizt Hame List Categories List Package Hames Warning
Dept1 Missing App

IBM Software Group | Tivoli Software
© 2012 IBM Corporation
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Rimuovere/Wipe dell’app

Imported Apps | Recommend a list of apps ! Install a list of app=s (SAF... i Remove/Wipe Apps (SAF.. |
SAFE Apps Library

|. Remove apps... | | Wipe apps... | p
|:| Dizplay Hame Package Name Description Version Computer Count
|:| Talk com.google. android talk 130 ]
|:| Voice Search com.google. android voicesearch 214 =
|:| YouTube com.google. android youtube 2516 =
E] JuiceDefender com.latedroid.juicedefender 394 2
E] Magic & Ball com.lemonpigstudios. magiceé 14 2
|Z] ASTRO com.metago.astro Android System Tools Reporting and Organi: 427 2
|:| ChocoEUKor com.monotype.android. font.choco 1 2
[T CoolEUKor com.moenotvoe.android. font. coolia: 1 2

IBM Software Group | Tivoli Software
© 2012 IBM Corporation
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Blacklists

LCreate a new Samsung SAFE Capabiity Hrohle. This profile will ovenwnte previous protiles.

App  System
Disable Packages Disabled Packages [
Select packages to disable. | 4= Add |
System packages cannot be —
disabled. Easltae
No disabled packages were found. Enter a package to disable and click
“Add".
Install Blacklist Install Blacklisted Packages
Select packages to be added to | 4k Add |
the "install blacklist". Packages —
added to this will not be Peclane
installable. If an application is
alreadv installed when added to ied

IBM Software Group | Tivoli Software
© 2012 IBM Corporation
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Restrizioni sui Dispositivi

LlBdle d Nnew 2dimisuny oA c Ldpdiniyy FToime . 1nes pronne Wil UvETWIILE Qrevitus pronies.

App System |

Roaming Data

Roaming WAPF Push Traffic

Foaming Account Sync

[ J
[ J
[ J
Android Market | Disabled | v |
[ J
[ J
[ J
[ J

Bluetooth Disabled |
Camera Allowed | ¥
Microphone Allowed | w
WiFi Allowed | ¥

IBM Software Group | Tivoli Software
© 2012 IBM Corporation
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IBM SmartCloud Provisioning e IBM Endpoint Manager

Una gestione integrata per costruire un workload optimized cloud, in breve tempo,
altamente scalabile, con impareggiabile time-to-market

Platform as a Service Technologies

A% @ & @ IBM SmartCloud Provisioning

Appllcauon
ces

- Altamente Scalabile, consente una Rapida
fornitura di ambienti virtualizzati, con
downtime prossimo allo zero

» Gestione del ciclo di vita delle immagini
* Indipente dall’Hypervisor

» Recupero automatico su piattaforme
AP ailability and %ecu ity and cco:nairrl| eterogenee

rformance

IBM Endpoint Manager

assicura che tutte le istanze in esecuzione nel cloud
siano gestite in base alla sicurezza aziendale e agli
standard operativi

© 2012 IBM Corporation
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...Insieme per indirizzare i concerns degli stakeholder

gaepiovea Vvirtd \/ 2N [ NQ 0 N 1eVE

middleware applications and security configurations.

© 2012 IBM Corporation
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IBM SmartCloud Patch Management

Ridurre le esposizioni di sicurezza aggiornando i sistemi con la stessa
velocita del cloud

Business Outcomes

* Ridurre il ciclo di remediation da
settimane a giorni e ore.

IBMSrartCloud Foundation * Patch offline/ macchine virtuali

Platform as a Service Technologies dormienti: mandando le macchine online
8 . Su un ambiente sicuro
novomems M * Fornire servizi e applicazioni

velocemente, in maniera scalabile e

Infrastructure as a Service Tachnalngies gestendo in maniera avanzata le
iImmagini

& |l &)
S LN T * Aggiornare gli endpoints con o senza rete

disponibile: 98.5% di compliance al
primo passo

© 2012 IBM Corporation
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Aggiornamento di Patch nel Cloud — Perche TEM

= Fornitura di Patch in ambienti cloud piu veloce IBMSmartCloud Foundation

— Patch delle macchine virtuali online e offline

— Patch del Sistema Operativo e di applicazioni di terze
parti

— Sviluppo di Policy per aggiornare e configurare i sistemi

= Piu’ ampio dominio di asset discovery
— Aumentata dal 10% al 30%

= Rafforzamento delle policy sugli endpoint

= Gestione Integrata di IT Operations e Sicurezza

© 2012 IBM Corporation
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Esempio di Scenario in modalita Offline Patch

1
T
.|||
m
-

= Step 1 — Discovery delle macchine virtuali dai differenti Hypervisor (VMWare ESX/ESXi 4.0,
4.1,5.0)

= Step 2 — Wizard per la gestione delle patch “off-line”

= Step 3 — Selezionare il criterio di aggiornamento per macchine virtuali (per es. Selezione per
gruppo —"windows xp machines” oppure “Name contains 9-x10 or 8-x410”)

= Step 4 — Selezionare criterio di aggiornamento ad esempio Enforce Offline Patch task ed &
possibile anche definire una stima della “power on duration” per eseguire I'aggiornamento

= Step 5 — Confermare la durata con la finestra di “enforce offline”

. . . Py . . P
= Step 6 — Selezionare la macchina per applicare le “policy action® (con agent IEM)
13 H 7 H 13 b3
= Step 7 — Prendere la “Take Action” e selezionare “ok
. ) § — .
‘Aa[}ashhoalds N e 2 '_" e ¥ i
r 5 BES Inventory and License
. E BES Support
t 5 Linuwc RPM Patching
y W Mocbile Device Management
Action Parameter El Virtual Endpoint Manager the Ch VY W ANy t i l Of " ; , -
| Configure Management Extenders y -
R

Please enter how long YMs should run for {in secends) » 1| Virtual Machine Guest Overview
before being powered down by this action. k| Al Dashboards Mama: A sirmpla windaw

[Mizards

o aetom Cowtent Starting on 0910712012 &=

ustom Filters

omputers (2,036) — Meve & e Start Time '3:35:13PM |2 Client Local Time
E omputer Groups (19) = _—

nmanaged Assets () z e Ending on: 0810712012 |28

) i) -

[ = ] [ e if::;’;;;’ . End Time 10:35: 13 PM |2 Client Local Time
DAP Directories (1)
oles (0]

[+ Switch VLAN: | Iselated x

Concurent VMs: 10 =

* Create Action

© 2012 IBM Corporation
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Dettagli tecnici

- Versioni supportate :
—VMware ESX: ESXi4,4.1.e 5e ESX 4.0, 4.1

— Versioni del sistema operativo supportate: Windows Vista, Windows 7, Windows
Server 2008 e 2008 R2

= Patch delle macchine virtuali non in linea (offline o VM sospese), alla fine
dell’operazione la macchina virtuale viene riportata allo stato iniziale

= Da un pannello di configurazione € possibile gestire la quarantena, lo start, lo stop
delle macchine virtuali

= E’ possibile impostare un limite su quante macchine virtuali aggiornare in maniera
concorrente nella stessa VLAN (ad esempio 20 alla volta).

= Si puo configurare il tempo di esecuzione del task di offline patch.

L © 2012 IBM Corporation
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a

Software Use Analysis

IBM Endpoint Manager for Software Use Analysis fornisce un inventario del software, misurando
anche l'utilizzo dei vari prodotti e, insieme con SmartCloud Control Desk collega i diritti delle licenze
all’ inventario del sw installato ed utilizzato. Tutto cio per aiutare a gestire al meglio i costi del
software e la conformita delle licenze in ambiente distribuito.

Benefici e valore per le Aziende Funzionalita
v" Identificare automaticamente I'utilizzo del software distribuito  « Inventario delle
per gestire in modo proattivo la compliance delle licenze macchine
sempre piu complessa = |nventario HW
= |nventario SW
v' Identificare il software non utilizzato per ridurre costi = Utilizzo dei SW
rimuovendo le licenze inutili e i costi di manutenzione ad esse « Compliance delle
associati License

v" Monitorare I'utilizzo del software in modo da pianificare gli

ampliamenti di licenza in maniera conveniente per le esigenze 5000+

di crescita
Software publishers

100,000+

Application signatures
in its catalog

© 2012 IBM Corporation
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Software Use Analisys 2.0

License Audit

License
Entitlement

Consumption

Discovery

* Reportistica che permettere di
confrontare i SW installati vs le licenze
disponibili

 Permette di definire il numero di
licenze disponibili per verificare
I'utilizzo di quest’ultime

* Fornisce i dati di utilizzo dei prodotti
installati misurandone il consumo

* (IBM sub-capacity non ancora
disponibile)

* Identifica I'HW utilizzato e il SW
installato

* Identifica anche il SW sconosciuto /
Un-macthed e fornisce anche i dati
RAW per ulteriori elaborazioni e analisi

© 2012 IBM Corporation
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Inventario SW - Che cosa ¢e Installato e utilizzato

lﬁ?Suftware Use Analysis » Usage - Windows Internet Explorer

@@: - I@ http: fitemrelay, romelab it b, com)'samisaftware_Facks

a

File  Edit  ‘Wiew

Favarites

Tools

Help

<7 Favorites | 95 A2 Software Use Analysis » Ov. .,

b) Software Use Analysis » Usage

B SOFTWARE USE ANALYSIS

{Base Repart)

Computer Name

censilinuxrome. .

censilinukrome. .

TEMRELAY

TEMRELAY

TEMRELAY

TEMRELAY

TEMRELAY

TEMRELAY

TEMRELAY

TEMRELAY

Last Seen

about 10 hours.

about 10 hours.

about 10 hours.

about 10 haours. ..

about 10 hours. ..

about 10 hours. ..

about 10 hours.

about 10 hours.

about 10 hours, ..

about 10 haours. ..

Save As...

Publisher Hame

1B

1B

hicrosoft

Micrasoft

hicrosoft

Sun

hicrosoft

hicrosoft

hicrosoft

Installshield Sa...

Mame

1BM SO 5.0 for...

180 Tivoli Stora. ..

Microsoft WET...

Metheeting 3.0...

Outlook Express

Java Weh Start

Wicrosoft Methe.

Microsoft WNET...

Micrasoft Intern...

InstallDriver Ma...

Schedule. .

0O cav P |

Version Number

| Suggested Sites + =. Free Hotmail & | Web Slice Gallery -

PDF

Release Humber Total Runs

5 5.0.0.0

6 6.2

11.0

330

6 6.0

6 6.0

330100

2 2.0480727.3053

g 80

LR CRCY |

|Dune

fi -6 - ] -

Management -

53 rows (all data)

Total Tirme
0 0:00:00
0 0:00:00
0 0:00:00
0 0:00:00
0 0:oo0:o0
0 0:00:00
0 0:00:00
0 0:00:00

12 12 days, 00:30:14

0 0:o0:00

,— ,— ,— I_ I_ I_ I@ | " Trusted sites

(2]
Page = Safety = Tools - @lv
Account - Help -
# Configure View.
Last Used Details
F.
=nno data= DETAILS =
=no data= DETAILS >
=nao data= DETAILS >
=nao data= DETAILS =
=no data= DETAILS =
=n0 data= DETAILS =
=nno data= DETAILS =
=no data= DETAILS >
a day ago MANY =
=no data= DETAILS = Ll
|73 - | ®|100% - o
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Catalogo di “ Software Signature”

(_'.:'SOI'tware Use Analysis » Signatures - Windows Internet Explorer

@T\;} - I@ htkp: ffkermrelay . romelab.it.ibm. com/samjcatalog) signatures#ecsbozbatbZe045cez0dfoe7FacOfd 7343435 7Fb LI |“"’*|| b8 | I Eing |P '|
Filz2 Edit Wiew Favorites Tools Help
<7 Favarites | ons @ software Use Analysis = Ov. .. Sugaested Sikes = o Free Hatmail £ | web slice Gallery ~
@SDFtware Use Analysis = Signatures ﬁ - E ~ [T Q%.; = Page ~ Safety = Tools = @v
b SOFTWARE USE ANALYSIS rent - Account w Help -
Signatures
® (Dase Report) - Save As. Schedule. . O csv @ PDF 1492 rows (filtered) & Configure Yiew...
Publisfrar Name - Hame version Humber Release Humber Platform Mame Discovery Usage 1D
Cracle BEA WWehlogic Foral 992 Any Operating Svst... Yes Yes Q35B524C-CF3A-4. ;I
Cracle BEA WWehlogic Foral 10 10.0 Any Operating Svst... Yes Yes O2928203-EES2-4. ..
Cracle BEA WWehlogic Foral 10 10.2 Any Operating Svst... Yes Yes FO1ZODYS-6026-4. .
Cracle COracle Database 100 10 10.2 LIP3 Yes Yes DEYST1640-749E-4 .
Cracle Cracle Database 100 10 10.1 LIP3 Yes Yes E3823075-EAZ3-4. ..
Cracle Cracle Database 100 10 10.1 Wiindows Yes Yes CHAEBFIE-BTAA-4.
Cracle Oracle Database 1149 11 11.2 Windows Yes Yes 2A614C13-09C0D-4,
Cracle Oracle Database 1149 11 11.2 LIP3 Yes Yes SB9T35AB-FEBR1-4. ..
Cracle Oracle Database 1149 11 11.1 LIP3 Yes Yes CCBSB3AFE-071E-4. .
Cracle Oracle Database 1149 11 11.1 Windows Yes Yes DEBO32DE-3986-4. .
=]
i |7 Trusted sites [“a = [=1o0e -

© 2012 IBM Corporation
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Dati di scansione: query avanzate

{Z Software Use Analysis » Scan Data - Windows Internet Explorer

m - I@ http:fitemrelay romelab,it.ibm, comysamfile_facts

ﬂ |E||E| | Bing

File Edit  ‘Wwiew

Fawarites

Tools  Help

'{_‘f Faworites | 'i;";,: @ Software Use Analysis = 0w, ..

@ Software Use Analysis » Scan Data

B SOFTWARE USE ANALYSIS

Scan Data

Suggested Sikes =. Free Hotmail & | Web Slice Gallery =

‘& v =[] @ + Page - Safety ~ Tools - @lv

(Base Reporf

Computer Name

TEMRELAY

censilinug ramelabitibmec...

censilinug ramelabitibmec...

TEMRELAY

censilinug ramelabitibmec...

TEMRELAY

censilinug ramelabitibmec...

TEMRELAY

censilinug ramelabitibmec...

censilinug ramelabitibmec...

3

Last Seen

33 minutes agn

28 minutes ago

28 minutes ago

33 minutes ago

28 minutes ago

33 minutes ago

28 minutes ago

33 minutes ago

28 minutes ago

28 minutes ago

Save As..

Schedule...
File path

[ =

fibootigrub

lopt'BES Clienthin/properti. ..

ChhigiSymantec_Endpoi. ..

floptragnsshin

ChhigiSymantec_Endpoi. ..

floptragnsshin

ChhigiSymantec_Endpoi. ..

floptragnsshin

Nioptigflashplayer

B FDF

File name

AUTOEXEC BAT

install-grub-recovery.sh

Tivoli_EndPoint_Manager_. .

instrmsiw exe

ConfigAGh.sh

setup.exe

agnlLogArchive tcl

instrmsiw exe

MetwPr.sh

oflashplayer.sh

. Cione

Size

l_l_l_l_l_l_%lj Trusted sites

3090 rows (all data) e ] Conﬂgure Wigwy

File version
0 =no data= ﬂ
1,130 =no data=
280 =no data=
1,822,520 6.0
9,006 =no data=
294912120
11,000 =no data=
1,822,520 6.0
2,487 =no data=

131 =no data=

[

[va ~ [®100e ~ g

a
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Licenze disponibili — Ho bisogno di piu licenze?

(:;'Euftware Use Analysis » Contracts - Windows Internet Explorer

@@v I@ htkp: | fbemrelay romelab, it bm.com/sam/contracts# 1 ec3de2fc01e031bb9:5d4b0ccdb 7o 9FS 1 0FbST j | K:I Eing

Jolty
File Edit ‘iew Favorites Tools  Help

o7 Favarites | 5 @ Saftware Use Analysis » 0.,

Suggested ites = =. Free Hotmail & | Web Slice Gallery =
@ Software Use Analysis » Contracts

B SOFTWARE USE ANALYSIS

My B - m - pagev Safety - Todke @)e

hanagement ¥ Account ¥+ Help ~

Contracts
® (Base Repori v SaveAs.  Schedule. B CSY D POF 1row (alldata) % Configure iew..
Name Computers Total Licenses License Used License Defta Cost Delta Acquisition Cost Cost per Seat
M3 0L 1 24 1 0.00 0.00 0.0000
|Dane

LT T TT eV sted st

av R0 -
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=
. Software Usage Analysis

e N BigFix DSS Software Asset Management: Drill Down by Software = |
] # ) ] 8wt (L nitp: fdss-sam-vm.bigfix.com # main/drill_by_apgs

Logout ] wbowt
Overview Deill Down by Software Wiew Al Computers
License Information by Application Hieranchy 176 records | Filbers {0p | | Codumas (/104 | |_Expen |

Publisher Total Computer v | Total Runs Tatal Time MAverage Runs per| Awerage Bun time Used 1 week ago | Used 2 weeks ago Used 3 weeks ago Used 4 weeks ago

b BigFix DSS Software Asset Management
Adnbe Systems incorporated
Computer Aziociates ntemations] lnc | Overview Drill Down by Software View All | Computers | Contract Report Contracts Software (
S Microsystems Inc
Arcade Lab 5 = : = *
i Tl e License Information by Application Hierarchy
shareware product

Inel Corporation
Conexant Systems Inc.
MiroVizion Development i " | |
Sonkc Salutions: 158 173,397 107 yrs 1 wks

o o | Windows Media Player 158 4,338 1 yrs 6 wks

Eugene Rashal .
TERSHIGA CORPORKTION. Microsoft NET Framework 157 0 0 secs

TR pic RILEEIEE By BigFix DSS ZAftware Asset Management

R MSN Gaming -
ariec Corporation w Yiew All Compu 5 Contract Report Contracts Software Catale
Symartec Corporat M— ke W | Comp - port | € Safowars Catalog
icrosoft Ag i

Total Computer v | Total Runs Total Time Average Runs

Eroadrom Corporation
VERITAS Software Corporation Windows Mol License Information b on Hierarchy

ol Micrasoft W Il soft - soft Offl
gy LA Microsoft Corporation ) Micro ce |

Cerulean Studics Microsoft Sq

| Software title version Total Computer v Tatal Runs Taotal Time Awerage Runs per D Awérage Run time
Appla Computer e Windows Mell | micrasoft Office 2003 Standard 131,434 110 yrs 46 whs 13 19 hrs 46 mins

ATI Techsglngies Ing
Citrix Systems Inc.

Micrasoft Office 2003 Professionl 13 25.525 29 yrs 18 whs 4 17 brs 7 mim)

Migrasaft Office 2003 Basic 2 1,706 3 yrs 46 wks 3 23 hrs 55 mins)
Dell Computer Corparation

Analog Dewices Inc
unkrgwn mansfacturer

Andrea Bectronics Corporation 16 i (1 secs (i NiA
Axway Software 23 1 hars 55 mins 52 % 2 5 minx 57 sers

T BE1 T s 30 e 3Lt e 3 hre 3 min
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Gestione delle Signature

=IBM fornisce rilasci mensili del contenuto del catalogo

« Software Knowledge Base
Toolkit: componente opzionale
necessario per gestire la
personalizzazione delle signature

— Vedere, Modificare, Aggiungere
« Software Vendors
» Product details
» Product relationships
« Bundle components

» Software signatures
Visualizzare i cambiamenti
Importare/Esportate il Catalogo

 Via APis & Ul

a

#] https://9.158.141.235:9043 - Integrated Solutions Console - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help

Integrated Solutions Console ~ Welcome flkulig

‘ View: | Softuare Knovdedge Base Toolkit 1.1 [¥|  Find Distributed Software

B Software Knowledge Base Toolkit Find Distributed Software

Find Distributed Softwa

re > Edit Distri

Software Hierarchy

Software IBM Tivoli NetView

Use this windew to edit software details incuding the signatures, seftware manufacturer, and i

O Bl Tivol nstvie 8l
=)

E

118 Tivoli Netview 5B

H1em Tivoli netview 6Bl
-

Analyze Raw Data

118M Tivoli Netview 78]
=
E18M Tivoli Netview7.12]

Mznage Knowledge Base Publishing
Expand

< Return toFind Distributed Software

Help | Logout |

nks.
Software Tasks

Select task:

Edit Details

Name:

*|1EM Tiveli Netview
Release numbert 7.1

Descriptive release name:

Product ID:

5698NTV-CC000863

Activation date:

[

End of support date:
[OMark as deleted
Export to catslogs
¥ 2how metedats

Show additional attributes

© 2012 IBM Corporation



IBM Tivoli User Group 2012

a

Software Use Analysis — Architettura

| e Sufwore Pemedge Base L [' paataze  OOftware Knowledge Base Toolkit
» gestisce il catalogo del software e le
l sue signatures
I . Software Use Analysis server
[~ Wl uger Tiwidi EI'II'.'|I|-|!li"|l HEI‘I:&QEI’ | Ll Datatass
L ROF CSOTREIE £ A T e i « Reportistica sull’ inventario e sui dati di

utilizzo delle applicazioni raccolte da
I Tivoli Endpoint Manager.

_ » | dati di inventario vengono importati
Tivol Endpoil Managen serve —— l. Catatase sul server tramite Transform and Load
(ETL).

&
/ Endpoint Manager Server
,/ » Raccogliere i dati di HW e SW e i dati

ﬁ Cemaola

di utilizzo SW

B Tivak Erdpoinl .
Sl kinager chient Endpoint Manager Agent
B\ Tival Erdpoint

=] wanager chent » Esegue periodicamente la scansione
del computer per raccogliere i dati SW.

L
-j Tiveli Endpdint » Le informazioni HW vengono raccolte

Manager chent automaticamente ritrovando il delta in
base ai criteri di raccolta delle proprieta

Tivoli Endpoint Manager infrastructure del computer

© 2012 IBM Corporation
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SUA2.0vs SUA 1.3

SUA 2.0 SUA 1.x
Copertura del Software IBM 100% Parziale e solo
Windows
Inventario Software Unix/Linux SW Yes No
Dati di Utilizzo SW Unix/Linux Yes (basato sul nome No
del processo)
IBM Sub Capacity No No
=TEM Analitycs Yes No
- Possibilita di schedulare report da spedire via mail
—Aggregazione delle viste di scan e RAW usage data per navigare e
filtrare i dati in maniera semplice
—Export di tutte le viste e report in formato CSV o PDF
—Possibilita di gestire e visualizzare i gruppi di computer
Gestione delle SW signatures complesse Yes No
Definizione dei contratti e dei report di utilizzo multi Yes No
publisher/product/version/release
Aggiornamento del Catalogo attraverso le Fixlets Yes No

© 2012 IBM Corporation
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La nuova natura della gestione degli Endpoint

Ci sono una moltitudine di endpoints, strumenti e skill richiesti per gestire gli endpoint
tradizionali. Come posso gestire Patch, Ciclo di vita e Sicurezza di TUTTI | DIVERSI
TIPI DI ENDPOINT?

Sequenced Server Build:

1. Right OS version?

Server 2. IP addressing scheme?
. 3. DNS settings?

Builds ? 4. Hostname?g

5. RAID settings?
Mobile device 6.  Disk partitions?
infrastructure 7. Secured OS & Firewall
management? settings?

Lifecycle management ¢ Supporting software
on Datacenter servers? (Corporate SW,
Agents, etc)

Security and
Lifecycle = Compliance
Management

Patch
Management

Distributed Devices Datacenter Distributed
Servers &

Servers
Virtual Servers

Unified Device Management

& © 2012 IBM Corporation
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Server Automation — benefici per i clienti

IBM Endpoint Manager

(One server, One management console, One agent)

| Leveraging the agility & scale-ability of TEM to deliver enhanced customer value and lower the t_l
! i

n

n
XK + 2

Y

E

]

Patch Security and Lifecycle ; Server
Management = Compliance Management 1 Automation ;

1. Aiutare i clienti a consolidare e standardizzare i propri tools per ridurre i
costi, facilitare il lavoro degli amministratori verso il cloud

2.  Dare ai clienti una migliore visibilita e controllo dei server fisici e virtuali

3. Ridurre i costi automatizzando gli aggiornamenti delle applicazioni di
business.

49 © 2012 IBM Corporation
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Scenari disponibili
X

= Sequenza di Patching — Aggiornare attraverso ambienti differenti (ad esempio Server
attraverso sistemi che formano un servizio come il Servizio di Posta) Automation

= Provisioning di Virtual Server: Provisioning delle macchine virtuali da immagini
ISO o Template e distribuzione successiva del software. E’ possibile creare una
VM da un template, installare il DB2 e creare un database. Il virtual server e
completamente funzionante e operativo dopo che “'automation plan” ha finito
I'esecuzione.

= Rollout delle Patch: Patch delle macchine da 1-10, poi da 11-50, poi 51-1000
(unit test, sys test env, prod env)

= Patch e installazione del Software — Su un singolo Server € possibile ad
esempio installare Mozilla Firefox 16.0.1 poi fare un upgrade al livello successivo
16.0.2

= Server Patch (Client-Server scenario)

= 2 Tier Web Application Deployment — Incluso un Failure e uno step di rollback-

Automatizzare il deploy della web application DayTrader. L’ Automation Plan
installa e configura le macchine virtuali e il software in un ambiente 2-tier
(database-DB2 e app server-WAS). Una volta che 'automation plan e
completato € possibile aprire direttamente 'URL per I'applicazione web
DayTrader, non e necessario accedere alle macchine virtuali che sono state
create e configurate

© 2012 IBM Corporation
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Insieme delle Soluzioni

BM Endpoint Manage

Network Discovery, Global Properties Inventory, Custom Fixlets, Wake-on-LAN, n-Tier Relay Architecture, D

SOAP APIs for integration with Service Desk, CMDB, SIEM, GRC, and other IT management, security, a_

)

Lifecycle Patch Server Software Mobile
Management Management Automation Use Devices
Analysis
Advanced Server
x Patch e Management & Task
Management Automation
Hardware, Software, ‘ ‘
Configuration Inventory Physical/virtual
Server Lifecycle Mgmnt
==® OS Deployment ==® Multi-Platform OS Deployment
(future)
== Remote Control

51

Power Security and Core
Management Compliance Protection

Patch Management %

Security Configuration
Management

Vulnerability Assessment

Compliance Analytics @

3" Party Endpoint
Protection Management

© 2012 IBM Corporation
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T
m
-

Perche Endpoint Manager?

SmartCloud
Orchestration

|

Endpoint
Management

Datacenter
Unified Device Management Servers &

Virtual Servers

Distributed
Servers

“Una soluzione singola per gestire TUTTI i Client e TUTTT i Server:

= 1 console, 1 agent, 1 server: 250,000 endpoints, 90+ OS versions

= Una Console Intuitiva, con wizard per i tasks piu comuni e un linguaggio di scripting
molto semplice

= Scalabilita

= Configurazione degli endpoint real-time

=Update automatica delle novita e dei contenuti attraverso il meccanismo di
toscrizione tipico del TEM

razione con infrastruttura Cloud
52
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Architettura del Server Automation

Datacenter Operator —
Server Automation

Lifecycle Manager:
* 0S Deployment (windows)

Lifecycle/Patch Mgmt

* Patching
* Discovery Server Automation |
* Inventory — o

* Software Distribution

* Software Usage

* Remote Control

* Configuration Compliance
* Leverage Existing Scripts

Server for Automation use cases
* Sequenced endpoint operations
* Middleware Stack Deploy & Patch

Caratteristiche generali:

» Singola GUI, DB, agente

» Singolo formato di automazione per tutti gli
endpoint

» (Fixlets, Baselines, e Automation Plans)

* nuovo OOTB automation come fixlets

Activity Plan Engine:
sequenza di azioni attraverso
Endpoints gli agenti

(e.g., Servers)

© 2012 IBM Corporation
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Che cosa e un Automation Plan

— Che cosa e un Automation Plan ?

— E’un insieme di steps di Automazione ( fixlets/tasks )
— E un semplice workflow sequenziale

— Si ferma sull’errore

— Rollback se necessario

— Da cosa e differente da una baselines ?

— La Baselines continua sull’errore
— | passi nel plan possono essere diretti a diversi endpoints

54

© 2012 IBM Corporation



IBM Tivoli User Group 2012

Dominio IEMfSA

= Automation

—@ Warnings (5) . o e .
HES) Setup and Maintenance < o Pl anlflc aZlone delle

B i-il Aukarnation Plan Actions Hiskory
—ﬂ Aukomation Plans

}[a]-@ all .tlﬂ.utu?umatinn Plan Actions (0} attiVit\a: Setup e run

[]—ﬁ Setup and Maintenance
[y - Virtualizzazione: setup, visualizzazione
—@ Management Commands (25)

E]-@ Wirkual Dewvice Action Hiskary (23 e ContrOIIO

7 Yirtual Maching Management

FHED] Host Management
El—a all Server Automation Content
ﬂ—]—@ Fixlets and Tasks (91)

B oSSty \Tuttl 1 contenuti del Server Automation

= By Site
= By Cateqgory

inclusi 1 tasks sul middleware

= By Source Release Date
—@ Baselines (0)

]—@ Analyses (3)

e Actions (43)

7] Dashboards

H-Eo) Wizards

F-E) Custom Content
=] Custom Filkers

| e . Tutti i siti del Server Automation
[]‘F?D.!Sitespg:r ol
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Automation Plans

Desgriphian | Details | Steps
o Add Step +F Refresh Seq

Add Step .
Include | Fixlets and Tasks ¥ | with IAII 'I following properties

|Name j ||::|:|ntain5 Z IZI
[wisibility = |equals | |visible [-1[+]

Idd Matme Category Su:uuru:,a Source Site Mame

i |

ki DB2

Data Server _
Cliert 9.x on DBZ 1B g‘?\;’er Automation
RHEL SLES and

Bhl Al

__/

Server Automation
GhWT

Uninztall 1B DEZ
Data Server 3
10 Client 9.x on DBe2 (=]
RHEL SLES and
1B A

Create DAS for

1Bk DEZ UDE

Erterprize Server Server Automation
Ediition 9.x on D 1M GYT

RHEL ,5LES and

1B Al
Draop DAS for (B ll

4 add lCanceIl

11
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Automation Plans — Take Action

Take Autormation Plan Action X

Targets | Parameters

 Mumber .+, Steps % Specific computers selected in the list belaw 1
Inztall 18K DBZ Data " The computers specified in the list of names below fane per line) 2
’ Server Client 9.x on
RHEL SLES ancd IB Use same farget as:l j ?
Al
Include ICnmputers j with I.ﬂ-,II vI of the following properties
|Cumputer Marne -l | contains jl IZI
Use applicability (0/11: 7 4
Available Targets: Selected Targets:
EPE o5 TPMTEST-20
E TPMTEST-20 L Win20035F
e
=
=
=<l
1| | 0
1-10f1item 25 | Al 1
| (04 || Cancel |
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Automation Plans: Stato dell’esecuzione

‘\ L Automation Plan Actions History

E--E Automation @
[ Warrings () Automation Plan Actions History ——
[-]a Setup and Maintenance Plan Actions
L[y Fixlebs and Tasks (3
: @ ixlets and Tasks (8) |Fitter
iy Aukomation Plan Configuration
a1 Aukomation Plans D - | Hame State Titme lzzued Detsile | lzsued By Ste
[]--@' All Butamation Plan Actions (26) ﬁ . o i
_-il e e 445 Install DB2 Open 06 Mowember 2012 16:33:09 besadmin ActionSite —
(] ¥irtualization 442 Install DE2 Stopped 0B November 2012 16:26:33 A besaomin Actionsite
[]--ﬁ &l Server Automation Content
427 Rich Parameters Expired 24 Qctober 2012121745 ﬁ bezadmin ActionSite
42 Rich Parameters Expired 24 Qctober 2012121218 ﬁ besadmin ActionSite
G Test 29752 Expired 22 October 2012 19:49:55 ﬁ besadmin ActionSite (i
am Success Critetia Plan Expired 11 Qctober 2012 14:18:07 ﬁ bezacimin LrtionSie
383 Stap Service 2 Expired 10 Qctober 2012122249 ﬁ: besadmin ActionSite
] Stap Service 2 Expired 10 Qctober 2012 1005244 ﬁ besadmin ActionSite j
1-130f13 items 11025 |50 100 | Al 1
Step Actions
D &  Name Status % Complete State Time lzzued Details
#{|EMPlan 4451 O} Install IBW DB2 Data Server Cliert 9. on RHEL SLES . 06 Movember 2012
M oM Ranning o il 16:33:20 4
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Virtual Server Overview

B Tivoli Endpoint Manager Console

_[=2]x]

File Edit Wiew Go Tools Help erug|

@Back - ‘Forward - ||E Show Hidden Content |E5h0w MNon-Relevant Content | eReFresh Console

e

| Automnation

Wirtualization Virtual Server Overview
f—]-a Setup and Maintenance

Setup and Configuration Wizard

Wirtual Machines

Fitter
Activate Analyses (5)
Deploy WMware Components (2) Link -« @ Mame Operating System Datacenter Status CPU Court Memory Size | MIC Count Wh ancl Last Refresh Time
Deplay YWMware Tools {3) :'TDST (MB) E'Z[Tfﬂla‘te
Upgrade WiMware Components (2) :
Remave YMware Components (1) ﬁ pandors galway e ibmcom gg;v;:?re EsiATY b TPM-GalwayD2  warning 6 E1427 51 3 45 ;;E;:esmber 2z
irkual Server Overview
| []—ﬁ Yirtualization Device Inventory ﬁ titan galway e dbm.com gg;v;:?re Esr 1.0 buli TPM-GalwayD2  warning 6 E1427 51 3 20 1 Movembet: 2012

- 09.05:55
—@ Management Commands (23)
[]—@ Yirtual Device Action History {9)

FHE] Wirkual Machine Management
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Virtual Server Overview

B Tivoli Endpoint Manager Console [ [T}
File Edit Wew Go Tools Help erug|

@ Back -

Forwatd = | how Hidden Content Show MNon-Relevant Content | eReFresh Console

Automnation
=] virtualization Virtual Server Overview
E—]—a Setup and Maintenance
ﬂ Setup and Configuration Wizard Hosts
ﬂ Configure ¥Mware Management Extender For Window Filter
QY Activate Analyses (3)
Deploy YMware Components (2 Link « @ Mame Status State Link to Host CPU Court Memory Provizioned @ Used Last Refresh Time
to Host Size (MB) Storage Storage
Deploy WMware Tools (3) o (G (GB)
Upgrade YMware Components (2) Toas i A AR
EMmserver] - o . extze Ovember
T Remove YMware Components (1) ﬁ Relay-DONOTDELETE poweredOn ok ﬁ titan .galway e bm.com il 8192 23 23 090906
a1 Wirtual Server Cvervievs T 7 e ior 5013
i R 2 7 Emserver] - i P Ovemper
| []—@ Wirtualization Device Inventory ﬁ DOMOTDELETE poweeredon ok ﬁ titan gakway ie bm.com 1 2045 9348 ariaa 090906
—|i% Management Commands {29} 0 —
[]—@ Wirtual Device Action Histary (3) ﬁ TEMServer!-reql poweeredon ok ﬁ titan galway ie ibm.com 2 gz i 1324 DQ-DETUZm a
FHET) Mirtual Machine Management
g sags 11 Movember 2012
[]—ﬁ Host Management ﬁ TEMServer!-Tplatedpel  powersdOn ok ﬁ titan galway e ibm.com 2 192 45 1484 090906
FHE] All Server Automation Content
ﬁ miaura-dup1 poweredOn ok ﬁ titan .galway e bm.com il 4096 12 12 ;;.Elg.\aesmber 2m2
WinTemplateF arTemSer 2 T 11 Movember 2012
ﬁ verl -20GE poweredOn ok ﬁ titan galway e bm.com 2 192 30 350 090906
TemServer!-Relay1- " . 11 Movember 2012
ﬁ DOMOTDELETE poweredOff ok ﬁ titan .galway e bm.com 2 4096 43 45 090906
ﬁ TEMServer-iso2 poweredOn ok ﬁ titan galway e bm.com 2 512 5.5 55 ;;.Elg.\a%mber 1
& TEMServer-T32hit poweredQft ok & titan galway ie jbm.com 2 a192 43 635 é;_g'g_‘;mber 2m2
& WM-TPM-332 poweredQff ok & titan galway ie jbm.com 2 4 22 22 é;_g'g_"uesmber 1
& test123 poweredQft ok & titan galway ie jbm.com 2 a192 43 694 é;_g'g_‘;mber 2m2
ﬁ IrenePower2 poweredOn ok ﬁ titan galway e bm.com 2 192 45 1484 ;;.Elg.\a%mber 1
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Server Automation Virtualization: Task di gestione del
Power

B Tivoli Endpoint Manager Console [_[=]>
File Edit | Wiew Go Tools Help erug|

“lBack - orysard = ||ﬁ§how Hidden Conkent: |ﬁ5h0w Non-Relevant Content | eReFresh Console
€ Configuration Search Power Configuration P| i
£ Autamation Source Severity | Si Appiicable Com..._| Open A
=15 Yirtualization 7 Power O Y Yirtual Endpoint Manager S5 [ 13
1 . Pawer OFF WM {saft) Virtual Endpoint Manager 38 /138 i}
E}a Setup and Malnten.ance . ) Pawer OFf M (hard) Yirbual Endpaint Manager 53/ 135 i}
ﬂ Setup and Configuration Wizard Suspend ¥M (soft) virtual Endpaint Manager 351135 1]
ﬂ Configure ¥YMware Management Extender For Window (1711 Suspend ¥ (hard) Wirbual Endpoint Manager 53/ 133 0
G Activate Analyses (5) 713 Restart ¥M (soft) ‘irkual Endpoint Manager 36 [ 135 i}
715 Restart WM (hard virtual Endpoint 530138 1]
Deploy ¥Mware Components (2) estar thard) irivial Endpoint Manager !
Deploy YMware Toals (3)
Upgrade YMware Components (2} a | :
iy Remove YMware Components (1) —
—_a1| Virtual Server Overview d :

[—]-a Virkualization Device Inventary |
Device Lisk {130)

T3 WMware Hypervisors (4) Description IDetaiIs | Applicable Computers (55) I Action History (0 I
Whwware Yirbual Machines {126)

‘B Device Information (3)
—@ Management Commands (29} Description
[]—@ Wirkual Device Action History (9

Take Action | & Edit | Copy @)E@ort | Hide Locally Hide Globally | xR_emove

Mote: There is no default action for this Fixlet message because it does not have a deployment action. For more information on

5] Virtual Machine Management default actions, see BigFix KB #474.
Pawer Configuration (7)
Snapshat Configuration (6) This task will power on virtual machines via the VMware vCenter Management Extender Plugin.
El-a Host Managerment |
i Host Configuration {9)
L = T S Y I | Artinne
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Server Automation Virtualization: Task di gestione
degli Snapshot

B Tivoli Endpoint Manager Console [_ 5[]
File Edit Wiew Go Tools Help Debug |
@Back - * Farwatd = ||ﬁ Show Hidden Content

| Automation
= a Wirtualization

Shaow Non-Relevant Content | eReFresh Console

Search Snapshot Configuration Pl |

13| 10 Cual Endpaol =] r LU

. Revert Snapshot virtual Endpoint Manager 137138 i}

E}a Setup and Malnten.ance . ) 7Z1 Go To Snapshaot Wirkual Endpoint Manager 131138 i}
ﬂ Setup and Canfiguration Yizard 723 Rename Snapshot virtual Endpaint Manager 137138 il

ﬂ Configure WMware Managerment Extender For Window || 724 Remove Snapshot ‘irbual Endpoint Manager 13138 i}

B Activate Andlyses (5) 725 Remove All snapshots ‘irbual Endpoint Manager 13138 i}

Deploy WMware Components (2)

Deplay YMware Taols {3)

Upgrade ¥iMware Components (2) . | _’I

i Remove YMware Components (1)

—ﬂ Wirkual Server Cverview

[—]—a Wirtualization Device Inventory
‘T3 Device List (130)

é"lake Action | & Edit | Copy @)Emort | Hide Locally  Hide Globally | xgemove

Description IDetaiIsI Applicable Computers (108) | Action History {03 |

‘G Device Information (3)
—@ Management Commands (29) Description
[]—@ Wirtual Device Action History {9)

Mote: There is no default action for this Fiklet message because it does not have a deployment action, For more information on

=& wirtual Machine Management default actions, see BigFix KB #474,
Power Configuration (7}
Snapshot Configuration (6) This task will create a snapshot of the virtual machine via the WMware vCenter Management Extender Plugin. This task will prompt the
55 Host Management user to enter a name for the snapshot,
L@ Host Configuration (99

| Important Note: This task will not take a snapshot with the virtual machine's memaory.
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Server Automation Virtualization: tasks di gestione
degli Host

B Tivoli Endpoint Manager Console [_ 5]
File Edit Wiew Go Tools Help erug|

@Back - ‘ Forward = ||ﬁ§h0w Hidden Content |E5how MNon-Relevant Content | eReFresh Console

« |z=arch Host Canfiguration L8
Automation j(u] < | Mame _ Source Severit: Sike | fpplicable Com... | Open Ac
= E Wirkualization & YMware Create Virbual Machine From 150 Server Automation Development 40132 i}
5 e nd ot e e v e toner 4O
_ﬂ Setup and Configuration Wizard 55 YMware [50 Images Refresh Server Automation Development 41132 il
—ﬂ Configure Yiware Management Extender For Window | 84 Whware Create Windows Wirtual Machine From Template Server Aukomation Development 4132 i}
_@ Activate Analyses (5) 605 EnFer Maintenance Mode V?rtual Endpo?nt Manager 41138 i}
_@ Deploy YWware Components (2) gg; :m; Maintenance Mode V!rtual Endpo!nt Manager 0/133 i}
ebaoot Host Yirbual Endpaint Manager 4135 i}
- Deploy WMware Tools (3) 611 Shukdown Hosk Wirkuial Endpaink Manager 41138 il
—@ Upgrade YMware Components (2} = | | _’I
—@ Remove YMware Components (1)
- j Wirtual Server Crverview : al Machine from = £
H—a virtualization Device Inventory jf"lak.e Action | o Edit | Copy @)Emort | Hide Locally  Hide Globally | Remoyve
£+ Device List (130)
Yiware Hypervisors (4) Description IDetaiIs I applicable Computers (4) I Action Hiskary (1) I
S YMware Yirtual Machines (126) -
—@ Device Information (3) I
—@ Management Commands (29) Description
[]—@ Wirkual Device Action History {9
£x-E5) Vrtual Machine Management This task creates a WMware virtual machine using an 150 image. You can choose from the IS0 images that are available on the datastore(s)
t%%wer Configuration (7) associated with the hast an which the new virtual machine is to be created.
s Snapshot Configuration (6)
=& Host Management To create a vitual machine from IS0, complete the following form and click Take Action. In the Take Action window, target the host on which you
L} Host Configuration () wiant to create the new virtual machine.
[]—E Al Server Automation Content
For certain parameters, you can choose to disable validation on the parameter and depending on the particular parameter, enter data that is not
automatically populated in the form. To perform this action, select OFF on the Walidation button for the specific parameter. Data entered using
this method is not validated by the Tivoli Endpaint Manager consale.

© 2012 IBM Corporation




IBM Tivoli User Group 2012

T
m
-

Gestione del Middleware

— DB2 9.x

+  Supporto del client, Enterprise Server e Advanced Enterprise Server editions
+ Installare / Rimuovere DAS
- Start/ Stop DAS
- Start/ Stop delle istanze
« Create / Drop DB
+ Girare scripts DB2
- Backup / Restore DB
— IBM Websphere Application Server 7.x

« Create / Drop dei profili

- Start / Stop dei profili

« Aggiornamenti degli update di WAS 7.x servers
— SQL Server 2008

- Start/ Stop / Pause / Resume le istanze del SQL server
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Overview del Server Automation

La soluzione Server Automation e perfettamente integrata con il TEM
Automazione
— Permettere agli user di automatizzare il lavoro

— Gli utenti possono costruire un automation plan che contiene un insieme di fixlets e tasks

Virtualizzazione

— Gestire gli ambienti virtuali
« Creare VM
- Start/Stop VM

Middleware Tasks/Fixlets

— Installare e gestire componenti middleware IBM:
- WAS

- DB2
- SQL Server
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