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The planet is getting more ...

Instrumented

Interconnected

‘g’ Intelligent

IBM helps you manage the security risks that are introduced by

Smarter Planet technology and net centric business models.

Smart supplychains ~ Smart Smart retail
countries

Smart water Smart weather Smart energy
management grids
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Intelligent oil field ~ Smart Smart
technologies regions healthcare

Smart traffic  gmart cities  Smart food
systems systems
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Market Conditions: Unprecedented Cost and Complexity
Common to all industries

New Methods and Motives:
Adding to the complexity and sheer number of risks
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Investing in more ‘ Requiring new ways

point products to to secure the new

solve more point EVOLVING EVOLVING Wways we collaborate
problems COMPLIANCE TECHNOLOGIES

BUSINESS
COMPLEXITY =
RISING COSTS

Flexibility in
The Global Economy: / Business Methods:
Driving new security EVOLVING /' EvoLvING To improve operations
support requirements ECONOMICS | B:sélggsss and serve customers

Complexity remains the biggest security challenge!
Integration is key to managing the cost and complexity of the evolving landscape
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IBM Security Solutions provide a holistic approach which can allow you to
securely, safely, and confidently adopt new forms of technology

The only vendor in the market with end-to-end
coverage of the security foundation

IBM Security Framework
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GOVERNANCE, RISK MANAGEMENT AND COMPLIANCE
Design, and deploy a strong foundation for security &
privacy

PEOPLE AND IDENTITY
Mitigate the risks associated with user access to
corporate resources

IBM Security Framework

@ PEOPLE AND IDENTITY

@ DATA AND INFORMATION
0 APPLICATION AND PROCESS

DATA AND INFORMATION
Understand, deploy, and properly test controls for
access to and usage of sensitive data

APPLICATION AND PROCESS
Keep applications secure, protected from malicious or
fraudulent use, and hardened against failure

@ NETWORK, SERVER AND END POINT
@ PHYSICAL INFRASTRUCTURE

ST B0 N compuiance NETWORK, SERVER AND END POINT
Optimize service availability by mitigating risks to

network components

Common Policy, Event Handling and Reporting

Hiaigell Managed  Hardware and
Services Services Software

PHYSICAL INFRASTRUCTURE
Provide actionable intelligence on the desired state of
physical infrastructure security and make improvements
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IBM Security Framework by Industry combines the unmatched capabilities of the
IBM Security portfolio value proposition in terms of professional services, software,
hardware and managed services to address the industry's unique challenges and

business needs

It combines the industry knowledge and standards, best
practices, IBM software and solution accelerators that
energy and utility companies need to bridge the gap
between their business and IT requirements.

It helps utility companies reduce operating costs accelerate
deployment of intelligent network programs (like smart
grids) provide energy management tools to consumers
limiting security threats

IBM Security Framework enables to address the security of
all aspects of data and communications, applications and
systems as well as physical assets protection
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 Physical public safety and security concerns
* Privacy protection

» Vandalism / property damage deterrence

» Keeping up with regulatory and maintain compliance posture

* The Energy & Ultilities Sector industry is a potential target for attacks

* Protect security and privacy of critical assets (logical/physical)

» Monitor SCADA system for security vulnerabilities

 Improve operational efficiency — manage costs

 Confidential and critical data seeking for protection from internal and external threats

« Compliance with international requirements (i.e Direttiva UE a protezione delle
infrastrutture critiche)
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Issues = e
— Increasing terrorism threats T

|| im it .,
— Increasing of theft . .

— National and international infrastructure to be protected

— High number of assets to be protected, distributed around the territory
— National and international regulation for safety & security

— Critical infrastructure for Italy and UE have a tremendous impact on citizen life
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« IBM partecipa attivamente agli incontri dellAssociazione Italiana
Infrastrutture Critiche ed € uno dei Soci Collettivi.

* Ad oggi non sono ancora disponibili modelli di Governance e Compliance
specifici per le infrastrutture critiche.

« E'in corso uno studio per definire un approccio metodologico finalizzato ad
indirizzare il tema delle Infrastrutture critiche Europee.

« Sono previsti dei risultati preliminari entro settembre / ottobre 2011.
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Use the IBM Cyber Defence Lifecycle to detect and respond

at a faster pace than attackers Layers

* Risk management
» Understand and baseline — Knowledge and
the IT and security preparedness
landscape « Service management
. — Process
Monor

» Security, network, systems
— Technology
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Security/Compliance Analytics & Reporting

Advanced Governance, Risk, and Compliance Management Sense &
Analytics Respond
. Composite COP* (Multi-Environment) Cyber Security
» autonomic
attack pattern » acts on
recognition . ] intelligence from
IT Infrastructure — Operations Domains B —
» machine and analytics
network speed Application Data Network Endpoint Identity &
Security Security Security Security Access » enables
deep packet Security automatic re-

IsfpEEen Maintaining A Trusted Infrastructure configuration &
re-provisioning
enables -_—
intuitive Key Foundational Security Elements
situational
awareness”
Foundational Capabilities
v
Discover & Manage Erditomend c Enslt_Jre
Cateqorize , nd-to-en ompliance
|nforr?~|ation Establish & Access Security _ with Policy
FEesis Mana_ge * Counter Insider * Apps Provide
Enterprise & Threats « Network Physical
Federated *Manage *Servers Security
Identities Privileged IDs *Endpoints

13 * Common Operational Picture
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