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Largest Number of Vulnerability
Disclosures in History

* Vulnerability disclosures up 27%.
— Web applications continue to be the largest category of disclosure.
* Significant increase across the board signifies efforts that are going on

throughout the software industry to improve software quality and identify and
patch vulnerabilities.

Vulnerability Disclosures Growth by Year
198E6-2010
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Web App Vulnerabilities Continue
to Dominate

Nearly half (49%) of all vulnerabilities
are Web application vulnerabilities.

CFOSS-SIte Scrl pt|ng & SQL |nJeCt|0n Web Application Vulnerabilities by Attack Technique
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Bot Network Activity on the Rise
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Trojan Bot networks continued to evolve
in 2010 by widespread usage and
availability.

Zeus (also known as Zbot and Kneber)
continue to evolve through intrinsic and
plugin advances.

Various bot networks based on Zeus were
responsible for millions of dollars in losses
over the last few years.

Microsoft led operation resulted in the
takedown of a majority of Waldec botnet
in late February.
— Communication between Waledac's
command and control centers and its

thousands of zombie computers was cut off
in a matter of days.

Other activity seen is Zeus

i
2

Event Count

250,000

200,000

150,000

100,000

50,000

| |
(el
|
gyl
|||
el
-
r
%
o
LY

Botnet Trojan Activity

0 [

ol I~ i~ b~~~ i ol I~ il i ol I Tl i ol I~~~ s N ]

=== Botnet Trojan Activity === | inear (Botnet Trojan Activity)



IBM SECURITY DAY 2011

Innovare con sicurezza per aprire al futuro

Suspicious Web Pages and Files
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«  Obfuscation activity continued to increase s S e
during 2010. i
* Attackers never cease to find new ways to o
disguise their malicious traffic via - hMia
JavaScript and PDF obfuscation. - |
— Obfuscation is a technique used by 0

software developers and attackers alike to
hide or mask the code used to develop
their applications.
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Websites Hosting Bad Links

* Professional “bad” Web sites like pornography, gambling, or illegal drugs Web sites have seen
increases in links to malware links in 2010.

* Out of the categories of Websites that host 10 or more of these links, pornography accounts for nearly

30 percent and gambling accounts for nearly 29 percent.

— It's possible these kinds of Web sites knowingly use these links for profit.

Top Website Categories Containing at Least One Malicious Link
H2-2010
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Top Website Categories Containing Ten or More Malicious Links
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Phishing Attacks still Declining

* In 2010, Phishing emails slowed and
the volume did not reach the levels
seen at the end of 2009.

. India is the top sender in terms of
phishing volume, while Russia is in
second place, and Brazil holds third
place.

— Newcomers in the top 10 are Ukraine,
Taiwan, and Vietnam, while Argentina,
Turkey, and Chile disappeared from
this list.

* Over time popular subject lines
continue to drop in importance.

— By 2010, the top 10 most popular

subject lines only represented about
26 percent of all phishing emails
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India 15.5%
Russia 10.4%

Brazil 7.69%
USA 7.5%
Ukraine 6.3%
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% of Phishing

South Korea 4.7%
Colombia 3.0%
Taiwan 2.2%
Vietnam 2.2%
Poland 1.8%
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Number of Disclosures
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Client-Side Vulnerabilities

Web browsers and thelr plug-lns Vulnerability Disclosures Related to Critical and High
continue to be the largest category of Document Format Issues
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Exploit Effort vs. Potential Reward

Economics continue to play heavily into the exploitation probability of a vulnerability
All but one of the 25 vulnerabilities in the top right are vulnerabilities in the browser, the
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browser environment, or in email clients.

The only vulnerability in this category that is not a browser or email client side issue is the

LNK file vulnerability that the Stuxnet worm used to exploit computers via malicious USB
keys.
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Exploit Effort vs. Potential Reward

Sophisticated Attack Widespread Exploitation
High value vulnerabilities Inexpensive to exploit
Harder to exploit Large opportunity

Not Targeted Widely Occasional Exploitation
Hard to exploit Inexpensive to exploit
Low reward Low potential reward

Exploit Effort to Achieve
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Virtualization Security Increasingly
a Focus

 37.5% of server class vulnerabilities

affect the hyper\nsor Distribution of Virtualization System Vulnerabilities
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Cloud Security

* Adoption of cloud security continues to evolve and knowledge around this emerging

technology increased.
— Providing an infrastructure that is secure by design with purpose-built security
capabilities that meet the needs of the specific applications moving into the cloud.

As more sensitive workloads move into the cloud, the security capabilities will become
more sophisticated.

Cloud Maturity Model
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Proliferation of Mobile Devices
Raises Security Concerns
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« 2010 saw significant increases e e o nerabities
in the number of vulnerabilities s
disclosed for mobile devices as
well as number of public a0
exploits released for those Z
vulnerabillities.
— Motivations of these exploit B Mobile OS Vulnerabilties
writers is to “jailbreak” or “root”
devices. Total Mobile Op;e;:lat_iQrS?OSystem Exploits
— Malicious applications were e
distributed in the Android app 2

market. 12
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For More IBM X-Force Security
Leadership
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http://www-935.ibm.com/services/us/iss/xforce/trendreports/
http://xforce.iss.net/
http://xforce.iss.net/
http://iss.net/rss.php
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