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® | a spinta a migliorare i processi di governance, risk management e compliance (GRC) &
diventata un fattore critico di successo e soprattutto di sopravvivenza.

Normativo

® Continua e crescente evoluzione
normativa:

= Prescrizioni del Codice di
Autodisciplina

= QObblighi di compliance ex. L. 262/05

* Responsabilita amministrativa
dell’ente ex. D.Lgs. 231/01,

= Responsabilita in materia di Privacy
ex. D.Lgs 196/03,

Basilea Il

Delmtte

Di business

® Scenario economico complesso e dinamico

" |Incremento delle funzioni, degli attori, di
ruoli coinvolti

® Incremento significativo dei costi per la
gestione dei rischi e del sistema di
controllo interno

® Risk management defocalizzato dal
business e non adeguato a supportare il
processo decisionale strategico ed
operativo

IBM Finance Forum 2011



Le nuove esigenze
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L’approccio alla governance, risk management e compliance (GRC) si focalizza sui
seguenti driver:

® Visione unitaria ed integrata del sistema di controllo interno e del sistema di
gestione dei rischi

® Risparmio di costi connessi alla riduzione di ridondanze, sovrapposizioni ed
inefficienze

® Sinergie nella gestione dei sistemi di controllo

® |ntegrazione del risk management nei processi di business nel sistema di controllo
interno ed a supporto del processo decisionale

" Trasparenza, affidabilita, tempestivita, accuratezza delle informazioni gestionali ed
economico-finanziarie

Deloitte IBM Finance Forum 2011



I costi del sistema di controllo interno

® Deloitte, sulla base propria esperienza progettuale e di benchmark di mercato, identifica
tre macro tipologie di costi legati alla gestione del sistema di controllo interno:
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" Investimenti di set up: costi una tantum sostenuti per [l'allestimento e/o
documentazione del sistema di controllo alla luce delle diverse esigenze normative

® Costi ricorrenti: costi sostenuti per la manutenzione on-going del sistema di
controllo interno

® Costi organizzativi: costi legati al coinvolgimento di referenti di processo a supporto
degli attori del controllo

Divisioni di
Business /
Principali
societa
\\operative

Collegio
Sindacale

OdVv
231/2001

Sistema di Comitato
Controllo per il
Controllo
Interno :

Pianificazione e
Controllo

Risk
Management

Dirigente
Preposto

Internal
Audit

Compliance

Deloitte
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La gestione del GRC: obiettivi
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® | ‘obiettivo di un processo di GRC efficace ed efficiente & raggiunto bilanciando i costi, i

rischi ed il valore del sistema di controllo interno:

® Duplicazione e ridondanza ® Rischi «chiave» non allineati

alle strategie aziendali
® Costi per la gestione del sistema

di controllo interno significativi  ® Rischi «chiave» non gestiti in

modo efficacie ed efficiente
" Skill e compensation non allineati

agli obiettivi di gestione del " Risk Management non
rischio supporta le decisioni aziendali
strategiche ed operative

" | ‘impatto dei rischi sulla
performance aziendale
non considerato
attraverso analisi  di
scenario

® Assenza di
coordinamento tra le
funzioni e processi di
gestione del rischio

Ottimizzare le previsioni per migliorare i risultati aziendali
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La visione Deloitte da un approccio a “Silos”...
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Un sistema di GRC non integrato riduce valore, accresce sia i costi che I'esposizione ai

rischi aziendali

Normativa
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In tale contesto, le decisioni prese dal Management sono spesso basate su un processo di
gestione dei rischi e della compliance creato all'interno dell’azienda da parte di nhumerosi
soggetti che tuttavia si basano sulle medesime informazioni di volta in volta elaborate in

maniera diversa.

| Deloitte.

Rischi

Compliance

Procedure

IBM Finance Forum 2011
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-...Verso il sistema di controllo integrato
Assess once. Test once. Satisty many.

Issues

GRC

Business Process

Normativa Rischi Procedure
GOGEDCD
) OEED
c . Risk
] Policy
N
E Process Assessment
[=1]
4]
'E Reporting & Detective
- Diagnostics Control
Remediation Preventive

Control

L’approccio integrato riduce la complessita del sistema di controllo, ne ottimizza le risorse e
genera un risparmio dei costi per la compliance.

. Deloitte
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Il Maturity Model

Maturita

Unaware ' Reactive Tactical ' Integrated Proactive
(soluzioni inadeguate}i (approccio reattivo) {approccio tattico) ' (approccio integrato) (approccio strategico) !
e i i i &
i | i A s
] i : A Processodi 5
iAwio di un imigli_oramento !
| | ' approccio unificato continuo !
Risposta 'ed allineamento con | E
| agli obblighi Y 4 . ' le strategie di i 5
: e ! icognizione delle: pysiness ! !
7 iniziative di i i
: v . Governance, Risk e ! ]
Attivita ad hoc, ' Compliance i i i
modalita | |
“emergenza”

Dove posizionereste la Vostra Azienda?

Deloitte IBM Fincnce Forum 2011
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Approccio metodologico verso il GRC integrato

1818
1
Huy ]l
IIII
i
!
5
&:
\

1. Diagnosi AS IS 2. Disegno soluzione

del GRC TO-BE 3. Piano operativo

Governance ENTERPRISE RISK MANAGEMENT PROGRAM

~ = Diagnosi finalizzata ad = Definizione della GAP Analysis = Predisposizione di un piano
> identificare il livello di maturita comparando lo stato corrente operativo
N del sistema di GRC attraverso il | emerso alla best e/o industry
Processi ool diself assessemtent practice = Validazione del piano operativo
. sviluppato da Deloitte («GRC per identificare le iniziative da
N Maturity Model) = Analisi di dettaglio dei gap emersi | prioritizzare per raggiungere lo
: nel corso della fase di diagnosi e stato futuro atteso
. = Intervista di altri «users» per le opportunita selezionate
Risorse rappresentativi (HR, Legal, IT identificare potenziali benefici attesi [* SViluppo di una «road map» per

etc) di informazioni/dati rilevanti | ¢,4ri (qualitativi e quantitative) implementazioni azioni

" Analsi competenze e skills delle = Definizione dello stato futuro atteso
funzioni risk e flussi di reporting | sy|ja base dello stato corrente

emerso

Sistemi . |yentificazioni di ridondanze e
sovrapposizioni nei process

Validazione dello stato futuro atteso

-
)
)

De‘l{ CHANGE MANAGEMENT/ PROJECT MANAGEMENT : Metodologia —
| : Comunicazione — Gestione progettuale — Strumenti
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Le leve per la trasformazione del GRC

Governance Processi ed
& Organizzazione attivita

u AnaIiSi e I'i.disegno de”a " AnaIiSi de"a struttura d| GRC m |’imp|ementazione d| una

struttura di Governance e determinazione dei costi di piattaforma comune

. . . controllo

= Analisi flussi informativi e = Dashboard e reports

modelli di reporting * Razionalizzazione dei ottenibili dalla stessa
* Programmi a livello Enterprise ~ controlli chiave piattaforma

(Enterprise Risk Management) . anjisi e valutazione del

livello di integrazione dei ruoli
tra le diverse funzioni

5-10% 15-20% 5-10%
Potenziale recupero di efficienza Saving potenziale associato a Saving potenziale e recupero
derivante dall’'ottimizzazione della | | benchmarking e review delle efficienza per utilizzo
struttura organizzativa metodologie / attivita piattaforma comune GRC

Deloitte. IBM Finance Forum 2011
|

l I l . l l l . l l l l l . Ottimizzare le previsioni per migliorare i risultati aziendali



[lnm]|
KK
II| |I
|
.lllll
i
£

I

3
&

LY

Il modello evolutivo del sistema di controllo interno

Gestione integrata ed
efficiente dei rischi,
governance e compliance

Migliora le performance
aziendali

Deloitte IBM Finance Forum 2011
° Ottimizzare le previsioni per migliorare i risultati aziendali
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Approccio metodologico Deloitte

Risk Intelligence

The Risk Intelligence

Program Methodology

Il framework di Risk Intelligence Deloitte permette I'implementazione e la
rivisitazione dei principi di Governance e Risk Management aziendali,
contenendo al proprio interno elementi organizzativi, strumenti e
tecnologie necessari a supportare I'implementazione di un Modello ERM.
Tale Framework identifica nove i criteri fondamentali a cui le aziende
dovrebbero ispirarsi per 'implementazione di un programma efficiente di
Risk Management e di controllo.

®
25
5SS
=5
mne
L

. o
neligence = 58
Pro gram ‘ cutive Management Responsib %%3
Methodology [lommon Risk Infrastructure .§§
/ O
’/ Objective Assurance and Monij _“E’i_f

z

Business Unit Responsibility
Support of Pervasive Functiong

AN

|

Enterprise

L’impresa “Risk Intelligent” & quella che adotta un
approccio di gestione e governo del rischio
focalizzato sui rischi inerenti al bisiness
(strategici, operativi, finanziari e di compliance),
che ¢é integrato nel processo decisionale
strategico ed operativo e che permette il
miglioramento della performance aziendale.

Risk Governance Board of Directors

Common Risk
Risk Infrastructure Infrastructure

Executive Management
and Management 9

Business Units and
Supporting Functions

Risk Ownership

Risk Classes

Reporting



Tool diagnostici ed acceleratori di progetto:
Risk Intellingent Map
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Tool diagnostici ed acceleratori di progetto:
Risk Platform

Home My profile Contactus Help Logout Sitemap Search Global

DeIOitte Advanced Seach

Global
Global v  Deloitte Global Services |Industries Governance Clients Marketing & Comms Knowledge Careers & Learning
=s0Urces » Services » Global Enterprise Risk Services » ERS Tools
A Risk Intelligence Platform
Risk Intelligence home YEN Dasiaanan bk What's new?
ERS Tools h S § g i The data model and content
oois fiome Welcome to the Risk Intelligence Platform portal. This section will provide you with convergence have been finalized and
information and reqular updates about the Risk Intelligence Platform initiative, and additional are available for use on client's

=, In_t?l['[gence falier resources will be published as the project progresses. engagements. For additional
information, please refer to the

contacts section below.
On January 30, 2009, the IMC

What is the Risk Intelligence Platform?
Deloitte Global ERS plans to deliver a Global Integrated Risk Intelligence Platform that will

provide: approved funding to proceed with the
AERS Tools Directory . . . planning and building of the Risk
+ Aninternal central content repository for Governance, Risk and Regulatory Intelligence Platform based on the
eQsmart Compliance (GRC) information S . results of the feasibility project.
+ A platform to support and converge GRC risk actimities across the client's
organization
+ A sustainable and extensible platform to deal with a client's ever changing needs
accross their GRC environment V How to join the Risk Intelligence

Platform Pilot?
For more information about implementing
the Risk Intelligence Platform in your
member firm, or if your member firm would
like to contribute content to the Risk
Intelligence Platform, please contact Paul
Barbour, ERS Director, or Dave Hodownes,
OIM Business Solutions Director.

To learn more about what the tool is and what the tool is not, please refer to the Risk Intelligence Flatform Frequently Asked
Questions (FAQs).

What are the benefits of the Risk Intelligence Platform?
The anticipated advantages of the Risk Intelligence Platform for the Deloitte practitioners include:

WALHTTALQIS IT MITSYISIVIN S ITHYIVIAIS | 1HDuUIldall aaisi aant



Il ruolo della tecnologia

Ecosistema GRC

La tecnologia gioca un ruolo chiave e rappresenta lo strumento di supporto
verso I'implementazione di quello che Forrester definisce, nell’ambito di una
sua ricerca, “ecosistema organizzativo e tecnologico GRC”.

Un ecosistema GRC non pud prescindere dall’adozione di una piattaforma
applicativa integrata GRC, quale strumento in grado di fornire informazioni
utili ad una gestione e controllo piu efficace ed efficiente ( i.e. cruscotto di
monitoraggio, strumenti di data analytics per la gestione ed il controllo dei
rischi e della compliance a livello «Enterprise», strumenti di corporate
reporting, audit management, corporate social responsibility, ecc).

Risky Strong
Bets Contenders Performers Leaders
strong _
L OpenPages
MetricStream :gmse
Archer Technologles (+) el 2
AXEN'HS—'* ‘Tl-.omson
Cura Software Solutions = .~ Reuters
MEGA; . '«, L Strateglc
Thought
Methodware
Clifrent SAP Pmt!viti Group
offering Trintech — JU_@),
SAl Global (=)
Weak
Weak —— Strategy Strong

Posizionamento della Plattaforma'Open Pages

j2l0):d:128 1. @) The Forrester Wave: EGRC
7 Platforms
July 2009

Joint service offering Deloitte
- Open Pages

= Deloitte- ERS, grazie alla collaborazione con IBM, offre ai suoi clienti
una soluzione esclusiva che coniuga le expertise dei migliori consulenti
alle funzionalita del software Open Pages, sviluppando con il
Management una strategia di gestione del rischio, della compliance,
della governance completa ed integrata attraverso una serie di domini
che comprendono il rischio operativo, la gestione dei controlli
finanziari, i rischi informatici, le verifiche interne e quelle relative alla
compliance.

® |l risultato di tale strategia & un quadro globale di tutti i tipi di
esposizione dell’azienda, che aiuta i CFO e i CIO a comprendere come
-~ -~~~ - effetto sulle performance future

~
4
J Paisley (Thomson Reuters) ~
. EMC-RSA Oracle Q
° Cura (SoftPro Systems) \\ OpenPages n
1 Aline ~awi =
> Wise
> Melthodware (Jade) SeRare A
| BPS Resolver — —
= .[ Protiviti (Rcﬁ Half)
ogicManager SAP
Strategic Thought
e Mega
SAS Axentis (Wolters Kluwer)
>

Gartner -

i

completeness vision

Magic Quadrant for EGRC PIatforms

October 2010



Analisi indipendente di Forrester sul posizionamen?o

competitivo di Deloitte
Deloitte ¢ laN. 1

LIn recente report realizzato da Forrester, prestigiosa e indipendente societa di analisti, ha assegnato a Deloitte il
@ﬂ;‘?j’e primo posto nel settore dell'Information Security e Risk Consulting, sottolineando con chiarezza e nettezza la
nostra leadership in questo settore. La valutazione comparativa effettuata dalla Forrester Research ha preso in
considerazione | 12 maggion provider di servizi del settore, che sono stati valutati in base a 75 crteri, relativ
- all'offerta, alla presenza sul mercato e alla strategia. In tutti e tre gli ambiti Deloitte si & aggiudicata il primo posto.

“La velonta di essere il partner di fiducia del clients, unita sl nutrite

= - - - . ;
Forrester Wave™: Information Security And Risk Consulting, Q3 '10 e RS 5P g S SRS £ s

emergere Deloitte dal gruppo. La sicurezza delle informazicni, 1a

Rigky Strong
Bats  Contenders Performers Leaders privacy e |T Risk rimangono tra le pricritd aziendali per Deloitte, cit &
Strong e e TS reso evidente dai recenti investimenti della societa. Deloitte ha
' R - vt duhion: A . h St :
= mk'_,..-" anche una strategia di orescita aggressiva, con piani di investimento
Mi\:,; | G paling 12 downlosd massiccio nelle aree emergenti. Ha un’eccellents struttura di supporto
e the Formester Wive tocl ai clienti. Le risposte dei dienti intervistati hanno individuato nella
Ernst &Young [ - | | for mare detailed product LA ] " ] o4 s
st ] flessikilita, nella gesticne dei progetti & nella guslita delle relazioni
= {;jw ealuations, feature g : . oo -
i [ KPMG } le aree di forza({di Deleitte), mentre le condizioni contrattuali 2 i
1BM i comparsons, and
— -,- Verizon Butiness cuttomizable mAkings servizi limitati in alcune aree gecgrafiche sono state indicate tra le
0/ Wi . E P )
Prog ATET [+ o | aree di potenziale miglicramento. Incltre Deloitte atirae una
Eﬁ"e"t ET Global Services | clientela pil matura ed eccelle nella scluzione di problemi
TEfIn | i i -
? i complessi, producendo costantemente soluzioni di alta qualita per
| propri clienti. Le realta grandi & complesse che richiedono
: : conocscenzs del sistema di business e approfondite capacita tecniche
Deelsitte, with a PPy P T
Forrester scode of 4.51, dowvrebbe guardare a Deloitte. ™ The Fomester Wave ™: Information
5 a Leader in thas b Nhyos 2 | ’ = o
Formester Wave, Security & Risk Consulting Services, 3 2010 "Fomester Research,
Marke p - Inc., agoste, 2010
————
s (8] [ = -
Weak
Weak ————————— Strateqy ———————== Strong

Source: Fornetter Betearch, Inc
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Risk Information Fragmentation

CEO/CRO/CFO
s, =
—

Finance

-

Compliance

Market

Credit

IBM Finance Forum 2011
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Un approccio integ
permette di capire la

Esposizione al rischio

dell’azienda

rato
reale

Integrated Risk Management
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Un approccio integrato
permette di analizzare le
interrelazioni tra diversi
fattori di Rischio

~ CEOICROICFO

= N 1
e ‘- _— e
= LY — i

sk Exposure w Actual Losses

R =
e £ || e ke
. - —
5 2
e ; »
= e | Bl
= = i (-]
e | !. .

Market

Risk
T
N

Credit Finance Operational IT Compliance
Rsk H Rsk H  Risk [ Risk .

1]}
=
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=
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=
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FIVE MODULAR SOLUTIONS
1.0perational Risk Management
2.General Compliance Management
e — 3.IT Governance

| Bome T 4.Internal Audit Management

-

Descrplin Catetury

e — A msiE Exaamal Fraud e Froud
'47— 5.Fi ial Controls M ment
— = Emplrymert Pracliz: and Engimnent Fractices oy
= e IR Financial Controls Managemen
i ‘ Clertz, Fraduds, & Business Dierts, Breducts and
E o = —3 T Prazices Susress racices
= Shove AL,
w4
E 5| I
: e Dazzrplion
Risk Assessment Status
@ Beow Saeury kyeach —customer data poteitily wden
Ovardue 038 Al
- 5] Miszing mligsting sovtrolcn EXBEES
8 B 15 35 554501 -RSH-01-02 2
- : ) ] sppr0var s fhe SAmS PERSN 100 20
- B cSTRRcAONDg e ki
_-___-_-_._-_._-_-—4—._._._._-_._._ Showe AlL..
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Referenze — NON solo Financial Services!

Financial Services

% BARCLAYS
¥ Lloyds TSB EBSA

Bankof America.

%7 ING &

[#2) FIRSTRAND

BMO 9 Financial Group

Maslercard

4

U9 unionBank: —

SICAP

ARROEIATION

NATIONAL BANK
OF GREECE

Insurance Manufacturing
A\!\‘IA Al G W"""il’;‘fﬁ
WOLSELEY
GEICO.
A"Ianz @ Retail/Consumer

Energy and Power

S
m

Telecommunications

m

Health Services / Pharmaceuticals
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http://www.lloydstsb.com/homepage.asp
http://www.bp.com/home.do?categoryId=1&contentId=2006973
http://www.vodafone.com/home/0,3044,CATEGORY_ID=0&LANGUAGE_ID=0&CONTENT_ID=0,00.html
http://www.ing-usa.com/us/index.htm
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Approccio Integrato al Risk Management

CommandCenter”
Business Intelligence

Internal Audit Operational Risk

Management Management
Financial Controls Policy & Compliance
Management Management
IT Risk & Other Platform
Compliance Extensions
Management

e, SOLUTION COMPONENT? n.o%
Rj, Nts KRls Entities i
ASSESSmentS processe® jr. »

Issues controls

—
I\!h N -
\\%“‘rﬁmzacapLATFORM SERVICES
*1Y
"-.._,EPQh Ment Dﬂcumaﬁta:nuaﬂnt;gom ent
" Reporting

IBM Finance Forum 2011
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Business Analytics Suite

Business Analytics & Optimization Solutions

Industry Solutions

F_ - . D : NG —4
i Financial o Public | Distribution ﬁ Industrial Communications
!ip Sorfges Qi [ ubli £ istributi _..y ustri unicati

Cross-Industry Solutions

i N
Finance Human Capital Supply Chain / Operations Customer

r

Business Analytics

Business Predictive & Financial Performance r Governance, N\ Analytic
Intelligence Advanced Analytics ' & Strategy Management isk & Compliance A Applications

Information Management and Governance

Information Integration & Master Data Management
Data Warehousing

Content Management l Data Management

Workload Optimized Systems

IBM Finance Forum 2011
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OpenPages Platform

Funzionalita fondamentali per GRC

Requirement
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OpenPages Capability

Integrate multiple areas of
risk and compliance

Support any risk =

management methodology =

Provide visibility into
state of risk in business

Automate compliance and

Central platform for integrated
reporting, workflow, policies

Patented, adaptable framework
enabling easy configuration

Interactive dashboards and ad-
hoc reports for decision support

Powerful workflow for automating
business processes

IBM Finance Forum 2011
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M OPENPAGES

Hame

Cartitication

Revizw Lozs
Evert

Description Antachments
Reviee the attached reports ard complete your certification form, When finished, cales
complete thiz tazk to zubmit your cerdification.

Plzaze ravizw the toliowing Loss Event and updste a3 nesded. LE_08-013 ‘

Hame

BT

Daseription

Security breach —- customer dala potentially stalen

lasue Type
Orerating Effeclivensss

= My Reports

Harme

E'a Erderprize Rizk
Daghiboard

EE. Inetfecthe Contrals
Trend

Bx oAm Dashboard

Eh Top Risks
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Reporting Period: | Curmerd | | View |

Currently logged inas executive | Logout

Description

Enterprise Risk Dashboard acrozs complance sreas and business unils

neftective Contralz Trend Repart

Operational Rk Enlerprise Dashbosrd

Graphical summary of the top Risks ranked by Residual Risk Exposure, showing the Residus Risk
Savesty and Freguency.

= Open |ssues

Issitie
Hanme Description lzsue Type 5
B 1Z5-101 - Al Inventoey policy documents need 1o be transiated an uploaded into FCM for Desian -
a1 the locales to which they spphy Effectivenszz &
B 155-101- Al Inwentory policy documents need to b= franstated an uploaded inbo FC for Diesign i~
o2 the lacalkes o which they spphe Effectivensss op
[3] 15501- allnventory policy documents need 1o be transtated an uploaded into FCM for Design Onen
s the locales to which they spphy Effectvensss
[#] 1SSd01- Apinventory policy documents need to be fransiated an uploaded into FCM for — Design G
Py the locales to which they spphy Effectveness

|=5- At

@ Mo Iraining &nd Swareness programmes in place ;‘mml iy Open
MCDS01 fazine
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Hiome
CommandCerter =+ | Adminitrative Reporis
SO DS N , ey 0]
Hame Status Description Fastiap 5 | Fepoiz e I escription
p ; Audt Reparts -+
) Reviesw the sttached reports and complele your certif] Motfications * - ; o i 2
Certification Accepted complete this task to sumit your certificatian.  Fenorle o | Cortrol Reparte + ; Em':;””"”"" Risk E sberpeise Risk Dazhboard across complance sress snd business urd
| Lo Accapted  Pleaze review the folowing Loss Event and updste & (SRR | .
| Event | T Iﬁ-s:.;-e Bane kgration for 5 R Ineffecthe Condrals I effective Confrolz Trend Repart
L | prvcd
Esue Reparls =+
= My lssues _ R  perdfional Risk Enlerprize Dashbosrd
oMyl —" 2 covombons
| S Lo hpaua Typs KRl Reporls - { raphical summary of the top Risks ranked by Residual Rizk Exposure
) . k i f Top Rizks £ averty and Freguency
E" 155 GCM- Security breach — customer data potentially stolen  perating Effeclivensss Lass Event Reports -+ ] 3
Sl ]
Rigk Aszezsment -+
Feporis = 1
Risk Heal Map
Te=st Reports + | Risk Raling Pl izy cocumants nesd to ke transsted an uploaded inko FCM for C
Wikorkflowr Reports + | Risk vs Loss W hich they spply £
Al Documentalion Top Risks
T T r—r———T EormErTore ol (0 documents need 1o ke transkated an uplcaded into FCM for L
oz the lacales to which they spphy E
[3] 15501- abinventory policy documents need 1o be fransiled an uplosded into FCM for 4
s the bcales to which they spphy E
[s] 1SS0-  apinventory policy documents need io be transiated an uploaded into FCM for [
s the locales to which thesy spphy E

i
2
-

Mo raining and svwareness proarammes in place

=
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Home

= My Reports

Hame Status Description Antachments Hamme Description

Revieys the stiached reports and complete yvour certification form. When firished, oY N

Cartification Accepted complete this task o sulmit your cerdification. Ssles . Enterprise Risk Dazhboard acrozs compiance sreas and business units

Revizw Lozs

Evert Acoapited  Please review the tolioving Loss Event and updste 63 neaded. LE 06013 ‘ — T ot
T4 o Deshbos Operational Risk Enferprise Dashhosrd

Lz Uz Ty LEma & Graphical summary of the top Risks ranied by Residual Fisk Exposure, showing the Residus Risk

! . . - ] Top Rizks Saverty and Frequancy.
E 1S5-GC-in Security bresch - customer date potentially stolen Cirerating Effeclivensss Cazed
Issue
Hanme Description lzsue Type o
[8] 1=5-01- stinventory poiicy documents need to b transssted sn uplosded into FCH for Dazgn -
a1 the locales to which they spphy Effectivenszz &
B 15101 AlInventoey policy documents need to be transtated an uploaded into FCW for Diesign i~
o2 the lacales to which they apphe Effeclivensss e
[3] 155401- aninventory policy documents need 1o be transtaled an uploaded into FCM for Design open
s the locales to which they spphy Effectvensss
[s] 18501 apinventory policy documents need i be fransisted an uploaded ito FCM for - Design open
Py the locales to which they spphy Effectveness
IE5- At

E Mo Ir&ning and awareness programmes in place ;on‘lrul iy Open
MEDS08 kesing

Iviere Rems...] Show Al
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Enterprise Risk Dashboard
Entity: ’*I JGhobal Financial SarvicesMorth America v |
Domain: L*! ~| |Hnish
Control Effectiveness Risk Rating Issue Status
% Effective % Closed
@; Finance 7.6 E'(’:, Finance 750
[y Retail Banking 93,1 [y, Retsil Banking 100.0
[ 3ales 20.0 B s3les 0.0
Impact hiedium|
240 0
M Efiacite W Ciogsd
Hol Determinad N open
200 M IneThctlve g W oW
150
=}
120
hdedium High al
a0 Likelihood
40 2
4] o
FlRarfss Falan Al [ale=-1i0 Fatal T eE
Eanklng BEnkIng
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“fOPENPAGES CommandCenter" -Enterprise Risk Dashboard
- @

Enterprise Risk Dashboard

e

Entity: * /Ghbal Financial Sarvices/Morth America
B Global Financial Servic orth America
Domain: | icichal Financial ServicesMorth &merica/4gency Servioes
fGlohal Financial Services,Marth America/assat Management
JGlobal Financial ServicesMorth America/Commercial Banking
Control Ficichal Financial ServicesNarth America/fCorporate Finance Issue Status
Jlobal Financial Services,MNorth AmericaFinance
fzlobal Financial ServicesMorth AmericaPayments and Settiements
fiGlohal Financial ServicesMaorth AmericaRetail Banking
fGlohal Financial Services/Marth America/Metail Brokerage % Close
[y, Finance fElohal Financial ServicesMarth America/Sales [y, Finance 75,
fizlobal Financial ServicesMarth America/Trading and Sales
B Retail Bal Library [,  Retail Banking 100,
JLitbrany External Losses
@; Sales fLbrary/Fnance @:, Sales 0.
———————{Library/Global Risk Library
240 LbraryHR 10
200 ey T
fLibraryMandate B
MLibrarytandateBanking and Finance
JLibrary MardateBanking and Finance /Canada &
[Library MandateBanking and FinanceFederal
[LibrayandateBankng and Finance,Fegulation & - Regulation 2 ot
MibraryMandate150
MLibrarytandateFrivacy
fLibrary fother
fLibirary iothar /Swiss Re
JLibranyOther fSwiss RefClient Markets
rinancs  mean | fLibranyOther /Swiss Refinance T Pt
BankIng JLibrary/Other fSwiss Re/Library BAnkIng
JLibraryOther /Swiss Reldibrary /SR-Processes ot

=+

150

120

g0

40
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“fOPENPAGES CommandCenter" -Enterprise Risk Dashboard
a 8@ = EIlE

Enterprise Risk Dashboard

Entity: ’*I JGhobal Financial SarvicesMorth America v |
Domain: L*! ~| |Hnish
Control Effectiveness Risk Rating Issue Status
% Effective % Closed
@; Finance 7.6 E'(’:, Finance 750
[f:} REL2I Banking 330 E& Retail Banking 100.0
By, Sales 80,0 By Sales 0.0
, Impact hiedium|
240 B 10
M Efiacite W Ciogsd
Hol Determinad N open
200 M IneThctlve g W oW
150
5]
120
hdedium High al
a0 Likelihood
40 2
Q o
FlRarfss Falan Al [ale=-1i0 Fatal T eE
Eanklng BEnkIng
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"t OPENPAGES CommandCenter" - tperatingEffectiveness Detail
a 8 = 2 B H k

Operating Effectiveness Detail
Reporting Period: Current Reporting Period
Entity: sGlobzl Financizl 3ervices/Morth AmericasSales
Control Domain: All

02-01 reconciliztion should be documented,

Control o Control Design Control Operating Control
Control Description - .
Mame . Effectiveness Effectiveness Owner
ing a contrack, a member of Sales Accounting (or local equivalent) reviews the contract package to ensure that all sppropriate approvals and required Effective ormmaEnager
aocumentzfon have baen obtained in acCordance with the documented policy (DUsiness approval matm),
07-CA farto Duuldng. Contracts are reviewsed for revenue recognition considerations and 15 such review docurmented by local finance management in accordance with Effectiva controlowner2
01-02 documented policy (nternationzl
S01-CA- All international offices submit to the Corporate revenue recognition senior manager, all international bransactions over 33 million gross conbract value dper customer) for Ineffective contralowner
01-03 review of all revenue recognition considerations in accordance with documented policy dnternational
S00-CA- Brior to ridnight local tirme on the last day of the month, does the Begional ControllerAVP Finance of EMEA, Latin America and Asiz/Pac/Mortgage verify receiptvia matching  Effective controlowner2
01-04 alliterns ower S00,000 USD gross contract walue on an audit report with the Faxserve folder or scan falder as appropriate, The zudit report should be annotzted and initizlled
oy the Regional ControllervF Finance ho indicate this reconcilisbon has occurred and kept on file,
S01-CA- Contracts Senior bdanager (C5hd) review the Tenm Spreadsheet prior to financial month ends to ensure that onty the appropriate term extensions with overlapping coverage  Effective controlowner?
01-05 dates are caphured.
501-CA- Inthe instances when 3 contract is originally recelved by fax, an appropriate mernber of the sales accounting contract tearn (or 10Cal equivalent) campare the original Ineffective controlowner2
01-06 expcuted contract bo the executed fax contract to ensure there are no discrepancies This review is documeanted, Discrepancies are addressed in accordance with policy,
(Internztional
S01-Ci- The finance senior associate (or local equivalent) reconciles the billing entry with the invoice and credit registers to ensure that the billing entry is accurate and complete Such  Effective - controlowner?

501-CA- Ag an zdditional check, the dovnlozded report that is used for the calculation and recording of GASF revenue reconciled, with the total imsoice value for new contracts inthe  Ineffective contraloswner?
02-03 billing journal entry (that was recorded to the G#L) to werify that all new contracts were captered This spreadsheet reviewed and approved by the Finance Management

S01-CA- The finance senior associate (or local equivalent) perform a documented billing to back-off reconciliation Differences are reconciled and explanations documented [Mote: Effective controlosvner?
02-04 This is verified by (3) ensuring that the total bilings for news contracts and the back off calculation ret to zero (or if there are differances, they should be reconciled).

501-CA- The Billing Supervisor documents nis/ her review of invoices for Repetitive Billings, repetithe Maintenance and Arrears prior to final approval of the invoice batch Effective controlowner2
03-02
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Currandly legged in s executive | Logowt  Reporting Period: | Cur

Conlrols: &301-C4-01-M

= (@s01.cAD101

Busingss Entty Herarohy: & Gobal Financial Serdices = 8 Moth America = & Sakes

Primary Parent Herarchy: 3200 = &8 2001 = @ S01-C00.01-01 = 4 S01-REK-01.01

Control Details
Fields
Automation Jobs
Change History
Locks

Related Infarmation

Azzaciions

El lezues (1)
B Signatures (5)
& KRl 2)

[ Links (0
(1 Files @)

General

7 Additional
Description:

Control Activities

*| Classification:

?| Mamve:

2M-CA0-0

http: dhassss google. co uky

Key Control Activity

* Description:

? Folder:

*| Control Type:

Frior to booking & contract,  member of Sales Accounting (or
local equivalent) revews the contract package to ensure that all
appropriale approvals and required documentation have been
obtained in accordance with the docurmented policy (business

approval ratrix).

Contrals / Global Financial Serices § North Amearica ! Sales

Fraventive

Completeness, Accuracy, Waluation or Measurement,

Inherent Frequency (%
redustion):

Inherent Severity (%=
Teduction):

?| Control Method:  Manual 11T syetem: Oracle Financials
#| Control Owner:  ofMManayger *| Financial Statement
Assertions:  (bligations
* Frequency:  hlonthly # Possible Test  Examination
Types:
Assessment
? pesign  Effective 2 operating  Ineflactive
Effectiveness: Effectiveness:
?| Effectivenees Rating:  Inefactive
Inherent Risk Reduction
# Reductionof 20 ?| Reductionof 15
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Currenily logged in a5 executive | Logowt  Reporting Perio

ments  ndicators  Lozses

Remedinafion

Feparting

= (A501.CAD101

Business Enbty Herarchy: 5% Gobal Financlal Services = S5 Modh Americs = 5 Saks

Primary Parent Hierarchny: 2 500 = &5 200-01 = @ S01-0001-01 = £ S0 -REH00-01

Contrel Details

Fields
Sutomation Jobs
Change History
Locks

Related lnfermation

Parrts ]
i Risks (1)
A1 Risk Assessments (0)

Azsocigions

E lssues (1)

& Signatures (&)
A& KRl's [2)

Dlnks@®
[ Files )

w LLY Risks Results 1.1 Prev | N
lhme ______________________ Deseription Residual mpact Residual Likelilood
B2 S01-REk0-01 Unapproved Cantracts are booked in an High Low

accourting period

L EE
5 SO01-RSK01.01

General
7 mame:  S01-RSK-01-01 7 pescription:  Unapproved Contracts are booked in an accounting perioc
# Folderz  Risks { Global Financial Services / Morth America / Sales #| gk in s-:ogcu;o; hE
? Domain:  Operational, Financial hianagement 2| Dwiner:
Risk Cateqgory
? Category:  Internal Fraud 7 subcategory:  Thefl and Fraud

Inherent Risk Rating

# Inherent Impact: Mediutn

* Inherent Likelihood:  Medium :
2 Inherent Risk Rating:  Significant 2| mherent Severity: S0 100,000.00 (LSO 100,000.00)
7| nherent Frequeney:  5.00 ?| nherent Riek  JSD 500,000.00 3
Expogura:
Residual Risk Rating
# Residual Impact:  High ? Residual Likelihood:  Low
? Residual Risk Rating:  Significant ? pesidual Risk IS0 21 480,00

Exposune:
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= OPENPAGES Currenly logoed in &2 executive | Logout  Repoeting Period | Curment » | View |

&

Home

= My Reports

Hame Slalus Description Attachments Hame Description
Review the atiached iz and complede vour certficefion form, When finished, R :
Cartitication Ancapted compiste this task to m your carlilinshu? Sales al:?h:;:.";p"“ Fisk Enterprise Risk Dashboard across compliance sress and business units
3 i
Revizw Lozs
Evert Sccapted  Please review the foliowing Loss Event and updste as nesded. LE 06-013 ‘ EEI. Inetiecthre Candrole Feiiactive = Trand H
Trend
DOperdtional Rk Enlerprise Deshbosrd
HEmS Lescswiion lEanelves [DEZ0EMTS Graphizal summary of the top Risks ranied by Residual Risk Exposure, showing the Residusl Rik
[#] 1sS-GoMm Security breach — customer data potentially stolen Operating Effectiversss Cloged Severty and Frequency.

= Open lssues

Hame Description lzzue Type BS o
Q 155-101- Al Invertory policy documents need to ke transtated an uploaded into FCM for Dezign o
P the locakes ta which they spply Effectivensss N
E] 1510 - AlInventoey policy documents need 1o B2 transiated an uplcaded into FCM Tor Desian Open
oy the locales to which they apaly Effectivensss
[#] 155401- aninventory policy documents need 1o ke transialed an uploaded inko FOM for Desian onen
s the locales to which they spply Effectivensss
[#] 1E5401- apinventory policy documents need to be transisted an uploaded into FCM for — Diesign en
o the localkes to which they spply Effectvensss &

155. Bt
@ Mo braining snd swareness proarammes in place ;Drm" iy open
MEDL501 Iezing

[Miore dems...] Shaw Al
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“fOPENPAGES CommandCenter" -TopRisks

« 8@ = H B &
Top Risks
Business Entity: /Global Finzncial Services/Morth America
Risk Category: Business Disruption and System Fallures, Clients, Products and Business Practiices, Damage to Physical Assets, Emplayment Practices and Workplace Safety, Bxecution, Delivery and Process Management, External Fraud, Inte
Sarted By: Residual Risk Exposure
Currency: UiD

Rank  Risk Name Risk Description Risk Category Risk Subcategory Inherent Risk Exposure Residual Risk Exposure
1 A% BSK-07-01-10 Reconcilation issue resolution Execulion, Delivery 3nd Process Management | Transaction/Ditz Mznagerment £00,000.00 £00,000.00
2 A PSK-04-03-01 IMlegal products Clients, Products and Business Practices Improper Business or hiarket Practices 1,000,000.00 375,000.00
3 A% RSK-07-01-08 Reconcilation cormpletenass Execulion, Delivery 2nd Process Management | Transaction/Dzta Mznagerment 250,000.00 250,000.00
4 A% RSK-D2-01-03 Bank Robbery External Fraud Theft znd Fraud 200,000.00 200,000.00
5 A% PSK-04-03-03 Product itrate gy Clients, Products and Busingss Practices Product Flaws 1,000,000.00 190,000.00
& % PSK-03 Ernployrnent Practices and Workplace Sxfety | Ernployment Practices and Workplace Safety 150,000.00 150,000.00
6 A RSK-07-01-11 PReconcilation documentation Execution, Delivery and Process Management | Transaction/Dzta Mznagement 150,000.00 150,000.00
& % RK-03 Ernployrnent Practices and Workplace Szfety | Ernplayment Practices and Workplace Safety 150,000.00 150,000.00
g A EsK-01 Internal Fraud and Theft Internal Fraud 100,000.00 100,000.00
o A RSK-DZ Externzl Fraud Exlternal Fraud 100,000.00 100,000.00
El & RSK-D4 Clients, Products, & Business Practices Clients, Products and Business Practices 100,000.00 100,000.00
9 & ESE-D1 Internal Fraud and Theft Internal Fraud 100,000.00 100,000.00
9 & RSK-D2 Externzl Fraud Exlbernal Fraud 100,000.00 100,000.00
g A EsK-04 Clients, Products, & Business Practices Clients, Products and Business Practices 100,000.00 100,000.00
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-_E OPENPAGES Currently logged in az alaudit | Logowt  Reportng Perio | Currert \"l iew |

= My Reports = My Checked-Out Files

Nanne Description

Eh Hame Type Deseription Location
W, Administrator —
Timesheal Eriry Enler or revisw fine and dipenaes for the eiecied Auilor B v [0S Detatese Provider File as diadsf Filz and FoemziSiobal Financisl

Lizt of sudk phas=s, sesignments and workpspers for the selected sudl, ncludes scheduled, expected
and actusl stad and end deles and hghights dates that hae slipped sioniticanlly

contract.doc gadsgasdyazd Serdces
E‘& At Devilion |

% Workpapers Ready for Review

L—*\ Aucitor Dessalion

For the selected Audbors, view g GANTT chart dizplay of thelr plenned and actusl time, Proparation Resiow
Report Harme Description e Statun
| Ei'.\ fosclitor Plan Report & GANTT char view of the plans for the selected Audtor(s), Tor the selected date rangs, | L"f] 029 2-klrusion Detection  DELESMINE which ot the 1al04ving mechanisms |s wiized for URL Reeady for
fikering: Widcard specificalions, File specifications, Trird party, or Roviaty In Frogress
Ey‘& i Overdeey For tiwe selected Audt, view the status of itz componenis, snd view associsted Findingz, lzsuss snd o Prevanive Mersures-11 URL datahases.,
Report Revigwr Comments _ _ )
E F 02-13-Viruges-1 ldenlify the arti-virus tools installsd for pralection af fresall, Web, Reathy for In Brograss
£ and e-mail zereers from viruses., R

| E’é. Bl Plan Report A GANTT chart view of the Audit Plan, for the selected date range. |

E"Ex A Universe List of audiz fikered by sudi fype, priorky and commiment. Includes & graphical summary of sudit resufiz = Audits In Progress

- . 5 . ) Hame Description Seheduled End Stalus
Complate report for the selected audi, nchding an execuiive summary, key findings and all sudi findings Date
E Diata Center Physical ; .
Eniter o reviaw your time and expenzes., Sacuiy Deta Center Physicd Secudy Qct 7, 2008 In Resviewt
T M Firewals - 2008 Fresvalls elp fulfil our deta sscuriy sirategy maintsin complance with In
T S securty s privacy regulstions. NI A0 prograss
2 Ciftice Phovgical
i My Workpapers In Progress €] ice Froy Perimeler safety snd sscurdy Oct1, 2008 In Reviewr
Securty - 2008

» My Open Review Comments
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Audit Type:

Audit Period Covered:
Audit Stabus:

Audit Result:

Internal Audit Contacts:

CommandCenter" - Intemal Audit Report

Internal Audit Report
MNA Firewalls - 2008: Firewalls help fulfill our data security strategy maintain compliance '
for Auditable Entity: NA Firewalls: Morth America Internet and Ir
Report Printed Date: kay 23, 2071

Firancial

Jan 1, 2007 = Dec 31, 2007
In Progress

Excellent

Al Audit
Bob Audit
Charlie Audit
Sue Audit

Executive Summary

Description

Firgwialls help Fulfill our data sec IJI"l‘tW_n'r itrate By ma intain compliance with sec IJl'iL‘ﬁ-' and prh-'ac]' FEEIJIE‘HIJH'!

Objectives

1. To obtain 2 general understanding of the firewall technology infrastruchure,

2. To determine security strategy and general configuration setfings for all CheckPoint firewall servers.

3. To assess adequacy of the security architechure sithin the Demilitarized Zone (DMZ).

4, To determine the struchure of the Domain Mame System (DRE) database and asseds its appropriateneis,

5. To ascertain whethier the firewall servers at the Bank are adequately administered,

&. To determine whether physical and ervironmental security is adeguately controlled.

7. To determine whether firewall policies and procedures are adequate and properly documented.

3. To werify that RuleBase is adequately configured and in compliance with the Bank's policies and procedures.

9. Ta uerif'_-.- that CheckPoint services are ade quatelg.r-cu-nfiguted and in compliznce with the palicies and procedures

10, To werify that CheckPoint scripts are adequately configured and in compliance with the policies and procedures,

11. T determine whether preventive measures from the hacker attacks have been taken and implemented on the firewall servers.
12. To determine whether attachments are checked for viruses, worms, and obher malicious program s,

13. To determine whether appropriste user access controls over the firswall senvers are in place.

14, To determing whether remote sccess to the CheckPoint Firewsll servers is sde quiatety contralled

15. To determine that changes mads to the firewall configuration server are approved and tasted priot ta their implementation,

Scope

AllInternet and Inkbranet in Marth America

Foanclucinn



Key Findings

02-03-Backup and Disaster Recoverny-2-FIND_D061
Description: The disaster recovery drill scripk only includes loading the backup media. I8 does not include verifying the functionality of the system after loading it.
Impact: Significant
Internal Audit Recomm endation: Verify the system operztion after loading of trhe backup.
Management Response Status: Waiting for Response
Management Response:
Management Response Comment:
Management Owner:
Management Scheduled/ExpectedsActual Due Date: 7/
Management 5chedule Change Reason:

MA Firewalls - 2008-FIND_0021
Description: Some things could be improwved,
Impact: Significant
Internal Audit Recommendation: Recommendation is to make some changes and hope that things get better
Management Response Status: Response Provided
Management Response: Agree, Ackion Plan not needed
Management Response Comment: Management Response Comment @2 here and it's 3 good ane
Management Owner: Helen Audit
Management Scheduled/Expected/Actual Due Date: Oct 1, 20087 Mar 2, 20087 Mar 2, 2008

Management Schedule Change Reason:

Audit Findings
Audit Finding
Manag
Mame Description Priority Impact Internal Audit Recommendation
In| - i r The disaster recovery drll scripk only includes loading the Hizh Sigrificank Werify the system aperation after loading
Becovery-2-FIM0 0061 backup media It does not include verifying the funclionality of trhe backun.
of the swskem after loading it
= A Frewalls - 2006 Some things could be improwed, Hizh Slgrificant Recom mendstion s to make soms IanaEgem
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-_E OPENPAGES Currently logged in az alaudit | Logowt  Reportng Perio | Currert \"l iew |

= My Reports = My Checked-Out Files

LT LSRN Hame $m|'=m Deseription Location
EE‘& Administradar -
Timesheal Eriry Enler or revisw fine and dipenaes for the eiecied Auilor B v [0S Detatese Provider File as diadsf Filz and FoemziSiobal Financisl

Lizt of sudk phas=s, sesignments and workpspers for the selected sudl, ncludes scheduled, expected
and actusl stad and end deles and hghights dates that hae slipped sioniticanlly

contract.doc gadsgasdyazd Serdces
| E‘& At Devilion |

% Workpapers Ready for Review

L—*\ Aucitor Dessalion

For the selected Audbors, view g GANTT chart dizplay of thelr plenned and actusl time, Proparation Resiow
Report Harme Description e Statun
| Ei'.\ fosclitor Plan Report & GANTT char view of the plans for the selected Audtor(s), Tor the selected date rangs, | L"f] 02-12-kirusian Detection I:_:Ete_mﬂlne wetizh of Iha_ !ulqwhg mem'ﬂnl_sms !5‘ LIIIE?:i for URL Reeady for
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