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* Perche la sicurezza del codice?
* Secure Engineering
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* Live Demo
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Vulnerabilita riportate dai vendor

Vulnerability Disclosures in the First Half of Each Year

Rispetto all’H1 2009 c’é stato un 2000-2010
incremento delle vulnerabilita del 5000
36%.
4000
Le vulnerabilita piu critiche scoperte in 300
H1 2010 sono sfruttabili da remoto. s
Diverse vulnerabilita critiche sono 1000 I I I I
state pubblicate prima della - .
disponibilita di patch. 2000 | 2001 2003 2005 | 2006 | 2007 2009 | 2010
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Vulnerabilita riportate dai vendor

Il 55% di tutte le vulnerabilita riguarda le
applicazioni web.

Le vulnerabilita che permettono il Cross-
Site Scripting & SQL injection sono le piu
diffuse.

I’ 88% delle vulnerabilita di applicazioni
web riguarda i plug-in e non la piattaforma
base.

Cumulative Count of Web Application Vulnerability Disclosures
1998-2010 H1
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Percentage of Vulnerability Disclosures
that Affect Web Applications 2010 H1

Web Applications: Others:
55.95% 44.05%

Percentage of All Vulnerability Disclosures that Affect
Web Application Platforms and Their Plug-ins
2010 H1

Platforms:
12%

Plug-ins:
88% 4
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Connectivity:
nternet
L'incremento del numero e delle -
ipologie d vettori di attacco Sggiore
proporzionale all'incremento di
onnettivita. .

SOA/Web Services ice.
Applicazioni legacy non progettate per
gssere in rete, sono visibili come
servizi.

0,000 linee di

|stem| fesacy . ! oroporzionale al
on.sem|.or\e syppor ano le moderne B codice
unzionalita di sicurezza (es.
Autenticazione)
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Software sicuro

Che caratteristiche deve avere il “Software Sicuro”?

* Affidabilita: le funzioni implementate dal software sono quelle attese, in
tutte le condizioni di funzionamento

* Attendibilita: il software non deve contenere vulnerabilita che possono
comprometterne I'Affidabilita

* Capacita di recupero: il software deve essere in grado di tollerare eventuali
attacchi e recuperare velocemente le funzionalita per cui e stato progettato

a smarter planet.
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Quanto costa correggere una vulnerabil

80% dei costi di sviluppo sono spesi per
identificare e correggere gli errori

National Institute of Standards & Technology

e stato rilasciato

001 pn § Durante la fase di :
Pt 00 {0 / test $16,002/d|fetto
D telaf di )
. e t?ui?d e $450/difetto Perdita della
Durante Ig fase di _ fiducia del cliente,
coding $100/difetto danni di immagine,
$25/difetto ete.

Caper Jones, Applied Software Measurement, 1996

* Source: 2008 GBS Industry standard study. Defect cost derived in assuming it takes 8 hrs to find, fix and repair a defect when found in code
and unit test. Defect FFR cost for other phases calculated by using the multiplier on a blended rate of $80/hr.
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Secure Engineering

* Una serie di concetti, principi e best practice con l'obiettivo di integrare |la
sicurezza nel software progettato.

* Riguarda tutte le fasi del ciclo di sviluppo del software
— Definizione dei requisiti
— Design dell’architettura
— Implementazione
— Test
— Deploy

— Post deployment

Secure Engineering non riguarda selo)la fase di

| Implementazione, ma e un approccio end-to-end

a smarter planet.
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Security & SDLC - Overview

Strategia di sicurezza e metriche

Definizione dei ) -
o Implementazione lest Deploy,
requisiti
[ " ( N f e |
Vulnerability
Requisiti di Principi di ; : . maRagenent )
! g Secure coding Risk analysis
sicurezza secure design ( S
Secure
{ ) { ) deployment
- N ; . f : 3
[ [ Operational
—— - enablement
Abuse cases Risk analysis evisione de ecu-rlty - .
codice testing -
Security testing
\ / 1

Security education
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Fase 13
Definiizione dei Freguisiti
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Le macro categorie di requisiti di sicurezza

Auditing & Authentication Session
logging & authorization management

Input validation
& output
encoding

Exception Cryptography &
management integrity

Configuration
management

Data at rest | Data in motion

a smarter planet.
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Use Cases e Misuse Cases

= QOltre agli Use Case, che definiscono gli aspetti funzionali dell’applicazione, € necessario
identificare i possibili scenari di attacco o Misuse Cases.

ok i
\i -

Includes

User v

e ——

<Llsar aumenticalioq
T

" Threatens %
Includes :
Y

.. / -
Show generic error \J ., ol
_ message / i neludes
: al

. Mitigates T ..
y " N
‘ ) \ Includes % d «‘,-x_
Application / S ¥ Ve 0

h _'\ Mitigates

Lock account after N >4

failed login attempts P

Hacker /

g Miligates

./}
5 Y
Mitigates
Aaliﬂate password e
minimum length and
complexity

Malicious User

Dictionary attacks

E’ importante avere la prospettiva dell’attacker

Ref: http://www.owasp.org/index.php/Testing_Guide_Introduction = o ﬂ
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Fase 2; Desligh
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Principi di Secure Design

Secure the Defense in F-a\\'mg
Least privilege weakest link depth securely

Economy of Reluctance 10
mechanism trust
(K1SS)
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Definire le priorita: Risk Analysis

* Analizzare software complessi pu0 risultare un’impresa molto lunga e costosa

* E’ necessario focalizzare I'attenzione sul codice piu a rischio (es. componente che
gestisce il login degli utenti, componente accessibile via rete, codice legacy etc.)

* L'analisi dei rischi permette di:

— Definire le priorita di analisi in funzione della criticita e della funzioni di business
— Definire I'approccio all’analisi delle vulnerabilita
— “misurare” il livello di sicurezza del software prodotto (KPI)

— Individuare le contromisure piu efficaci

a smarter planet.
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Secure Coding

" Quali sono le principali cause di vulnerabilita del codice?
1) Requisiti di sicurezza non definiti correttamente

2) Durante la fase di implementazione vengono inavvertitamente introdotte
vulnerabilita nel codice

3) Nella fase di deployment e configurazione non rispecchia i requisiti e le
modalita operative previste

Il Secure coding risolvere il problema #2

a smarter planet.
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Es. Vulnerabilita comuni (SANS/MITRE Top 25)

Improper Input Validation

Improper Encoding or Escaping
of Output

Failure to Preserve SQL Query
Structure (aka 'SQL Injection’)

Failure to Preserve Web Page
Structure (aka XSS)

Failure to Preserve OS
Command Structure

Clear text Transmission of
Sensitive Information

a smarter planet.
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Cross-Site Request Forgery
(CSRF)

Race Condition
Error Message Information Leak

Failure to Constrain Operations
within the Bounds of a Memory
Buffer

External Control of Critical State
Data

External Control of File Name or
Path

Untrusted Search Path
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Es. Vulnerabilita comuni (SANS/MITRE Top 25)

Failure to Control @ Hard-Coded Password
Generation of (IZode (aka @ Insecure Permission

Code Injection’) Assignment for Critical
Download of Code Without Resource

Integrity Check @ Use of Insufficiently
Improper Resource Random Values

Shutdown or Release @ Execution with

Improper Initialization Unnecessary Privileges
Incorrect Calculation @ Client-Side Enforcement of
Improper Access Control Server-Side Security

(Authorization)

Use of a Broken or Risky
Cryptographic Algorithm

a smarter planet.
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Code Review/Testing Tools

* Esistono tre approcci fondamentali per analizzare le vulnerabilita di un’applicazione:

— White Box: viene analizzato il codice sorgente e l'applicazione NON viene eseguita
— Black Box: NON si ha accesso al codice sorgente e I'applicazione viene eseguita

— Gray Box: si ha parzialmente accesso al codice sorgente e I'applicazione viene eseguita

* Lanalisi delle vulnerabilita puo essere fatta a mano o con tool automatici

* La revisione manuale e efficace per porzioni limitate di applicazione e codice. Spesso
non e la strada corretta

— Richiede skill elevati di sicurezza

— Richiede molto tempo (pensate cosa significa controllare 500K LoC...)

a smarter planet.
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Tecnologie di security testing...

Static Code Analysis = Whitebox

i welcome Page | (5 rucSsClassesTests | 3 nuCSSBaseClasses | & rwCSSBorderClasses | 4] nuCssFontClasses

|constractor TnxC3SFontStyle.Create{aFont3tyle: TaxCSS5FontStyleEnum);
begin

inherited Create(sFontStyle):

FFontStyle = aFont3tyle;

© | end;
| funetion TnxCSSFontStyle.GerStyleValue: string: & S?I I I em :I :lta
e y, vl e
Result := nxCSS5FontStyleScrings[FoncStyle]: y
Lend; —

proceduore TnxC55FontStyle.SecFontStyle (Value: TnxCS5S5FontScyleEnum)
bagin

if FFontStyle <> Value then

begin

Dynamic Analysis = Blackbox tatic Massima Dynamic
[ ‘ copertura Analysis

1BM Canada - Micrasoft Internet Explorer
de  Edt  Wew Fpeortes 08 Help

| O sweh i raverees @) (3 s B ol MY

You've been waiting
for a break like this

My 181 links

Wy company finks
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Come funzionano i Black Box scanner

* Stage 1: si effettua il crawling dell’applicazione

ﬁhttp //nQSlte/

ihttp ://mySCe/login.jsp

ﬁhttp ://mySitefeedback.jsp /é/ \

http://mySitelditProfile.jsp

ihttp://mySiQ/lo gout.jsp

a smarter planet.
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Come funzionano i Black Box scanner

* Stage 1: si effettua il crawling dell’applicazione

* Stage 2: Vengono creati i test specifici

® ®
0 D)

ul\\\w
U
®
0

00

U
O—=—0
U
U

a smarter planet.




Innovate

The Rational Software Conference

hackbook

Usermname:
¢

Password:

Aookskokock sk

[ ] Remember me

Forgot Password?

Black-box (es. SQL Injection)

;) Login

File Edit “iew History Bookmarks Tools Help

<?F_Iv_/ -@ o /IJ}| ﬁi|“’|[ﬁ"]|"|ﬁougle

hittps: /login.hackbook. comdlagin.php

hackbook

Hackbook Login

Evervone Can Join

An Error Has Occurred
Summary: Synkax error (missing operatar) in query expression 'username =

AND password = Foobar”,
Error Message Details:

System,Data. DleDb, OleDbException: Swntax error {missing operatar) in query expression 'username ="' AND
password = 'psack, at Swstem,Data.OleDb, OleDbCommand. ExecuteCommand TextForSingleResulk(tagDEPARAMS
dbParams, Object executeResult) at System,Data, OleDb, OleDbCommand. Execute Cormmand Text{Objecte:
executeResult) ab System, Data, OleDb. CleDbZommand. ExecuteCommand{CommandBehavior behavior, Objecta
executeResult) at System, Data, OleDb. CleDbZommand. ExecuteReaderInternal{CommandBehavior behavior, String
method) at System, Data, OleDb, OleDbZommand.ExecuteReader{CommandBehavior behavior) at

System.Data. OleDb, OleDbCommand. System. Data. IDbCommand, ExecuteR eader (CommandBehavior behavior) at
System.Data. Common.DbDataAdapter  Filllnternal{DataSet dataset, DataTable[] datatables, Int32 startRecord,
Int32 maxRecords, String stcTable, IDbCommand command, CommandBehavior behavior) at
System,Data. Common. DbDataddapter Fil{DataSet dataSet, Ink32 startRecord, Int32 maxRecords, String srcTable,
IDbCommand cormmand, CommandBehavior behavior) at Swstem.Data, Cammaon, DbDatasdapter . Fill{DataSet datasSet,
I Skrinn creTahled ak dlboen Ankhenbicatbinn Walidabel lcerSkinn nklarme Skrinn nbadord'in

SELECT * from tUsers where

9

userid=‘"" AND password='foobar’

a smarter planet.
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Sistemi White-Box (es. SQL Injection)

Source
Metodo che restituisce una
tainted string Y.

ik ri
java.io.BufferedReader

//

String username = request.getParameter ("username") ;
String password = request.getParameter ("password") ;

read

//
String query = "SELECT * from tUsers where " +

"userid='" + username + "' " +
"AND password:' "o+ password 4L "lll;

arbitrari
// ... | g
ResultSet rs stmt.executeQuery (query) ;

L'utente puo inserire comandi J

Sink ‘
Un metodo potenzialmente

~— pericoloso

7

java.sql.statement

execUbeCIuEn: ﬂ

a smarter planet.
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Sistemi White-Box (es. SQL Injection)

da un Source ... J

<Z%tring username = request.getParameter(“username");;>
//

String usernamehg request.getParameter ("username") ;
String password = est.getParameter ("password") ;

//
String query = "SELECT * fro Users where " +'
"userid='" + username + "' "
String query = "SELECT .." + username :>
/

ResultSet rs = stmt.execu

<:;esultSet rs = stmt.executeQuery (query) ; :>

... a un Sink J

=
o
&
VI
d
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Un tipico Fix (non sempre il migliore per SQL Injection...)

//

String username = request.getParameter ("username") ;
String password = request.getParameter ("password") ;

//
String query = "SELECT * from tUsers where " +
"userid='" + Encode (username) + "' " +
"AND password='" + Encode (password) + "'";
//

ResultSet rs = stmt.exef ‘(uery(query) ;

Sanitizer:
e un metodo che elimina la taint string

a smarter planet.
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IBM Rational AppScan Ecosystem

kppScan Enterprise / Reporting Console / Sourge Ed Core gg %
I I

AppScan bScan Ent. (scanning agent) < AppScan AppScan
Source Ed for QlickScan  (web Efosrszgo?qource Ed for (QA clients) Enterprise user  Standard Ed
Developer/  gfent) AppScan Tester Ed (web clieg desktop)

AppScan Source

Rational Rational . d for Security
Application S Rational Rational Rational Quality
Developer Analyzer ClearCase Build Forge Manager K\/I
=
BUILD QA SECURITY

BC%DE ity testing into the IDE* Automate Security / Compliance Security / compliance testing Security & Compliance Testing,

ulid secunity testing Into the testing in the Build Process . incorporated into testing & . oversight, control, policy, audits

remediation workflows
IBM Rational Web Based Training for AppScan ﬁ

a smarter planet.
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IBM Security Services portfolio

[ =Professional services
-Vlanaged services \ Security Governance and Compliance Services

@ Cioud services
Managed |dentity and Access
Management
Data Security Services E-mail Security

Application Security Services

'in

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

iy
~

PEOPLE AND IDENTITY

DATA AND INFORMATION

Firewall Vulnerability Assessment

Web/URL | Web/URL
_ Threat ) Filtering . _ Filtering
) witigation
Commaon Policy, Event Handling and Reporting Services IDS/IPS

NETWORK, SERVER AND END POINT

APPLICATION AND PROCESS ‘

PHYSICAL INFRASTRUCTURE

Security Events

Professional Managed Hardware B2 . Secu rity Threat
services services and software Protection Mgt Logs Assessment

Let's a smarter planet. i ol =
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