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2011 Sampling of Security Breaches by Attack Type, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Attack Type Bethesda
T Software
SQL Injection
URL Tampering g?f::;.
IR Fox News ‘nF
Spear Phishing X-Factor
Spanish Sega
|StALE efe| X el LY & At
ol 5} A_lx-l o| 9|54 SecurelD Gmall
== () Accounts
E|_c'|_xl—|—||_'l'||:| PBS
Vanguard
Sony . . Defense
Malaysian’
Gov Site _Feru
HB Gary RSA Lockheed . Spp;;lgl
Martin
Nintendo
L3 Communications .
Sony BMG
Oreans Turkish .
Government
AZ Police

Size of circle estimates relative impact of
breach in terms of cost to business
US Senate

NAT

— —
& S
= §
3 3

Feb 2011
Mar 2011
Apr 2074
May 204,

Source: IBM X-Force® Research and Development
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Traditional security controls not scalable

H[=L|2 o{F2|#|0]M

mp A|ARYLie| HIZEH HIOlE Al 2HE
(SAP, PeopleSoft, Oracle
MS QIAZA, rinancials, In-house, CRM, etc.) Hol &
PDF, Vision, Audio & other Application Server 7|E} A|AE
Fax/Print Servers 11101911100010 1 (Event logs, Error logs
File Servers . o T Cache, Encryption keys,
0101811110000 100003 & other Secrets)
o oifoiii it 1011010110 Security Systems
1111500101000100 \ 00810101110 1190101010010 ITEAN, £
000101011 ’ 1011111 uwwvnmmmnmunwr11&1911;\5\ ADoiTe
g 10000111 o
Remote locations
1 010 - & systems
0110001111001 0
00811810000101 1 r—
s 211101 11100 0081 101000%" ~+1010
,,,,, = HIO|E{H|O| X LY 2|
A HH o4 10110610101 1101010 I ﬁ-‘g E" ol E'l
2E2|X] & 4 00100713101 (SQL, Oracle, DB2,
— A|AE Informix, MySQL)
SAN/NAS 111001511 3¢ Database Server
Backup Systems
T10890 E"oIE.l %ﬂ
VoIP Systems
11 FTP/Dropbox Server 00010%
Email Servers
100451110
001
101
ot i

1 i
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Protect enterprise data
from authorized &
unauthorized access

Audit and report
for compliance

Discover where sensitive
data resides

Monitor and enforce

Classify/define data Fully redacted review of policy

unstructured data

De-identify confidential
data in non-production
environments

Assess database
vulnerabilities

Define policies
& metrics

-- Why Enterprise Database Security Strategy Has Become Critical, Forrester Research, Inc, July 13, 2011
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IBM Security Framework

£let IBM Security Framework

g Y 32 2= 4E8FE ALK HEe| S§S Ut

Governance, Risk and Compliance

Professional Services

SElolL|C ME Qs EEI§ 2olAM = o] B SEo0 e}

SHXQl Heot 447t HagtL|ct.

‘@_‘ Security ]ntelligence Eﬁj—iggljr?ﬁl 7:”% I:HE ‘S_Oo:'El—Tl— 9}'\9&‘, Eol_l- _?_"65!%
&  and Analytics 3 ME =T 217t
3 _
'% /b R .
: ’ LR
® . lInternet _‘_ -‘"-S Provider Network .
g 'w Web §
3 o ;‘e:e.ﬂrxoallcat\on H|0|.E.lt|||0|i
5 S|/ 0.29 -9
&) Advanced Security . v
V and Threat Research B2, / . DB
| E =
R 12942 A ol
Software and Appliances A ) HO}
| At } *
—
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Encryption

« Q5 B REH Y ol

IO E=

« HF5H (Firewall)

o IPS(R XA AE)
« IDS(H Y EFX|A|AH)
cHEQS FOPY T

- 34 HESHI E=

< oZ2|AolNE B
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IBM InfoSphere Guardium Data Encryption

Guardium Data Encryption2 0|O|E &3} 8 &
AFESHE =82 Z8HE (Linux, Unix, Windows) &l
7192l HO|HE B2t X =& ZatetLCt

A3} Key 22
=

( Eipil DATA HOIE S WM xfg
\_‘/ ot &5} MY 9 HHY Ho|E %58}
Guardium N
Encryption Export T2 2% A ¢
: ofZ2|Ao| ¥ =7 8lS
OS User & Process 2K 0f
File/Volume 0f CHjot 25| 0f
Users Databases St &30Me =5t HS
2E DBMSE S YU0A &2

HEo| E2|E Tt Key MH

9: FIPS 140-2 7| 22| 91= 7|= 7|ut
-
Volume
System Manager

© 2013 IBMEorporati(.
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Guardium Data Encryption &%

A2 XHAE, oHe/ZH/raw device, T2 M| A, 2K, I/0
EFQ, AIE & 88 3 H2H O
wO|lIZ 2 HA Gl 0| System Admin OfAE AR X}0f| CHSH A
HZ Ao 7ts
- 24/8MN =9
- ots M, 7| Ba| 0
223 LY
Holy 2 Ol

a£L

DB, o Z2|#|0]|M, -Big Data &S 3} x| 2l
A E2|X|of CHst EH/ -Z|1EIT QA =Z2fAERKN /O EE|AH 0| ZE £ S
L* o] H

238 X &

HAL Ui Ch4- DBO]| CHt
S SH &1
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Guardium Data Encryption M- 2tH2|

« Guardium Data Encryption2 LC}Fst DBMS 220t OfL|2} O] S , CHFsH 01%EI71|0|*
2! file server, ftp server 52| H|O|E{ ot Bi I 5l DB A™ Y ENK| NEE =

H < OIolHS0 &==ts X|-AgLIC

Log files
Password files
Configuration files
Archive

: Log files
Apache WebLogic Password files

Configuration files
CRM Payments CMS  Custom Apps AUCIEE
Data files

Oracle ‘Informixr Sybase Access Transaction logs
Exports

Backup

File shares

Archive

Content repositories
Multi-media

File Servers FTP Servers ~ Email Servers Others
RUCYD

Q sotaris MKIXL Ct%. [éﬂ .Um
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Security Server
« ZUXZ gl XIS SHE Key
Management

Applications « High Availability Cluster X| &l
- B3 W=D

Encryptlon Agent

File
Systems
Data Encryption Agent Web
DAS NAS VM < \ . EDjs} I{P% g B
Cloud o= T i
SAN Qﬁ ;(|L-‘I%TUXI Unix, Windows
o MSHAFZ X} K| O o —

 Software 7|dt 55}
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. Guardium Data Encryption U2t AHA A XIHESZ Key 22| & = SHH, 22| At
Sg 9ot KR 7|52 XYUBL|CE S

JledE 55 - 7188/ HFE

CreFet 22| F X &

= AES128/256, 3DES, ARIA 128/256 &1 2|Z&
= Guardium Security ServerO| A Ot A 24M

S 2|
%Igﬂ 51'01 Key \_"'“\
Appliance®} Agent7t0j| Secure Channel (SSL)2 5 Badup %_}%%p":’wkgg

0] 8¢t et Key HYj = | B

KeyE FileZ BackupA| @t 315l A Backupd}A|
I, 233E 2ot Master key=
ApplianceOf| A2t H 25111, O[St usert

Master keyOjl= 2 20| 27Hs \ 2)

S3} 7| U MM XMy|Mo 2 w0 oiUS \3/

EI'.;F?';."E , Appliance Fault 241 A| CHA| e 2ha|xp

AMH|E Sl restore X| & ~
“e
v

14 DBA

& ZULO 1DV



2013 FjoIgE L= 96t

HlofEfflojx Eot AmjL} IEE
Guardium Data Encryption E&H -HIO|E{ 233} 7|=
« Guardium Data Encryption2 MetaClear7| =& X830 185 ASSIE X|5tH, 5

File System
Metadata

Protects Sensitive Information Without Disrupting Data Management

thel = eto| S AO|= HZO| Slg LTt

Clear Text

Block-Level
Encryption

Encryption

Name: Jsmith.doc
Created: 6/4/99

Modified: 8/15/02

Name: J Smith
Credit Card #:
6011579389213
Exp Date: 04/04
Bal: $5,145,789
Social Sec No:
514-73-8970

High-Performance Encryption
Data Access as an Intended Privilege

15
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Name: Jsmith.doc
Created: 6/4/99
Modified: 8/15/02
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IBM InfoSphere Guardium Database Activity Monitor

« Guardium Database Activity Monitor= ™A} 2b4 Lf CHFSH G| O| E{H| O] A0f CHoH AlA|ZE

—

DLEHZ 8 24 7|sS S5l 4A0| tiSotLl, HIZEA0| Ciet M2 MO 8 0i2F &
of Y Al A 7= WXE Ma5t7| e Y% DB Hz £FHYL(C
WebSphere.

L—

Lot ds

6 E3|HLS Software Tap 7|28 E3F CPU &3} |43} Cognos@
ORACLE’

Ml M=z DL|EZ Sl H o Guardium

°27Z HO|HH|0|A H2 FHS 9ot £ 7|& Collector e

SR U UEYT M0 Cft M el =20t HB
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Web ! Agplication

Servrs
DmCmm % Malnframe
Collector !

y0s

S-1A

Big Data /
. Collector
Environments L‘ @ @
== InfoSphere . ¢ S'GATE - . \
1 u ° S_TAP Web lil:;ﬁllia“m -
Americas N ‘
STAP Data Centers *
_ Internet % g‘l
. > - Collector, -~ ~
cloudera .GreenPIum 2 : Py e
CouchDB mOllgDDB STAP \ S-GATE o . ¢ &huditRepository
Remom lmﬁﬂﬂs LY w ’ Wieb { Apolication !
& Outsourcers - ssiaPacfic " Integration with
. Data Centers ' LDAP, IAM,
' SIEM, TSM,
ORACLE . . Remedy, ...
Firewall .‘ .; @,
MHS(}_ S-TAP Collector

OYBASE Vi
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SIEM

(IBM QRadar, Arcsight, RSA

Envision, etc)

Directory Services
(Active Directory, LDAP, TDS, etc)

Authentication

(RSA SecurID, Radius,
Kerberos, LDAP)

Data Classification

and Leak Protection

(Credit Card, Social Security,
phone, custom, etc)

Long Term Storage
(IBM TSM, IBM Nettezza, EMC Centera,
FTP, SCP, etc)

SNMP Dashboards

(Tivoli Netcool, HP Openview, etc)

” Send Alerts

) (CEF, CSV,

=

IBM InfoSphere

Guardium

.

=
s

. STAP
Database

Server

Software Deployment

(IBM Tivoli Provisioning Manager, RPM, Native
Distributions)

19

Send
Events

/ 1 A\ (X‘-E_‘,\g"'

Change Ticketing

Systems

Tivoli Request Mgr, Remedy,
Peregrine, etc)

Vulnerability

Standards
(CVE, STIG, CIS Benchmark)

Security
Management

Platforms
(IBM QRadar, McAfee ePO )

Application Servers
(IBM Websphere, IBM Cognos, Oracle
EBS, SAP, Siebel, Peoplesoft, etc)
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A A|ZH Cfj 0 E{l0] &
25 DL

ZtAF 9 compliance &M

A7 x| & 24

C| O] Eq Hf| O] 2
FELA
20

ZAFZ L HEY M0 S MW 2ot NI
AFHO| REFEE oA e BE A
0| QU= ALSRLO QI3 SOIE|R| = T AE

AS3 U ASES Crad
PCI-DSS , SOX, SAS70,ISO 27001/2 ,NIST 800-53 , Data Masking
ol

HolE oA X AT U BHTHTAY| REIHZ WX

FRHEl K|, B BAHE Y U 7|2 AFD Ze
Cfl O Ef O] & HOpE AlE

Of Z2|H 0|M A F2 SE[X| = SEZEIY ALEX 2E2
AEHSI= DL EE
(SAP, PeopleSoft , Oracle EBS, Cognos Etc)
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Database Activity Monitoring ARIO| BEF L o|Al A S SHE Al
A A|Zh H|O|E{H| 0| & E-F RLIET S ni0lL iainl ol AGloxl 6l Ao die
=ot0] RI- N Z A0 DioF SPIGIK B B AT
[
% | -
Client IP Server IP ALL SQL commands
Client host name Server port Fields
Domain login Server name Objects
App user ID Session Verbs
Client OS SQL patterns DDL of) SQL BLIE{™ F2 LY ..
o= HEYI AF2 X7} Of Co|E{0| H2 817} ?
MAC Network protocol DML “of ofZa|A[0|A0| O{E Ho|E|o] = Sleot 7
e Server OS — OIT}EX| QS A4 T2 IR0fA Data OfL I HIFA|7|7}?
Origin Timestamp DB user name | -0/ 70| DBRE 7t U511 Data H2E O £3 U7t ?
Failed logins Access programs DB version Dbtelst s el2g e gz ol DBZAF 228 FasfaL
DB type 'DBA7|0} £ B[0|22 7 WY Ei AN STt
DB protocol "DBALS AL M| OfH 5)2 Ohel RARe7}?
Origin -=A| O QI7}E|X| @S TR UM M7 DataS AHGBHAIE
Q=7t?
DB errors “27190 ATj < OfC|ojA YohE YojLD U=t ?
Selects -HIALS dataZ QIt0f MEB7HS LB D UK peTt?
OIS QEHES| 5L QIET}?
-5 7) A SQL injection S4& A|=5H=7t
All SQL traffic contextually analyzed & filtered in real-time to provide specific information
required by auditors

J).
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Should my customer service rep view 99 records in an hour when

average is 47?

Is this normal?

What did he see?

DB User Hame

=TEWE
HARRY
JOIE

zelect * from ar .creditcard where =7 and =7 4
zelect * from ar.creditcard where =7
zelect * from ar creditcard where =7

Records

4

HARRY

JOE

JOE

JOE

JOE

JOE

JOE

JOE

JOE

select * from

ar crediteard where
i=?

select * from

ar creditcard where
i=?

zelect * from

ar crediteard where
i=7

select * from

ar creditcard where
i=?

zelect * from

ar crediteard where
i=?

select * from

ar creditcard where
i=?

zelect * from

ar creditcard where
i=7

select * from

ar .creditcard where
i=?

zelect * from

ar creditcard where
i=?

000z, 0003, 0004
***************DDD']

000z, 0003, 0004, 000s, 0006, 0007,

000z, 0009, 0010, 00, 0012, 0013,

o, 00, 0016

omy, 0018, 001, 0020, 0021, 0022,

0023, 0024, 0025, 0025, o027, 0028,

0028, 0030, 0031

0032, 0033, 0034, 0035, 0036, 0037,

0038, 0039, 0040, 0041, 0042, 0043,

0044, 0045, 0045

0047, 0048, 0049, 0050, 0051, 0052,

0053, n0s4, 0nss, 0056, 00s7, 0058,

0058, 0060, 0061

0062, 0063, 0064, 006s, 0066 0067,

0068, 0069, a7, 0071, 0072, 0073,

0074, 0a7s, 0078

0077, 0a7s, 007g, 0030, 0021, 0082,

0083, o084, o0es, 0088, 0087, 0088, ~

008, 000, 0a T

0092, 0093, 0094, 00gs, 0096, 0097,

0098,

0094

J
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Auditing and compliance solutions - S 0}7_| |2 uH?LX]g},_I Elft— /s K5
2HAb 91 compliance &2A -HZ2H0[9L YIERL NEBE 0|8 SUH|G UL
oo P =T = -PCI-DSS , SOX, SAS70,ISO 27001/2 ,NIST 800-53 & 2t
e | . — \
-714e| HiojE &#E2 71 M, E R, 94 EE0| %= Information Governance 7} 282
- PCI-DSS Payment Card Industry Data Security Standard _
- SOX Sarbanes-Oxley Act o i )
- EUDPD European Union Data Protection Directive -, .
Ty
1. Access to Sensitive Data - - - -
(Successful/Failed SELECTs)
2. Schema Changes (DDL) - v v v v
{Create/Drop/Alter Tables, etc.)
3. Data Changes (DML) v v
(Insert, Update, Delete)
4. Security Exceptions v v v v 7
(Failed logins, SQL errors, etc.)
S. Accounts, Roles &
Permissions (DCL) (GRANT, v v v v v
REVOKE)
—
*DDL = Data Definition Language (aka schema changes)
DML = Data Manipulation Language (data value changes
’ guage ( ges) <PCI-DSS sample>

xDCL = Data Control Language
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ato| of

HA

£ 2 M#2 — SAP PCI Z%H of|A|

-

Policy Rules

& - PCI, SAP Production

Expand All

| Exception (ie. Invalid table‘_’

3
| Collapse All Select Al Result Set =

# )& [@1 Access Rule: Non SAP DB Server - Ignore

D 8@
A0 8B
0 8@
A0 8a
A0 8@
{08
A 8@
s 8
I 8@
D 8@
A0 8B
D 8@
a0 8@
A0 8@
{08
A 8@
s 8

@1
@1
@1
@1

@1

Access Rule:
Access Rule;
Access Rule:
Access Rule:
=19 Access Rule:

Access Rule:
) Access Rule:
Access Rule:
Access Rule;
[ 1p Access Rule:
Access Rule:

2]

L= T

[1

sSaL Query‘Iil

AN

Database
Database Server

le] SQL Error - Alert on Risk Indicative errors

Selects Commands, Not APP Users, Cardholder SAP Objects - Log Full Details
DDL Commands, Cardholder SAP Objects - Log Full Details
Suspicious Users - Log Full Details

Suspicious Users, Cardholder SAP Objects - Log Infe

Grant Commands, Cardholder SAP Objects - Log INFO

DDL Commands, Cardholder SAP Objects - Leg INFO

DML Commands - Allow

guardium://CREDIT_CARD , Unauthorized - Violation
guardium://PCI_TRACK_DATA , Unauthorized Users - Violation
Unauthorized Clients access Cardholder SAP Objects - Alert
Unauthorized Users on Cardholder SAP Objects - Alert

=1
1

Extrusion Rule:

Extrusion Rule:

Credit Card Numbers, Unauthorized Users - Log Violation
PCI Track Data, Unauthorized Users - Log Vielation

I

J
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4 )
| © SORACLE_HOME/soap/bins.” File Pattern 2n v v
() SORACLE_HOME/sysman/admin/OMSRepositoryConstraints.properties File Pattern 12h v v
) SORACLE_HOME/sysman/config/."properties File Pattern 12h v v
) SORACLE_HOME/xdk/admin/xml.properties File Pattern 12h v v
) ORACLE_BASE Environment Variable 12h v e
) ORACLE_HOME Environment Variable 12h d e
() ORACLE_SID Environment Variable 12h v N
) TNS_ADMIN Environment Variable 12h v W~
[:] select " fromdba_db_links SQL Script 12h v N
o« =20H) ZEE= 0|2 = A= I, &t  HXAEL €8, AJEHE S HEAE
e XX
== =8
. 500+ 0/ RE =Q SHAK/DBMS PAHS 9Ist AIM A, AIRK NIE &2 [
= M=
N /
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HO|E{H|O| & FSHE HAPI|S#2 — 7148 Wt AAHEE™

dmin/tnsn

g:30

Saved Data =i

# tnenames.ora Network Configuration
File: foraclke/POCH 02_S4/network/admin/Ansnames.ora
# Generated by Oracle configuration tools.

HEAELEAE A LA A A A
B e

# Filename......: tnenames.ora

# Created.......; created by SAP AG, /3 Rel. == &.10
#Mame. ...

# Date. :

#@(F) Sid: VbciTO0-
1_RELf=rofin2/SAPINST/implitple/ora/ind/ TNSHNAMES ORAXS 5

HEAELEAE A LA A A A AR
===z ========

LISTENER_POC.WORLD =
(ADDRESS = (COMMUNITY = SAPVWORLD)}PROTOCOL = TCP} =
10.10.13.158 foraclke/POCH 0284/ network/admin/tnenames.ora(HOST = tec158)(PORT = 1528)) j .

POCMWORLD =

(DESCRIPTION =

(ADDRESS = (COMMUNMY = SAPWORLD)PROTOCOL = TCP})
(HOST = tec156)(PORT = 1528))

(CONNECT_DATA

(SERWER = DEDICATED)

LoEENACE MATIE - PO

LISTENER_POC.WORLD =
(ADDRESS = (COMMUNITY = SAPWORLD}PROTOCOL = TCP)
\ (HOST = tec156)(PORT = 1521})

I

J
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h

Vulnerability management
Fopg e

2HEl x|, B R
Cil O| Ef | O] A 30K Al QU 2ha
] 017} H< AFE X, SQL

S FEHS 0l DB AJAEI0| 39

-

G IBM InfoSphere Guardium: Security Assessment Results - Google

Chrome —

2% b#ps://g32:8443/saResultsView

rdo?method=view&viewerType=assessmentResults&wview

IBM™ InfoSphere™ Guardium®

Assessment executed” 2012-06-04 16:08:11.0
From: 2012-06-03 16:06:11.0
To 2012-08-04 16:06:11.0
Client IP or IP subnet: Any
Server IP or IP subnet: Any

| Results for Security Assessment: 3 - OVAL Database Assessment

— Select a result —

[ Download PDFE ]

[ Download XML ]

Test / Datasource

Version: Oracle

Test category: Ver. Severity: Major

Oracle does not provide security fixes or software updates to unsupported software
versions.
Ext. Reference: CIS Oracle v2.01 Item # 2.02

DPS: Oracle 9 FAIL on wi3ku2Zx32t3
Datasource type: ORACLE Severity: None

Datascource Details

Close this windoww

Assess
10026
o * [ Download PDF |
Tests passing: 0 ;() B02s
=
£ 0%
Based on the tests performed under this assessment. data access of the defined 2 [ Drowniload =hkAL ]
database environments requires significant improvement across a number of areas. Refer =
1o the recommendations of the individual tests to learn how you can address problems Bidooe
within your environment. focusing on severe issues first. Continue running repeats of this
assessment with every issue yvou address to track improvement. 202
Wiew log -
Jump to Datasource list 0ss . .
{)Qq\l\ ‘“bggx- P =i P-‘“\ ﬁq\l\ e
Result Summary Showing 1 of 1 results (0 filtered) Gurrent filtering applied:
Critical Major Minor Caution Info Test Sewverities. - Show All - r—l A p I
Privilege e p— p— - Datasource Severities: - Show Al - xp‘c} as :':I I I
Authentication Y [ P Scores: - Shrow Al -
Configuration — —— — ——=1—=1=1= Types: - Show All -
Version — — — _ - — — — < Eue J sort
- - ilter o
B DU N N DU [ G R PR (DR [ [ P PR Filter / Sort
Other Reset Filtering Controls
T T K| Compare with other resulis Showing 71 of ¥ results (0 filtered)
Result

This test checks whether your current Oracle version is a vendor-supported version.

Fail Wersion: ORACLE '9 2 010"

Recommendation: The Oracie version installed s not one of your standard Oracle
versions, it is recommended that you upgrade this Oracle instance o an acceptable
version.

© 2013 IBM';orporam
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- - O EC|AH 0| A5 S2EA e SEZ2H ALEAL
Fraud i)}rs;l::\;llinasﬂutlons SE2 A= DL EE oS &
(SAP, PeopIeSoft , Oracle EBS, Cognos Etc)
4 — )
_ ’ e DB User Hame Application User Sl
:m_ e :m_ ——— APPUZER joe zelect * from EmployeeRoleiew where Uzerhame=?
ST e APRUSER joe select * from EmployeeTable
o * IMarc APRUSER marc ingert into EmployeeTable values (7.7,7.2,7.2.7.1)
- | - | 0% Application server = IOl E{ 810l A0l & 2517 9151 2 er= ol

MBIA HEE AME

o ?liT H%Dr Edmas Af% EI:
e~ 4 oflZ 3 : Guardium 2 & SQL 1
? =~
alabase
v =2 application 2 custom application 2 Xl &
0008 (WebSphere ,Oracle EBS, PeopleSoft, SAP, Siebel, Cognos S)
" o v Application 818 2R 213
»EEE]L O(g) % 0 v UserlDQ Z2XH™ ==

O —/ T T/

Oll ' v Time-based o Z==0jl 9 =5t Xl &S

0
4
50

= = (connection pooling)
L etEl application user 2+ &M

))

~_
\_ J

28
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Database leak prevention
C| O] Eq Hf| O] 2

2UZt CIO|HE &1, Hlo[H AE H{R2ls XA
FESA (Tibe JJar e o

SaL Count
Session Count
Logged Threshold Alerts
Logged RUT Alerts

Exception Count

Dropped Reguests

TCP Exceptions

Admin User Logins

Databases by Type

Databases Discovered
Retrospective Report Reguests
Walues Changed

JAdministration ConsoleUAoDess ManagementUTools Ulhily Honi‘tor[:]U S5QL Guard Mon ilorUTap Monitor Incidy

Databases Discovered

Start Date: 2002-086-25 14:43:45 End Date: 2008-08-28 15:48:4

Time Probed Server IP Server Host Hame
2008-06-26 15:31:00 10.10.9.253  10.10.9.253
2008-08-25 15:30:58 10.10.9.253 10.10.9.253
2008-08-25 15:30:15 10.10.8.55 OSprey
2008-06-26 15:30:15 10.10.9.55 osprey
2008-06-26 15:30:32 10.10.9.56 10.10.9.56
2008-06-26 15:30:58 10.10.9.55 10.10.9.56

= OO H|O] & B
= Z&ch OOl &M

. AL
DB Type | Port PortType # " XO-lx—I]I 7| I:||_|- ACtIOn —r%li
Oracle 1521 tep 1

MssaL 1433t 1 \/ A 'c‘;H

Oracle 1521 t: 1 Alerts T o

Sybase 14200 tep 1 e
Oracle 1521 tep 1 / Dl_l 7EI- E.-” O| E‘I J—E— |'
DBz 50001 tcp 1

’ff‘ https:f/10.10.9.242:8443 [viewClsProcessResult.do?method =view&viewerType—assessmentResults&wviewe - Internet

€ | https:/(f10,10.9. 242:8443 fviewClsProcessResult. do?method =view BviewerType =assessmentResults&viewedTaskId =-18noButtons =false &selectedProcessId=20016

Catalog Schema

BANKAPP CREDITCARD

Rule
Description

Column

Table Hame
Hame

— |0
| %3 Certificate £
Data Source

Classification Cat
gory Description

Comments
Hame

Date: Monday, Juhy 21, 2008 6:30:07 PM EDT
Datasource: ORACLE 10.10.8.58:1521 xe

Object: TABLE BANKAPP.CREDITCARD WARCHARZ
(20) CARDNUMBER

Category: "PCI Classification: "Cardholder Data’
Rule: Search For Data: Send Alert

TABLE ToroE_rre ol E e en LR T8 ToroE e

CARDNUMBER Send Alert

SEARC_I-I_VALUE_PA'I'I'ERN='[0-9]{;}—[0-9]{4}—[0—.‘.;]{4}—
[0-8Hay
Action: Send Alert: Send Alert

Cardholder Data PCI 10-58-sy=stem

Urgent Flag="false’, Receiver="S¥'SLOG[

Action: Log Policy Violation: Send Policy Wiclation
Severity="10"

Action: Add Te Group Of Objects: add to group
Object Group="PCl| Cardholder Sensitive objects’,

Replace Group Content="false’

))

J
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-

Application

Servers
Privileged \
Users ( 1 )

Issue SQL

Production Traffic

SQL

P
<

Outsourced DBA

Connection terminated

o <

MySsQL,
Sybase,

Hold SQL

HO|EHOl~ HE BlE
7

A
o
Oracley = Application HE gls

DB2,

etc.

Check Policy

On Appllance
2 =lolx|
[root@osprey ~1# sglplus system =l

SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20
Copyright (c) 1982, 2005, Oracle. BAll rights reserved.
Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

SQL> select * from creditcard;

selec rom creditcar

*

ERROR at line 1:

ORA-03113I end-of-file on communication channel | |

Session Terminated

sor> [

VJ |

© 2013 IBMI:orporan.
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. . . )
Unauthorized Users Masked when Sensitive Information
Cross-DBMS, Data-Level Access Control (Redact) = A A}/0|7|= DB K| €
m |:||7|- E||O|E-| |:||-A9|
Application Servers saL u |:-||O| E—l |:|-||O|A 570 81%
Oracle, DB2, B H74 oo
Unauthorized My.rscéch,eSybase, Appllcatlon - O HAD
Users \:) e
Issue SQL
159 4ot
LSOl Actual data stored
IR in the database
LastNama FirstHame SSN_Number
D Srthony joe Redact and Mask
2 Smith Joe .. ®
3 Jones Joe Sensitive Data
(5 rows affected) =
1> quit
\ User view of the data in the database )

31 '
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Cjo|e 2Ot A|&S MESH= IBM
Forrester OfA{ 177 gt=2 = ZF 1579 ZI7f20f X/ 71X S o/X F Guardium

sence”

Awarded highest score in overall “Market Pre

high-level scored categories
Achieved the top ranking in 7 high-level

categories;
tied for top ranking in 1 category

after cutoff

Awarded highest score in overall “Strategy”

Awarded highest score in evaluation of “Curre
nt Offering”

Achieved highest score possible in 8 out of 16

Evaluation based on v7, v8 introduced weeks

Strong

Current
offering

Weak

Risky Strong
Bets Contenders Performers Leaders
IBM = |
I /___\l e
mperva e

__ [») Sentrigo
Application Security | » |

;o
Oracle | » |
Fortinet  » |
Market presence
E——
s (») -\ -:/ .|
2N
Weak Strategy = Strong

ForresterWave™: Database Auditing And Real-Time Protection, Q211

Source: The Forrester Wave™: Database Auditing And Real-Time Protection, Q2 2011, May 6, 2011. Forrester Research, Inc., The Forrester Wave™: Database Auditing And Real-Time
Protection, Q2 2011, May 6, 2011. The Forrester Wave is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester
Wave is a graphical representation of Forrester's call on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not endorse
any vendor, product, or service depicted in the Forrester Wave. Information is based on best available resources. Opinions reflect judgment at the time and are subject to change.

33
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p of the t‘?P 5 global banks 4 of the top 4 global managed
s Protecting access to over healthcare pbroviders
.  $10,869,929,241 in financial assets P Protecting access to
i
136 million patients

2

of the top 3 global
retailers

private information

Safeguarding the
integrity of the
world’s

Safeguarding the integrity of
2.5 billion credit card or personal
information transactions per year government

5 of the top 6 global insurers information and
A ) defense
=N - Protecting more than 100,000

datab ith I and
| carabases with personaran 8 of the top 10 telcos worldwide
¥ private information

Maintaining the privacy of
over 1,100,000,000

34
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FORRESTER ChannelWeb =1®

“Dominance in this space” “Most Powerful Compliance . o

#1 Scores for Current Offering, Regulations Tools ... Ever" insti]i\tgg:agéngkui;'fii:}c/e q
Architecture & Product Strategy . b
reporting, strong policy-based
security.”
the group InformatlonweEk
“ . . “T DBEP Class”
Guardium is ahead of the rop of ass , -
K and . Practically every feature you'll —
pack and gaining need to lock down sensitive data.” 'WINNER ﬁ
speed.” | =
100=
. GEMATIOMN
Mo e lEE
2007 Editor's Choice Award Y _ _ " e T
in "Auditing and Enterprise-class data security ick ——
Compliance” product that should be on every

organization's radar."
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