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Financial Services Utilities .
e Fraud detection ' - Weather analysis
* 360° View of the Customer “i. py Y - Smart grid management
Transportation

* Logistics optimization
- Traffic congestion

§

e

Health/Life Sciences

« Epidemic early warning
« ICU monitoring

i

Telecommunications

- Geomapping / marketing
» Network monitoring
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IT
"
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4

 System Log Analysis
 Cyber security

Retail
« 360° View of the Customer

+ Real-time promotions

Law Enforcement

« Multimodal surveillance
* Cyber security detection
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Analytic Applications

IBM Big Data Platform

Visualization Application Systems

& Discovery Development | Management

s : Accelerators

Stream Data
Computing Warehouse

7 Big Data, Integration & Governance

Use Cases

Big Data & FpRicainn . Application | Security &
: Consolidation & | Single View e : :
YWarehousing Retirerment Efficiency Compliance

Information Integration and Governance

Master Data
Management

Data Data Lifecycle

Management

Privacy &
Security

Information Integration

Business Information Exchange

IBM Information Governance Unified Process
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Continued Innovation
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— Transform Enterprise

=1

i -EI-EI ?_I Business _Pro_cesses_ &
Applications with

MOSt mature and Trusted Information

comprehensive
capabilities across
all of lIG

EotE|
O H L.
Integrated capabilities :

. Secure Enterprise
designed to address Data & Ensure
enterprise use cases Compliance

d

EE
==
Prebuilt, Automated,
Proactive

R
rot

Consolidate
and Retire
Applications

Deliver Trusted
Information for Data
Warehousing and
Business Analytics

Build and Manage
Single View

; / ‘-"""l-—-—"'_"-' ™ \ ﬁ )
- b{orm ane™ "N

Lifecyc\®
YaneSy% o
ageme

Integrate & Govern

Make Enterprise Big Data

Applications more
Efficient

Information Integration and Governance

InfoSphere is the market leader in every category of

Big Data, Integration & Governance
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Dlscs:g\r/miirtivx\/lgere Develop database
data resides structures/code

Classify/define

data and Create/refresh test
relationships

Define policies Validate test results
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Enhance
performance

Manage data

Report/retrieve
archived data
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| | Archive ConlextuaiData
Complete —:": | Complete mm =em Archive
data sets e data sets ™ wm

Current data PM I I ;{' I I
[Production Data Warehouse [Archive Data Warehouse [Data Archive Files
—Hot Data - Tier 1] — Warm Data - Tier 2] — Cold Data - Tier 3]

Universal Access to Application Data (ODBC/JDBC)

=~ N L] L]

Ll . '\k_ A

Application ODBC /JDBC XML Report Writer
Data Archiving is an intelligent process for moving inactive or infrequently
accessed data that still has value, while providing the ability to
search and retrieve the data and monitor access to archived files
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unstructured, structured, streaming, archive

Social Media
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[Production

InfoSphere Optim

archive
_C|oudNAS*

Entarpr'ise - mbjee:t sts::-r'age

CloudNAS

Virtual Data Access
Native App. ODBC/JDBC Report Tools

IBM Smart Cloud

» Enterprise-class shared cloud infrastructure
»  Pay-per-use without up-front investment
» A flexible, feature-rich services platform

» Internet file system designed to be highly
accessible and security-rich and nearly
unlimited capacity

» IBM owned and operated [

Busine

SS l [ ]
user IT user

© 2013 IBM Corporation

Business
analyst

More at: ibm.com/smartcloud/solutions/enterprise
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ME HHHEA x2S 2|3 IBM InfoSphere

— Transform Enterprise Deliver Trusted

=1

j'_- -EI-EI ?_I Business Processes & Information for Data
d Applications with Warehousing and

MOSt mature an Trusted Information Business Analytics

comprehensive
capabilities across
all of lIG

EoSlE|
O H L.
Integrated capabilities Secure Enterprise

designed to address Data & Ensure
enterprise use cases Compliance

Build and Manage
Single View

,'z’f?rm ai’{g N
A ffecyG <
e Ynagem®e
==

Prebuilt, Automated,
Proactive

R
rot

Integrate & Govern
Big Data

Consolidate
and Retire
Applications

Make Enterprise
Applications more
Efficient

InfoSphere is the market leader in every category of
Information Integration and Governance
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Discover where
sensitive
data resides

Protect enterprise data Audi
: itand r rt
from authorized & U1 LT (SR
unauthorized access

for compliance
Classify/define data

Fully redacted
types

Monitor and enforce
review of polic
unstructured data POTCY

exceptions
Define policies

& metrics

C (oo &

De-identify confidential

data in non-production

Assess database
environments
Of xX/2to

vulnerabilities
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-- Why Enterprise Database Security Strategy Has Become Critical, Forrester Research, Inc, July 13, 2011
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System A Table 1 System A Table 15 -gI'IL}Eg'- I:II_|7DI- |:-||()| E.|E |:I_|-_JII_\_ ?:-Iljk_ll-lgg
Number Name Patient Result Test §|-O| |=|7|_
3544600986 Alex Felltham 3802468 N 53 = =
S 2 S e p3 ol 745t ol O|z}
¥6ld Patient ID # embedded within another field # * E—LH O“ =a= E' 01 M . (=
67855U2400 DU SIHIL S5U0LUBD N 53 |:-” Ol E—I
4035567193  Eileen Ranchman [ f||5567193 N
8037409934 Fred Simpson 6123013 X « HO|2/AAH ZF AAH ZtA o
4306123913: John Smith™" 6736304 ol 510 st 0|2
9525061085 Jamie Slattery 7409934 —| OH A‘| =1l |'6°._ (L E'” O| E‘|
4594182715 Jim Johnson = 18150928

1288966020 Martin Aston

“HO| = /2% 0 2t 44
=& St

8966020

Code
53 treptococcus pyogenes
Pregnancy

.............. Alzheimer Disease.......................
< H1N1 :

Dermatamycoses

Compound sensitive data:

\ Test results could potentially be revealed.
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JOHN SMITH Patient: Mary Jones Patient: Mary Jones
401 MRIN 3TREET RPT 2078 SSN: SSN: 123-45-6789
RUSTIN, TX T2745-4344 Phone Phone: 786-543-2100
... Associated signs and ..: Associated signs and
symptoms include symptoms include

aching joints, redness

I
AUSTIN, TX 73745-4548
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Patient No 123456
SSN 333-22-4444
Name Erica Schafer

Patient No 112233

SSN 123-45-6789
Name Amanda Winters
Address 40 Bayberry Drive

Statically mask

Address 12 Murray Court

City Austin City Elgin
State TX State IL
Zip 78704 Zip 60123
.
L J§U/EAE BT 22 H2Y B LY H0|E O1AZ
» H2F 2td =t X| &
n A

)N
HEAE 014 7H53t HO[ES S3f #2 HAE TN A XY
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ERP/CRM Of Z2|# 0| M I 7§ 04 Z2|# 0| OpAZ

S V.
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Patient Information

SSN 333-22-4444
Name Erica Schafer

Address 12 Murray Court
City Austin

State TX

Zip 78704

call Patient No. | 112233 | SSN |123-45-6789
Programmatlca y Name | Amanda Winters
mask :
Address |40 Bayberry Drive
. City |Elgin State | IL | Zip|60123
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John Smith
401 Main Street Apt 2076
Austin, TX 78745-4548

Personal identifiable
information is encrypted
making it meaningless
without a proper key.
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|
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InfoSphere Guardium
S-TAP

MapReduce
jobs T =
J . "/Im‘oSphere
% Guardium
Clients collector

v
I * Hadbop - Unauthorzed MapReduce Jobs
Star Dlafe: 204200908 11:06:20 End Datz: 2012-09-06 14:06:20
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X
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Big Data Security Design Goals

=Minimal impact to the Big Data server resources
=No Big Data configuration changes

=Separation of Duties from privilege users
=»Granularaudit trail of Big Data activity
=Real-timealerting

*Minimal impact to the network

=100% Big Data visibility

sHeterogeneous support

—

Ml o s wes  InfoSphere Guardium reporting and alerting

Userhiame: LIKE %authusr®s name:  LIKE%
Timestamp Imm ClientlP  ServerIP

201248 e
051401260
05 1401260 client=TFSClent 581434530

0100 __KOFS creste

05 14:01:100
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HADOOP 9.70.148.2119.70.148 211 (node='luseridatafoutout_unauth!_logsistonyt0.0.0_ 1345143729631 _job_201208161502_0016_awthuss_hack, uthusr

HADOOP 6.70.145.2119.70.146 211 (path="usendataibutput_unauthl_logsistoryd0.0.0.0_1345143729831_job_201208161502_0018_aufhusr_hack, uthesr  hack
permissionMask=433, cleni="DFSClent_-881434330 veriirde=true repicationFact=1, numBytes=67108564)

pb_201208161502_0018HADOOP CLENT PROGRAM

i
pb_201208151502_001HADOOP CLENT PROGRAM
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InfoSphere Optim: G|O|E{ &t2| A|ZE MESHE O3 2|H!

% Optim2 IDCO| "EEQI0|E HO|HH|O|A 7hE & £E] & AF F2 E10AML; 7tELH 9|
OO0l 2T EQOf AlE & HIOMOM 22} 56%2t 76%0| O|2= A|EEHRrES
KXot DMA 19 28 YLIC

Worldwide Database Archiving and Information Life-Cycle Management Revenue
by Vendor, 2007-2009 {($M)

2008-2009
2007 2008 2009 2008 Share (%) | 2009 Share (%) Growth (%)
IBM 44 3 46.1 504 540 EEB.2 9.5
/ P Other N 12.0 141 13.4 0.0
256% 1.7%
Solix. 3.5% i 9.8 116 10.9 -1.2
L 3.
37 41 4.1 59
. 35 41 39 02
Informatica
16.2% 79.4 879 88.5 6.0
10.3 121 11.5 0.2
89.8 100.0 100.0 53

\_

Source: Gartner, Inc,
“Market Trends: World, Database Archiving Market Continues Rapid Growth, 2011°, S. Childs/A Dayley, September 2011
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% Optim2 7IELH Q| {|O|E| OtAZ BHO| Magic QuadrantdjA| &S =

Gartner MQ for Data
Masking Technology

challengers leaders
IBh
Informatica

':1': Oracle
g Compuwara
= Camouflage Software
g Axis Technology Grid-Toals
& Dataguise
= Solix Technologies Mentis
m

Voltage Security
Privacy Analytics

| |
%, g

niche players visionares

S| completeness of vision F——p
As of December 2012

The Magic Quadrant is copyrighted 2012 by Gartner, Inc. and is reused with permission. The Magic Quadrant is a graphical representation of a marketplace at and for a specific time period. It
depicts Gartner's analysis of how certain vendors measure against criteria for that marketplace, as defined by Gartner. Gartner does not endorse any vendor, product or service depicted in the
Magic Quadrant, and does not advise technology users to select only those vendors placed in the “Leaders” quadrant. The Magic Quadrant is intended solely as a research tool, and is not meant to
be a specific guide to action. Gartner disclaims all warranties, express or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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AES MESH:= Ozl 2| !
% Guardium& Forrester WaveQj A /=%l DB ZHAF & AA|ZF EHS FAHO| 2|l &
& LICF

=
o 11— £
ForresterWave ™: Database Auditing And Real-Time Protection, Q2’11
Risky Strong
Bets  Contenders Performers Leaders
Strong
7 2
A |§M L *
Imperva .
P w
= Sentrigo
Application Security | |
T %
Oracle [ » |

Current Fortinet { » )
offering

Market presence
_— -

— e
P A

Weak RSN,

Weak

Strategy

= Strong
Source: The Forrester Wave™: Database Auditing And Real-Time Protection, Q2 2011, May 6, 2011. The Forrester Wave is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave
are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is plotted using a detailed spreadsheet with exposed scores
at the time and are subject'to change Y

weightings, and comments. Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave. Information is based on best available resources. Opinions reflect judgment
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Week 1 Week 2 Weelk 3

Client Introduction

Develop CVE Charter . .
Cumulative Data Managed Cost Comparison
oDl e DD | e yrrent State Cost B-=Future Stste Cost with Optim DG |
Validate CVE Analysis $12, 000, 000 ERREREN
»
Final Presentation $10,000,000 }/
47,487,1
48,000,000 /
o Xl mZMHA 46,000,000 44.950.50 59,363,621
Identif 54,000,000 42,921 827 = 53,136,662 . |
; : ; R 134,752
L) Determine Determine Technical 41,298,588 7226 =
Technical & : CVE 52,000,000 - = o
. Solution :
Business . Final Results s0
Blueprint
Year 1 Year 2 Year 3 Year 4 Year 5
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