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$5,838,781
DIFFERENCE

Compliance Cost $3,529,570

$9,368,351

$5,000,000
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Secure by
Design

- Security Innovation
- Proactive Prevention

- Compliance &
Standard



/
E

"
VA3
-




IB MQ_I I'|| OF: Secure by DeSig N (A2xo=z MA = H\"\é(IBM Smarter Industries Symposium
Kok ~))




IBM E 2 HHEA, 9 BE|Q HEZ0|AA
HOotd 7hel HH B S 2ot 2ot 7[Hho| ZAQF Hj =

Azt at ofo| HIE{E|
7| RHLO| H 25t AFEARE BEE 2™ 2t}

—

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT

AND COMPLIANCE EIIOIE'I gl. xo-l E
QiZiot HIO|E Q| ™Zup ARE0f| CHot

=Xl ofsl, Bz, =3t HAE

OI'

PEOPLE AND IDENTITY

DATA AND INFORMATION

APPLICATION AND PROGESS

O Z2|Ao]da} == M~
Oi=ElA 0] 92| 2ohd FX|, O|H AREut AL7| &K,
I

NETWORK, SERVER AND END POINT L o
00 oot Z= A

Okl >-

PHYSICAL INFRASTRUCTURE

Comman Policy, Event Handling and Reporting

Professional Managed Hardware 7| I:Il_l- o|_IE fﬁEE‘I X'I O“ EH-él-_ _?_l'éé-l I_l__(-'zl_% %6—H
services | senvices and software A‘l |:|| A7 |--9- _JE_l 75'" 2|-

o
L



o

oy,
3

Y

7| %’I LH -<|>-|-6-|='|I —f——’.._t—% Ié'é!'-cl)-l ?EI'_Tl_ .T'I:|-E_I'C'é|' —J|k— _\\“_‘-élﬂMSmarterlndustries Symposium
ALTH? =)
H|ZL|A O|+F
“X|SEOZ HOF, £B, HEE0/AX FH20f CfEF
Y7 Y HYS HOIF + AL
- BEOE £E B3| HHE 2 FHEHO/UAE
X2 E + AE?
~SHE 7/ 2E/2f E8folo Eefg + LETf? A,
 nfofmation & ommunicption | 1
Monitoring

074 Aty —d2|otx O E -

‘7t 2@ ma M A0 BEL S S

« O} 212 MO ZEAL T|O|E{O| BtA| 2RO 2 ZIAL HIZ 2 .
u,lgg 2 gfwfqﬂa' ol g s EeR GA HIES IBM Openpages Operational
=~ TT o e T e en Risk Management

cHO &2, ZEd =2 8 &

-~

nm
)

sl
1S
i
<




nHE M2 =5

LI'20| S7tot= E
A=71?

H|ZL|A O|+F

2 T E XMl Bf2f/of 0 Q=TF?
HY Y A B 2T BN S 5T
Q=7
RO FIEE N ST 7
22
A - MEHFIZ
='_1LLH9| ﬂi—-oﬂ 2ol MAMel =20 22| 7|F OF
« HHE AlAH 2HO |:Hﬁ._ AH 45 gl B =
LR HOoF SLIT ZEAF Z=H|Of| Lot H|E 24 3 28X
CHS
« IS HOF A0 Cot BIX| SE 2 2MA|7| 1L oHE

ol

e 4 “an Wit 1 U/AIE

i &t
IBM Tivoli Security Information
and Event Manager

.|||
[[LU
[

-~

<




A=71?

H|=L|A O|+F

“B[ELIA R AZFLO) HE X HPHS HEST

o]+8 + =2

E Y A LA A Y A HEYE G S
PEY
Ho/42

<912 MMMZ £0|7] S5 AERF BB} HO

5T
A —
=2 + 2A=7F?

N0 At — A Fict
- AOIEES ZEo0 74 S SSO(d=Atel2) MBI~
M-S
A 2 Hotel A7 8 Hok Ee| A|[A8E Soff Bl =LA
o]

ol &
IBM Tivoli Identity and Access
Manager

1 |||

[LL]]
Iy il
TR
3

"
VA3
-




. C| O] E{#| O] 2 0f| Cl{ Tt G| O] E| KL QtS = &5}

-
A
i 8 f

E /7 I"&Q IBM Smarter Industries Symposium

s

H| =L 2 0] %
* G O] E{ ] 0] 2 AFEX0)l Y3 2L EfZ2f FZ 0]
g AL
Y Of E{HI 0] 2 0f LHE HFE BHel= Hf2 &2
QlEp?
 Of Z2/7 0] M1 At X2} Ll O] E{ ] 0|2 A} ZkS

OjE % GIOJE] £IES NEE + Q=T

=

74 AbEl - ME] = (62l AtH)
- Oi S E2[AH|0|-d ALEXLS| G| O] B H O] 2 0f L oF ©f 9
28 ZLHZ, BAl & AHE

Oy O

- Ll O] B H| O & F|eFF F

- 2Lj9 GlO|Ef Ot B

My

e
-
29
=&
5

m f

off &

IBM InfoSphere Guardium

1
]
T
.|||
I
']

-~

<




. WE ALO|Z0f X3 Of S2f#H|0] ¥ Bet=

225l =717

H=L|A O]+

- HAO A REl TET] HOHS Y £ AEE A
AFO|20] 2% 2 F/HH 2 02 EX/ A HHHE
# QI=Tf?

‘B2 E EFAOIA S SZEH= AAE HY B
S0 2 OfF /A 0|4 HOtS BINE + Q=P

A A - HRIAZAY=

= @ of=S2A 0l FE HE

o

IQ $-

|0
M
A
M
[0
3o
ri
o
ot
Mo
0x

HMFH Eet FGds 2822 MA
A

Ot

12 >

foor &2 ot
gy dux e py A d=
i

oA o HE
N

o
10

I

off &

H\‘hlli'ffj
. AR
= PN N
s i

A
FI
i§

e

IBM Rational AppScan

nm
)

"
VA3
-




% IBM Smarter Industries Symposium

e

n
B J/‘ Fyd
o, R
i §

. HEHI dof Het S HTA LS A

IBM Security Network IPS
GX7800

H[ =LA O+
O MHEE[= HOF 2310 &) L} 2 H LSS
I ‘ [ i s

o =

‘L E£] 39| X2B2 LI 0/ 7=k & ok :

Y52 S FE2E = F2N?
o2 i D o =

“IP v6 2 MEIS}EL 2RE U=

078 Al - SM QIE{Ef|QI™H off &
| EQT LHQIEHO| A LB 7 | .
I EH3 W2l F 0l Zdot= 7| IBM Security Network Intrusion
Prevension System

B Al S 9 o
FH a5 A0 2

"
VA3
-

245 Y QE
+719 ola|x| A1

1

1
nm
)




Q uiuix po wo smz wA new

J'J ?_l y I'? \\_ IBM Smarter Industries Symposium

O
I
i

e,

H"‘-——"" iy
1L
N £1%
o 480
i i
n? §

H ZL|A O|+F
=9 RO CfFat A|AEfof LO/Ef w12t F/off L
OHEIBI X 5 BB YT
O/cF A Ol ]//?

= EIAH[A B B2 EOf 27 £ 2/8 + S

«fIAJH|AO| HOIL BHHBIBIAl ML Bl =9 £

A=TF?

2 M - SIS

«SOA 7|dh 2t F SO M XML =& Zetot |22 A H| A
2oF 2o tHs

« XML F 221} 7t& 5 S 22
2N gy

off &

IBM WebSphere DataPower

"
VA3
-

]
T
.|||
I
']




CioFot 280l 24HE AME X} C|HIO| A S e
ol =72
PA "

P A
A
i

= IBM Smarter Industries Symposium

“““““

H"‘-——"" iy
1L
N £1%
o 480
i i
n? §

H[ZL|A O] %

Y HI23 &, 262 2E, POS & Lf2Fat EHE0f
HLAE AFEAF ClHfO[A S BEfEOZ BfA[g +
LUE7F?

"2/ EPE H5of0f Y 0S, 52 & Lfgfar
= FHHSC BfAf, =2oF &, FFE Eel F=
U=7F?

"WEEQIE HoIZ Plof S0/LfE EOIE Hof
EFHSS o2 SEE + ST

7 Al - oI (3H2f At

2R HESH g94 A3AHO[ENHX] 0|7|F & Tt
|

oFf

A
=2 T

of st

iy
2Z0 tiet MAS QI i X, o R Fefy 22| A&
Be TA HeBEAME WE HiZ 8 & Jts
Chdet Sg 22 7|s MEs2=2 HE

—

4% O

=]
T

-HEAIO

ot

O
0f
F

IBM Tivoli Endpoint Manager

for
Security and
Compliance

for
Lifecycle
Management

off &

IBM Tivoli Endpoint Manager

I ||
I
']

Management || Management

-~

<




. 7Hetztof E2El 2o 2iof tiE

™™

L~
o A
— |

SEJENGE

71412} BFOINE O/FT 12 M2 L KD
QICHE=L] S B + Q=7

< J L B E0 2/ HBHE B S
=7F?

&2 L EZT0f LB

ol ot &5

LN |

- 510|THHIO| X 4% 2| 2ot Hl B2 7|
=X

< 7HA | EQ T 0f TSt ROt 2| U
< ThAL SO TS 7| E L AT 2
B UEH WOk Ba|2 T 8

I

SH Hs

oy —
HOb &2 Mo

Oo.-I/

B3| HFOHS Ol Tf?

of Chet EFX| I 2
oM of ot pHa| Bet A7

off &

Web App!atlon

Applications
——

Hypervisor

Hardware

IBM Security Virtual Server
Protection for VMware
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