____IEEEN ®

HIZL|A 7[dF HOF Hoi= 2ot
IBM Security Framework %! IBM Security Blueprint 274

HIZL|A 2|CE st

—_

ot 7tol=2t2l

Axel Buecker
David Crowther
Foulques de Valence
Guilherme Monteiro
Michel Oosterhof
Andrew Quap

Maria Schuett

Kai Stockmann

=

B AHERl H|=LIA AL2[ Aol IBM Security Framework % IBM Security Blueprint XHE!

@ Redbooks

‘ ‘ Redbook_0911.indd 1 @ 2009.11.9 5:8:4OPM‘ ‘



‘ ‘ Redbook_0911.indd 2

2009.11.9 5:8:40 PM‘ ‘



© Copyright IBM Corp. 2009. All right reserved.

‘ ‘ Redbook_0911.indd 3

0| IBM® Redguide™ ZEE=0IM= HA HIZLARL T AARQ HOt @5 Atetnt ofof et #&lE #&sts &
7FK| ZH(oll chell ATHEUSLICH OS2 2| e & HIE, HIZUA FH 2l R & Aol thet &4 S2
Zelsto] Ol EMES A 20T = o2 7HK| HI=LA Z3 2010l thell AEFLIC HIZLALL T AARS

7, 5, 2 & H2[cts 2ol A0IM 2oty £ 13 Afeto] FAUX|0f thsiAM = AFEiLCt

Rt 240 & SO Mot BE 7|ES0| Hote] A Sl s 71Z0| @ 4 U= ZUYIE HHYALIC

07| M= 27tK| LErEQl T U =01 CoBiTzt ISO/IEC 2700201 CHaiAf O[0F7 [BHLICt,

IToll et HoF 2Al= =&stn M8t HE0| & 4+ ASLCL JF7| HZof IBM2 E2fo]| tigh HIZL AL} 7=

[ =
& Aol AHFRLAIOME ZHAS HiE £ Us ESTQ S Jidst dzint Z2=MA EBtE 7f%5f71l
&LICH IBM Security Frameworke HIZLA #EES H¥stD IBM Security Blueprint= 7|&XQ1 #ES
AHESLCE

IBM Security Framework= E37t st H|RLIA X3 SHOAM B2 AHol| 2ol HUZAUOH, HIELIA
D 2 gY: 8| CHEUCE o] ZHUYTE IT 208 Ch3at 22 671K YYo=z 7L},

AtZzt ofo|EIEE]|

HiolEet He

OiEa|AH(o[Mat T2 MA
HEKZ, M 2 SE(Endpoint)

S2H QA EHK

vV v VvVvyYVvyy

4

20t JHEA, 9IF Bal % 7Y B4

IBM Security Blueprint= SiAIXol HOt 7|51t AMHIASS 0| FHE
Framework®| H|EL|A AN #EZ SAELCE 0 7|1t MH|AE EOL 7
o] C

o
5t A|ZHRIO 2 Mo| SHAIR oiahe AsiSt |}

==

I

0| QM= EOt MRl 715 2 MHIAS 7[29=2 ofn F 7HK| HIZLIA ALI2|0f CHaiA] MHEILICE X Hi
HIZLA ALIZ|R= 25 #a2|et #HE HIZ0f S 20| 5 M H|=L|A ALIZ|2= IBM Security Framework2t
IBM Security BlueprintE 7+& M&EsH| At8E 4 Q= WHE E0F7| /et PCI =401 CHoHA] AFHBILICE

@ 2009.11.9 5:8:40 PM ‘ ‘



® H = HEEN

of 2tiM= 7=H JI0|=2lRlE Wt AEZ2t0|= Hots OfaHSt FRIstaAt St HIZLA 2|H, 2ot He

MIAEZE 7Hssteln B Sl Xi&kls HRUAOED Hah SoilM TSHQ! AAZE FF ARiK|n s=0X|2
UELICL O|EA ME2 22 S £0|M Al JHEopen for business)2 02 ZZ| 7toll 2lAALt ZRF
YEE SRts A0l S2E ZHZ TIYs| /1T Atedel M =HYS QjolRfLct FHoe el Xtol7t 7|29t

el xtolet Z2 onjY 4 ASLICE XIF2 7IYS0| 73S ZAfsi /S 3ulsh| 2fehM I ol miEri=
AR AAHD X1Sstol O B0l 2Z5tr U= ACHYLICEL /I-0| e R4S Z2H22 Hstn XIH MutAHs

— ==
255tH 7|8 e ArdE 255 s HRE AL IA o)EStD U= Al AEYUCEH

JIYSS Hot AlARS TEsp| YsiA Jl& FEH(echnology-driven) HIHS FMEtsts AUt Bl
B G 7180 ] SRBCD S HELL HEORYE UIZLA ZRMAY UIZLA TS 28y
4 Qi %S ObgUh HIZUA ZlCiSS =oh 9F U TN Al F40 BT SRS SsiA 7ol ZuRS
st =746t 7| J10S2I0IS BIEAIL 4 UL

Usisioz WOt 32 MBUHSE AEAlbotom-up) HIHES IHSOP FHaP| w20l 7/¢S0| of
HIYS SaA 20t AAHS THHE P9It HALICL JIUSS ok 2ot SXE 5| YA 7IEo| ot
Aol KlasoE Fotsel Hot 7

=
IS Clst=z Az O ’8%% %@3}1 UEUCE 0] 7|& Satechnology—-
27t =0 H2ls Bt E‘a‘%l-llif

227t i of2H 01I63R| Fet Fofdo| S M50l =
1 =0 ZupdozE 2ot elmatel 2Hoi| UM HIES-H0l 7kl =7 [[H—r01|

I 2
HIZLATE E5h= Ol U0 ZT 2210 =|7|20t= 261 Mall 20| & 4 JUELIC,

HIZLA QIEE 22loh| feiME HIZLIA SESF Hotg 2I5t 7|18d o7 Al Mef =72 & 1ist=
ZetHel HM2H(holistic approach)0| ZREILICE 7|PE2 7tsst 2E @S 2otz =35k | Ert= 7|™of
7HE Hgkst Hot 9 #a2| 230| ofE AQIX| ofshetn M +=2IE Hoor BLCE 7Y Lo Y 8 +&F2
OlsiiotAl =[H ITE2 7|Ho| HI=A| sHZsHof st= fIEE &0l= Yol dA JE2 B + USLICHL ETst
S HF ot ZZXsHH X LS £ glo] sulsk EH HiE £ ES WS ot HotetH 2
THHO| EAlSh 4~ QUSLICE

SAE XI&stn HIEE &0l A 22 HEUA SRS A A &4 EME didotn R ¥ 2F
PFCRREH HSotE RIGMO 2F AE SAlo| XS & U= TEE|D Sl Hot MEHE of#sh=
A2 22 Y2 ofgLct

HOIS 719 Lol ojLts CHZ HIXUA S 22lsiM siZE 4 U= SHF ofgLCh BOK2 HIELA
B0 TOLEl0fof BILICH CHA| 2ok, HOIS HIXLIA T2AAS 551 Zslsis AT RN B ZHQLIC)

qaf7] YSHMES FA HIELA U AR, HOIE 2 7122 mESHs F2 HIALA Helo H°| e A1
A2l 2 @t 71Zz0| WRELICL o) A IHES SsM HIxUA Ty 2
71 FAIS Sl EERl wofst ofge b

==
blueprint)at T2fE HAISIL TR 4 UASLICL

o ot A2 of2] 7IX| =T 0lof ofsiM defs waUch J22 olbe 2+He 2458 Eot &
|

o
Ofalist Z=xaket o~ JUES ol2fet ZE 20| thallA XiMls| HTHENSLICE

4 Introducing the IBM Security Framework and Architecture Blueprint

‘ ‘ Redbook_0911.indd 4

@ 2009.11.9 5:8:40 PM ‘ ‘



‘ ‘ Redbook_0911.indd 5

£71 QOIS 712 242 Q5D K| 25'Ho| ZRMEO| (2L HIXLIAGHT 571 29l
2

AA
2| GEks 0lxls 2400 A Xiks| H™EZELICE

_|

AN
=
%0)
B>
2
Lo
5
-|>|-
|IE
Inl
il
=l
a

» H[ELIA FX 29 : HEUA =T Q02 o2 Q4
=
=

HIALA SE Q0% PAlel 2517
.{

= = 5
ZLEI =LA XiHQ] 7IXIE FEELICL I £X 2012 7l AlE &4, 71 7%, 71 olojx|] H
7152l ¢ 8 Sut 2EE AYLCHL ZHE 2 2012 ditd FF ZYH A AlA" HIZ 52 :"SE'—IEF

CESE HIELA X 2012 HE|=1 A= HY AA-C| ol FAXISO Chet =2t O ZIHE LIEHLIC
|2 Q2o X 20152 MY E2 OE 4 U1 22 Mo Sah UCE StHtE 7Y B2 OHE 4 A2 HXIo

S 71 LHoilM AtZ3tE MZ CHE HI=LIA OHZ2|AH(0[E Ao|oIME THE 4~ AZLICE

T &2 QUAS2 IT &g Mg Jefs F= 718y 1 At 22l=u U= oY AlAES HHe=

LIEFALICE IT FX 20152 3882 A0|H Z|chet HIZUA FE 2019 M HAIS metstod 12=|0{oF LT

HIZLA FE Q210HIT FT 2019] A2 22t #2|S flet £ O|LMEIES LIErALICE

B

Ct20ll O|0{E EZ LHZ0IM LSithreat), 2IE 00| E(threat agent) 2 F|2FM(vulnerability) S1F Z2 2010
oist od2] 74X &= X27F JASLICE 1ISO 15408014 1ISO (International Organization for Standardization)7t
TS YEHERl 7|EE ChEat ZELIC

> P2 EEE AMo| HEE 4 U= HAEez EF Xig 4 ATk

> P OlOIMEE Xiof & 7HX| JIXIE HIZE o~ A2 Kt ARXQ| 0|0 HSHH AHitE HESIALE
EHA = YEE ZMITE

> FAI2 A ofoIHE oM ASE 4 A0 Xpitnt XpAE ARX0f Cet RS LEFHCE

Hot #al ERUS JiEE ANM A == 2H § Stt= #2[=E U= HIELA AlAH0| 2FE= 2

LHoil Zxioh= 2Ie], ¢1& oolHE 3 F|ofgo| 22Xz SH0|H 1 Helvt i Hots AYLct

Jkon
5

Z 1180 154081 Z& 2ME 1SO ¥ ALOIE(http:/www.iso.org)ollAd

Hotof| FekS OIX[= HI=ELIA 21 Q91

29t Ol ZH0| Y DIRK= HIXLA £ @SS £ HO OLIMEIEO| £ Ji| I8 F X v ISt
HIXUA £71 2012 MY HZ CHE 4 D 8 BIXUA UOIME ohZa0ld B2 S 4 s 571 291
LIERALICE O3 S%1 R9IS0| 519 HBlS MY EE ofZapolMol mat K8 4 W) h2of BlxUA E7
20152 Meist 4 9l %oz Mg

et QrgERl 2

Metsn oryAel 2B HIALIAC 20| 0| HESID UBHO D Asfo} st WS LetdLct “mEst
29’ 2 HIZLIAY 2%0| YO RFEE 0| MHsH (}S T IS Susfof BiTks #2 OojEUc 12ln
“OFEROl 28 S SN SUSH Zapt THEI0OF B OffiICE BE IT AIAYS Ofs) ZARISOI oAl

@ 2009.11.9 5:8:41 PM ‘ ‘



HOt OJHIEQ} Al= O HIZLA ZEMAC Fastn OPYAQl 2o J&S 0|E & USLICH £ 72Xl
IT QlZet = MRt ot HIZLA ZR2MAN F&S O0IE = USLCEL EM7E U= AHIA(HESIK] 2L
AlZtoll w2t Zapt 2 AMHIA)Z QIshA ZefE 4 QU= Zibe MHIA AH[XO|A| o2 Fgks 0jE + e
ZuNo 2 MH|AL| MBSKIMAE 7Ctzt FEFS 0E 4 UASLICH

MHIA 27 7o}

0] &7 2012 Hot Q/&ut /& Olo|TET} J|o| HIZLIAE f8ist= IS0l g2 01E = Us ool
HEELCE MH|A &Z H2KService—level agreement, SLA)2 & 7|¢ LHUIN 3i8El= Y =712 ZEEHLICH
SLAE HIZLA AAHI HE £= ofE2(AH0|M HE CHE 2 JUELICH AIAE Hiole Y ZEAM|AS 7HEHE SLA
LHolA R o 2 ElZsh= RZAYLIC

IT XMk 71X

SHIT AARIO] CHEE 2ot £Z2 s AAR LHoIM L=l= XpAte] ZX|of Hizilsto] HshE Jts40| E&LIC
XAk 7ERIE shE AARIOIM H2lishs RHAtel 72501 J1X|et BRELICE 0| 7iRle XY ~& u X
AL £ UFLICE TR A0 HRe-retailen)2] 2% 0 Jikle FXRI ARtRLCL S8 MHIAE HMIot=
AHQ| Z2 i AIARC HafollM AtBE= 12 ME L= J|E Ho[E7F Xtato] E 4~ UELICEL 02 Xk
AAR T2 MA Fof U= RHAILICE

H|ZL|A XM 71X| EE= B2iE o[0|X| ES

0] £ 2012 7|¢9| O[0|XIE ES5luAt st 7Y E7E HIHESILICE HOF A K= Hot 202 QlsiA
SA7E Ll M H=L A ZFARl Fe¥S O|X|Al EUCL J2E2 HoF (i o= Zotoll %F
Hl2listod EH[sHOF SHLICE 7|0l CHSH SRZQ1 74617t Stiteli= S AnXt sh= Z<R00 2ot 2Xi|7F st o
EZX1 201of| tht =710 of ZHaiA 2 HLich @

W 2 TR ALY 24

Ht 2 A AR 2 HIZLA AARIDG SHE Z7F LHOAS| EfiiMe| 2ot F 2AZ oOfgiLct ooz
A 72 Y MR 70| Fet At Ao metELICE Eot AfD = Hot ZHO = Q15 DI @AM M) = X0l
AMHES HIEL A0 2P&0l For2 D|TLCE 2222 Ha I A M 25 et 78T ¢Alel HEE o] £
R010{lAf TafsHof SLICE K7[0l= AFdE BS 22X, ETHMM AIXXL 2E 7Iis ¥ &4 6F 43 S0| Z&ELC
=

Aol oF
IT AIAEIO] CHE HOF HA2 Hot 324 W20]| siE HIZLIATE Al2Me| QR E XA & nf YUMotz Zutol| 5
Hlzsto] ZH[sHOF JILICH Al2te| AL} | et AEA &4 E= £0(20] UME & JSLICH o S0,
HOF A7 RS I siE HIZLAE ME E= MHIAE MBS AUl o5 0llstX| & 4 USLICH

AAl O] xHO
PN PSS e T Y
SOt ALTI7} MBI HIXLIAGH SRRl AP ANOILE 2Rl KRR AN0| UME 4 USLIC HEe)
X A0l KHAtel mth AHIAS| ECt i AP #9l SO| BHELICL ZVR0! AEA S Bl SAe!
B0 W2 &4, M3 Ox|o] A4 S M 297} B O Y S0 ERE 4 USLIC, o 53 20K 1T
AIAZIO] Cifst ot 0] Of2 Zimol Hl2{510] DIREII0F BICHE A1MS BISSIA SatuLict
e ol
3L ol=Za}
Ol 571 R2I2 HOF 9I8 EE I O[T} HIXLAS U ARLIE Ei Ciiel 90| £= 5 RS0
SETOPIL BREE MBIA EE AL 2 BB 0/ 4 U= Z20) MBI

6 Introducing the IBM Security Framework and Architecture Blueprint

‘ ‘ Redbook_0911.indd 6

2009.11.9 5:8:41 PM ‘ ‘



B [ ® H .  EEEm

2 A2 & 5 UL NSLBHSA 2 2=t £40| LisHH
=]

2 gXS2l 2o oAt 20| Fm=A LT Y

- X< O
0] £ 2012 HOt 2igdut 2IF Ollo|MET} Q17| &f, FR2| 7|5 H A3| ZHIE AlA”Sl EHo| 2 J&E 0/E
& U= 40| MEEUC it MEof et ekoll thsilM I2=0fof ot Z2MAL K2= ER =2t
AL, o= M| Aol et X[E = G| I74LE Alztol| m2} EefXl= ZEMA 52 & & USLICE

F~ i=J | -
Hotof| geks nIxl= IT £ 221
T &7 2012 £ 2ot O|LMEIZO| & Bl IZYLICE IT 3 2912 22t

2
elnt 2ol 8ote WAlez 2= ZHR! IT SR M0l 12fsloF ote SSXQ! =T L2ULCt

r
rn
s
£
to
Rl
Kl
tu
ro
:IOI=I
x
o]
L
r

=0t Bt AT 9 Afms [T AAHS 2%5kn Aojsts Jielo] 2alx 2 =alE 27 Lol LAiss 8 E=
215§ OOIFIE0] OlsfAl SHABILICE, O[3t YIEnt 918 OOIMES 7I% i AT} 1B X1 4 USLICE
L 9rstol o2 MThZ A7IEIX] Q0PN AEEH SHVH Bl AIAMIS S 4 UALICH L2 4B ofolHES] olzs
oolx0l HiZ|E HXIS RHOR IT AAHN HIIL HIKUA = Ba| Z2AA0 FHS 03 4 U= 532
oIgste MRS S 4 UL
2% 2/ ¥ 2 oloIME
=0t PR Mo} AT [T AIAHS 25k Mofsts 7i¢iol Balx U =alx 2 wolM whshs I8 E
® 93t OfOIHE0] OlsiA WAIBHICE 021 YIEDt YT OOIMES & EE AkD 9IE XIZ & U o ®
Salx Z7Z Fstol U A E= A Ol0IMETL S el EE

do
0l
ic
do
e
2
o
2
[m
rr
i
o
o
|_r\
rr

o r
H
1=

g'l_l
sl
inl

Sa|x 27 YolM HIRUA £E Ha| D2 A0 S 0F 4 U=

ol 9Bol ol2E MY BIY, YEYI HHY = BalN

Sut Zo| 7@ ZAlel eleof 9

M XIE0| & 4 UALICE 21 3 ofo|MES| 2k s EE l0] AR MRS EE AR HEE 0|5i0]
7

M
UERIZ A BSE 4 U= S22 71T RAIE S 4 Lt

HiO|2{A = & Hio[2A

IT AMH|2 2| Mo}
0] 7 R0l IT AlAgIo| eipalol AIfstel HIxLIAC| Holo] 2X7E WAE 4 UTke AtMg Bt
r

0| £XI 2012 T MHIA HLTH T MHIA XY SO 271x| A QAR Lts 4 AUBLIC

on
il
-
o

NABO| AAZE BESHE 7128 SE5HK| Rots %S HIXUA E 2| ZRAA DF0| s Hot 27}
HHANSE Zom 2 4 9,[§|_|q

Ml Fofl et 2Ot &0l o2 IT 28 ZRAATL ER3 Aol AQHESH 25| Rate 22
S 4 UL E CIZ o2E T 29 Z2HATL MHIA 748 B20) tiahil ACIXaH tHS5tx R5t0f
1 IHRRE AAYS 275K 6T ATHOR HIKLIA Z2HA0 CfE 8Ol A4 EE TS AT
£M0| M= Z2E S 4 U

‘ ‘ Redbook_0911.indd 7 @ 2009.11.9 5:8:41 PM‘ ‘



> AMH|A X|2d M2t
HIZLA E= T #2| AJARIO| MH|A £Z H2KService—Level Agreement, SLA)2 £&5IX| 25t= 42
HIZLIA = B2 T2 MA0 CHE Hot &2 = 4 QIALICH
AH|A X0 chst 2ot LEo| o 2= 12 A ZEMATE T2 Mo S20M AEXIE AEESH| F7T
3 E= MASHK| Zot= ERE & & USLICL
T 3 2R
IT 249 SFHET IT AAHL Hotof| Fets O/E & USLICH IT Z2 HIZLA AAHI0| AFE= QlZats
LEFEHL|CH
| 0f, QIEEKI Es AAERIY HZZO U= ZE T 242 UE £= 2R F = A ofoIMEo
LED0 Jon EFE HO i3S TeE UL AAHS st =2 Al A42 71E RS STMS
tEFRILICE CHE AJARID CH2 SIMS0| ZEtE SAE AM2 . ST 2S4S LIEtELICE B2 9| AARIO|
S| QI CHtSt HEYT AMA B27t o STt O [HIME 2= 24 SR IT 2Lt
HIZL|IA ot S24
CHEEC| HIZLIATL [TO &6t 7| R0 thE2e| HIZLIA A2 M5 HAE U29| HI=LA FFo|H
ZIZIo| HIZLA TR 242 SESHIT 2t HIZLA ZENA LT 22| ZEMAE 200 USLICH 02 S0
IT AlARIS| =otol| BEFS O|F 4 U&LICH
LA Y FH TSN
0| B2 Q012 AJAH! LHof I1 felo] Q= ME(E2] HojE EE= =LA Co[Et HHE FE)o| et ZAE
@ X[2dat7| SIaiA IT AARI0| HRdts HEts| shELCt @
T FoHs: 7
T FUMS HMHOR BE T AARI ExHotH AIAHD AJARO| MHAED HHE0 Uz HEE 7oz
SHA ERHEQI 20| siRE EFLICH
T Fop: Z
AEE%M Zg2 Moz BE T AAR EAHSLICL o[ ZE2 AAH E= 74 24 MAOA YK
U S ERILIX| = FUMS LIEHHLICE O27| 2o ZE2 el A o=0lM Bt ol x| =6t
MEH?:II-IEP. O2= 2 A L= ofE2lAolMo| 73IE S0 LHE= O S8 & 5 USLICH
IT 3ok o8
ZE T AAON AZEY0{Q] 7|2 MAl= siE IT AIAE] HIZLIA Ee EHa| T2 AA0 CHE 29| YRZA
Y E= Y Oo|TE QshM AEBE 4 USFLICEL o7|0l= AARIN S0 Uz 7SS AAH, 718 24 E=
TRl HOIHE &4AI717] flgt SXC 2 AEst= 0| ZELICEL OE ARISE2 AASEU(exploit)2 Zef E
o4g Ao R Hopl |z SHXISH YAERAM= AARIS ZZ617| UM FAZQ HA L] FUFS UEst0] T
M22 gilol 88 S5t B2 Zalz7| R0 22l ZEe| 0|81t A8 WAlS Hilo| o= FHFFILIct

8 Introducing the IBM Security Framework and Architecture Blueprint

‘ ‘ Redbook_0911.indd 8

2009.11.9 5:8:41 PM ‘ ‘



IT 2ot Zal= 2halE =LA AJAH thet S8 53 2 28 22| SHof| w2t dolM 7|&dt =LA 2
e EHIE side o AT Folu 2| #2| SS 2ojsh= ST

IT 2ot 22| £28S JHYSIT tiZst= o UM J7HY o3z 2xle 22l U= =LA AL M7t
2% 250l JEs Dixls S Lo @7 ARES MAlsks HIZUA H T FX 221 A3sts AL
A0A At HI=LA ZX QI T £ R0US2 & HIEMH0| OfLH && F71X0|1 EHQI ALt

A, R2l= 0 FE L2US0| MZ oA A== X|of choiM XtMIs| HATHENSUICE 2|0 i 22| HEof

Hoto| 221 AIS

J2 1oll= HIZLA £X QRIME H)aH IT £ QRUUIE F)Q &5 &AlE 2SIl E3=0 JFLCEL T2 10l=

HIZLA T 0lnH T FX 20219| 2= /et ZetE 25 IS0l et 2A7F #E0f ASLIC

S| |3 |ln|lz|s|z| sk
I I B = =T B N DX [ O
19 |19 | 19 |y | o8 | T |4 |
oF | oF |0 | Ly | N > | @ | @
B =R i
I I I re T < o o
A R R
T U I e L vl AR Rt
o0 | of | ox | of | = M | @
0z | o i

NE
(3
Shylollo
Shvlollo

HIZL|A B0t

B o 7 AR A4

H|=L|A XA 7ER| L= E2E 0|0|X|

IT XH 7R

03
HI
HT
ol

MH|A F Ao

Ho
(114
i
re

Felotu orgHQl

£

r
Ho

381 IT 29t #2lo] 2745 2ojof

37H%] E7HEQ1 2ot thg = AE0| ULk

29 Hot olmatol MuA £7 alof et ME5ID OFYERl 220 ZHS
S Cha 2SS chrle] SstHolct

B o3 TRDE QU HE RS BEHEE XIME ol
i MEE 2 HOIS N M BES M2 T

HIZLA HOH  HIXUIA S 93 2 ZIE siZsts CiYst tidolcy,

7 SmE 29 Bol B BFS SEE HIALA BOIg A2 Bt

‘ ‘ Redbook_0911.indd 9 @ 2009.11.9 5:8:41 PM‘ ‘



‘ ‘ Redbook_0911.indd

rd

2 0f LM 3molx|2|

OffF IT 22t 2| AIS0| 228t X0 thgt At 2
b fLich o

SotiM 0IFIX0
Ao 2 ES MSTUCEL E3F ol BMS

=X Q0ISS mytet I

“=Hotof Fets OjxlE T Qo
=
=

g
SHAl IT Hot P28 HIXUA % IT B2l oY) SBE 4

UELICE
FHEQT Hot #e| AARE feiMs EaXoz F #elE olsHsior =Lk ofd ™ &al(risk
management)2| HZI0f| CHai Al XtAIS] ATHEZNSLICE
DE 7|g2 Al XHetn JELICEL e 2M(Risk analysis)2 2F LdIts AlEl 23 HEf7F W= B4
J2|1 siE OMIEO] SfshA] 2Met 4~ Q= &4 Zut Sofl thelM SAF XHtE Boksh= ZQlL|ch 24460 &
2A0E CHET 22 AS0| USLICE
> 2 RS YoJl= OMIE, U3 E= ARYULICE YIFE FUMS ASstz= OHIEY £ JUELICEH
> JHSd 0] |0l Y 4 U= JHs AUt
> & 20| A8E Z0| U = FFLCE &40l= AHIA, of T oiE & olo|X| &4
J2|1 CHE HIZLA EF 249 &40 ZEHELICE
> E0|ERZ : HRX0I £ MZ 0hE7| oA 2709 Z-AQI HIZLA £ 2018 Ikt 2t HIRLA
Z£71 20l HHEE Htst= AYULICE O|H E0|EQTE EMsty| oA YHEOE AtEst= 7[HE

[ - |
HI=LIA FHaF 2 M(business impact analysis)ILICt.

SIB A0 ZTHs AR St Il YEHULIC THS B9 B LA(isk miigation)oliAl 712 O UBS

OfE 22 Xloll ChshAl THEFBILICE 212t0] B S20 oA CHST 22 SH8 Metgt 4+ UL

> SIE A SH s 7182 SHA YIS AU

> SIE ZUk Sii2 O A0, B3 S)ol JHcH 22 913 248 MLt

> SIE 48 0loj2 TIMOR S ABOl 5 K5 X oiRE ZHELIC

> SIB RAL AT KBS LAATIILE OFBILL S1B5IX| Bl ZOICk ST YIS BISSHE XD 22 HOIXI
BRI glgrLict

SEE ASE 93S 24Nl HYULICH Hot Bisecurty policy) ARSI S o T A 4 U=

HFLIES oz 4 USLIC 0] HMS omolxIol T2 2004 B 4 US0| YIS FHS THsd £FOR HE|

SIS TRAIAS 716S FEBHE HYULIC

Introducing the IBM Security Framework and Architecture Blueprint

2009.11.9 5:8:41 PM ‘ ‘



‘ ‘ Redbook_0911.indd 11

a1 A
ZEH o 25
= o=
913 M2 =5t 2t
+8 27t

g2 g Eop7]

O 200 2120l =7| /E =0 EAIFN UAELICHL 2ot M2 s IS 017 Het SH, Z=MA
2 7lE0f et XIEE MSEUCL 2ot A2 M ESYUCEM S olYsie O 2RIeRRE AAHES
235351 O Fets gAML 2 MARE X0l ot ikl AL 7IE2 §1& Jhstt ¢’ +&0|
Ol E=QXIE YHez = HXoz ZFHUCL o] 22 gt o|de ZYHESE 7| /e HIZUA FE
=M E= J[EL 78S AMESsH fARLCL OIS S0, AE Al Al A HelY Sit Z22 £ Q2=
TE517| flohM O 52 +E2 RS SIEsI=E 2t 7I1Y0l US o= ASLICHL 2o HHM2 TE S
siig 2ot YHS ESH 7|0] 5i8sts & E= 1 0[5tZ RFOF BiLICE 0 TE {2 siE #els of ol
YAAZ 4 s S| s ER L= g /S ¢ +ZF OlslZ dAaAF|7] flshM FI1HQ1 EXIE SiA|
27|12 HIZLA Moz Ash= A0l wrlgict

3M[o[X|e| “EHotol| FEE DXl HIZLA EZXI 0o 7I&= Us HIZLA QOISZ QA 7| W IT
HHHAS Foiete Ol =20| Ele ZHEHCZ +8&l= DUl 2 AMHIE Melst= 7(¥el #7t Alg 51
Q&LICt Control Objectives for Information and related Technology' (CobiT), International Organization for
Standardization 27002:2005° (ISO/IEC 27002:2005), Information Technology Infrastructure Library® (ITIL)
2 MANCE IT HHAALRL #X Al &4E flot 71 ZE £ e ZUYIE 2AYSLICL 2= O3
MMM IT 22t0fl O =EE U351 U= CobiT L ISO/IEC 27002:2005(T MH|A 2| 240 O 22 UF
U= TILz CHEENOH CHakA XEAIS| 2OH2Z&LICE,

ol

Rl

1 CobiToll CHEH XiAISH HEE HAZH
http://www.isaca.org/ Template.cfm?Section=COBIT6&Template=/ TaggedPage/ TaggedPageDisplay.cfm&TPLID=55& ContentID=79812
0|S3HIAIR,

2 ISO/IEC 27002:20052] AH2E TUSHAIZ{T
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail. htm?csnumber=502972 0|S35HAI2.

3 ITIL ol chHSt REMISH HEE EARH hitp:/www.iti-officialsite.com/home/home.asp2 O|SSHIAIL.

11

@ 2009.11.9 5:8:41 PM ‘ ‘



® [T [ [

e 3 2 J[=of ohst Mo ==

Control Objectives for Information and related Technology (CobiT)= 19960 Information Systems,

Audit and Control Association (ISACA) 2 IT Governance Institute (ITGNOIA ZHEEst Q20| T H2l8 =H

AE(Z2 U F)ALCE CobiT2 IT HHEHARL SXlol chel MM 2 QIFEE mYYIYULICE ZA HE2

200701 IT AHHA 3|7 Lghst 41 HEAULICE of7]oll= CHEa 22 MMo| ZE=|o] USLICH

» Executive summary (ZGXt 29F) — CobiT 2 7HE1t #2lg AT

» CobiT framework (CobiT Z2|2¥3) — CobiT HZHS SHSIC

» Control objectives (SH| SH) - 2 IT ZZMAE Fotde=z EXE 4= JUF o517| fliA &2leHof ot=
UZO| SH| 27 AreE Holsit

» Management guidelines (22| 710|=2tQ)) — IT Z2MAQ| M52 X5t HwstH SMAIZ & =

E=T0f cHshAM Egetct.

CobiT| HIEO| == 7|2 7HE2 ZE 7IY0| HI=LIA QA ZFE X|EsHof Bttt HI=LA FYH(business
information)oil F=ot= AYLICEL HIZLA FE Xz CHAl IT 2t 2laA0 ZikE0|H CobiTolM= 0l)E
OiE27l01M, FE, ¢l=at 3 Aoz FOgiLch OIX(2ez, of T 23 2laAEs [T Z2MA00 2JshM
2=l SFet HlzUA FHE VIE(ENY, §2Y, 7I2Y, FEY, 7124, oY H 7Y £ SEEUCL
CobiT2 ChEat 0] 47HK| JH2 2 OF3tE|0] Q= 347IK| 14Z Z2MAS Folsty st

L
e}

0

-
foi

=]
02
n 18

I ZXI5HPlan and organize)
IT TI2HIT7F OEA HIZLA S5 M0 UXRE 2 AS A7)0l =FS HFED USLIC
I 784 (Acquire and implement)

R IT M2k Msis| it IT 22 M0| Al s = &S 9 Sstelct

n

|_O )|||:| I'IO )|

™

+al

w

w o
> oof o

[2l(Deliver and support)

HIZRL T MHIAS HMESID X5 Ao thgh Zguct

18 nno1Q
I
D!

Mo
ra

0
4, {2 2 ™I7HMonitor and evaluate)
O] EHIOI2 2E |T Z2MAS| E2ut A &

UAFLICL

o og
i
m
i

0!

£ Es| flohM XIEHez Filste Aol =S HFL

a
2
4
]
!

O/ 347Hx| ZEMAL 210740 SH| 20| OfshA MOIELICL 202 CobiTe 7&E s 314 HRHe
Mefste 20| BSUCL 1 09 IT XS HIZUA SHO 257] Yk M HIXUA 2ES Hafsh

[

FolsfioF =|7| W2,

ISO/IEC 27002:2005

International Organization for Standardization 27002:2005 (ISO/IEC 27002:2005)2] 421 The British
Standard 7799‘= MIAIGIM 7HE 2| L™ U= HoF EQLICEL O[S £ FE2 19999 5H0IUSH
0] HZFoll= O Bt Hlmsto of2f 7HX| Z3tE 7|sat ghadE 71s0l ZEUAELICL 2000 1220 CHA|
ETE|US 1 0] EE2 International Organization for Standardization 17799 (ISO/IEC 17799)2 Zlstz|A&LICE
17799= 200501 CHAl Of2] 7HEEO| CishMA ISO/IES 17799:2005(E)2 CHA| EEEUSLICE 1SO177992t=
0|52 F7txQl £3 glo| HE 2ot #a| EES st M2 ISO/IEC HS XY HAZ ME=|RoH Sl 1ISO/
IEC 27002:20052 AEE|1 QJELICE

4 Risk Server(®I& AMH), Security Risk Analysis(22t /& £4A) 1S017799, Information Security Policies(3& Hot F&) 2! Audit(ZAh) 12|n
Business Continuity(H| =LA H£M)0f thst HEE http://www.riskserver.co.uk /oA ZHotEA 4= U&LICH

12 Introducing the IBM Security Framework and Architecture Blueprint

‘ ‘ Redbook_0911.indd 12

@ 2009.11.9 5:8:42 PM ‘ ‘



ISO/IEC 27002:2005= 22t ZHMof theiA ZEMez OR1 JFLICE K7ols +~ B2 SH 27 A (Es
o< S&EH0| Zet=o| UFLICEL 27| Eol ISO/IEC 27002:20058 &4dte A2 7HEtet EX7t OfLH Hot
ZHol 7HY 2 #dE A1 U= TGS ZXE +2 20| OFgLCt

ISO/IEC 27002:200501 HZE s TAE=Z XZA2 Mdsh= X0 SaLith Mg AR o 7t 22 A2
S el x| E= M theiA Ertets A0l T2 ISO/IEC 27002:2005 &5 lshM ERst HY

Argte Algsts 20| E&UCE O3 ChSofofF Al=lat 713 Ziedo| o +E 4 QST
ISO/IEC 27002:20050= ZIAIHQ! AE{Zato|= Hot HAWS XM uf 1afaHor st 17X M2 CHE 837t
ZRIE|0] JAELICE 117IK| HF= Chamt ZEL,

HOF Y

FE 2org 9l =%

2 Hof
. FE AAY 7Y f W 9] 24
M HOH A B
10, HIZLIA 912 242

0 7y &4

1.
2
3
4
5. Salx 2ot 9l §HA Hot
6
7.
8
9

O|A| IBM Security Framework (ISF)& A7 w7t EAELICE IBM Secunty Framework?| SH= AREXIS| Hot
MENE HLO} SO Z HIE 4 U siFe 2 Al S/ BEg 7Moo = (st 2ot nHs XSstn
@ ALSXIY] HIZL|A HAES X|HE 4 s TARER! 2ot 07 [HIXE S8 2 F8iE 4 QU ot= AYLICE @

IBM Security Frameworke= H|ZLIA 28 XIF&0[|7| 20| ‘O{EA 7t ofd  ‘BA
ULt IBM Security FrameworkE AMZSHH AMZXIC] @7 Atgtg Ta2fete] FxAel |
MHIATZE OP EEQI HIZLA SR 85 JHLE 4 USLICH

IBM Security Framework

2F9| HI=LA 2|HS2 CFOS0| AHQ| oM lgls HEsks Hat 22 YAlez 2ol 20toilM ™S
H2St=E 2F &0 AFLICL HI=LA 2|EHS2 2ot 2&nt 20| 1T 0|xl= HIHX! Skl tisiA H|=LA
HH2Z SYSu oA 485 !

K

ok BLICk 8t T Ot Exlot HIXLIA T2 MA0| F2isHo} 5k IT S HlzxLA
=
o

BHOIM ZLIEZSIT HHeeior st 5 +F0iM HIZHA sF0| SHAS SHC=Z FEsHoF FUch #8
48 Yook geez 2o 2Y MYs RE6k lgls H2lste HIZUA Zutg Sthstshor Fuct

gl

71g0] HIZLA Z2AMA00 Eets Hste of HxLA B
0l AHX| EE & 4~ U= YR ME [IE 2E 22t ¥
foF SfLict JX| oM, sy 7Iel /ol thet A2 ITet
FofELICE HI=LA FXI 2215 IT 2ot FHof ofEsh| 2sid 2&E 7|4 F2¥S A&sts A2

S i 01€1T 10| F7HHQ1 ZHQl ATt BELCh

gl
o

e 18
a
x

=] _|>
i %"f'.'

HI

BM2 O 301 2 4 U= S IT 22t ZYAYIE HUJSUCL of IT 22 ZJYIE ALEsHH

M
HIZLA S 2otoll et THAHZRl HM2EE ASE I 2E RS T Hof JAS XEsH sizde + ASLIC
13

‘ ‘ Redbook_0911.indd 13 @ 2009.11.9 5:8:42 PM‘ ‘



IO FHHAA,

14

‘ ‘ Redbook_0911.indd

IBM Securlty F amework

clolel H Y&

H"Eli’ilolM U ZIAA

M7} MHIA 2| MH|A st=gllo] &
AZES0f

E${3, Mt Y SZ(end point)

T2/ 3 IBM Security Framework

BM2 ISt METF AH|A, 22| MH|A TJ2|7 =Y 2 AZENHE XS5t IBM Security Frameworkol|

HOL HAS SHAS > QUEE ALBXIE S&LIC

lo
Se
x
&
m
rr
inl
i

=
my
rlo

o B2l ¥ 7E B4

SR 2t0i| chet HIELA SHo| MMl MY

mjo
S
i
o

= 7|g2 HEUA e HIZUA 20| XI-0| == HEAE s Folstn MZ FHFLIA0|MaH0F BiLICE

Of2t 42| 2 HA yle w0t AE I BbEol B Sy

= = X T

2ES UEfEUCE FHRez, LHHX| 2ot ol chst 2

=a
0] FH2 Tt AL2fo| XEeH Xitol| ZZst AlZtol
> CiojE & H=
0] FF2 =& MMM TE SO|7HLE MY A=

Introducing the IBM Security Framework and Architecture Blueprint

o o
P2 HIZLAQL 2 o9 AES TIiei 7|go| S 22 #2| #3 4 R8Y HAIE S8t

HIX|OF.0| HEHS 48t 7|Qd HOL SIS ietsfof SHCt

2009.11.9 5:8:42 PM‘ ‘



> OHEZAIOM U ZE2MA

0] Y2 oHZ2|AI0|Mat HIELIA MH|A Ao HOtS RX[5h= Wi tist SHE CHELICH
> UEL3, MY Y ZZ(Endpoint), IT =2}

0] G2 2E IT AAH 4 240 ZXMM MEA S&5Hs -0 tixsh= Wil tist 32 CHELICH

> Ez2|H el=at

0] g2 =2|d JZHlIM A E= A0 Chet O[HIES| EotE FXIE 4 U= CXIE SHQ 7Isg

Egot= ol chst SHS oHELICE
XIZEE 0 FHof| theiM THESZE MHEZSLICE

2 4 } ||: -| |
Azt 21 OO [HIEE
7|PES HIZLAE 36t HIZLA 22 X|ets Rt MHIAS ES5H0f BiLICH Xttt MHIAE 2S5t § 7HX]
e 2 Sxll(access control)E 0[&5Hs ZLICH &uHE0l B2 SH| MHIAS MSBste 7Is2 Atgat oolHIEEIS
719 Hot HHEHA ofy e Y 7 &4 2| ol FolE Xl wetd Helets 7SS 7[RI FiLct
B2oF AmHA E #2| 2 7Y E= OlO[HIEEIE H2lets Wt d2 SHE ok W st XIES
MBS 7|HE2 MEAES SSotl SEE AIZES OI0[HIEE(QF IHZFLICE ARt 7| ZHe| Bl He(role),
Hhrights), HIZLA H&(business policies) 2 F2l(rules)?] ZENAM EHELICL AHYS SE5l1 SE2EE ARRISD
7|gnte] A 7|sske 7Is2 LA CHE 2ot FAEoE 2 FE, ofE2A0IM X ZEMA, HERT, A Z
@ SH(T el=ah) H S| olmahof cheiAl 2ot RXIE & U siF= %t ofets gEEiLict @

2F HolM = mf, St 7Y LHoA QIBE SEE EEoL SRE Al UEZE dEstE AR 21mat Ho]E,
HE Y Ad|A0f FZE 4 UELICE EFE QISTX| 2 HE2 EEste AR HIELIA FRut Aok x| A
dSol= 4 ol=at HlolE, FE I AH|A0 FH2E 4 SiELIC

OFO[HIEIE] AJAZ LHOIA ARZ
=a|M EZ Ee ALK} AEX S o

al

=

1
=

ZH
Al

d&(strength)= HIZLA 2

Ak ozo] M2 =x|9}
2t HHA AR XL
ELS

St
ef

OfO[HIE{E] 3 FZofl Tt

E E4

0| AFR2AF Z2H|KHY 2 |

‘ ‘ Redbook_0911.indd 15

E0A A=|™HE(credential) 7t &

S AHEl0j0

o3t #a| o

= 2E 2F0lM 71218 7Y &2

7l AFRH H OFOIHIEE] He LHOIM X{2|=|ofof

dE= 21" D 7=

ME|HEHO| AME|M(trustworthiness)

=

=13
=

=
=

217 F-oil thshAM OtOIHIEEIS

&5
[HIE{E|2t M2IFEO| M

b

JMoz ;|
E

o

fas

o

o

Z7= HIELA F

\l

pA=[E

A”E 0f2f JHX| 7

ES S AISAPH A

o

aj
=

El % E2 SHl AlAHEI0| 2 £2 AL

D

Sl % 7IX

2l £H0| 7|=&|0]

15

2009.11.9 5:8:42 PM ‘ ‘



Ofo[HE{E| 2}
M22 mafit

'CIXIE OlO[HIEEIS 22|
Yo =M L H|IZLIATE
Ol lEiS = & USY"

(D) 1zt = otopeie]

m O[O[HIE{E| YIS Xolofl CH3t Ofah

B 7| LiS0IAM AI2XIQ} OI0|HIEEIS Rt2lsHs HIR

B PRI0| U= AEXIR| 252 2UE->EX] ¢4

B 3H D E= SR D7 AHH0| oiet fXESH E2ol 01EF
B ZA

B H[E2 FZotl 22842 =0|H A8AP} 7|g W2 S0{21 AIZ5tD Lte 558 Hald 4 Um ZAE 4 Qlot

B LS AP|, OlolEf RE £= 2349 =Y Aol /s st

B 29| XS XS

u ﬁEﬂol 245 AIxHQ] EofollA & M| a2
0I5S 7kl Bitt.

B Ce 2700 ShH 22 EES JHsA 2N H 7|E HIxUA ofZ2fA018S SaiM A5 ALgAL ZRls AR

— =

;=|

[EEHSOIA 22t2l MHIAS TEE 4 U= HI=LA)

T8 4 AR ID =02l

HolE X HE

A=2 SHloHoF St= Al HIOE((raw data)2t 2WSHE HE(contextualized information)E 25 ES5H0F BiLICE
HOF AHEA QI 2| Y 7 &4 Ho|Ht ZEO| JEX|o it XIEE MSE #ot ofLi2t HIojEQl HEo
CHEH SI8S o= Bt2lshof she X0 M= XIS MEEHLct

Hioly & F= 25 ffet FuiXel Al=ol= HolE H YEo| F2, WY, ol & H2| AYS Hecls 44

X Y3 HAHUS H AMB|ALL S FHEZ 0| RX| E= 02 AHe| Z50| ZeHELIC,

i

0| iojef Y HE H5 AES H|RLA ZZMA HIXL|A EMMM = HIZLA 2 olma) X|g T2 AA|
HMgE £ USLLCE HolH ¥ FEO| HSE= oy ¥ FEO| MMM H7(of 0|27 (7K MA MH F7|2F HlolE
THO| CiAst MEl, fIX| H olAlo ME=H HIOH ¥ HEI} ML S2|1% E= MR = ofTE mollx=

HlolEf2t= 80l TAIAez QTFE Rt FHRSH HEE 4 JAFUCL 7oz 7Ied A-(Hexel 2E9

81 HIZLA SRE01MA Aofe| BN 2RE 2S5 E|0{0f sh= AZEL 0, HYOE ZSELC,

I11I0|E1 E @EQI HE= OE 2E 28 2ot Y| Yol & 2t 45 AZXMULIC tiolE H Yo et 25

= A2 71Y 22 Al=lel FutdE EoiFE AAEe
71| ?:I'—IEP I11|0|E1 I Y2 78 &4 BUME SsiM 2E EHe| SH|, MHlA H diI7LSe] 28 s =2
UAsHCE

O3 50il= LE 2t 8l HiojE & FE =2l Lol SHZsHOF Sk R 71K| F7Hel £HO| 7isElof LS,

16 Introducing the IBM Security Framework and Architecture Blueprint

‘ ‘ Redbook_0911.indd 16

@ 2009.11.9 5:8:43 PM‘ ‘



o = EHO| 7H580] U= 0ISA DTiofof AEE HlolE
Yol MY HolEls g EH2E & A2
IEH0[X| =& CllofE] HH

| |
| |
| |
(W Hlo|Eet BRE B SR 22 HolE
| |
| |
| |

in k>

mO

" BSsiT) 710l chst BN, AR o Q2K F
LA ol Hal x|o| H|E
"7} 9 OfF HOlElO] HEHERIE HOIEL 528, SXI % SRS Jixlel His
T St 2 it =01 & A
HI22t 20] 0iE ofis <
O.i:d)ﬂ Xol A oI°7)|. i 7I'II
"o1Z7 B2t 2ol BIZUAGIA
IOIELS AFSE: 4 91

ots & Qe

HOE7t Q=M R = 2 g5,
71 Lol SEHE SH12 4‘—9P a %’é.”ga SOELL

_:
a
jo
u
0 o

T2/ 5 OjojH & HE gy
OHZ2|0IM & Z2MA

7|EE2 7189 HIZLA ARl ofZ2(A0INS A HAIMRE T I AARZO| 0|2 7(71X| | E Z=7]ol
ZMM 2R H UR YE2RE SSH2Z B0 gL oZ2(AH 01N Y F7] Hxlol| 2T SH deiEH
LIHX| CHE 22F HHOME 042l SH2t 78 &4 2 & USLICL

o

mlru
=OI=I
>
Rl
e
%l
rr
o
el
-]
=l
o
o
Py
5
>
>
i
In
i)
|'|'|\J
<}

OIS S04, OHE2/70]40| MH|A X[ekY OFF [EIX(SOA) S
HEXoz 30| ST AOIHHU E= M22 v ZE ?E*OI eREMoz tiHsty A= ofE2lA0lMol=E ol
A Slo] slig ofZzlA0lM0] MER HelE Zelstke 2

Ste{H Pk ol =ot YHu 2 AT HEA] ZRELTt

Hl

S5t 2= H|ERLIA U H|RL|A X[ TZAMAO| CHSH MH|A

XIE ol 2= st7] 2lsie Baxez Hedt SR

et M| o= HEA S HEA 5, B2 X LA A 22| J2|1 @ ofZ2lA01M Fofy AdE

sb o
== R

Hot o LHof M2 TR AMA0 ChEH AH|A 22|

HIALIAT} &5 9

o
$a
=1
oz
MM
o > M

HL
re
2

90 A1) WR| Sot 22 Tkt 7150 ERE00F BHLIC

O3 60l L& 94t &7 ofZ2iA018 R Z2MA H HolM siZsloF stz & 7IX| F7HEel £H0| 7|=5of

UAFHCL

17

‘ ‘ Redbook_0911.indd 17 @ 2009.11.9 5:8:43PM‘ ‘



H0t0| st
2l ofZajo|M

f

q

g

‘ofE2lAold Hets 2ta|otH
HIZLIA0]
O =20| =h=71?"

@ OHS2|AH0|M L Z2AA

2 iS22 Fofds AEstuxt 5
HHZ == ofS2[AH[0[M0l= F2fdol s
Floret 2ot Mo 2 2l 70| HIZL A &S Y
PCl 7 27 Aol 2t ofZ2/7/018 22k o] Ate
i HIE2| 80%7t 23S Aot Fst= ol AHEE

=
SHERA 2 01244 SIRIS Ha510f 1 2 EAE BZ0) HIE 4 U

FE/0A =EE AA RY/E= iR HlolE

B OfZ2/7/0|Mat 2SI ALE 25, #E E= ol =H s SHEL,
B VY Hxef 2ot Y 7Y E4E FN6l ZLER—BICE

B MR BE A 27 ARKC]: PCI, GLBA, HIPAA, FISMA S)0fl thgt &4 &8 SafAIZICE
B H|XL|A SHAIRO| OZ2|H|0| NS EdtsH= 7152 SHMAZIC

— =o=e

od o=
B e ME F7] Hrol ZMA HIAE H AHHEAS XS26H0 H7|Xel 2ot i8S Easich

J8 6 OofEEA0M ¥ Z2MA FY

HERZ, AH

2l ZX(Endpoint)

JIUSS HIS0| WMsHe S WRISHILL B017| YIsIA BIALIAC) Semt T Qlmajol 9iEnt H2k0| U=x|

H=1 %
GRS Aol sSHe=z ZUEZsH0F FLCh

Hot AHEA, I e H 7 £ Tl I8 /e HEYA Ao XEE HSE + UsUCh HR0ME
7

& 7l 9lio] Mol iE % Tal 52 2% el Ko| thAlg 4 Yoo

=

Jlle] YEYD, M U ZEo| it 2ot DUERT Bals AIAY 7o 240 Al J2lT 20| XgsHs
H|5L|Aou SEm0l gse DI 4 s M2 YIES ooy st i F28 AU M2 Hot giEe

w5kn olmals Jzo2RE WEsHe Jof et WeMS AxN0ID MMl 0SS 2xoR st YEYR
2ol NE7h 2shi| SlP 37 SOPESLIC Mol sfat 7122 Qixiet IT olmatol tHEElo] Q= HEYZ

4

=
i
e}
=l
Ral
il
Kl
30
mr
II

Md, SHe R 121 o 7Y 247t 5, & 2Alof it 2ot 2UEE

Talo| ZXa} ZE7F EakR! & QlaL|ch

JIUSS TS 1SS OIZ5I0] Of W AIZH Lo Cf BIZEP MHIAS FSluxt st 2EES LS
RS2 of B ol B9t TAE TESORM JHEle BH(: FAE SalX XY OIRE, HAE =]
S84 U TR 6|80 TS LN 4+ USUITL SA0) TH AlAHO| HOtS Ba|A AlARo| Hotut 0Eix|2
Zetspl RIE 4 U

ILE.':' 70l e ofnt ot HIEXZ, MY X S FF UollM siZsor st R 71K F71X4el £H0| 7|&50f

18 Introducing the IBM Security Framework and Architecture Blueprint

‘ ‘ Redbook_0911.indd 18

@ 2009.11.9 5:8:44 PM‘ ‘



olmp} HOKS
B[S}

[

-

1
1
1
5 I
1 ystems Storage I
1 [
\ s ]
«, Virtual Network

d
]
1
1

'olmat 5ot o2 E5HA
HIZLIAT} OfE SlEE

o o "
S £ ASHI?

HIEST, M ¥ SE(end point)

W A A2 Y 9fRle) XISl

m 7lgI0) o 25t o 2 A4S sl 32

m Jhslel S29ES Hatiof 22 714 U OfSRIA0INOA LS 4 U I ofst e Ol
m o5t ofZ 201N S

m SO Q2 DUEfRIstD Balgr 4 9l 1ol Zof

W RIAHOZ BIeHs HHEE Hot 7148 Halshs ol AREE HHH HIg

W B0l 0| OF 1 AR I3t AR BX| AR TR0 LMEHs DI 5

W DSl SAHE ATEILE 7Y F4E AR 4 s S0 =Xy

m 0t 2200] W2 XAHOI B2 HIRS BIC

B 29 71842 SMAPID Ba| B MHIAZ LI SUsH OI5E SLAS S 452 Sxlsict
m Blof2iA, 2 Hlof2iA U otolxiol I Holo] 92 FUORM MAMNS SHMAIZICE

B el Aol %S Foict

m A5 SZAS S| oA S Blsh Aol HalA AJS BABic

B 32 7ES JIEOR S NS EABKET

T2 7 HERZ, Me ¥ SF(Endpoint) IF

=oX 2=z}

‘ ‘ Redbook_0911.indd 19

719 2ot Algls gutdoz FHs| fsiME 221K 2mafel ARt|o] = HIEUA En Jlgd fEs
BIEA| Ofshata sHZsHOF BiLICE 2ot HHEA SiE &2 R 78 &4 FI2 Y| 7ent S21H 2ot 2fst
A=l ti3el Foil et XIES MSELC
7|del QmatE HSeithks A2 HIZUA Afdo| FeE 0lE + s S2F Ql=ate| Amf Es &40
taiM AP ZXIE Flote RS QIDIELICE 7|Yel QEetE ESste A2 RE2IE| MH|AQl &4 F2|H
2 SH dulof Qg FEO| L& E= R =2 KMol &4 5oz Qlot FEF St 22 7Rl €t
FotdezRE QlEats E55ts X0l & = UFLich FutHel S Hots ffeiMs A, 2, 0 et
HE & XY 2N 5SS Zetet Cieh AA0M Rizl= OBt YEE ME2 At XIg £+ Wi of F= 3Y
TSA #a| AlA=o| HREC
Ol S0, 71”9 IT Abtofl thgt M2 S SHalsiAl 22I5k| fisiM= 7tn2iet Y HSA! ZLIEE EXIE 0I&5H
GlOJE M| FHO| Bots RX[StE 20| M1 SRELICL 2222 2, ANy E= I3 7|2 St 20| =HOoLt
AZ| o7t REEE ZXS02MH, ZLEE, 24 H S UEA SAt ZeE SEE =21 2o gM Mt
Folsi FRslior LT 0] HZEE 0I&stHE 7IZS0] K 7IX| AA0MM AHHRI HOEE FE2Y 4 USH
$S2Z ZUERsHE SE0MED o MESH AR S & ASHCL ZutHez HISH &4 23ls 82 &+
UL,
O3 8ol W& ot i 221 el=Zat FH LHolM siZslor sh= R 71X| FI7PHel £HO| 7|&5(0] USLIC,
19

@ 2009.11.9 5:8:44 PM‘ ‘



W BIALIA S0 23S 0/ 4 9l Balx elmaje] Anj e A
m 2] AASl AN EE B2N U2 X AINE S8 H8ol of FE 300 22N AW 24 Sof
ofet 3 Su 2 T 9 2 FoH
m X, SR T, U O S XIS ) S8 Baet it A
"E2H olme} Hot HSS
EaA oA HELIAT e _ ~
el m 30t Sax Xiel Alj TE AMD BEE AR B5 FE HolE FHo| S Bl
" SiE B2 =01 gl TRIS OIS LU LA SOl OIS £5E - 2n $502 2UERR
it SZOIAIRCH of A3l SIE0] IS8 4 | Siof HIST 24 HS 5 4 Uk
28 8 g2/ olm} 2oy
IT Bot @otg St BZLIA SR M0 OfTE S0l Bo o JISHel 2O OPIXE Yok of 2WS
UFOF EILICL CISS AIZXISH T 2Ot MPJIS0| BE Homt & Xkl ZX JIEXQl MulAs 220/n
DE S S0 AFEE & Qe RN Elg AEE 2 UEE QHiish= IBM Security Blueprintofl CHaiAd

IBM Security

20

‘ ‘ Redbook_0911.indd 20

IBM Security Blueprinte Mg JHsst 28 ARt T &2 ZXELCEL FHEQ £2MS 2E57| LsiM
THIZO! OF7 [EIA, A 2 7S IPHE A0k BHLct IBM Security Blueprints 0121 £HE Ttes 2ol =20|

2 = UKL 0] EHES tiXsh= A2 OHgLCh

Blueprint

IBM Security Frameworke HIEI-Ié g IT EHOt2 of2] 7He| gHe =2 TEELICE ohg Rl 7I1ge S2E
Holotn FHE 4 WA TN ZULIE F6H| shM 0 FAg MEXo= EMsH= Lt

0] #=H =Y UAIE IBM Securny Blueprint2tx? gLICH,

IBM Security Blueprint= H|=L|A EOF @71 AtSH EE= IBM Security Framework Ol QJsHA HFsHEl 2ALEH0|
th3st7| o ERst Hot 7St MHIAS HFststn Holsty| fleiM MZzt &2 40 chsh &&=l F2Hs
ArZELCE

IBM Security Blueprintoil A 1BMO| 2 otz A8 ZE TRl 2E =@l MAol| Lt 7|=E0l A‘IHIAOH
oM S8t 2™ RS AHste ZdLICt E8F IBM Security Blueprinte XE 7Hsst 23 At|e IT &
ZERBHLCH

IBM Security Blueprint= IBM Security FrameworkE 7|t 2 T 22 M2 FEct= WHd =82 ¥x0
W 17 FE AL2|0] 5t TSt AIE J|He 2 JHEE|QUELICE IBM Security Blueprinte] 7Hg ol==
AFEXIL| 7| LHOIA Hot &R M5 MAStn tHEsh= EHo =20 e 2EMOE ABE 4 U ste ALICL

Introducing the IBM Security Framework and Architecture Blueprint

2009.11.9 5:8:45 PM‘ ‘



B [ ® H .  EEEm

THRMO E2MS FAESIH XAl oF7 [’lIX|, M| 2 780| LFLELICEL IBM Security Blueprints 0/25HH
E2M 20| HYUTLICEL T2iLt o] HES hHE = UsUCh 0 HolA IBM Security Blueprints 2}
el TISSHH A 2|10 I AIE A2 4 1 OS2 J7IEQ| HOt MEn MH|A DHEE & QELCt,

IBM2 IBM AMH|A X[&M O [EIXP HEZHS 7|H9tC2 IBM Security Blueprintdll =2 MH|A X[ EHES
=

85I JUFLICL MHIAZE CHE MHIAS ArSsi FofgiLitt olE S0, A 22| H H2 SHME 72l 2=
=

IBM Security Blueprinte| Ix|2t 7[52| RiME LIS T2 958 BEMA2.

IBM JIs ¥ M=

IBM Security A2M O [EIX 2HE
Blueprint
: BYE N o4 -
IBM Security TIe™ B . - .

Framework e e 24%] 91 AIK ap

H|=L|A 2k O i AH|A HOMRI L T

B5Z 2 7|2 SeiE MZE, MblA H E84 JIE2T
120t 4o
25 4 &7 g9l e 2E Ve

2 9 IBM Security Blueprint /x|

O] THO &% B2 49| 11HO|X|A CHRED U= “IBM Security Framework” S LEtH 2ot HAS
Y2 Hotof| thsh H|=L|A S LIEFHLICE

[

O 99| B¢t 222 3719 Ud 2522 FHE IBM Security BlueprintE LtEFRLICE 7[=

A
ro
HL
e
=
o

MH[A(Foundational Security Management Services)= IBM Security FrameworkOlAl AEsH Zest 7|52
LS| oM FoisHOF ot E|m £FQ| HOt | MHIAE 2oILic ol 7|=XQl Hot | MHlA=
ZYUAAION HolE HI=ZLA 27 AR0| 0[H 27 AfdE Fo7| kA 21 &2 IT AMHIAR HElE=

ASYLICE O] XIH0A w43t HIZLA 20| ARHRI T A|ARCZ HojMes AYLICh

S5X01 5ot olmat 715(Common Security Infrastructure features)ofl= 7|01 HOF 22| MH|AGM X1 &

MHIATZE AHESHE Qlzat 249 MH|ATE ZEHELICE 0] 2E 282 7IE =2t A|ARE SY2tstn UL,

=

OH

N BE A Jles 7182z FUct

HM

021 27kX| IBM Security Blueprint 2E 222 2%

IBM Security Framework®t IBM Security Blueprinte 25 FX% 20 MMHES ml2= EHE
gl IMS ZIXMOoZ J|asts T 22M oFF|ElX E(T Solution Architecture V z

EokELICt,

5 IBM Service—Oriented Architecture(AMt|A X[&H4 o7 [EIX)0f ChEH MEEQI MHE2 |BM Redbooks® publication Understanding SOA
Security Design and Implementation, SG24-73100{| A &2I5tA! 4= UEL|CE

21

‘ ‘ Redbook_0911.indd 21 @ 2009.11.9 5:8:46PM‘ ‘



____IEEEN ®

‘ ‘ Redbook_0911.indd 22

12! 100i= IBM Security Blueprinte] Fx| 7240] EA|Z|0] QUELICI.

IBM Security Framework: H|ZL|A Ot Ex mH
Zilehake S| il

ke A2 2 Ofo[RIEfE] HolE 2 He
LTI T olmay E
Za A HEYT Ay B 23 2ot

7|=HQ1 Eot 2z

ATEQ0, AJAH! 2 OO|ZE{E], _ . .
2 1| = Ol&4 Ol X|OFA; ol
e s o xjo oy ey HIOIEI M EE HS Eal 943 gl Aoty A IT A& 22|
23 o SH 22| ok 23 i) O 9 BE 24 k| =2 A 2R

HOF AJH|A
sz =8

 bL-——

oF ™ ol = X gl oS 3| (=1]

L= 8l OfO[BlIEIE], ®2 ot &4 olmay AS3} 7

OHIE Qlma} X2 2of Qlmat SI=A Q)

HESF 20t AER|X| HOt SAE S = HOb ofS2/AI0lM ok

Me|A 2| Y Z2MA XS5 [ S5 =Hot J [ IT = AH|A 2 HIFHLIE J
FAc L ololx| R{zH OlO|HIE{E| & &M ZEIAE HOtOHIE 2 23

A TN M- gl YX|AEE| A Eld]=] A

7|2

Ol HOk

8 10 IBM Security Blueprint

£z

QI Hot 22| AS0l= IBM Security Frameworkd| & ojZo| 7ts$t 21

(el

ES &9 MH|AT} ZBHE|of
USLICE 5t AS0l= 1 X7t 23t 22 IBM Redbooks ETHE0| 2Ot XM 2 MY = 02 T
JHEHQI Mu|ALL ZIFE MH|AR FHE0] ASLICE

» IBM Enterprise Security Architecture for People and Identity, SG24—7751

» IBM Enterprise Security Architecture for Governance, Risk and Compliance, SG24-7750

» IBM Enterprise Security Architecture for Data and Information, SG24-7752

21T0|X|2] I 110 EAIE 2AME L 7|2 Xl 2ot AEEO0| WM 2o &2| A|ARS JPEILIC,

6 Of Ctojojato|Lt THE Cho|of 2ol BAIE 8 BfA= 25| Eotnt 2HAE 210 OfLIX|2t ChE IT MH|A FHnt HHE|0 US 4 U= MHIAS LEHHCE,

7 O|H IBM Redbooks EHE2 SAH ZH| S0l /20 20094 sfEtz|off ETE Ao|ch

Introducing the IBM Security Framework and Architecture Blueprint

@ 2009.11.9 5:8:46 PM‘ ‘



B [ ® H .  EEEm

OfoHlEE], H2 ¥
EET

& Hlolef &
HE HS 21|
A

ra

e/

. AZEQ0] AJAE QI
%3 o £ 2 ot 3 el e

MH[A Ht5ta) 25

IT AMH|A 22|

oI

]
L]

oy 22|

T

Sa|s xHu 2l

78 &4 B
o % 7Y 24 Wt
218 Mzl OMIE Y MIA

Z{zto| 7|=XQl Hot #a| AEEO thohA XM HTHENSICE

A U 78 4 HIHRisk and Compliance Assessment)E AHEsHH IT ZZI0] X LY

O & U= IT 23 Aol et AE, Fa=) 7 H 20N HES oA 2ot Y2 3

A6 J0l thgt EUME AgE 4 sl 0] 714 4= A Y H B

and reporting), IT 29t & =
al

M ZHM(risk aggregation
MIA(IT security risk processes), HIZLIA EX| t*EI(busmeSS

=4 HIM @

H“-I

-||'>

A&M #2(resiliency and continuity management

@ controls management), £+ ),
M MH|A(legal discovery services) S EHEEHLICE

DE

=<
ZtM(compliance reporting) & #E

» ™ 3 Ex Z2|(Command and Control Management= B35, 12, H4M 2l 272 QI§H H|IT XpAtn}

MH|AE 2H HOF J|s(operational security capabilities)#0t OfL|2t EoF 22|(security management)S
[t HH MEE MSELCL 33 2 Sx 22ls SN 2ot I 2T HOto| AR, XA Al 2E ¢
EI2|E[o] CHAHM RXIZI=2 E&GH= Yot AFRAL FH 2 Ao chsh ZA|2t ZUEHZS MEste ¢ T2l
ME Zslot= &, ATt XHite] YXIE mpetetn FAsiH AlHsi= ¥ ¥ &N 572 S22 26t

HEZots ¥ Sut 2 ZHE U

—{o
1)

oM mp Ho
o2 me
4T ofm

HI
mjo

> HOt M F3|(Security Policy Management)= E0F Mg AtM diZ M
UEE BE MH|AL} 2 ZX|E2|E MBELIC

rE
rok

A
=
E
N
%a
(O
fo
e
_l

» Oto[HIEE| HZ L Xt 20 22[(dentity, Access, and Entitement Management)= &tut OFO[HIEE],
T ot 3 HEt 20 HHE MHAE MSTLICEL Ol MHIAS MESHA| ALSstH XHol gt H2o|
HAESH AlZHofl HAESH Dol st EMo2 O & 4 USLICL 0] MHIAS A5t XHHo| FZsh=
2ESS ZUEESIT ZAGH 2HEO0|7{L SIBEIX] 22 HEloIM At8sts ARIE BRI £ JUELICEL

» Hole Y M2 2S5 2E|(Data and Information Protection Management)= ME9| EMu} HIZLIA ZEX|of

a2t FaskE HolEfet EEIE[X| 42 CIOIHE SYXR Mo =RE HSsh= MHIAS MSELICHL AR
X HZ ZUEE MHlA T2|0 ZAF MH|AE MSFELCL

> ADEYN, AAH I MHIA EX(Software, System, and Service Assurance)2 x| AZEY 0| MH
FIofl ZMM AZEQ0], AAH I MH|ATE HA| TR AR, R2E ¥ |Xl=E= Y

4 oln Hoto| MYE ADEQIOIS O 4 O o BUICL 0f 7Y RAE TxaE A2, A DU,
ATEQ0] 93 UL OIS 9B AZY ZE, AA BE HE U EM AA DS 54 U M2 SUER, 2=/
7IX MY 2 Rl BH B A % BIYH U A 2E B S B

23

‘ ‘ Redbook_0911.indd 23 @ 2009.11.9 5:8:47PM‘ ‘



HOL AH|A

24

‘ ‘ Redbook_0911.indd

5
Rl
=3
[>
]

HZA 2 HiE ZZ|(Change & Release Management) ZZMAE EOt ZzZoM 525 HEs

HHEZ =l A|AROIA -."Sl‘l.wo "*OH—HJ_ Q= ¢A§$E1 Tl‘lf’éoil EH?J EJ_H% SASHH HES S WHs

S| XA Z2|(Physical Asset Management)= 2218 Xt x| L Aol it QlAlmt SA 221A
HOF EX|ol CHet 1Al MISstH 221 AIAR| CHst 2ot HES IT 2ot EX|9t EL|Ct

ol o|ma}

| ———

Hot ME 4l oJHIE 2| 2lZaKSecurity Information and Event Management Infrastructure)= 21
SR A 2 B2A OEE XESEE & e QE2tE MIELCE HoF FE 3 oMIE mz| Qlmats

= O - —_ —/ = M- —_—
AESHE 7|HE2 Mt LARE W XISe2 OAE QA ZASIE tEE +~ A 2ot 2 A HE 2fE
2| 7152l s SHE 510 AL £ 3 25 LHsE o= UASFLICE

OlO[HIEE|, HMZ U XtA 20 2l=a2KIdentity, Access, and Entitlement Infrastructure)= | Cl2IEa|of
AXMAM ALK FHE2of st Z2H|MY, ¢S, o 2301 F2 S U 7|32 st MH|AE MSELCE

Hor M3 olmalSecurity Policy Infrastructure)= IT A|AHRI0] LEtx0l BiAloz HOF MiHZ JHEsIo

=
Telots IFYS 22l o 2ot YAl Jigts XtSelohs MHIAS MSEILIC,

S3 7| A QIBAM °|“EHCryptography, Key, and Certificate Infrastructure)= 253t =t

oF
o
FAS o U= MHIAS HSSHT g=et 715 B2 - Us 28 Z2MA H 7SS S

i
r
]

HEQS HOHNetwork Security)2 ASER! Wol, A Ol A X ZRES0| tist 24, ofS2AA0IM 47
HolZEE MBsh| 9t C1F AB UEYD =otnt HEYT 32 4 D AFON HE5h| 5t ALSKH
FHE2 TN USUIC HIEYD HOIS HNO| DE2 JhNEHE B2 UM JH UIEYTE YL,

AEZ|X| E9KStorage Security)2 Z2| L 255t 7VlsS SHM AL, TS ¥ NI U= CHIOEHE
HS517| st Hiole B4 Eot 7|52 MSTLICEL AERIX| HOL2 AER|X| Xtite| EES Xsil 2F6HH
Sx| Mg AER|X| At S22 HASHE MHIAE HMSFLICH

SAE 3 ZF HPKHost and Endpoint Security)2 SAE 3 HEYI 7[Ht 7|&2 0|85t Joi T3t

dAZE HREH X FHE ZREH Sot 22 M 2 ASX HX| S0l 25 75
752 7hyst QlZatol SEE0 T ol BoF VIsE MESEUCL SAE A
JACERH E5517| 2lshM SAE OS & A& 2|4 A0 Cfet SE=S0] 7|8 ZHO0| Lo ASFLICE

ofEz|7{0|M =K Application Security)2 BIZE OHE2|H0|M0f| CHEt HIAE, ZLEZ L ZAIE 5t QlT2tE
MISEfct,

MHIA 2| 2 ZZMHA XtSSKService Management and Process Automation)e= At 2| HA Alst
2 M 2| So 22 MUlA 22| ZRMAE XMEE 2 Us Qlmet MH|AR MR UELICE ﬁiﬁlé
tsshs HoF ¢ 252 RG] IT 252 Atastely| fI8t 7|12 ZUYT 718 MH|AQILICY,

l'OII

Introducing the IBM Security Framework and Architecture Blueprint

24

F2|(IT Service Management)= 20t #2|E 2/t T2 MA XISt YFEZR 7|2 MSELCH

@ 2009.11.9 5:8:47 PM‘ ‘



‘ ‘ Redbook_0911.indd 25

» =2 H2HPhysical Security)2 S2|& HOt0f| Cfst QIAMS =0|1 O3 QUAMS T Htoll H=st7| Ist T
QlIEl MHIAS MBSTILICE 07|0fl= 23 HE RFID T=E7| ZA| AJAR 2 B3 7|& E= XHH0| 28 4
UELICE S| Hotolls HAl, SR 24X, SX L QM AE 2 3 £ SH|, 22 AAH DLEY, FH
ZEE 2 3 3 RELE AAH DLEHE S0| Z&E 4 UGLCH

> T 20t MH|A 2 HIHUZE(T Security Services and Mechanisms)2 IT A|ARI0| 2OF MEQt 724 MEE
T £ UAEE =7 E MBI

IBM HOt OF7[HIES2 AMu|A 272t &7 Clant &

TEH YRS 2

TZH YZ|(Architectural Principles)& &oli&LICE 0[2
(=]

— 8 = PON=]
SO mUYa, SRUE, £2M o M8 + AU2H IBM HMF H &340 st

rln

RlEloz BgE 4 L,

4

ety

Mo dlEmalolx BZOIM 0 F98 RAYULC YN BE Fo ZUE ek, olojol et
Rigint e Al EZE, HE QIEH0|A U YNAE, DESHK 92 2ot 2AEE Azl U A DU et
Xigd J2)T ZEHP! 7IZ0] thet KIRDH RAREH BA] HOH 245 Z2 I S0 ZtEof U

7)ol ot

HOK2 T 2240] Q0iM EPMOR 2H0f & AREoln] Hot MM HES Telstnt SAI0| ZHH lofor
BHLICH 7|0l Hote TMof thet AT Fo| U 2|, HE FA0| MBEs UBMPI U0l HOt it}
Areiniol o, URHEIQ! ot PR AHSAL QIEHOIA SE AFSEORM Dt

Nzjyg 9ist 4

QEW 22 T #70| Z20l= 78 T4 Y| B2 27 AR0| B2 DI, DS Dot M #S5S
2540 ZAKSHS 20| BREMICE ZAt lmats Of2 OMIES X2IZ 4 UTE HFO| U0k Stof ZAF
ML wist 4 glon JEE 4 g 200/0{of BiLIC

Tl cht A

IT 2ot Z2HENME A A2 Qlsl 0f2] 7IX| T2 27 Alelo] LMELICE A A2 AlZto] X|go
kA HoA| opAUCE Ol A AldtE X257 flshM= & Aol Qs 2YE Mgt Atetat A
BE J2|0 7, 25 & HEYA A 02|10 JRSS FRsk| ol AlSslE 22 HH 2o 2HY S5
FASHA X[ HsHoF BiLICt,

_—

JHIEE 2SS 2t MA|

HOIEZH ZREs Sitiel 22 IT S0iME JHolEs B30 ZeM0l MA o AT YsLIC amHe
A2 stolgt 4 i M=ol ALgH 10| A3 HOlE 25 HAUES AEsof st 2, M W 3ol
Y212 AFZsfof BiLIct

SENS Sist A7

F2 STM2 SUst TAYAT OffolM CUS HAHLSES XIS 4+ USE 74 242 JHOE ol
HAUZS BElet WAL AHIE TEEUC 0o HEE AA™S 71Z 2| ZHYYS ol ML
HZLISOl £7}5|T Ssl= %S 58310t BiLICt

29E Szt 47

ofzf Jfo] 20| BRE AHIA ME Sit 2L iLe| IT HZS BREY 4 USLIC O SES LA
SsfME Hot MulAoh Balst ofgf JHel Eujolo2 SHAE 4 lojof LT 2 oIS FAHoZ
RHEOID SYMOE HOF A D, B S MBSH AT 4 USLICL OB [KE SH 23| BEOIA
MME 2T} B A CHSHA BAIKOE SASISHOF BLICE

25

@ 2009.11.9 5:8:47 PM‘ ‘



2E 22 MHlAE CiYR =X1S0] 24 AFSE o RA0joF BiLICE Chefet ZXtof= HoF FAup J|Et HOt
MH|AS 2HST HO|0|EstH Ba|sts Hot Mu|A 2| AAHS SsiM oE2[A0lM8S st Sgfsts
ZRInet Hot S S #aloty HASHH 25 E AHHol et M2 Hete 2Fsks AS0| ZafELh

> CichH BES

HEHRl Hol(Defense in depth)= LHEQ! HZI0IH oz £&2| Z3tet HEE SslilM 4FE + UASFLICE

o =
TE2 A [H'='E1 2ol ’J‘d H As2

o
St ABel B Ef’d% HASE 4 YU, HAste] Helleast prviegele SAIE 715l HERII
DR[BO2 AIABOlS Alnf ]2 PRI SE8sHoF BHLict

> ot pal Zst Y MENo| 22
2ot 23] MHIAQIOIHIEE] 915, WA S)= UBHQI DU Bt tssles M8 U &9 ot
olmalz SsiA MBE0oF BUICE ZaNEE, BH P8t Tk Salx Zals St Y AHE Wixoz

2|2 A0 BHE (0] HIARELIC

FAS2 Aol HOt HHMAES @ISO} BiLIC

I =
Rtelnt BSAe XA BH(BEIN x| o =alx 9Ix| Zehah Dot Ale) W ZEIAES QNS 1 AejE

SAIFLCE
p mgl y[HE Hot
D2 ofo|FIEE] 2 AZ| do|E, F& ofEz/AH0|M, 2ot FE U OHIE J2|m Usst 7)o 2F BE,
@ SEMO| I I PO HAS BrHEFH|CH RS ABHG]: UERZ IDE oiE2/AH0lM £+ DO HAZ|N @
AUS)t FH(Of: FAT} MEl= A Lol ez ofshE) HAoAM LAXMo = sHAELICE 2HS HA(HM
2 ool H7{0 2HEO| ml=th)of UFM YTHMOZ HASELICE
> HIZH HFLS U A=EY0 M 2409| 2zt

SLtel Xroll thsiM 27tx1e] SEXQl 25 ASS ArSstE 22t0] efdE 4 AFHICL I2{Lt 278K XHHO
oAl Set SXez 271K THE tiHUES MEsHHE & & izt Y7HE 7+5-d0] =okguch 3, #
CHE O B0l ELEUct

H
i

IBM Security Blueprinttll= 2EtMo 2 AtEE|l= HEFED HFLIE0| F2|=0f USLICE

O47]0ll= IBM Security BlueprintOll CHet 7= ZetE|0] JUELICE Cheg AMOM= IBM Security Frameworkt
IBM Security BlueprintE O{Z7| XM&3st= X|0of isiM HOF= 27tX| HIZLA ALt2|2 oflxloll CHaiAM
MESHASLCE

=oolMmE

HIZL|A AlLI2|2

IBM Security Framework2 IBM Security BlueprintE H{ZStOZM OfH FEHS &
QUshM 27tX] ALtz 201 CheHA MHSIISLICE X HE AlL2|20iMe s Ha|
2HE sigst= ol thshM LokELICE & i ALI2IQ0liE S5 "ol IT 22t 2ol = PCl 73
Z4-01| tHaHA] XiMIS] AT EZUELIC

e 2 Us X BoEZ|
H

EER-HLENESIIN

26 Introducing the IBM Security Framework and Architecture Blueprint

‘ ‘ Redbook_0911.indd 26 @ 2009.11.9 5:8:48 PM‘ ‘



‘ ‘ Redbook_0911.indd 27

> =X 7iE H eF AE
» IBM Security Framework O{Z!
» IBM Security Blueprint AH|A

IS ok Hl% KE'||7:|-0-|| [Hol- |;||I|_|A ZHHIAE

ZIEIAE
%XH, OZ2|FlolMat AARIS Al8st= AMBAIES HE H 1 471 51 U= D2 24s ds alsHoF Sict
T YR(Atet Yool ofd BXIE ZEEetn EXE BXt 4 0|4 X|HstE A S)2 SoiM 0 Ys=

SsIA XIgsor st ©7|Zt Lol CIE Ao E HASIEE o411 JUFLCEL JZ7| HEo MEXU ASE

QOFILE A AIZH0| UES THEFSI| o= BRI MM Hstel 20I0] E7|E BILICE USS MAHEH=
USE I fAD Il X2 BE 3 shfoln o Hol M 2HS S| YshM BF 25220l HIgo|
ARE|D HA| S&H0] 40%IK| XX USLICL US WD HRAE Sslo] U2 T BU 4 Uk HISE
=70 Mz 4 U LUt

MM HEIE SSHs E O 245 AFBKIS0
SN AFERY AIBHE HITHHOF BiCHs

OFEHRIQILIC

= A =

= 7I§ N 27 Mg

HIZUA ZIEIASOIN M5t 23R Palo| BHE YS9

| €29 T2

APAIRILICE M3 AlZto| Cf oAl AFBXte] Mo

OiZ2|7I0]MO|Lt AlARO| HMAY M=

S24 AAHO| SHfo] 2ot A2 IS0 BITHE HRULITH UE B 2HE shZsh| YshM 21F LB
Ze2 QR APfsts 22 2 22 40| 2 4 eisUtt
B A0 Sals 2alo] SIS SZE 4 s STMO| CEPP] KsiM 271K THsEH =0l et Bk

il
=
>z
=
>
N
or
jo
2
OII

0 2N YUSN TS AN WY 22t 7|EH
JriErsp| SIsA HISLA S2MS Ssf Tost

8XS0] oLl SRZQI IE &

E5IH AISXIS0| AAR ME2 &

2E IT A2"ES ofEA A

ZNAE 0|&st= 042f JIX| E=o| AlAHS

USE 23 4 Q| H20] YT GlAaTl

Mb|A0l= o ZdS0| A=7t? Tt hH] 20HE

A
g5l gt XIg & UA=T1? 1BM

Security Framework@t IBM Security Blueprints AEstH 0= ROIM €A ==20| =l=X[0l thaiA XiM|S]|
AHESLICE

IBM Security Framework OHZ!

1HO|X|9] “IBM Security Framework” 2t Hot Fnt m2E Ch3nt 22 LHE0| cishA st 2o 2=
Attt OFOIEi'HEI(PeopIe and Identity) 0| ZHS UF7|2 AHISLICEL 22|19 2| 7|2 ofE2|AH0|Mo

M2sk] s ¢!
Lhuch 32 120 Hal=of

Botn HetE

UL

QFsiH SAlol 71 FHE(o]

FASh= AtERtet EHE

27

2009.11.9 5:8:48 PM ‘ ‘



Attt OtO|HIEE| FHoll =2t YXlot= X0l AS 4 UCHT stEte A FEXMCZ UX|st= A0l U=K| HEE
E0I5t7| 2I3HM CHE IBM Security Framework ES= FOIE 7|20|H 12dt= 7 2

420l= dole H FHE, OofE2A01 R AIAR E2|F oldat HOt AHEA QI 22| H #E E4 UERZ,
A 2 BF Sot 22 2 J92 ds| Melsh= EUCh 62{20] o 0|fE §F &g 1sstn O EHE

HlIst= Xlofl thaiM PpMez EMsiet= X0l EHLICL

IBM Security Framework

Holg % =

OHEZIAIO1 H ZE=MA

HIESIS, Mt X F%(end point) |

|
|
|
|

TETL M| A 2| MH|A StEfof 2
ATEL0]

2 12 IBM Security Framework OHZ!

IBM Security Blueprint AH|A

Al2izt Ofo[HIEIE] Foll 2HE HE X0[7| W0l oM S HAls ERZRES
=&

IBM Security Blueprintofl A Ztzte| IBM Security Framework =H|QI01| CHSHA 2=l MH|AS HASH 4 Ql&L|C

0| LHE2 27H0IX|2] I 1301 7|&=I0f UFLICE 2Hol= Atgnt Ofo|HIEE| FHut BAE MH|AT}F MEtMo =
HAE[0] UFLICE

274K 7|=AQl Hot #a| MH|A(CIO[HIEE|, M2 ¥ Xt F0of Z2|(ldentity Access and Entitlement

Management) 2! 2Ot & 22|(Security Policy Management)7t £2t AIS0l EAIZ|0] UELICE &S 2|9}
HHEE SHet ZY2 Hot Faut zEo| ¢i7| 2ol thREE0] Xt S0l LELICh At2fnt ofo|HIEE| FHnt
HHE 2o MH[A 2 QIIaKSecurity Services and Infrastructure)= =H2| Of2ff 220 EA|Z/O] UASLICH
STSIX| 24 ot7| s o] QtLiMollM= o Ol MRS E EMsIX| LZELICE

Ao
fol

17 OlO|HIEE] M 7| &2| LHe] U2 ZP2S XM= US met MESE o ESEofof sHe

= CIXIE 2SN Z2 JHQl Al FH(PI)2| &ut H|UO| Ll xednp BHL7| miEo| 2t M

Hi= A2oAME= HlolH Y M2 HS #2|(Data and Information Protection Management)E ZZxst=

nEstuxt & = UHLICEL CHA| oF M Z&SHXEE ol olRE £F ZHE 1ol e SHE H|2lot
Qo

Xloil choiM BN = ZMISHIAIL.

> 0o

=

ps(e]
=

H

=y

|
rir o

28 Introducing the IBM Security Framework and Architecture Blueprint

‘ ‘ Redbook_0911.indd 28

@ 2009.11.9 5:8:48 PM‘ ‘



T8 £GRO)

[ LA, 9JE B2,

IBM Security Framework: H|=XL|A EHQt XX mH 3

o

o
@
o
)

[ of=2lo1M U

D2 NA

IT el=ak:
HEXZ, M, 5

7I=HQ1 HoF 21|

J[ Sa|x olma} J ;
~\

‘ ‘ Redbook_0911.indd 29 @

AZEQ0, AJAH 2 ol xf s o|5{ gl %|okAM T
T s HolE ¥ M2 25 #al | F « 3oy 2 IT Mu|A 2]

7+H S2iH T 212 ]
/

<

\(

[ HIEHT et

][ AEZ|X| ot ][ SAE 2 ZH HOt ]{ OHZ2|AH0[M HoF }

=2 2ot

------/

T2/ 13 AFTf OfO[HIEE] S0l =FS St= IBM Security Blueprint

OIE &0, J% 14X3 OlOo|HEE|, T2 L Xt 20f Z2|(dentity, Access and Entitlement Management)
MHIAE O MEXMo=z 2aligt £ USBLICEL O/FEA o MEXRl LSS 0|35HH ALSAIR 2F AEE siZs|

~
S5t 25t O [EIXS CIRIQIE 4 QUALICE

el

=T R 0 B GRS

HOt AH[A Y ol=af

T2l 14 OFo[HIEE| F2 2 XtZ 20f Zt2foff thst IBM Security Blueprint A2 Afgt

29

2009.11.9 5:8:49 PM‘ ‘



PCl DSS w8

30

‘ ‘ Redbook_0911.indd

[3]

K| EFE

248 H st &St R2k= 260X “ZH| 71& ¥ 7 AR of HY 2a0 % A
MHA &S THEFE F 7

lset g2mele MHlAL T2 140N B2 4 U

MO MHA 25 MHEE 7|52 OfO|HIEEl MH F7| AMH|A(ldentity Lifecycle services)2l YF2YLICE
OlO|HIEE] MY 7| MH|AO= OO|HIEE| LUak(Identity Issuing), OFOIHIE{E| Z2H|X{<(Identity Provisioning),
OlO[HIE{E| R{QIB(Identity Recertification) %! OFO|EIE{E| H|7|(Identity Revocation)7t ZEHELICE O 7|52

CHE 22| Olo[HIEE| 2| £RM0| MBst= £ 7IsS.LIC
Tl 273901 7152 XAl MHIAZ FHEH AZ| ME 22|(Credential Management)Qt A=l Uz4o| AH|AQ

LRYLCE, L3t HY 27901 7|52 JIE 2B MulAet SelE|0f0F 57| 0l 2IE(Authentication) AH|At ZILISH
o

A JABLICH QAS2 2o MH|A Y Q1= aKSecurity Services and Infrastructure) AISH| $Xxletn AUSLIC

-

O AlLf2|20iM Lt T7l= =t Y2 22| Mu|AQ O SRORES MEMoZ HESt= AHYUYLICE
A L] HlsilM 22l= XIZ 0] HHE HRIX| st

JT
2]
ob
Rl
rr

O Boff HES SahA AISAHE AIBKIOl SR Mol Test TEN WY 229t J|ZHQI AHAS o YBHoz

ol 4+ U gUch o] Ha2 SSiM FA RS SR & U=E ALSAY] HIZLA 2800 2R 2E
IT AMA™E AlEstn A XIS + U= Yol tiet MRE = + AsHCL 2ZA dte IHEoM ALEXE 2
2| m QU= AJAFDE MH|AR AT 2 ASLICL KHE0| U2l= 2 Algs Loz ZMslclH SHIE
ZYS sle ol =20 5N 528t ZAE £ 4+ AFLICL

CiE Bl HEl &34 o [RIA, 7 & S F&sks 20| Zefguch o Cixfelat 7% #F|
J2|n A 2ol 2 ARMIE mEH MES 2ot MFat Mu|AS MEiE 4 QUSLCE

OlM| CHE OIMIE HHEZSLICE

0] ALf2|2= Ch3t 22 Moz FME0] JUELICEH

» PCI DSS 8 & H4E SFot= Aol theh =LA ZEAE
> =X Tle U 2T ALY

» IBM Security Framework 0HZ!

» IBM Security Blueprint AMH|A

PCI DSS 718 &+ 2249 % SESh= Hol| et =LA ZHEMAE
F2 7l= X2 MSYHS0| B Folol Yol HOlE Ot BES MUY 1 lolE WOt BES Zsleh|

QI8 Q3= HEUELICE Payment Card Industry Data Security Standard® (PCI DSS)7F ® MAIEo =z

0

S8z 27 Aol =2l X2 oFFE E4SHK| = 7IY0| JUsLICH B2 7IES2 Al AlY &7t ofE
2oL FHol2tn Yzt A PCI DSSE &4sts WS £ sttel oz dzhsin ASLICt

a4, IBM2 B2 7I”S0| PClI &S 7(=7t 2 4 QUT A5t JUsLCE, o] #E22 o & CiXIl=(of

7| W20 2 2| T2 YHAZ|= Ol U0M 7I= s 22O Sl - AUFLIC

8 PCI Security Standards Council2 A87t= H0|Ef ESE 5t 2Ot EFO| XXl s Zs) B3t 25 I #S2 FTsts WYXl 2=2d
ZHRILICE ¥ ALOIE(https://www.pcisecuritystandards.org/)0ilA 0] Z2ofl et XM HEE 2A 4 UELICE |

Introducing the IBM Security Framework and Architecture Blueprint

30

@ 2009.11.9 5:8:49 PM‘ ‘



‘ ‘ Redbook_0911.indd 31

® [T [ [

O] AlLt2|01M 2R 780l 2st 7 &4 2+ At 26t HIZLA Mol DA Mztsi E&LICE <
tStAl PCI DSS #=1t IBM Security Framework 2! IBM Security Blueprints 0123t PCI DSS E&S

ZHE
F4E 4 U= w0l cisfA AshAELC,

il

MEIIE HEE WS, M2 L= MYots 2= 7Ig2 HIEA 0| EES matofzt LTt o EE0| et &4
=] =
. =

9|F= PCI Security Standards CouncilOliAl ZX[St= 20| OtL|2t ZHEXQI MEF= J|ALA A= AYLICE

O ALf2|20iME &F E= MHIA HMSYEHQ 2EHM PCI 78 &0 tieliM SHSHUSUICE JZ

HEEH= ME7IES E1 7IE AXIXIOIA MH|AS HMSots SRILICH

EE AHlA

|:|_|.

=X 7la U 27 AR

Y Es MHIA MSGAHIE AE7IE PARRE PCI-DSS EE S W22ts 28S WELIL 4% Ex= AHlA
HSEH 2 R0 wath X7t TITh BE2X|E 0IZ5H wctHLE SUE 2ot FIIXtol| ofsl sHFLICh
g =0l 2 4 AT AHHR 247} Holzl= 7[=H1 HAu #I1HRl @7 Atets Falsh ESUC
> EQH0| RAL= HEHIE FESIT RAlSI2L,
7 AR 1: 7IE ARXHO|HE B35 2lsiM Yetgs dilste 7482 RXISHEL

=2
T ARG 20 AAH A5 ot 7|EF 2ot o HEE MFE S

> FI=E AR HOEIE E5512L 7 At 3: MEYE JIE ARAL HOIHE ESst2t,
27 AIE 4 HLE SS UEAIOM 7I= 27X HO[EHE & e Y= atstet

v
4

19

by
=l
o
[H

ERTER S

S
Q7 AR 5 QE[HIO[2A AT EQUE ARZsiil F7|XQ 2 HH|0|Estat,
27 Afeh 6: 220| FX|=l= AlAHD ofZ2|A0|8S JHE st FX[st2t,

> Yt M2 SH WHE ol
T AR 7 g ez HIste APt 7lE AR CIOIE| HZSHK| X5 Mletstat,
27 AtE 8 ARE| YZots 2 A 27 IDE XIFstL
27 AFE 9: 7tE ARKL HoE o tiet 221X S Hgtstat

> UHEXIE FJIHoZ RLIEISHT HAES|2Y,
27 AR 10: HEHF 2laAet 7t ARX} HIO|E] HZsk= 2E MRS FX6in
QAR 11 22 A|A-I T2 MAE FU|IMo 2 HIAES L

HUE=st2]

> HE 2ot FHMS IKX|stzt.

7 Arg 120 HE 2ot ZHIE sidE 4 U= S RISk

2ol 7leE HEoIM 201, PCI DSS= & 2ot #2lo| §2 RS 0IR2= EEYLICL

9 IBMQ| A2l Profiting from PCI compliance (December 2007)0IA IBME PCI 778 &40 a0 MAIE Mats SRR e o+ AUs
EE40 tehM AHEQ/ELICE 0] ¥ME fip:/ftp.software.ibm.com/software/tivoli/whitepapers/GTWO01773-USEN-00.pdfoil A 24! 4= QU&LICt

10 PCl DSS E&2 +7Lt 0|8E 4 UoH XIMISH LHBR hitps://www.pcisecuritystandards.org/security_standards/pci_dss.shtmioflA =A 4
QUELICE

31

@ 2009.11.9 5:8:50 PM ‘ ‘



IBM Security Framework O{Z!

Because meeting PCI DSS 7% 248 SZAPI= 0| 2/ F30 o3 2 1|E|L 2017| 2ol Ral= ot
HHEIA, 93 Al W BH F4 B2 MSHOR ZALIOF STt S LT UBLICH T3 T B ¥ Cf

2E IBM Security Framework &=
758t GH0| HAIZ|0] UELICE

n24sf{of LICh 31mo|X|e] T2 1501= 1B

CI=
M Security Framework2| HM&

IBM Security Framework

TE7F MH[A 22| MH|A SIESI0] &

ATEQ0]

28 15 IBM Security Framework mapping

PCI DSS7t Z57 XMEY 4 U=

o=
Security Framework <2 ZAtst

H 10{l= IBM Security Framework Zof chist

IT =et ®&0[7| W20l PCI DSS #d &=
ZAeEHoF BittE AMd2 g2 s2k2

QF Atgtof #siM 2E 1BM
0] OFgLICt,

14 PCI DSS #2Q| 0jd0| 7|Z=|0] /S

H 1 PCI DSS &%/9| IBM Security Frameworkof| CHZ OfZ

PCI DSS %!

IBM Security Framework &%

Hot HEQIE A=5tn |XIEkL,

IT el=at J2|1 HEXHI, M & 5F

7t ARA HO|HE ES35t2)

HolE & EE, oiZ2AH01M L Z2MA

o #2| Z=OUS XSl

oh
10
0x
e

IT Ql=at J2|1 HEXHI, M & 5H

oN

(=]
=

a—

ro
i)

2 SH YA Tetsl

A2t 2 Oto[HIEE|

HEHIE F71Mez ZLHYSI HAES|EL

IT Ql=at J2|u HESRZ, M H S

e Hot MMS 2[5zt

O A, 91 B2 % FE B4

IBM Security Blueprint AH|A

PCI DSSOfl 2fsh ezl Hot fzlojl= B2 7 ARl =0

LSt 2uM Y 7|52z Y50 JUsLIC

32 Introducing the IBM Security Framework and Architecture Blueprint

‘ ‘ Redbook_0911.indd 32

I CHA O] 271 A2 O MEAQl 271 Ateut

2009.11.9 5:8:50 PM‘ ‘



‘ ‘ Redbook_0911.indd 33

H 20l= PCI DSS 27 Afefo] 7IZEl0 A1 IBM Security Blueprint k¢l ZAlE0l BHEE0] ASLICEL 0] H&ES

Sl O MREMo=z Z Aok Ste RS 2E IT 22 MH|AS &= o =30] EUCh

H 2 PCI DSS 2+ AFetol IBM Security Blueprintoil Cit OHZ!

PCI DSS 27 Argt

Security Blueprint 5% AlE

7IE ARAL HO[EE ES517] flsiM HatHs HX(sie 74
= wAl5kEL

> 93 o Fopy 212
X
> S

AAE! o509l J|EF HOF Oyl AR HE ZZUA
7|12%E ArZ3siX| otz

]
N
El
OH
ro

b AZEY 0| AIAH U MHIA EE
> HESLIT Heot
b SAE U BN HOH

—

NEE 7= A%} HolES BEsta),

> SOt YA Ha
> ClOjE & EE ES #2
Y23} 7| W ASM =zt
» AEZX| HOt
> O[O|HIEE|, M2 H X2 Hof 2

SME & UEAIOIM 7= AR HOIHE TE5Y ni= & » 2ot F2 22|

Ssfatt, > AS3} 7| X ASA 2=zt
> HERYI Hot

QEHIO[HA AZEQNE AESHL F71Ho= AHH0|ESIEL b HE & FeHY 2

Hoto] RX|=l= AJAHDL OE2|AH01M8S TSt FXlst2 > AZEQ0|, AA™ S MHA B
> ofiZ2(A0]d ot
> OLO|HIEE|, M2 X X2 2of &2
> OlojE & FE HS 2
> HE S HIZ 22
> AEZ|X| EOt
9|5 9l FokN g
dYMoz HIsts At 7tE ARKL GIOJElM| HISHA| =5t > OfO[HIEE|, B2 H X2 §of 2
=5 MEtstat > OfiZ2(A0[ 2ot

ARE0| Edok= 2 AlZoIA L&t IDE XIFsta)

> OO[HIEE|, M2 & XtA 2o{ &2

7t= ARXt ClO[E{ol| ciet =2 BMAE MBSt

> =2 =t
> =2 Xk |

HERZ 2|AA 2 7= HO[Eo] CHE ZE BMAE FX5tD
2LERSNE

v

HES3 Hot
b HOH R I OHIE Olma}

HOF A|AEID I2MAZ =7|MoZ HAES|E]

s Hot
SlE o FHoH |

ATEQ0], AJAS U AH|A HE
SERIE RS

IT MHIA 2k

b SAE U EF HOt

[

vvVvvVvyy

bl
S

M WOt S

X5tz

0
1
30

b o U A =4 Ty}
> OIO[HIE(E|, FZ & X1 20 22
> AR 2|

> T MlA 22

> HOF HA 2|

> FE 2 SH 2z

33

2009.11.9 5:8:50 PM ‘ ‘



0
2

E
]

27} Y=g

O|HeZ ZHCASH 271X] HIZLA AU2|20] tfet BES ORX|IZSLICL HEXL

2kM IBM Security Framework®t IBM Security Blueprint AMH|AS DHEEHE BiHS Magi&L|Ct

0| IBM Redguide 2tLiMoIM 22l= HI=LIALE 7|9 ot = 0/ 2 U o 22l
CHoil A HBHSLICE 2& 222t 22 S T 22 9.:’3!01| CHolAf ZH2SiA| HEIMem HI=LAQL T 2 X
QI =RE notE F7HAQl HOt AISS AJNMSUCE Eot IT 22 ZHE sidsts ol UM 7He Ldtdoz

AEE|1 QU= 27tX19] H2Holl theh M= EFMELICE

IT Hoto| ZATst HIZLA 2HS It stLte] +HUS ofshsi 22l= IBM Security Framework2t IBM Security
BlueprintE AHZHELICE IBM Security Frameworkt IBM Security Blueprints 7|8 Fxof MR&= Hx|Z0l
[St Mzt T2 MAE S  UTE 2ot et H|EL|A 2HE0H T 24 Ao[2] Xt0IE HIIFLIC,

IBM Security Framework2t IBM Security Blueprints 25 @=2X02 XX 3|0t AN WHS 1t EE

TY 24 U THS JIEE 4 Y T AN OPEIK BHS THE 4 U A

X
m
3@
oy
Ind
Iu]

olI

0| 2oto| ZE IBM XﬂEOH ch
PhliME= Tt YEE

IBM Redbooks £TtE

FATHQF 72X JHQE HEtsto] AE{Zato|= Eotof Cist IBM2| HZEE Olsiot|
U JIEL 2|AAT off Ha|=|0] U= IBM Enterprise Security Architectureo CHSt
|.A| |9

=

r

=2
=

=t

o
=
=1
= O

2 b

P

S & Ol JJE} BJAA

IBM Security Framework®} IBM Security Blueprintol CHet Xtdlet HE2F = MZ0| 0{H A= |IBM EoF X|Znt
APE= X0l cHohA LoHZAl2{H Ch2at 22 IBM Redbooks EEE"S A&sHIAIR.

» IBM Enterprise Security Architecture for People and Identity, SG24—-7751

» IBM Enterprise Security Architecture for Governance, Risk and Compliance, SG24-7750

» IBM Enterprise Security Architecture for Data and Information, SG24-7752

IBM Security Framework0ll thst 22Al= CHS & AtO|EOIA ZOtEA 4 JUSLIC

http://www.ibm.com/security/outiook.html

IBM Security Framework7t AFSE|1 U= HOHE Z2tRE AHFE(Securing Cloud Computing)oll thst 7HEL
20| EAME QI0{EAANL.

http://mediaproducts.gartner.com/gc/webletter/ibm_stg/issue3/article2.html

CIS ALOIEOIA QUEAEIESH IBM EOt FHFLIE|Of &6 EMAIL.
https://www.ibm.com/communities/service/html/communityview?communityUuid=0629bb73a904~
45b1-86d1-20374d1f1c3e

11 0[21 IBM Redbooks ETE2 S =H| S0 2 2009 FHt7|of ETHE ALt IBM2 2E IBM Security Framework =H|QIS MHGH=
U219| IBM Redbooks EHES ST ALICH

34 Introducing the IBM Security Framework and Architecture Blueprint

‘ ‘ Redbook_0911.indd 34

@ 2009.11.9 5:8:50 PM ‘ ‘



® [T [ [

o 2701 224 ZHE siZsts 1BMQ MZ0ll et XMigt LIES EAIRH #MQl Addressing single sign—on

inside, outside, and between organizations, December 20085 &ZESHIAIR. YAM= CtS AOIEOIA HOfEA 4
UELICE

ftp://ftp.software.ibm.com/common/ssi/sa/wh/n/tiw14018usen/TIW14018USEN.PDF

PCI DSS £FM& IBM MIZ0ll CHSH XtA[et HE= Ch2 AIOIEOA ZotEA 4= QUELICE
http://www.ibm.com/software/tivoli/governance/security/pci.html

o] EME HIZtet B

‘ ‘ Redbook_0911.indd 35

0| IBM Redguide &2 AEl ME{Q| International Technical Support Organization0ilAl 225H= Crfst
=Xo| MEJIER 02X Eo| MERISLICE o] ETE2| X2 IBM Enterprise Security Architecture0il CHSH Al
7IX] IBM Redbooks &g S0IM & Hm T|e] dsteiL|ct

Axel Buecker= 2AEl ME9| International Technical Support OrganizationOM —=Rol= 32 Al

o
AZEQ0] IT MEZIULICE Alexs AZEL0] 2ot OF7|RIN H UEXHT HRFE 7I& ZO0fol et Cifst XM&
2SS ol A T M2l IBM mAoM SHESS JI2X|I1 AELICEL Alexs =22| Eai|Hl thetol M HFE Sat
SIRIE Ao YIAHOIM A AAH- H2| HERT HRE, e-HIZLA £2 480 HHE Cifet 20kofA 22
o SHet dds %“”A'-IEF Alexi= 2000 3ol ITSOO FoiFem 1 Fol= =22l IBMOIA AZEL0f
EOot OF7[EIX 2ofo| 4 IT TEJI2 2SI

David Crowther= T g7lofl 300 @7l S A2M IBMOIA 23 St Yot JASLICE J= IBMO| S

U= St 7IE AR TOf, MulA S XIE 20k 23en Sxi= IBMQ BetaWorksOlA st QUAELICE

David2 BetaWorksO0llAl Tivoli® Security & Provisioning ME2| 27| HIEt Z2aMS &[5t USLICH ESH
7tsst 342 2Y6t 71& XM MIBstH ME2 MESol thet Fx| M27IE &Sstn ASLICHL David2 thy
AL HEYY, EE30] =2 HME, Lotus®, E0|A I WebSphere®E Za5t0] 042] 7X| CHE IBM EE=9]
M2l st #let T2 a2 Malat XE XY 200N ZEH2 22 21 USLICEL David2 7S 1T ME7H0IH

SUE T ME710]12 SUE AX|LYLICE 2= HE2|X] cistollM HXE S MAL Sl FSASLICE

Foulgues de Valence= IBM Systems Lab ServicesE2| 22t 2! # IT Of7[HIE S|&QLICE, J= O|=at 7|Et
o2 =7t0M Ch=A 7|dat & 500t 7S theeR ZAME MHIAE MZstn UELCH 19 TR 2ok
HOt SOA, WebSphere ME 12|11 IBM System zfQIZ2tILICt Foulquese O3 7HX| IBM EoF £2Mof
EH?_* EUES 33 NMEYSLICL £S5 Hoto| CisiA SMES 7IZ2X7|E sl =A| (2ol AMS 5=

L|ct o|™oll= IBM FranceOAl SOA, J2EE™ % z/OSPE M2 20I2 5= IT OF7[HIEZ ZRMELIcH s
3ah A AX|LIofE 200l MAF SIS FSHELICEL O= O HER0 U= 72

=
£ thistoilM SRS AL HsUCh

|]:0II

I2A 9| Ensimagill A ZHEE

TRt Z2|ZLotol| U=

[> @
m
H

Guilherme Monteiro= E2t&2| IBM H|=L|A DHELQ! Companhia de SistemasOlAl Z22s6t= IT Ot
OF7[HIEO|H 12| FE E0k= HoF SR HYLICL O= 1999'—J$E1 IBM E‘.’_f ’E‘—?— Aof| *.:*01°”°D1 ClER], HAMA
a2, 1D 22|, CEE] ST, Y H2E +
USLICEL 274 AKE[0] QU
7

=
o] 43HR! 71 AEIE SohM SRE dels X6 Nl%I—IEf.

o
|'O
Q'L
fl
M
fo
rol
T
i)
A
i

1]
% HJII'I

Michel Oosterhof= HIE2=0] = IBM Tivoli SoftwareOlA =41 |IT M2712 Lt JY&LCE I= 1T Aol

M
12t SHIT AFLICEL 3= University of TwenteOlM S8 S2[8F Z0t0IlM MAL SIS FSIASLICE ID & BM|A

| 19 M2 20k & StLLICE J= 3l Tivoli Eot MES {18 71e MYEZ 2712 Yot ASFLIC

35

@ 2009.11.9 5:8:50 PM ‘ ‘



o

Andrew Quap2 EIAtAL| QAEI0| Q=
0

A IBM Software GroupOilAd AZEQ|0
= IBM =2t MIZzt ##HE A20l 104

|4 DHEIRISH SiXi= Tivoli Federated Identity Manager X

AX|LZ 2F6tn UASLIC

IITO O|=
== -r|°._|'

& 2 712 M2 sty 1 Tivoli Access Manager, Tivoli Access Manager for OS, Tivoli Security

Policy Manager % Virtual Member Manager 7& QAE X[&st=
2= HE} Z2OME otfsl=E

AX|LoY Z0follM StA SIS FSIUSLICE

Maria Schuett= 0|=, OJUIAERRS] MRIEZ0| AXfet IBM HIZLIA THELQ

OI7IHEZ ZZR35I1
2004H2H IBM Tivoli Security
HMSatHA 2000E52E IBM Tivoli

S5 0AIA tistolM EFE S8t

=X

ET NSRS

Bofon| IO

St s9iE ST

ZF|Si&LICE ITIL2H Archer SmartSuite®Framework for GRC S0| Iu{e] M2 20k
2I3HAM Tivoli Identity and Access Manager with TILOIl Cist X|@S Z&tsto] Ql=at

WNEI=Eu

Kai Stockmann2 IBM GermanydlA IT

oM 2F5tn AU 3=

208 XA=E USUSLICL 2= 2LAE0 U

o
Access Manager for e—businesset HHE HEE
of

aZoflA

= HALALOIM H7| HFE

AdminWorks, Inc.OlA =2t

UAFLLCE Mariaz EE 2ot & 7|& Zofof 164 0]y delg 41 JELLCL Jd=

U w3 A 2RNS
SErsin UsLICE Jus
Hof FsiA} B19I2
it J4s TASS
selz) F2f0l et WAS

S3(Security Competency)at #EE HRE +AUSLICL O RoIM I= 48 &+ A Z2I™S

HYsots MY O7HE AEs +Astn JASLICL 0] GES +AGIHM J= 2ot 78 &4 20k 2

S AUSUCL T= 1T A oL AdEA R 78 E4 22| 59 20tE TECE ot JUFUCE Kai= 0]

stg S3GIHA SAIOl IMT GermanyOlM ZiAtet ZE ol Zofsln AELICE 2= =A9| University of

Stuttgartoil A HIZLA YL St 20k StAL SIS FSIAHSH CobiT R ITIL QI5S EUASUCH

o] Z=HEO| 7|0f5H Chg 2SO0l ZAtel 0t5S HeiLch ®

Wade Wallace

International Technical Support Organization, Austin Center

Maryann Hondo, Calvin Powers, Dr. Michael Waidner, Jim Whitmore 12|11 2& IBM Security Architecture

Board &l

et MXIE7|

36

‘ ‘ Redbook_0911.indd

R

= &840 tisiM tE=

2Sut ot Bs olR

!

ofg2ol S HE o4 o 1
of

HE/IE 2 2 X0l ity oA QA ELct

HRIEHAl Z20f ol XHMIS] ZOLEMAIR. BXIHA|
XIESHAI2.

ibm.com/redbooks/residencies.html

Introducing the IBM Security Framework and Architecture Blueprint

36

ZASH HA|D

Mol Zois YoM £ ME
& TE7) H2YA miEH 3

AYULCh FORh= EHAZ IBM i H2Aetol A2t
o

ChE AMOIEOIM 2Efelez

2009.11.9 5:8:50 PM ‘ ‘



=Xt oA 2t

L

o222l o2 2|l i At RiZLCh

fel= 227t MEfe X=27F SXE0A JHst B2 =20] =7IS HigLch o] ZEE0[Lt CHE IBM Redbooks
SLE0] tieh of2iEel oS ofzlet 22 HHE SaiM XMaloA 2UHFHAIL.

> LIS AO|EO] = 222! Contact us review Redbooks Y4l 0|85HMAIR,
ibm.com/redbooks
> OHYES SsiM 27ig ELFMAR,
redbooks@us.ibm.com
> MHo= oS HUIFMAIR,
IBM Corporation, International Technical Support Organization Dept. HYTD Mail Station PO99 2455
South Road Poughkeepsie, NY 12601-5400

37

‘ ‘ Redbook_0911.indd 37 @ 2009.11.9 5:8:50 PM‘ ‘



____IEEEN ®

38

‘ ‘ Redbook_0911.indd

ZX| Afet

0] Y2= DI=0M HSE= MB MB|AZe= XM2AE Rt

BM2 0] EMollM HE MIE, MH|A E= 7ISE 0|=0] OFL CHE L2t MIE3HX| g2 4 ASHCL K220
2 U= =7H0IM oidl 0I8Y & A= MZah MulA00 thet FHEIH Qs g X192l IBM CiZ|EHol

AESS

SolstAAR. IBM ME, D233 £ MHlA0| CHE 2E HE KRS ST BM ME, DRI TS MulAct
NBE 4 Ut HE 7185ILt ololal| SIst oISt SieLCk IBM KX S fé.sﬁéw olonf S53 7l52
20 AE, ZEO T MHIAS (A ALSE 4= UBLICL J2ILE IBM HIE, D23 E= MHlAT} o Jo)
xS M52 TS HQIsHs A2 AFBXISl MellLiry

MNE

0l EMoilM HHet Tt &SI IBMO| S 21 UALE =
AS ILCL =Xt o FAR

HSst= 20| SAtollA| siE S3iofl ciet 2tol4
20|HA QHME HE 4 JUFLICE

IBM Director of Licensing, IBM Corporation, North Castle Drive, Armonk, NY 10504-1785 U.S.A.

CHS B2 I=at siie Zeo| FLdnt XX| ¢b= 7IEt I7tolls HEE|X| §4SLICE INTERNATIONAL BUSINESS
MACHINES CORPORATIONZ 0| %Ef = 55 SZelol gt L=z 25, £ SX2 flot 8 E= X
S= Z&folH olof Mgt=lX| 1 E Aol 25 glo] "= IR MSELCL Y8 =7t
EHRMof| chohM EHIZ|AHL LiZE 250 et 2215 SIE5HK| HELict,

x
(=}

rr
Am

0] A= VaMoR BNsst Hu £ U} ZakElof US 4 UBLICE 0] BAE FVIMOR WY AEE

tef2 o] T2 A HHo| HMEE HYUch IBM2 AMEX SX| §lo] o] T

IBMZ2 ZXS0lA 20| HUSHK| b= o= WolM MEfsittn M= yiez ZXs0| MSet §2E

AESHHLE Hi R 4~ AZLICE

0] 2Molls L=l HIZLA HROM AEZ= Hl0JE oMt EuM7t Zete|of ASLICH CojE] ofd|2t

EINME Jtstt 25 oAISE | flshM HMAIE oiFol= 712! 2|AL BHE H HIFQ| 01F0| =0 AUsLCh
7

OlAIE 2E 0IF2 72l 20[0 A HIZLA AFIZEL0|=T}F AHESHE 01F0IL FALL FAFSH 27t QUCiEt:

T2 QAH| 21| URIY WL ict

XZfE 2hodlA:

0| ZMoll= Cifet 2 SHEZOIML =Y 7[HS oASE| 26hM A4 1oz HMEHE oflH| oiE2l#0ld
Z2 0| =L JUBLCE SAts ol Z2aMWo| SEZ 5t XMEE Y E3ME0| ofE2AH oMM ==y
2IEH0|A0 LX|SH= OKS2IAH0IM =IOl T, ALE, OHHE E= HIEZE SXH2Z IBMO| HIES XIESHA|
20E o HEHZE O Ofd Z=IWES SA, T I HIEE o ASLICHL 0l olMl= 2= &F StolM
2AHESH HAES AXIX| ZUSHCE 22EZ IBM2 02 Z2a9| orgd

ASLICE

0| ZM(REDP-4528—00)= 20098 78 220l XMLt HHI0|E = AELICE

mo o
HL

bal

g

N

MHl& g5 E= TIs

© Copyright IBM Gorp. 2009. All right reserved.

38

2009.11.9 5:8:50 PM ‘ ‘



‘ ‘ Redbook_0911.indd 39

2009.11.9 5:8:51 PM ‘ ‘



‘ ‘ Redbook_0911.indd 40

||||||||
lllll
I
ln
<||I
L
®

© Copyright IBM Corporation 2009

IBM Korea

(135-700) MEA| L+ =55

467-12 2QISH =Y DHEEEES
TEL : (02) 3781-7800

www.ibm.com/kr

All Rights Reserved.

IBM, IBM 211 ibm.com2 0|= L/E= T2 2710 A]
IBM Corporation®| &% £= 55 A4HYLICH

&7 L 7IEHIBM HEE SEE 07t 2 B0l MS

Lt 1 sl 715 (P M2 BAE B9

ZTHE AIF0| 1IBMO| ARS 0|7 S5 AHO|AL 24E

Holl 2fall Q1M Elie MHUS LIEHHLICH 0] MEe=
CHE F7H0ME SZE0f UL BEHAl H4EY 4
ﬁLIE%. SiX IBM A2 222 ¢ HﬂO\II(hﬂn://www.

IBM®  Redgulde™ WebShpere®
Lotus® SmartSuite® z/0S°®
Redbooks® @ System z°
Redbooks (logo)  ©  Tivoli®

ITILE ¥= OGC(Office of Government Commerce)2)
S& HHOX HRLIE| SEAHO|H 0= EoliEE
(U.S. Palent and Trademark Office)oil SZ &[0 Q&LICEH
J2EER B E Java—7(gte] HH= 0|=20|Lt CTHE =710 A
Sun Microsystems, Inc.7t S5t AHLICH

Linuxe 0= 2/E= T2 =710l Linus Torvalds®l
AEULICE,

JIEF 271, RIB E AL 012 T2 710|457
EE MBIA 01F2 4 AL

2009.11.9 5:8:51 PM ‘ ‘



