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Session Prerequisites
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¢ Hands-on experience with Windows 2000 Server or
Windows Server 2003

¢ Experience with Windows management tools

¢ Knowledge of Active Directory and Group Policy
concepts

Level 200
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Introduction to Securing Servers

-
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¢ Core Server Security

¢ Active Directory Security

¢ Hardening Member Servers

¢ Hardening Domain Controllers

¢ Hardening Servers for Specific Roles
¢ Hardening Stand-Alone Servers




Security Challenges for Small and Medium-Sized
Businesses
»

_ Limited Resources to
Servers with a Implement Secure
Variety of Roles Solutions

‘ Older Systems in Use
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‘ Legal Consequences |

Lack of Security
Expertise

Physical Access
Negates Many
Security Measures




Fundamental Security Trade-Offs
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Security
Trade-Offs
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Defense in Depth
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Using a layered approach

Increases an attacker’s risk of detection
Reduces an attacker’'s chance of success
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Application
Host
Internal Network

Application hardening, antivirus

OS hardening, authentication,
patch management, HIDS

Network segments, IPSec, NIDS




Threat Modeling
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practice that includes:

P
Threat modeling is a risk assessment and mitigation
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and configurations

¢ Compartmentalizing systems by
application and security requirements

¢ Restricting the environment
and granting privileges only to
those that require them

¢ Documenting the environment e
ument Vi ==
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Core Server Security

-

¢ Introduction to Securing Servers

L

¢ Active Directory Security

¢ Hardening Member Servers

¢ Hardening Domain Controllers

¢ Hardening Servers for Specific Roles
¢ Hardening Stand-Alone Servers




Core Server Security Practices
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4 A
% ¢ Apply the latest service pack and all
5% avallable security patches
NS=== | ¢ Use Group Policy to harden servers
¢ Restrict physical and network
access to servers
S
\




Managing Software Updates

-

Customer

Implement an appropriate patch management solution

to manage software updates

Scenario

type

Small

Has one to three Windows 2000 or newer

business | servers and one IT administrator

Wants a patch management solution with basic
level of control that updates Windows 2000 and

Medium newer versions of Windows
or large
enterprise | Wants a single flexible patch management

solution with extended level of control to patch,
update, and distribute all software

Customer
chooses

Windows
Update
Services

Windows
Update
Services

SMS



Recommendations for Hardening Servers
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Rename the built-in Administrator and Guest
accounts

g
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/| Restrict access for built-in and non-operating-

system service accounts

\/,
)/

{ Do not configure a service to log on using a domain
> account

@? Use NTFS permissions to secure files and folders
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Active Directory Security

-

¢ Introduction to Securing Servers

¢ Core Server Security

L

¢ Hardening Member Servers

¢ Hardening Domain Controllers

¢ Hardening Servers for Specific Roles
¢ Hardening Stand-Alone Servers




Active Directory Components
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¢ Group Policy

Group Policy is a key tool for
Implementing and managing
network security

¢ Forest [\

A forest functions as a security /<

boundary in Active Directory LN/
¢ Domain @/Q\.&

¢ Organizational Unit (OU) J
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Planning Active Directory Security
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Analyze the environment: 7N\
¢ Intranet data center &])
« Branch office B
¢ Extranet data center J .

Perform threat analysis:

% ¢ |dentify threats to Active Directory
— ¢ Determine security measures for identified
\l/\/\/\g threats

¢ Establish contingency plans




Establishing Active Directory Security

Boundaries

e

Specify security and administrative boundaries
based on need for delegation of administration

Design an Active Directory structure based on
delegation requirements

Implement security boundaries based on the Best
Practice Guide for Securing Active Directory
Installations and Day-to-Day Operations




How to Create a Forest Trust with Selective

Authentication

p

1 | Start Active Directory Domains and Trusts

7 | Create a one-way or a two-way forest trust

3| Open the Properties box for the trust relationship

authentication for the trust

[ I .
A On the Authentication tab, enable Selective
l




How to Configure Selective Authentication for a

Server

C )

Start Active Directory Users and Computers

Open the Properties box for the server you want
to configure

On the Security tab, add users or groups and
assign them the Allowed to Authenticate
permission to the server
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Strengthening Domain Policy Settings

-

o Strengthen the settings for the Domain by
creating and linking a new GPO at the domain

level

¢ Ensure that password and account policies meet
your organization’s security requirements

¢ Analyze threats and update security policy to
reflect and counter those threats )
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Establishing a Role-Based OU Hierarchy
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An OU hierarchy based Domain g,/ \ A oman
on server roles: Foley = (poman( W71 engnoair
Simplifies security
management issues - o s @
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How to Create an OU Hierarchy for Managing

and Securing Servers

/

Create an OU named Member Servers

Create OUs within the Member Servers OU for
each server role

AN [

Move each server object into the appropriate OU
according to role

Delegate control of each role-based OU to the
appropriate security group




Administrative Best Practices
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Distinguish between service and data
administrative roles

3
=
e |
e
|
]
~
A
-

Take steps to secure administrative accounts
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Delegate the minimum permissions required




Hardening Member Servers

-

¢ Introduction to Securing Servers

¢ Core Server Security

¢ Active Directory Security

&

¢ Hardening Domain Controllers

¢ Hardening Servers for Specific Roles
¢ Hardening Stand-Alone Servers




Server Hardening Overview
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( Infrastructure \
Servers
File and Print
Servers
: IS Servers ~ Apply
Securing Apply Incremental
Active Merggseerlﬁ]zrver | $»| Role-Based
Directory Settings RADIUS (IAS) gecgrlty
Servers auings
Certificate
Services
Servers

n \ Bastion Hosts j




Member Server Baseline Security Template

fr

template to all member servers

P
Modify and apply the Member Server Baseline security

.
Settings in the Member Server Baseline security
template:

« Audit Policy

» User Rights Assignment
« Security Options

« Event Log

» System Services

\
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Security Template Types
fo B

Template type Security level/Environment

¢Provides adequate security

Legacy Client | “Used where Active Directory Is used with
Windows 98 clients or with Windows NT 4.0
clients and member servers

. ¢Provides solid security
Enterprise

Client ¢Used where Active Directory is used with
Windows 2000 or higher clients and servers

¢Provides very strong security

«Used only where security is the preeminent
concern, and Active Directory Is used with
Windows 2000 or higher clients and servers

High Security




How to Apply a Security Template
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Open Group Policy Management, and then navigate
to the OU to which you want to apply the security
template

1IN )

Create a new GPO and link it to the QU

Navigate to Computer Configuration\Windows
Settings\Security Settings

A oo

Right-click Security Settings, and then click Import
Policy

iy

Select the security template, and then click OK
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Best Practices for Using Security Templates
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AJ/ { Review and modify security templates before using
them

1 Use Security Configuration and Analysis tool to

V7 review template settings before applying them

2

)

4 |

\Y ( J Test templates thoroughly before deploying them

Store security templates in a secure location




Hardening Domain Controllers

-

¢ Introduction to Securing Servers

¢ Core Server Security

¢ Active Directory Security

¢ Hardening Member Servers

¢ Hardening Servers for Specific Roles
¢ Hardening Stand-Alone Servers




Configuring Security for Domain Controllers

-

-

¢ Secure the domain controller build
environment

¢« Establish domain controller build practices
that provide security

¢ Maintain physical security




How to Prevent the Storage of LM Hashes In
Active Directory

p

Open Group Policy Management, and then navigate

[
11 to the Domain Controllers OU
[2 Create a GPO, link it to the Domain Controllers OU,
l and then open the GPO for editing
| Navigate to Computer Configuration\Windows
3 Settings\Security Settings\Local Policies, and then
click Security Options
In the list of available policies, double-click Network |
4 | security: Do not store LAN Manager hash value on
- next password change
5 | Click Enabled, and then click OK




Best Practices for Hardening Domain Controllers
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{ Use Group Policy to apply the Domain Controller
security template to all domain controllers

A L, Disable services that are not required

NV

| 3 Do not run services on domain controllers using
L\v/ the same accounts used to run services on other
[ computers

settings

w Implement appropriate auditing and event log




Hardening Servers for Specific Roles
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¢ Introduction to Securing Servers
¢ Core Server Security

¢ Active Directory Security

¢ Hardening Member Servers

¢ Hardening Domain Controllers

¢

¢ Hardening Stand-Alone Servers




Using Security Templates for Specific Server
Roles

Organize servers that perform

specific roles by OU under the

Member Servers OU Apply the Member Server
! Baseline security template to
the Member Servers OU
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Hardening Infrastructure Servers

-
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« Apply the Infrastructure Server security template
« Manually configure additional settings as appropriate:
Configure DHCP logging

Protect against DHCP DoS attacks

Use Active Directory integrated DNS zones

/—\—‘

Use IPSec filters to restrict ports




Hardening File Servers

fr
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© Apply the security settings in the File Server security

template

-

¢ Manually configure additional settings on
each file server:

¢ Disable DFS and FRS if not required

¢ Secure all shared files and folders by
using NTFS and share permissions

¢ Enable auditing of critical files
¢ Restrict ports by using IPSec filters




Hardening Print Servers
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¢ Apply the security settings in the Print Server security
template

4 )

¢ Manually configure additional settings on
each print server:

¢ Ensure that the Print Spooler
service is enabled

¢ Ensure that SMB signing Is not
required by the print server

¢ Restrict ports by using IPSec filters (
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Hardening IIS Servers (Part 1)
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« Apply the security settings in the IIS Server security
template

¢ |If possible, upgrade Web servers to Windows Server
2003 and 11S 6.0

« Install and run the 1IS Lockdown Wizard and configure
URLScan to help secure IS 4.x and 5.x installations

e




Hardening IIS Servers (Part 2)
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Manually configure each IIS server:

Enable only essential [IS components

Install 11S and store Web content on a dedicated disk
volume

Configure NTFS permissions for all folders that contain
Web content

Do not enable both the Execute and Write permissions
on the same Web site

On IS 5.0 servers, run applications using Medium or
High Application Protection

Use IPSec filters to allow only TCP Port 80 and Port 443

v




Best Practices for Hardening Servers for
Specific Roles

p

A L Modify security templates as needed for servers
"~ with multiple roles

“4 Enable only services required by role

\_A

~{ Enable service logging to capture relevant

vf/ information

pres

Use IPSec filtering to block all ports except the
specific ports needed, based on server role

accounts

@? Secure service accounts and well-known user
k —

A8




Hardening Stand-Alone Servers

-

¢ Introduction to Securing Servers

¢ Core Server Security

¢ Active Directory Security

¢ Hardening Member Servers

¢ Hardening Domain Controllers

¢ Hardening Servers for Specific Roles

¢




Applying Security Templates on Stand-Alone
Servers
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You must manually apply security settings to each
stand-alone server

You may need to create a customized security
template for each stand-alone server

Use the Security Configuration and Analysis tool,
Secedit, or GPEdit.msc to apply security template
settings on stand-alone servers




Best Practices for Hardening Stand-Alone
Servers

e

| Create a customized security template for each type
of stand-alone server

zf\);,-' Enable only services required by role
\

J Enable service logging to capture relevant

{

\;T/ Information

@? Use IPSec filters to restrict ports based on server
role

AU
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Session Summary

-

¢ Introduction to Securing Servers

¢ Core Server Security

¢ Active Directory Security

¢ Hardening Member Servers

¢ Hardening Domain Controllers

¢ Hardening Servers for Specific Roles
¢ Hardening Stand-Alone Servers




Next Steps
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¢ Find additional security training events:
http://www.microsoft.com/seminar/events/security.mspx
¢ Sign up for security communications:

http://lwww.microsoft.com/technet/security/signup/
default.mspx

¢ Order the Security Guidance Kit:

http://www.microsoft.com/security/guidance/ordetr/
default.mspx

¢ Get additional security tools and content:

http://www.microsoft.com/security/guidance
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