Q(isco

Networks

R20

Cisco Systems Intelligent Gigabit
Ethernet Switch Module for the IBM
eServer BladeCenter

Securing the Data Center with Cisco
Switching

RETURN TO INDEX



Agenda:

Cisco Systems IGESM Overview
Intelligent Services Features

Summary



Data Center Trends...

Cisco.com

Hardware

i g Web
Multi-tier - iy -
applications Services Consolidation Standardization

Enterprise
Application
Integration

Business ) o

Blade
Servers




Key Data Center Concerns
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Cisco Business Ready Data Center
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IBM is Cisco’s Largest Alliance Partner

Cisco SYSTEMS

IP Telephony Wireless

Content Delivery
Intelligent Networking

relationsnip spans muliiple areas
Cisco’s largest cnannel pariner irning Solutions
[BM Microglecironics — ICS/ASICs T Spending — Bi-directionally
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Cisco Ceriification (Gold/Silver/Premier) in 58 countries ...
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Cisco & IBM Data Center Announcement - Apr 29t

Cisco.com
IBM and Cisco are announcing the next phase of our

relationship, in support of the newly announced ...

Cisco Business Ready Data Center which has been
optimized with IBM for the on demand operating
environment

Co-Branded IBM and Cisco Product

£ == §rOlisto

Specifically we have announced.:
|GESM for eServer BladeCenter from IBM

A new multi-faceted relationship

Multiphase testing Agreement
Multiphase marketing agreement

Industry solutions for the Data Center environment




Cisco Systems Intelligent Gigabit Ethernet
Switch Module for IBM eServer BladeCenter

Cisco.com

Cisco Systems IGESM
Developed and manufactured by

Cisco for IBM
Built for IBM eServer BladeCenter
Available from IBM only

4 External Gigabit Ethernet
Copper ports for uplink, 14
Internal GE ports for blade-
based servers

Blade servers: BladeCenter

Isco 10S Software

“Comprehensive Management .‘

l/fl G ESM GA by I B M on J un 11th ‘04 IBM (@ server BladeCenter




Chassis View (Rear)
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Serial Port

(cap plate removed)

Copper Data Ports
10/100/1000 Mbps




Cisco Catalyst Switching —

IGESM a component of Industry Leading Datacenter Portfolio

Flexible deployment
& performance optlons

I hest labilit
Industry Leading Highestavallabiity & ities

Modular Chassis Integrated IP services modules

Datacenter Access/Core and e.g. CSM, FW, IDS, VPN, NAM,
Services Wire-speed 10GbE aggregation

Resilient Layer 3 switching with
intelligent layer 3/4 services

Mid-Range High Density 10/100/1000
Modular Chassis Media configuration flexibility

with WAN connectivity options

Medium Datacenter Access/Core . software-based firewall
and intrusion detection

L 3 h ith
A d vanc ed L 2/ 3 [ n%ﬁfg e?r\tlvllg/elrngld\flv sltervices

Stackable Resilient Stacking Options
Small Datacenter Access Medium density 10/100/1000

Layer 2 switching with intelligent

Entr_y Level layer 3/4 services
Fixed 10/100/1000 + GbE
Small Datacenter Access Advanced cluster management

Catalyst 2970




Cisco End to End Value Proposition

" Mgmt Network

Core or
Gateway router

Cisco.com

Data Center Core
Cisco Catalyst 6500 Switch Core or
Cisco Catalyst 7600 Router Gateway
Layer 4-7 Service Modules (FWSM, SSL,
VPN)
Load Balancing (EWLM)
Network Analysis (NAM-1 & NAM-2)
Intrusion Detection (IDS Module)

Server Blades.

I

BladeCenter Chassis in box

Standard BladeCenter Redundancy
Deployment

2 L2+ Switch Modules in the chassis

2 upstream Switches aggregating the
BladeCenter systems

2-wire channels to alternate switches

A core router at the top

Separate mgmt network




Blade ChaSSIS Wlth Ethernet Modules
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Copper gigabit uplink
> pper gig p

Ethernet Ethernet
Switch 1 Switch 2

P2p connection
NIC 1 NIC 2
. Blade Server Modules

: I Management Module I Ethernet port

© 2002, Cisco Systems, Inc. All rights reserved.

I’c Bus Management
Traffic Only




Port assignment
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Benefits of Extending Cisco’s Intelligent Switching
Infrastructure for Blade Server Environments

A\/ai|abi|ity/ » Maximize Network uptime and bandwidth availability: the

Resiliency network is always on, always available

d Pervasive security integrated into infrastructure to
|ntegra_te provide access control, threat mitigation and prevention.
Security. —p® Further enhanced through optional modules and
services.

Delivery B. Optimization of application delivery and ability to map
o . delivery to meet business requirements and policies:
Optimization including traffic management/ prioritization

inherent capabilities that enable simplicity, policy
management & troubleshooting

Enhanced » The network is easy to manage and administer: has

Manageability.




Software Differentiation with Cisco IOS®

Availability / Resiliency

* Advanced STP Protocols for faster Spanning
tree Convergence (Rapid PVST, PVST+, Uplink
Fast, Root Guard, Port Fast, STP Backbone
Fast)

« 802.1d

» 802.1s/w

» 802.3ad and LACP

* VTP

» 802.1g VLAN Trunking

* Broadcast control / Storm control

Integrated Security

* SSH

* SNMPv3 (Crypto)

* ACPs based on Layer 2-4
* Port Security w/aging

* ACLs based on DSCP filtering
* Unicast MAC filtering
 Private VLAN Edge

* MAC Address Notification
* RADIUS / TACACS+

» Spanning Tree Root Guard
* Trusted Boundary

» Aggressive UDLD

* 802.1x authentication

Optimized Delivery

* IGMP Snooping (Multicast)
* IGMP Filtering (Multicast)
* L2-L4 QoS with CoS/DSCP
» Shaped Round Robin

« Strict Priority Queuin

» Rate Limiting

* Dynamic VLANs

Enhanced Manageability

* Cisco 10S CLI

* Console Port (IBM Service Port)

* Embedded CMS

* SNMP MIBs for Enterprise Management
Systems

* Port Mirroring (SPAN, RSPAN)

* Cisco Discovery Protocol (CDP)

* Network Time Protocol (NTP)

» Show interface capabilities

» Extensive Debugging and Trouble Shooting
Capabilities

» CiscoWorks support




Cisco Security Strategy

Evolution

Integrated Security:
Building The Self-Defending Network
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* Anemoly detection
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management
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Cisco.com

Self-
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Networks

* End te End
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s SEcurty aware
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» Self=protecting

» Advanced
Senvices

Future




|IGESM Access Control Lists

What It Does:

Allows or denies access based on the source or destination address.

Cisco.com

Restricts users to designated areas of the network, blocking
unauthorized access to all other applications and information.

Benefits:

Prevents unauthorized access to servers and applications.

Allows designated users to access specified servers.

Port-based ACL: -\’
Provides granular control at Layer 3 or r limited access by the Layer 2

access port of the device.




Protecting against Worms

Cisco.com

How It Works:

The ACL provide a mechanism to protect servers, users and
applications against worms by determining what traffic streams
or users can access what ports.

= 5 Ve W
P '  Fa N
" Nativork

' VI

Using ACLSs, the virus
or worm is not able to
eplicate from its




IGESM: Aggregate QoS Model

INGRESS ACTIONS EGRESS ACTIONS

Queue/

e . Schedule
Classification/ Policing/

Reclassification Metering Marking Congestion

Control

Identify packet groups & Ensure conformance DSCP-CoS or CoS-
label using DSCP or CoS to a specified rate DSCP mapping 4 queues/port

QoS ACLs using Layer 2/3/4 Access Control Parameters (ACPs AL seltadl g

Strict Priority Scheduling
Source / Destination MAC Address, 16-bit Ethertype

Destination IP Address, TCP / UDP Source or D
Number

60 policers per uplink port
Per port, per VLAN Ingress Poli

QoS-based on DSCP ¢
known DSCP va

- Rateli




IGESM Multicast Support

Multicast Servers (Source)

A
!

Cisco.com

IGMP snooping is used for the
managing group membership
Information

Per-port broadcast, multicast, and
unicast storm control

Multicast VLAN registration (MVR)

Virtual Trunking Protocol (VTP)
pruning

Implemented in hardware

“Snoop” or intercept IGMP Joins and
Leaves received on interfaces from hosts

Enable or disable on a global or per VLAN
basis

Ingress port parses packet and sends to
CPU for processing, CPU suppresses
redundant IGMP joins and sends one proxy
report to router




Cisco Intelligent Switching

Cisco.com

y y
Enhanced Manageability,

» CiscoWorks Integration

* CiscoView provides IGESM front panel view, switch
status, port state, and device configuration

» Cisco Cluster Management Suite (CMS) support
» Express Setup for device initialization
» Single IP address to manage switch cluster

» Chassis module management via Management Module
» Console Port available as IBM Service Port
« SMNP MIB for Network Management
» Telnet Connectivity

= Serlal-overl AN(Sol)-overEthernet

T el
T——




Easy Management of Multiple Switches —
Cluster View

Cisco.com
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Cluster Management — Topology View

Cisco.com
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CiscoWorks Integration

Cisco.com

CiscoWorks Support — CiscoView component
supported today!

Cisco SysTEMS
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CiscoView 6.0
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IP Address Configuration from the
Management Module

bay 1 WWKMMNI157 34255

Femnte Control
Firmmeare Update
Configuration

= /0 Module Tasks
FowenFests
Firmmesre Llpdate

T Control

General Settings
Login Profiles

ark Interf:
arke Protocols

BladeCenter Management Module
Bay 1 (Ethernet SM)" €@

Current IF Confiquration
Confijuration method:  Static
IF addrass. 19216070127
Subnet mask: 255 265 25510
Gatewsy address: 0000

New Static IP Configuration
=tatus: Enabled
Tochange the TP configuration for $his switch madife, Bl n the foliowing

Helds and clich "Dawe”, ! DB new P configuration.

IP address 192168 01277
Subnet mask 265,205 2550.0

Gatewsy address

Arvanced Mananement

Cisco.com




MM Switch Configuration Options

Cisco.com

® BladeCenter Management Module server

Bay 1. WhrG15734255

Advanced Management for 1O Moduls 1 @

= Mantars
i Systorm Status

Evert Log Lze the following links o jump down to different sections on this page.
LEDO=
Hardware “'FD
Firrrimare PO

= Blads Tasks
PowerRestar
Remote Conim
Firrrware Update
Confiouratior

= IF'0 Madula Tazks POST Results e
P oo Ractart EXternal POI’tS MUST

lanageman POST results available: FF: Module cormpleted POST succe
be enabled from MM

Firrmware Lpdate
= bt Coniro o
General Settings Advanced Setup
Login Frofileg
Alerts Fast PDST Enabled
hetwork Intefaces
Metwark Protocals External pong Enabled v
SECURTY External management over all ports Ensblod %
Configuration File
o Pres 5 |Enshled
Firrrare Update
Hestore Defaults ) )
| Cancel | |2




Starting a Web Session from the Management
Module

BladeCenter Management Module server
Restore Factory Defaults e

This action will cause all module settings to he set to their factory[defaults. You will lose all the changes you made to the
configuration of this module as a result. In order to preserve the new IP configuration, set the field labeled "Preserve new IP
configuration on all resets" to enabled. Clearing of the configuration will be followed by a restart of the module. Click the "Restore
Defaults" button if you want to proceed.

Cancel Restore Defaults

Send Ping Requests 2]

You can test the internal path between the management module and the switch module by sending it ping requests. In order to
ping this switch module at its current IP adrress of 192.168.70.53, click the "Ping Switch Module” button.

Cancel Fing Switch Module

P rt

Fi

Start TelnetWeb Session 2

In arder to start a telnet or web session to the management interface of this module, click "Start Web Session” or "Start Telnet
Session”. Mote that some modules only provide a telnet interface, and don't support a web-based interface. The web session will
connect to the standard HTTP port (80), and the telnet session will connect to the standard telnet port (23).

MNote: The Java 1.4 Plug-in is required for the telnet session. You will be given the option to download and install the
Plug-in if necessary.

Cancel Start Telnet Session Start WWeb Session
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Relevant URLS

Cisco.com

Cisco Systems Blade Switch Data Sheet

http://Iwww132.ibm.com/webapp/wcs/stores/serviet/ProductDisplay?productld=8
712463&storeld=1&lanqgld=-1&catalogld=-840

Cisco Business Ready Data Center

WWW.CiSco.com/go/datacenter

Customer Support

Call 1-800-IBM-SERYV (1-800-426-7378) or http://www.ibm.com/support/us/

Cisco Intelligent Switching Portfolio

Rt AVWW .cisco.com/en/US/products/hw/switches/index.html




Summary

Cisco’s Intelligent Switching
Portfolio meets today requirements
and provides a path to secure the
data center of the Future

Cisco is delivering On Demand
network infrastructure solutions to
customer server deployments of
choice

Cisco continues to deliver intelligent
platforms that enable dynamic,
scalable and flexible network
deployments for On-Demand data
centers

Cisco’s network infrastructure
innovation will continue to drive
Increased IT productivity as the data
center evolves
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