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Demystifying
Subnet Masks  
In the Fall issue, the author covered
“IPv4 Addressing.” This article
explains implementing IPv4 subnet masks, including
methods for determining subnet mask results, such as
command output, a Subnet Mask Conversion Chart, and
mathematical formulas. Readers can reinforce their
understanding with exercises posted on TCdigest OnLine.
Though the author’s examples are based on IBM’s 
AIX V4 platform, most terminology and commands
cited are common across TCP/IP implementations.

YY
ou’ve been surfing the Web and
found some really cool stuff you’ve
just gotta have. You notice that with
a few mouse clicks, the object of

your heart’s desire could be FedEx’ing 
its way to your home.

II
s your organization running applica-
tions built around the Systems Network
Architecture (SNA) protocol? Have you
given up on reliably integrating your

SNA traffic over your multiprotocol router
network? For years now, router vendors
have been promising to carry SNA traffic
over multiprotocol router networks, only

II
n the Fall issue, we reviewed the basics 
of IPv4 addressing. We identified three
types of addresses involved in deliver-
ing information to an end station — a

symbolic name(hostname) for end users’
convenience, an IP address for the TCP/IP
protocol, and a MAC address for delivery
on the physical wire. 

Cryptography
and SET
— Safe
Surfing? 

Part I of this article describes and compares the
Secure Socket Layer (SSL) protocol and the Secure
Electronic Transaction (SET) protocol. The author covers
secure electronic transaction essentials: authentication;
hierarchies of trust; certificates; and nonrepudiation.
Part II — “Cryptography and SET: Under the Hood”
covers encryption, public/private keys, hashing, and
digital signatures. Go straight to Part II.

Bulletproof SNA Internetworking
If your information systems environment is like most, many of your current
business-critical applications still require SNA protocols. Early attempts to 
carry SNA traffic over multiprotocol router networks have been disappointing.
However, with IBM’s Advanced Peer-to-Peer Networking (APPN) and High
Performance Routing (HPR) extensions to SNA, multiprotocol routers can 
handle SNA as easily as they do TCP/IP. This article covers some early 
“trial and error” approaches to SNA internetworking, then explains the
APPN/HPR solution and its advantages.

to deliver disappointing results — ranging
from periods of unacceptable response
times to intermittent SNA session failures. 

A new approach to integrating SNA
traffic with that of other protocols may
well be the best solution for many compa-
nies to solidly handle their mission-criti-
cal SNA while still continued on page
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But, are you really ready to send
your credit card number over the
Internet and run the risk of broad-
casting it to every hacker from here
to Timbuktu? At the end of the
month, are you going to end up with
a credit card bill equal to a small
country’s gross national product? 
Be afraid. Be very afraid. . . .

If the Internet is today’s wild
Western frontier, then where is the
sheriff who will protect peaceful,
law-abiding netizens from the hacker
outlaws? What’s going to make the
world-wideWeb safe for e-commerce?
(Note: In IBM parlance, e-commerce
refers to connecting organizations
with their customers and business
partners; e-business refers to solu-
tions 
that create new value for business 
via the Internet.) 

But back to safe surfing: one
emerging answer is the Secure
Electronic Transaction (SET) proto-
col from Visa and MasterCard (with
help from IBM, Microsoft, Terisa
Systems, GTE, VeriSign, and SAIC).
SET is designed to provide a mech-
anism for secure electronic payment

by credit card
over an other-
wise very inse-
cure public
Internet. 

This article
first describes
and compares
two protocols:
Secure Socket
Layer (SSL),
which encrypts/
decrypts HTTP
data between
client and serv-
er; and SET, an
open standard
for conducting
secure bank
card payments

over the Inter-net. Next, the article
deals with secure electronic transac-
tion essentials— authentication, hier-
archies of trust, certificates, and 
nonrepudiation.

Isn’t SSL enough?
The SSL protocol, widely deployed
today on the Internet, has helped
create a basic level of security suffi-
cient for some hearty souls to begin
conducting business over the Web.
SSL is implemented in most major
Web browsers used by consumers,
as well as in merchant server software,
which supports the seller’s virtual
storefront in cyberspace. Hundreds
of millions of dollars are already
changing hands when cybershoppers
enter their credit card numbers on
Web pages securedwithSSLtechnology.

In this context, SSL provides 
a secure “electronic pipe” between
the consumer and the merchant for
exchanging payment information.
Data sent through this pipe is en-
crypted, so that no one other than
these two parties will be able to read
it. In other words, SSL can give us
confidential communications. 

Sounds good, right? But what
else is needed?

Is that really you?
Let’s say that you (the consumer)
want to buy something from my
electronic store. You use your Web
browser to interact with my mer-
chant server to select the items you
want to buy, then you save your
selections in an electronic shopping
cart. Finally, the moment of truth has
arrived and you need to send your
credit card information to me to pay
for your purchase. Your browser and
my merchant server set up a secure
SSL pipe with you at one end and
me at the other. We have a secure
means for exchanging data, but no

SET: Safe Surfing? continued from page 1

way to verify each other’s identity.  
How do you (the consumer)

know that I am who I claim to be?
After all, anyone can put up a snazzy
Web site and profess to be the XYZ
Corp., but how do you really know
that they are legit? How do you
know that this isn’t simply some
hacker impersonating the XYZ
Corp. and collecting credit card
numbers for personal use?

For that matter, how do I (the
merchant) know that you are who
you say you are? How do I know
that the credit card number you just
sent really belongs to you and that
you didn’t pick it up from a receipt
you found while rummaging
through the garbage? The simple
truth is, that while we may have a
secure communications pipe, we
have no way of knowing who we are
dealing with.

What we need is a system of
credentials that we can present to
each other to establish that we are, in
fact, who we claim to be. In other
words, I need to authenticate your
identity and you need to do the same
for mine.  

Plastic Credentials
When you write a paper check in a
“bricks and mortar” store, the mer-
chant may ask you to present your
driver’s license as proof of your iden-
tity. Although the merchant doesn’t

SET uses
cryptography to:

þ Provide confidentiali-
ty of info rmation

þ Ensure payment
integrity 

þ Authenticate both 
merchants and card- 
holders fo r credit
card purchases via
the Internet

þ Make payment p ro-
cessing on the ‘Net
faster, safer, and
more secure — with
IBM’s CommercePoint
Payment sof tware 

www.internet.ibm.com/www.internet.ibm.com/
commercepoint/payment/commercepoint/payment/

whatisset.htmlwhatisset.html

http://www.internet.ibm.com/commercepoint/payment/whatisset.html
http://pssc.dfw.ibm.com/tcp
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SET: Safe Surfing? 
know you from Adam, he or she is
willing to defer to the Department of
Motor Vehicles (DMV) in your state
as a trusted third party that can
vouch for you. The assumption, of
course, is that to get a driver’s license
fromthe DMV, you had to prove your
identity to them with a birth certifi-
cate (or a similar legal document).
The DMV issued you a plastic card
identifying you (e.g., name, address,
personal photo), then signed the card
with either a preprinted signature of
some government official or the state
seal (or both) to prove that this license
really did come from the DMV. 

With this system, the merchant
doesn’t have to know you in order 
to trust that you are who you claim
to be. The DMV becomes the trusted
third party, whose authoritative 
credentials “prove” that you really
are you.

Digital Credentials
Great, but how do you verify some-
one’s identity in cyberspace, where
instead of plastic drivers’ licenses,
we deal with electrical impulses? 
The answer is, that we need to 
establish a similar system of trust, 
but instead of plastic IDs, we will 

use digital certificates containing the
essential elements for authenticating
your transactions. Since this digital
certificate is comprised of a bunch 
of bits arranged in a standardized
format, you can send it over the 
’Net to any merchant who needs to
know who you are.

First, you (the consumer) must
prove your identity to the bank that
issued the credit card to you. That
bank will, in turn, vouch for you by
putting its digital signature on your
certificate. I (the merchant) will get
my bank to digitally sign my certifi-
cate as well. But, since you and I are
unlikely to use the same bank, we
both need a trusted third party that
can vouch for both banks. Since the
credit card company (e.g., Visa,
MasterCard, etc.) is best positioned
to do this, it becomes the common
entity that you and I both trust. 

You might think of this as
a hierarchy of trust in which your
bank trusts you, and therefore signs
your certificate. The credit card 
company trusts your bank because 
of the business relationship they
have established, and therefore signs
your bank’s certificate. 

By the same token, my bank
trusts me (the merchant) and signs

my certificate. And
the credit card com-
pany trusts my bank
and signs my bank’s
certificate. Now we
all have digital certifi-
cates that have been
signed by a trusted
third party whose sig-
nature is easily recog-
nizable by all. We
have established a
system of trust, as
shown in Figure 1.
(Note: Figure 1 shows
a simplified version
of the hierarchy of

Figure 1. Simplified Hierarchy of Trust

trust. The actual hierarchy used in
SET is 
somewhat more 
complicated.) 

Digital Ink?
How does one “sign” a digital certifi-
cate? Clearly, an ink pen won’t work
when we’re dealing with bits of 1’s
and 0’s. The short answer is that the
banks and credit card companies
must maintain specialized software
called a certificate authority that 
creates these digital signatures, 
based on cryptographic techniques
covered in Part II of this article.  

At this point, the important
thing to understand is that SET
defines in great detail exactly what
these digital certificates look like,
the communication flows necessary
to get them signed, the hierarchy of
trust, and when and to whom you
must present your certificate when
making a purchase. 

On the other hand, SSL, as it is
generally deployed on the Internet
today, does not require an analogous
system of credentials and is, there-
fore, subject to attack by impostors
posing as merchants, consumers, 
or banks.  

Now some will say that SSL
does, in fact, allow for digital certifi-
cates, but these certificates are
optional and can’t begin to match
the robustness of the SET credential-
ing system. For example, there is no
single, internationally recognized
hierarchy of trust for today’s SSL
certificates.
A number of companies will issue a
certificate to you which they have
signed, but since they have failed to
establish a common root certificate
that applies to all SSL certificates 
(as SET has done), the result is a 
proliferation of certificate authority
signatures that must

continued on page
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be recognized by every consumer’s
browser, every merchant’s server,
and every bank’s payment system.
Also, since SSL certificates are not
tied to a specific credit card account

number, they really
only serve to identi-
fy the machine of
the parties involved,
not their right to
debit the account to
complete the sale.

Another SET
advantage is that
merchant banks can
determine whether
or not the merchant
will see the con-
sumer’s account
number. Since SET
has such a strong
system of creden-

tials, many in the credit card indus-
try hope that this account 
number-hiding option will be used
extensively. This would limit the
number of people who know your
account number, therefore resulting
in less potential for fraud. 

Even if both you (the con-
sumer) and I (the merchant) are
upstanding citizens who would never
get involved in credit card fraud,

remember that when I receive your
account number, I will have to store
it (at least temporarily) before pass-
ing it along to my bank to capture
the funds. While your number is on
my system, a hacker could break in
and steal this number and . . . well,
you know the way that story ends.  

Finally, SET (unlike SSL) defines
all the necessary protocols — not only
for exchanging payment data
between the consumer and mer-
chant, but also for completing the
picture by specifying how this data
will be passed along to the mer-
chant’s bank. Once the bank receives
the data, it simply uses its existing
back-end systems to interface with
both the credit card company and
the consumer’s bank to collect the
funds. While it is possible to set up a
similar system with SSL, the fact
remains that no internationally rec-
ognized system exists today. This
means that each merchant must
independently deal with his or her
bank. As you can imagine, the secu-
rity implications of such a “free for
all” aren’t very comforting. 

This is one reason why, in
most countries, merchants must bear
the majority of the financial risk for
Internet-based transactions. This risk
has, in fact, caused some merchants
to simply be unwilling to enter
cyberspace, thereby, limiting your
choices for e-commerce shopping.

Is that really what you 
sent me?
Both SET and SSL provide a degree
of confidentiality (i.e., only the intend-
ed recipient can read the payment 
information); and we just covered
SET’s mechanism for ensuring
authenticity (i.e., you are who you 
say you are), but how do I (the 
merchant) know that the payment
message I received from you was 

not tampered with along the way? 
If you order five CDs from my store,
then a hacker changes that “5” to
“500” before it gets to me, then
you’re going to be one unhappy 
customer when your shipment and
credit card statements arrive. 

SET also provides a means for
verifying message integrity, which
helps to ensure that what you sent
me is what I received. (Note: Part II
explains the underlying mechanism
for verifying message integrity.)

Buyer’s Remorse
The merchant’s ultimate question is,
“How can I make sure that you (the
consumer) won’t later claim that you
never agreed to the terms of the sale,
and that you aren’t going to pay?” 

For banks and merchants to
feel confident about e-commerce,
they prefer a payment system that
can establish an environment of non-
repudiation (i.e., neither you nor I
can renege on the deal). 

Through its system of digital
certificates, SET provides the techno-
logical basis for a nonrepudiable 
transaction, but the bottom line here
is that what does and does not 
constitute nonrepudiation is at the
discretion of the business and legal
communities involved. In other
words, one country’s courts may 
recognize digital certificates as legally
binding while another may find this
insufficient. 

The point is, legally binding
purchases potentially exist within a
properly implemented SET infra-
structure, but the courts (or other
government authorities) ultimately
have the final word on this debate.

For additional technical 
information, you can view the 
IBM Redbook Secure Electronic
Transactions: WWW Credit Card
Payment (SG24-4978) at

Download the actual SET specs from
www.visa.com/set/ or from 
www.mastercard.com/set/

View the IBM Redbook,
Secure Electronic Transactions: 
WWW Credit Card Payment
(SG24-4978) at
www. raleigh . ibm . com:80/
cg i - bin/bookmg r/ BOOKS/
EZ30QD00/ CCONTENTS

Read the SET White Paper at
www.internet.i bm.com/
commercepoint/payment/
set-paper.html

If you order five CDs

from my store, then a

hacker changes that

“5” to “500” before it

gets to me, then

you’re going to be

one unhappy 

customer when your

shipment and credit

card statements

arrive. 
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Cryptography and
SET — What’s
Under the Hood? 
Part I of this article, “Cryptography and SET:
Safe Surfing?” explained how SET uses cryptog-
raphy to ensure confidentiality, message integri-
ty, and to authenticate all parties involved in
the transaction. Part II covers cryptography
fundamentals; how asymmetric crypto differs
from symmetric crypto; public and private
keys; hashing; plus a concise industry overview
called “Is It Safe Yet?”

WW
e saw in Part I how SET
provides a basis for confi-
dentiality, authentication,
message integrity, and

nonrepudiation. Sounds pretty
good, right? But how does it do all
this? The answer is that these fea-
tures all derive from special crypto-
graphic techniques. Let’s take a look
at some fundamental elements ...

What is cryptography?
Simply stated, cryptography is a
method of secret writing. If I want to
send you a confidential message, 
I can use a computer to encrypt
(scramble) the original plain text —
based on a mathematical algorithm
that you and I mutually agree upon. 
I feed my message into this algo-

rithm and it encrypts my message,
based upon a key that I have select-

ed. The new, encrypted message
is unreadable, so it can be sent
over a public network such as
the Internet without compro-
mising the original message’s

contents. 
When you receive the message,

you decrypt it by feeding it, along
with the appropriate key, through an
algorithm that unscrambles the mes-
sage and restores it to its original
form.

Of course, no encryption
scheme is completely immune to
cracking (i.e., unauthorized decryp-
tion). An encryption scheme’s 
relative strength is determined by the
underlying algorithm’s mathematical
characteristics and the key’s size. 
In short, larger keys ensure greater
security because they represent more
possible combinations that a would-
be cracker must try. 

The trouble with this, though,
is that many governments around
the world aren’t keen to the notion
of drug smugglers, terrorists, and
other criminals evading law enforce-
ment using strong encryption to hide
their communications. To prevent
this, governments often strictly limit
cryptographic key sizes (and, there-
fore, the cryptographic strength). For
example, US law limits the strength
of cryptographic technology that can
be exported, while French law regu-
lates the strength of cryptography
that can be imported. 

Negotiating this maze of regula-
tions can be downright maddening.
The good news is that the key sizes
used by SET have been approved by
most major countries around the
world. Governments tend to look
more favorably upon SET-based
cryptography, because it was
designed only for specific types of
financial transactions, not for gener-

al-purpose messages. 
Presumably, these encrypted

messages will ultimately be stored as
credit card transactions on existing
bank databases and can, therefore,
be subpoenaed by court order if nec-
essary. And since few countries (and
even fewer merchants) want to be
locked out of opening new sales
channels around the world through
e-commerce, the prospects for wide-
spread approval of SET crypto is 
virtually assured. Put simply —
money talks.

Symmetric Cryptography
The most straightforward form of
crypto used in SET is called symmet-
ric (or secret key) cryptography. This
scheme is called symmetric, because
the same key both encrypts and
decrypts the message; therefore, you
have symmetry. Both sender and
receiver have a “shared secret” —
the symmetric key — that they both
must know.

The most popular form of sym-
metric crypto, the one used in SET,
is the Data Encryption Standard
(DES). Invented by IBM, it ultimate-
ly became a US government stan-
dard in the late 1970s. Relatively
speaking, DES is fast, safe, and reli-
able. It has withstood the test of time
— an important criterion in choosing
a security technology involving large
amounts of money. Recently, howev-
er, the strength of DES’s 56-bit key
length has come under question. In
one well publicized case, a single
DES message was cracked in just
over three months (using spare
cycles on over 10,000 computers
around the world). Some see this as
proof positive that DES is no longer
secure. When you consider, howev-
er, that a single SET purchase request
contains data encrypted by not one,
but by three different DES keys, then
unless your credit limit is a few

PART  I I

SET: Under the Hood
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orders of magnitude higher than
mine, you can quickly see that while
cracking a SET message may not be
impossible, it is highly improbable
and, more importantly, impractical.

In fact, a more significant prob-
lem with DES (or with any other
symmetric key scheme) is the
requirement that both sender and
receiver know the shared secret. If I
want to send you a message, I select
a symmetric key, encrypt the mes-
sage with the key, then send the
encrypted message to you. To
decrypt the message, you have to
know what the key is. How can I
give you this information? Off-line
methods such as telephone, fax, or
mail are too slow, cumbersome, and
subject to their own set of attacks.
But if I send you the key online, then
what’s to prevent a hacker from
intercepting it? 

I suppose that I could encrypt
the secret key and then send it to
you. But how will I send you the key
to unlock the key? You can see the
recursive nature of this problem gets
out of control quickly unless I use a
different encryption scheme — one
that doesn’t require me to send you
my key. No, it’s not impossible, 
read on ...

Asymmetric Cryptography
Given that the previous section dealt
with something called symmetric
cryptography, you can almost guess
that the next section will deal with
something called asymmetric cryp-
tography — and you’d be right! As its
name implies, asymmetric crypto is
just the opposite of symmetric cryp-
to, in that we use one key to encrypt
and another, different key to decrypt.
Figure 2 illustrates the main points 
of an asymmetric cryptography 
transaction. 

In fact, if I want to send you a
message that only you can read,

when using this technique, you (not
me) would need to compute two
keys in advance. These keys would
be mathematically related in such a
way that anything encrypted with
one can be decrypted only with the
other and vice versa. Then you
would arbitrarily designate one key
to be your private key and the other
to be your public key. 

Your private key, as you would
expect, would remain private. You
would tell it to no one under any 
circumstances. It has been generated
on your computer and should never
leave your computer in order for it
to truly remain private. 

Your public key, on the other
hand, would be published to anyone
who wanted to communicate with
you. In no way do you compromise
your own security by telling anyone
what your public key, is because
there is effectively no way for some-
one to derive your private key from
your public key. While the proof of
this apparent mathematical paradox
is beyond the scope of this article,
Figure 2 contains a simplified exam-
ple of how such a thing could be
accomplished.

Since you are the only person
in the world who knows your private
key, you are also, therefore, the only
person in the world who can decrypt
a message encrypted with your pub-
lic key. So if I want to send a private
message for your eyes only, I can use
asymmetric encryption and your
public key to encrypt the message,
send it over the public network, and
you, and only you, can decrypt the
message because you are the only
one who knows your private key,
which is the only key that can
decrypt the message.

Conversely, you can turn the
whole process around, and I can
know that a message did, indeed,
come from you if you have encrypt-

ed it with your private key and I can
decrypt it with your public key. 

In fact, you could take a single
message and encrypt it with both
your private and my public keys (i.e.,
two separate encryptions of the same
message); I would decrypt it with my
private and your public keys, and we
could authenticate both the sender
and the receiver of the message.

Here’s the Rub ...
So now you might ask, “Why not
simply use asymmetric encryption all
the time, since it doesn’t have the
problem that symmetric schemes do
with distributing secret keys?” The
reason is simple — asymmetric crypto
is about 10 to 1000 times more com-
pute intensive than symmetric cryp-
to. In fact, some have suggested that
the form of asymmetric crypto used
in SET, which was named RSA
(Rivest, Shamir, and Adleman - its
inventors), might just as easily stand
for “Really Slow Algorithm.”
Clearly, if your message is of any
substantial size, you would limit the
amount of asymmetric crypto that
must take place unless you have
loads of patience and free CPU
cycles. 

SET strikes a balance between
the pros and cons of DES and RSA
by using DES to encrypt the bulk of
the message payload and RSA to 
distribute the DES keys, which are
only 56 bits long.

Public Key Distribution
For RSA (or any other asymmetric
crypto scheme) to work, however,
we need to have a means for telling
the world what our public keys are.
Since offline methods such as mail or
phone are impractical, you might
suggest e-mail or some other
Internet-based method. The trouble
with e-mail, though, is that you can’t
necessarily be sure who it came

http://pssc.dfw.ibm.com/tcp
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from. An impostor could send you
his or her public key and tell you it
was mine. Now we’re back to that
authenticity issue again.

SET uses the digital certificates
discussed in Part I to distribute pub-
lic keys. In other words, your public
key is included in your certificate.
When you are ready to buy some-
thing from me, you send me your
certificate (which I know is really
yours since it is digitally signed by a
trusted third party), and then use the
public key that it contains. 

By the way, as part of these
payment flows, SET also requires
that I (the merchant) send you my
certificate, so that you can authenti-
cate me and be able to encrypt mes-
sages using my public key so that
only I can read them.

Signing in Cyberspace
What really constitutes a digital sig-
nature, and how does your browser
and my merchant server recognize
it? Let’s back up a bit. When you
want to send a payment message to
me that only I can read, you encrypt
the bulk of the message using a ran-
domly selected DES key. That helps
ensure confidentiality. 

You also want to ensure that
the message that I get is the same
one you sent (i.e., message integrity)
so you also run a hashing function
(similar to a CHECKSUM), which calcu-
lates a relatively unique message
digest. This digest is, as its name
implies, a summary of the full mes-
sage. A good hashing function would
yield a significantly different digest
value even if the original message
had only been changed slightly.
Also, it would not allow a hacker to
determine the original message
based solely on the digest value. In
other words, it’s an irreversible, one-
way function.

After calculating the payment
message’s digest, you then encrypt
this digest, along with the DES key,
using your private key. In SET, this is
called your digital signature. You
then send this digitally signed mes-
sage and your certificate to me.
When I receive the message, I run
the same hashing function that you

ran so that I can determine the mes-
sage digest myself. Then I decrypt
your signature using your public key
(which I obtained from your certifi-
cate) and see if the digest value that
you calculated on the sending side
matches the one that I calculated on
the receiving side. If they match,
then I can believe to a reasonable

ASYMMETRIC CRYPTO EXAMPLE; OR, HOW DO THEY DO THAT?

Let’s say that the “secret” message that I want to send you is my unlisted phone number,
which is , fo r the sake of this example,  848-9033 . You calculate a pai r o f asymmet ric keys
which have a special complementary mathematical relat ionship. Fo r example, you a rbi t ra rily
select one key to be 1234567 (t riv ial , but i t will wo rk fo r this illust rat ion). 

The encrypt /decrypt funct ion is based on modulo 10 arithmetic (which sounds a lo t harde r
than i t really is). This simply means that when you add t wo digi ts , you div ide the sum by 10
and keep only the remainde r. He re’s an example:

5+7=12  and   12/10=1 with a remainde r o f 2

the refo re, in mod 10 a ri thmet ic: 5+7=2

Here’s how I would encrypt the secret message using this t riv ial algo ri thm:

8489033 the secret message I want to send to you

+ 1234567 your public key

9613590 the encry pted message (simply the sum in mod 10 

arithmetic)

He re’s how you would decry pt the secret message:

9613590 the encry pted message

+ 9876543 your p rivate key 

8489033 the o riginal secret message (the sum in mod 10 

arithmetic)

Why do es this wo rk? You know that adding 0 to any thing simply y ields that same thing,
right? Well , in mod 10 a ri thmet ic , i t turns out that adding your public and p rivate keys togethe r
is essent ially nothing mo re than adding 0 to the o riginal message, because these keys we re
carefully chosen to be 10 ’s complements o f each othe r. See fo r yoursel f :

1234567 your public key

+ 9876543 your p rivate key

0000000 the sum in mod 10 a ri thmet ic

O f course, the actual algo ri thm used in SET is mo re complicated than this , but you get the idea.

Figure 2. Example of Asymmetric Crypto 

http://pssc.dfw.ibm.com/tcp
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SET: Under the Hood
degree of certainty that the message
has not been modified along the
way. Figure 3 shows an example of
just such a transaction. 

Another benefit of this scheme
is that I have also established that
this message did, indeed, come from
you because it was signed using your
private key, which only you know.
This, then, could be the basis for
nonrepudiation, allowing me to hold
you to the terms and conditions of
the purchase. As stated earlier,
though, nonrepudiation is ultimately
a legal condition — not a technical
one — but a technological basis does,
in fact, exist with SET.

Is it safe yet?
Today’s Internet-based payment
mechanisms based on SSL (dis-
cussed in Part I) are roughly as
secure as existing mail order/
telephone order (MOTO) credit card
transactions. Clearly, many business
are comfortable with this level of risk
and are, therefore, moving ahead
and deploying e-commerce. 

SET, however, can potentially

provide an even more
robust e-
payment infrastruc-
ture, resulting in lower
fraud rates. The prob-
lem? SET, a new tech-
nology, is not yet
widely deployed. Take
heart, though, because
at this very moment
IBM is running SET
pilots all around the
world. In fact, we
worked with PBS, a
Danish Payment
System company, to
complete the world’s
first end-to-end SET
transaction. Since that
time, we’ve also worked with
Fujibank in Japan to extend SET to
include debit card transactions. In
addition to these and others in
Europe and Asia, we are currently
running pilots in North America (in
both the US and Canada), South
America, and Africa, so, hopefully,
you will be seeing more about SET
from your bank in the not too distant
future. 

Summary
This article only scratches the surface
of SET and its cryptographic basis.
Many of the actual mechanisms that
the protocol employs have been sim-
plified here to demonstrate the
underlying concepts. If you’d like to
learn more about SET and IBM’s
products that implement it, take a
look at the IBM Redbook, Secure
Electronic Transactions: WWW
Credit Card Payment (SG24-4978) at
www.raleigh.ibm.com:80/cgi-
bin/bookmgr/BOOKS/EZ30QD00/CC
ONTENTS

You can download the actual
SET specs from www.visa.com/set
or www.mastercard.com/set . 
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Figure 3. Signing in Cyberspace
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