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LdapLoginModule overview

LdapLoginModule can be used to authenticate users with LDAP 
servers such as OpenLDAP, Active Directory etc.

LDAP login module implements UserNamePasswordLoginModule
interface, therefore it must be used in conjunction with an 
authenticator that implements UsernamePasswordAuthenticator
interface, e.g. FormBasedAuthenticator

For better understanding how to implement 
UsernamePasswordAuthenticator interface please refer to a 
Custom Authenticator and Login Module tutorial

In the following slides you will learn how to configure and use 
LdapLoginModule to protect various Worklight entities

4



© Copyright International Business Machines Corporation 2012, 2014. All rights reserved.

Agenda

LdapLoginModule overview

Configuring authenticationConfig.xml

Creating the client-side authentication components

Examining the result

5



© Copyright International Business Machines Corporation 2012, 2014. All rights reserved.6

Configuring the authenticationConfig.xml

Add an authentication realm to the <realms> section of the 
authenticationConfig.xml file and call it LDAPRealm.

Use FormBasedAuthenticator as a className as it implements 
required UsernamePasswordAuthenticator interface

This realm uses the LDAPLoginModule login module that you will
define later.



© Copyright International Business Machines Corporation 2012, 2014. All rights reserved.7

Configuring the authenticationConfig.xml

Add a login module to the <loginModules> section and call it 
LDAPLoginModule

Use com.worklight.core.auth.ext.LdapLoginModule in className
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Configuring the authenticationConfig.xml

Add a login module to the <loginModules> section and call it 
LDAPLoginModule

ldapProviderUrl is a mandatory parameter. It defines the URL of your 
LDAP server.



© Copyright International Business Machines Corporation 2012, 2014. All rights reserved.9

Configuring the authenticationConfig.xml

Add a login module to the <loginModules> section and call it 
LDAPLoginModule

ldapTimeoutMs is a mandatory parameter. It defines the timeout for 
LDAP server requests
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Configuring the authenticationConfig.xml

Add a login module to the <loginModules> section and call it 
LDAPLoginModule

ldapSecurityAuthentication is a mandatory parameter. It defines the 
type of authentication requires by LDAP server. Usually it is “simple”, 
but you may need to contact LDAP administrator for a correct value.



© Copyright International Business Machines Corporation 2012, 2014. All rights reserved.11

Configuring the authenticationConfig.xml

Add a login module to the <loginModules> section and call it 
LDAPLoginModule

validationType is a mandatory parameter. It defines the type of 
validation that will be performed. LdapLoginModule supports three 
types of validation – exists, searchPattern and custom.
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Configuring the authenticationConfig.xml
validationType property can have three values

– exists - Login module will try to establish the LDAP binding using supplied 
credentials. Credential validation is considered successful in case binding is 
successfully established.

– searchPattern - Login module will try to do the exists validation and after its 
success will issue a search query to the LDAP server context according to 
ldapSearchFilterPattern and ldapSearchBase parameters. Credentials 
validation is considered successful in case search query returns one or more 
entries.

– custom - Allows to implement custom validation logic. Login module will try 
to do the exists validation and after it's success will call a public boolean
doCustomValidation(LdapContext ldapCtx, String username) method 
which can be overridden by creating a custom Java class in your Worklight 
project and extending from 
com.worklight.core.auth.ext.UserNamePasswordLoginModule. Please 
refer to IBM Worklight user documentation for more details on custom LDAP 
validation type.
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Configuring the authenticationConfig.xml

Add a login module to the <loginModules> section and call it 
LDAPLoginModule

ldapSecurityPrincipalPattern is a mandatory parameter. It defines 
the pattern in which LDAP security principal will be sent to the LDAP 
server. You can use {username} placeholder to inject a username 
received from the Authenticator
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Configuring the authenticationConfig.xml

Add a login module to the <loginModules> section and call it 
LDAPLoginModule

ldapSearchFilterPattern and ldapSearchBase are optional 
parameters. They are required only in case searchPattern
validationType is used.
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Configuring the authenticationConfig.xml

Add a security test to the <securityTests> section of the 
authenticationConfig.xml file.

You will use this security test to protect the adapter procedure, so 
make it a <customSecurityTest>.

Remember the security test name. You will use it in subsequent slides.
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Creating the client-side authentication components

Create a Worklight application.

The application consists of two main <div> elements:

– The <div id=“AppBody”> element is used to display the 
application content.

– The <div id=“AuthBody”> element is used for authentication 
form purposes.

When the authentication is required, the application hides the 
AppBody and shows the AuthBody.

When the authentication is complete, it does the opposite.
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Creating the client-side authentication components

Start by creating an AppBody.

It has a basic structure and functions.

The buttons are used to invoke the getSecretData procedure and to 
log out.
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Creating the client-side authentication components

The AuthBody contains the following elements:

– A Username and a Password input fields.

– A Login and a Cancel buttons.

The AuthBody is styled as display:none, because it must not be 
displayed before the authentication is requested by server.
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Creating the client-side authentication components

Finally, create a challenge handler.

Use the following API to create this handler and implement its functionality.

Use the 
WL.Client.createChallengeHandler() to 

create a challenge handler object. A realm 
name must be supplied as a parameter.
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Creating the client-side authentication components

Finally, create a challenge handler.

Use the following API to create this handler and implement its functionality.

The isCustomResponse function of the 
challenge handler is invoked each time a 

response is received from the server. It is used to 
detect whether response contains data that are 
related to this challenge handler. It must return 

true or false.
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Creating the client-side authentication components

Finally, create a challenge handler.

Use the following API to create this handler and implement its functionality.

If the isCustomResponse returns true, the 
framework invokes the handleChallenge() 

function. This function is used to perform required 
actions, such as hide application screen and show 

login screen.
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Creating the client-side authentication components

In addition to the methods that the developer must implement, the challenge 
handler contains functionality that the developer might want to use:

– The myChallengeHandler.submitLoginForm() is used to send 
collected credentials to a specific URL. Developer can also specify 
request parameters, headers, and callback.

– The myChallengeHandler.submitSuccess() will notify the Worklight
framework that the authentication successfully finished. The Worklight
framework will then automatically issue the original request that 
triggered the authentication.

– The myChallengeHandler.submitFailure() will notify the Worklight
framework that the authentication process completed with failure. The 
Worklight framework will then dispose of the original request that 
triggered the authentication.

You will use these functions during the implementation of the challenge 
handler in the next slides.
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Creating the client-side authentication components

Create a challenge handler.

The default login form that is 
returned from the Worklight

server contains the 
“j_security_check” string. If the 

challenge handler detects it in the 
response, return true.
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Creating the client-side authentication components

Create a challenge handler.

After the client application detects 
that the server sent a login form, 
which means that the server is 
requesting authentication, the 

application hides the AppBody, 
shows the AuthBody, and cleans 

up the passwordInputField.



© Copyright International Business Machines Corporation 2012, 2014. All rights reserved.26

Creating the client-side authentication components

Create a challenge handler.

Clicking a login button triggers a 
function that collects the user 
name and password from the 

HTML input fields, and submits 
them to the server.

It is possible to set request 
headers here, and specify 

callback.
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Creating the client-side authentication components

Create a challenge handler.

The form-based Authenticator 
uses hardcoded j_security_check

URL component. You cannot 
have more than one instance of 

it.
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Creating the client-side authentication components

Create a challenge handler.

Clicking a cancel button hides the 
authBody, shows the appBody, 

and notifies the Worklight
framework that authentication 

failed.
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Creating the client-side authentication components

Create a challenge handler.

The callback function checks the 
response for the containing 
server challenge again. If a 

challenge is found, the 
handleChallenge() function is 

invoked again.
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Creating the client-side authentication components

Create a challenge handler.

No challenge present in the server 
response means that the 

authentication successfully 
completed. In this case, AppBody is 
shown, AuthBody is hidden, and the 
IBM Worklight framework is notified 
about the authentication success.
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Examining the result
The sample for this training module can be found in the Getting 
Started page of the IBM® Worklight documentation website at 
http://www.ibm.com/mobile-docs
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Support and comments

For the entire IBM Worklight documentation set, training material and online forums where you can post questions, see the IBM website at:
– http://www.ibm.com/mobile-docs
Support
– Software Subscription and Support (also referred to as Software Maintenance) is included with licenses purchased through Passport 

Advantage and Passport Advantage Express. For additional information about the International Passport Advantage Agreement and the 
IBM International Passport Advantage Express Agreement, visit the Passport Advantage website at:
• http://www.ibm.com/software/passportadvantage

– If you have a Software Subscription and Support in effect, IBM provides you assistance for your routine, short duration installation and 
usage (how-to) questions, and code-related questions. For additional details, consult your IBM Software Support Handbook at:
• http://www.ibm.com/support/handbook

Comments
– We appreciate your comments about this publication. Please comment on specific errors or omissions, accuracy, organization, subject 

matter, or completeness of this document. The comments you send should pertain to only the information in this manual or product and 
the way in which the information is presented.

– For technical questions and information about products and prices, please contact your IBM branch office, your IBM business partner, 
or your authorized remarketer.

– When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute your comments in any way it believes 
appropriate without incurring any obligation to you. IBM or any other organizations will only use the personal information that you supply 
to contact you about the issues that you state.

– Thank you for your support.
– Submit your comments in the IBM Worklight forums at:

• https://www.ibm.com/developerworks/mobile/mobileforum.html
– If you would like a response from IBM, please provide the following information:

• Name 
• Address
• Company or Organization
• Phone No.
• Email address



© Copyright International Business Machines Corporation 2012, 2014. All rights reserved. 
US Government Users Restricted Rights - Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM Corp.

15 March 2013

Thank You


