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About Client-side Debugging

Debugging is part of the application development process.

Debugging is a process that consists in finding the cause of defects
In the application code and UI.

IBM Worklight® applications consist of web-based resources and
optional native code (such as Java™, Objective-C, and C#).

You can debug native code by using standard tools that are provided
by the platform SDK, such as Xcode, Android LogCat/ADB, or
Microsoft Visual Studio.

This module presents how to debug web-based resources.
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Debugging on a Desktop Browser

= Modern browsers, such as Chrome, Firefox, Safari, Opera, or
Internet Explorer, provide an easy and convenient way to debug web

apps.

= As seen in the previous modules, during development you can
preview applications in a desktop browser by using the Worklight

Console.

IBM WOfklig ht Console Welcome, Guest | Logout | About

Catalog

Deploy application or adapter:

X Delete

HelloWerklight  HelioWorkdight

Last deployed at: 2013-10-17 1213
@ * Preview as Common Resources
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Debugging on a Desktop Browser

= There are many web tools for
debugging on various desktop
browsers.

= For example:
— FireBug extension for Firefox

— Developer tools for Chrome
(press CTRL+SHIFT+I to start)

— Developer tools for Internet
Explorer (press F12 to start)

— Dragonfly for Opera

ﬂ-ﬁ Waorklight Console x [ index

=ansy x|

C | [ localhost:10080/HelloWorklightProject/apps/services/preview/HelloWorklight/ 2 | | =] |
= |
Hello Worldight Mew tab
New window
Mew incognito window
Bookmarks 4

Recent Tabs r

Edit Cut Copy Paste

Settings
Encoding L About Google Chrome

Help

Exit
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Debugging on a Desktop Browser

= In early application development stages, you use these tools to debug your
application just like a regular website. You are not required to install them on

a mobile device.

o Worklight Console % /' [ index %\

C' | [} localhost:10080/HelloWorklightProject/apps/services/preview/HelloWorklight/ e = |

Hello Workdigt

n

| Elernents | Resources MNetwork So imeline  Profiles  Audits Console X

Styles | Computed Event Listeners =
element.style { + g .
display: block; ¥

¥ <html>

Clepms ot p
¥ <body style="display: block;">

H o Lork t</pns
<!--application UI goes here--> bady { main.css:8|z
<script src="js/initOptions.is"></script> height: 468px;
<script sre="js/main.js"></script> margin: »@ auto;
<zcript src="jis/messages.iz"></script> width: 328px;
</body> T
</html> @, abbr, address, article, main.css:2

aside, audio, b, blockquote, body,
ci de

» )
, section, small, s

Ig‘ X Q  html m script
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Debugging with IBM Worklight Debugger

10

IBM Worklight provides a WL . Logger object that you use to print log
messages to the log for the environment used.

Two of its methods are WL . Logger .debug() and WL .Logger .error().

The WL .Logger .debug() and WL.Logger .error() APIs are
multiplatform. The output destination changes according to the platform on
which that application runs on:

Developer console when it is running on a desktop browser
LogCat when it is running on Android device

Visual Studio Output when it is running on a Windows Phone 8 device
and Windows 8 Apps

Xcode console when it is running on an iOS device

WL . Logger contains more methods. See the Class WL . Logger topic in the
IBM Worklight user documentation at
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Testing the Adapter Procedures

12

= It is possible to test adapter procedures by using Worklight Studio.

= To test a procedure, click Run As > Invoke Worklight Procedure.

Run As » “ 1 Deploy Worklight Adapter
Debug As » -n 2 Invoke Worklight Back-end Service
Profile As » -n 3 Invoke Worklight Procedure
k
Team Run Configurations...
Compare With Py
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Testing the Adapter Procedures

Cancel

E Invake Worklight Procedure
= Select the procedure that you want
to teSt. Procedure name 1 | getStories
= Enter the comma-separated ———
procedure parameters. Pt (Comme e
= Click Run.
= Examine the result:

Invocation Result of procedure: 'getStories’ from the Worklight Server:

b
"rezsponzeTime":
"rzs": {
"channel™: {
"copyright": "Copyright 2013 Cable News Network LP, LLLP.",
"description™: "CHN.com delivers up-to-the-minute news and information on the latest top stories,

263,

more."™,
"image™: {
"description™:
more."™,
"height": "33",
"link"™: "http:\/‘\/edition.cnn.com\/AFRICA\/index . html?eref=rs=s_africa",
"title™: "CHN.com - Africa™,
"url™: "http:\/%/i.cdn.turner
"width™: ™144"
b
"info": {
"uri™:

.com’/cnnh/ .e\/imgh/1.0%/logoh/cnn.logo.rss.gif",

"rss\/edition africa"
b
Titem": [

"CHN.com delivers up-to—-the-minute news and information on the latest top stories, weather, entertainment, politics and

weather, entertainment, politics and
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Debugging with Weinre

15

Weinre stands for \Web Inspector Remote.
See

Weinre is a debugger for web pages, such as FireBug, except that
Weinre is designed to work remotely.

In particular, you can use Weinre for debugging of web pages on
mobile devices such as iPhone or Android.

You can use Weinre to inspect and debug web resources such as
HTML, JavaScript™, CSS, and Network traffic on a remote mobile
handset.

Weinre has a built-in JavaScript console that you can use as an extra
powerful tool for web-based mobile application debugging.
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Debugging with Weinre

16

= When you select an element in Weinre, this element is highlighted on

the remote device.

— |

= | €8 | = |
Remote ' Elements  Resources Network Timeline Cd
¥<html>

» <head:.</ head>
¥ <body onload="WL.Client.init({})"
id="content" style="display: block;
"
¥ <div id="AppBody">
e <div id="header" .« divs
<div id="wrapper">»

Hello Worklight

<fdiv>

<fdive

{script src="js/
HelloWorklight.is"></script>
{script src="js/

messages.js </ script>

Hello
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Debugging with Weinre

= You can change values and CSS properties as you debug.

¥ <html>
p <head>.</head>
¥ <body onload="WL.Client.init{{}
1" did="content" style="display:
block; ">
¥<div id="AppBody">
b <div id="header"».</div:
<div 1d="wrapper">

Hello Worklight-123

<fdivs

Lfdive

{script src="js/
Hellokorklight.js"»</script>

— @ @ ©

Remote | Elements = Resocurces MNetwork Timeline Console

k- Computed Style
¥ Styles

element.style {
color: .r‘ed;

H
Watched Cos Rules
#wrapper {

» padding: 18px;
1

a, abbr, address,
caption, cite, code \g#d
fieldset, figcaption,
header, hgroup, html, 1
mark, menu, nav, object

Hello Worklight-123
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Debugging with Weinre

= You can run custom JavaScript from a console.

- g o @ ¢ @( Ml & 11:49am

Remote Elernents Resuurces Netwurk Trrnehne Cnrssnle
@l| Errors Warnings Logs

» alert("Hello Worklight™)
» alert("HellD h’orklight")

O Alert

Hello Worklight
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Debugging with Weinre: Set-up

= To set up Weinre, first download it from the following link:

= The Weinre architecture includes the following components:

Debug client Debug target

Debug

server
a web browser The web

with ability to application
access the that is being
debug server debugged or

by HTTP inspected

usually the
developer
system

= The debug server can run on either a Windows or Mac operating
system and requires a Java Virtual Machine (JVM) to be available.
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Debugging with Weinre: Windows Set-up

20

To run Weinre from the JAR file found in the downloaded package,
run the following command from the command prompt:

Ly

va —-Jjar welinre.jar —--httpPort 8888 --boundHo=st -all-

This command starts a Weinre server on port 8888:

C - \dev’ i 28 --boundHost -all-
2011- ll H 14 08:17.° :'T V-7 . Xy :HH )
2011-11-07 14:08:18.02 . :Started SelectChannelConnector@0.0. 0.0:8888

2011-11-07 14:DE:ld.DEE:IHFﬂ:weiﬂre:HTTP server started at http:/ Tn alhost: 8888

You must specify port 8888 because the default Weinre port 8080
collides with the one that is used by the Worklight Server.
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Debugging with Weinre: Mac Set-up

To configure the Weinre debug server, create a
~/.weinre/server.properties file.

Add the following lines to the file that you created:
boundHost: -all-

httpPort: 8888

Start Weinre Server .app from the downloaded Mac Package.

You must specify port 8888 because the default Weinre port collides
with the one that is used by the Worklight Server.
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Debugging with Weinre: Debug Target

Make sure that the Weinre server that you set up is accessible from
the device that you are using for debugging.

Add the following line to your web application (Debug Target):

<script src="http://192.168.53.40: 8888/ target/target-script-min. js ">« /script>

Change the server URL to the one that you are working with.
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Debugging with Weinre: Debug Client

= Browse to

= Open the web application that you want to debug (the one to which
you added a Weinre <script> element).

= Wait for the Debug Target to connect, and start debugging with
Weinre.

=g -2 @ & O

Remote Elements Resources Network Timeline Console

Targets

[channel: 1794347760 id: anonymous] - 1
file_///data/data/com HelloWorklight/files/www/default/HelioWorklight htmi? [WE| nre]

skinhame=default

Clients

[channel: 1794347759 id: anonymous]

Server Properties
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http://your-server-url-or-ip:8888/client/

Debugging with Weinre

For more information about Weinre, including installation manual,
running instructions, and educational videos, go to the Weinre home
page at
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Debugging with i0OS Remote Web Inspector

= In10S6, Apple introduced a remote web inspector for debugging web
applications on iOS devices.

= To enable it, go to Settings > Safari > Advanced and turn the Web
Inspector ON.

ui__Pelephone & 14:36 | s Pelephone &

14:36 14:36

| sn__Pelephone <

Clear History X
Website Data >

Clear Cookies and Data

Web Inspector

|

'#_ Photos & Camera >

A ironks > B

26

| JavaScript

Security
Fraud Warning

(o @)

Warn when visiting fraudulent websites.

L on @

Block Pop-ups

Advanced >

© Copyright International Business Machines Corporation 2011, 2014. All rights reserved.

To use the Web Inspector, connect to
Safari on your computer using a cable and
access your iPhone from the Develop
menu. You can enable the Develop menu
in Safari’s Advanced Preferences on your
computer.




Debugging with i0OS Remote Web Inspector

27

= Connect the i0S device to a Mac. You must have Safari version 6.0

or higher.

= |n Safari, go to Preferences > Advanced, and select the
Show Develop menu in menu bar check box.

@00

A,
General Bookmarks Tabs

9 w /]

Advanced

r = A B &

Aul:ﬂFlII Passwords Security Privacy Motifications Extensions

B4

Accessibility: | | Never use font sizes smaller than 9 =

|| Press Tab to highlight each item on a webpage
Option-Tab highlights each item.

Style sheet: | None Selected s

Default encoding: | Western (ISO Latin 1) s

Proxies: | Change Settings... |

AShcw Develop menu in menu bar

( .7. )i
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Debugging with i0OS Remote Web Inspector

= Go to Safari > Develop > your iDevice ID > your application HTML file.

= Now you can inspect the DOM. You can modify the CSS, and run JavaScript
commands, just like in the desktop inspector.

8 00

Web Inspector — Worklight iPad2 — Worklight Starter — worklightStarter.html

D8 B Q &4 = » B |IIII1 > [ 2 E B »[E > [E divitfeedDescriptionTa... | g | [l lpl¢ 3 =
B - ¥ Type
o <!— Licensed Materials - Property of IBM 5725-G22 (C)
b [_|Images Copyright IBM Corp. 2@@6, 2812. All Rights Reserved. US MIME Type text/html
b[:chrlms G?varnment Usars_Restricted Rights - Use, dup'licatior_\ or Resource Type Document
o disclosure restricted by GSA ADP Schedule Contract with
» || Stylesheets IBM Corp. —> ¥ Location
"_“Eﬂé: s Full URL file:{/ fvar/mobile/Applications/
e F o ] ,, D61A25E9-3573-47D3-A406-
v<body id="content" onload="WL.Client.init{{})" style= 1ADBOE25228C  Library/
"display: block; "> Application¥205Support/
<0lv class= Lab  l0="Teedsiab  Stylez.s/0lv= www397208567 1/default/
d B ab d eedDes ptionTab worklightStarter.html
z d
»<div class="tab" id="aboutTab" style="display: none; Scheme file
Fws/ D1V 2 o
Path bile/ Applicar 'DE1A25ED-
<script src="js/worklightStarter.js"=</script> 5?—;;?;07[;;{&58&_1:3?55252230
<scr1:.pt sr _]:s.fUti'Ls.js">ﬂ/sr_ript‘_a Library/Application®%20Support/
<script src="js/messages.js"=</script> www397208567 1 /default/
</body= worklightStarter.htmi
SfEm Filename worklightStarter.html
¥ Query Parameters
No Query Parameters
¥ Request Headers
No Request Headers
¥ Response Headers
No Response Headers
- » [
28

‘Worklight Starter

Acer C7 Chromebook review:
Chrome OS on the cheap, but at
what cost?

Wii U system music gets
collected into unofficial nine-
track album

Cambridge University starts
Doomwatch unit, hires Skype
co-founder to fight the future

Beaten, twisted, sprayed and
sat on: how Samsung stress
tests its phones (video)

Raspberry Pi says itll run
Minecraft, deamos upcoming 5-
megapixel, 1080P, $25 cameara

Hands-on with the Asha 205
and Nokia's Slam quick-sharing
feature (video)

Minecraft Reality for iOS finds a
home for our blocky dreams in
the real world {video)

MEC shows 2014-era portable
DNA analyzer that could
outpace your faverite crime
drama

How would you change the
Huawei Ascend P17

Samsung announces Galaxy
Note Il has moved 5 million
units worldwide

Refresh Roundup: week of
November 19th, 2012

Pravabansas Olaslk Bdda: aslban

3 urdated Nov 25, 2012

It's been just over a month since Google unveiled its
gorgeous and affordable

Chromebook only to surprise us days later with an
even cheaper system, the

Chromebook. At first glance, these two laptops are
very similar, both in purpose (cloud-based
computing on a budget) and in specs (11.6-inch
display, dual-core CPU, 2GB of RAM), but there are
significant differences under the hood. Samsung's
offering achieves its svelte form factor, 6.5-hour
battery life and attractive price via a fully integrated
and fanless ARM-based design while Acer takes a
more conservative approach -- cramming standard
off-the-shelf components like a 2.5-inch hard drive,
small-outline memory module, mini-PCle WiFi card,
and Intel Celeron processor into a traditional
netbook-like chassis. Does being $50 cheaper make
up for the C7's lack of sex appeal and short 4-hour
battery life? What other compromises in
performance and build quality (if any) were made 1o
achieve this lower cost? Most importantly, which
budget Chromebook is right for you? Find out after
the break.

Gallery: Acer C7 Chromebook review

Continue reading Acer C7 Chromebook raview:
Chrome OS on the cheap. but at what cost?
Filed under: Laptops. Google. Acer
Comments
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Debugging with WireShark

30

Wireshark is a network protocol analyzer that you can use to see
what happens on your network at a microscopic level.

With WireShark, you can filter the range of traffic that you want to
follow.
[l] Capturing from 2 interfaces  [Wireshark 18.1 (SVN Rev 43946 from trunk-18)] . . e

Eile Edit View Go Capture Analyze Statistics Telephonl Tools Internals Help

B BERXETE AT L RAQE @ EB % &
Filter: | http &8 tcp.port == 10080 IZI Expression... Clear Apply Save Filter Filter Filter Filter

Mo. Time Source Destination Protocol Length Info

1_1228 349.498153 9. .

11282 358.

1_1806 459.279102 9.
1_1810 459.3212109.

: 480230 oy

.625??3 9. -

. 686034 9. -

4 Frame 10706: 385 bytes on wire (3080 bits), 385 bytes captured (3080 bits) on interface 1

¥ Ethernet II, Src: Cisco_bf:16:3f (00:22:55:bf:16:3F), Dst: WistronI_ce:b2:ca (fO:de:fl:ce:b2:ca)

¥ Internet Protocol version 4, src: 9.148.23.122 (9.148.23.122), Dst: 9.148.225.225 (9.148.225.225)

+ Transmission Control Protocol, Src Port: 56781 (56781), Dst Port: amanda (10080), Seq: 751, Ack: 1, Len: 319
% [2 Reassembled TCP Segments (1069 bytes): #10705(750), #10706(319)]

+ Hypertext Transfer Protocol

4 Line-based text data: application/x-www-form-urlencoded
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Debugging with WireShark
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= Open Edit > Preferences.

= Expand Protocols.

User Interfac

2 = User Interface

Layout = Packet list selection mode: n
Calumns Protocol tree selection mode:  Selects ||
Font
Colors Save window position: (=]
Capture Save window size:
Printin,
? Save maximized state:
Mame Resolution
Fite resios Opens corscewindou [Nom
= — " . @) P
File Open’ dialog behavior. @ Remember last directory () Always start in:
| B Protocols
Directory: ‘ CA\Users\shmulikb\Documents ‘
6LaWPAN "File Open” preview timeout: ‘3 ‘
| 802.11 Radiotap
| Abis OML Filter display max. list entries: |10 |
ACN "Open Recent" max. list entries: |10 |
AcCtrace
ADwin Ask for unsaved capture files:
Agenti Wrap to end/beginning of file during a find:
AH Setti dial hi butt (=]
ings dialogs show a save button:
AT 9 9
ALC Welcome screen and title bar shows version:
ALCaP Autoscrollon epansion: [
AMR
ANSI BSMAP Auto scroll percentage: ‘U ‘
ANSIMAP " Display LEDs in the Expert Infos dialog tab labels: [
o] e ) (o]
—

|

Edit View Go

Capture  Analyze

Statistics Telephonz To|

Copy
&, Find Packet...

Find Mext

Find Previous

Mark Packet (toggle)

Mark All Displayed Packets
Unmark All Displayed Packets
Find Mext Mark

Find Previous Mark

lgnore Packet (toggle)
Ignore All Displayed Packets (toggle)
Un-Ignaore All Packets

{8 Set Time Reference (toggle)
Un-Time Reference All Packets
Find Mext Time Reference
Find Previous Time Reference

o @ Time Shift...

B Edit or Add Packet Comment...

onfio ign Profiles...

3
Ctrl+F

Ctrl+M
Ctrl+B

Ctrl+M
Shift+Ctrl+M
Ctrl+Alt+M
Shift+Ctrl+M
Shift+Ctrl+B

Ctrl+X
Shift+ Chrl+ Alt+ X
Shift+Ctrl+X

Ctrl+T
Chrl+Alt+T
Ctrl+Alt+M
Ctrl+Alt+B
Shift+Ctrl+T

Shift+ Ctrl+ A
Shift+Ctrl+P

E

[

—_

Start & capture with detsiled options
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Debugging with WireShark

= Select HTTP and add port 10080 to the TCP Ports list.

s
[ Wireshark: Preferences - Profile: Default &@g

Gopher A

GPRS-LLC X
Reassemble HTTP headers spanning multiple TCP segments:
GPRS-NS I

Reassemble HTTP bodies spanning multiple TCP segments:

Hypertext Transfer Protocol

E =

Gryphon
G5Mover [P Reassemble chunked transfer-coded bodies:
GSM SMS
GSM SMS UD
GSM Um TCP Ports: | 80,3128,3132 5985,8080,8088,11371,1900,2869,2
GSM_MAP

GS5-API

GTP

H.225.0

H.245

H.501

H248

H263P

H264

HAZELCAST

HCLACL

HDCPw2

HDFS

HDFSDATA

HNEBAP

HP_ERM

jris

ICMP S

E =

Uncompress entity bodies:

SSL/TLS Ports: | 443

[

Custom HTTP headers fields: Edit...

oc || zepy || conce
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Debugging with WireShark

1. Click the left button, which lists the available capture interfaces.
2. Select the capture interface that you want to follow.

3. Create a filter (protocol && TCP Port).
E Capturing from 2 interfaces  [Wireshark 1.8.1 (SVN Rev 43946 ffﬂ;—hl

File Edit Miew Go Capture Analyze Statistics Telephonz Tocls Internals Help

axga aesors @Eacan @

3 Filter: = http &8& tcp.port == 10080 IZI Expression.. Clear Apply Save  Filt
Mo, Time Source Destination Protocol Length Info
b i Wireshark: Capture Interfaces = |&| &
T Description Ip Packets Packets/s
B Microsoft fe0:7d83:dcSccddBicect 0 0
E Intel(R) 82579LM Gigabit Metwork Connection  feB0u7074:5f07:4f%:6f2c 1987 2 Details

| Start Stop ]l Options ]I Close ]
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Debugging with Mobile Browser Simulator

You can also use the IBM Worklight Mobile Browser Simulator to

preview and debug IBM Worklight applications in Android, iPhone,
and iPad environments.

The Mobile Browser Simulator also simulates Cordova APIs, so you

can test these APIs without having to use an emulator, simulator, or
device.

Note: this simulation does not replace tests on a physical device.
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Notices
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Permission for the use of these publications is granted subject to these terms and conditions.
This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently available in
your area. Any reference to an IBM product, program, or service is not intended to state or imply that only
that IBM product, program, or service may be used. Any functionally equivalent product, program, or
service that does not infringe any IBM intellectual property right may be used instead. However, it is the
user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document.
The furnishing of this document does not grant you any license to these patents. You can send license
inquiries, in writing, to:

- IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY 10504-1785
US.A.

For license inquiries regarding double-byte character set (DBCS) information, contact the IBM Intellectual
Property Department in your country or send inquiries, in writing, to:

- Intellectual Property Licensing
Legal and Intellectual Property Law
IBM Japan Ltd.
1623-14, Shimotsuruma, Yamato-shi
Kanagawa 242-8502 Japan

The following paragraph does not apply to the United Kingdom or any other country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION
PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer
of express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication. IBM
may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of
the materials for this IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this one)
and (i) the mutual use of the information which has been exchanged, should contact:

- IBM Corporation
Dept F6, Bldg 1
294 Route 100
Somers NY 10589-3216
USA

I

Such information may be available, subject to appropriate terms and conditions, including in some cases,
payment of a fee.

The licensed program described in this document and all licensed material available for it are provided by
IBM under terms of the IBM Customer Agreement, IBM International Program License Agreement or any
equivalent agreement between us.

Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs
in any form without payment to IBM, for the purposes of developing, using, marketing or distributing
application programs conforming to the application programming interface for the operating platform for
which the sample programs are written. These examples have not been thoroughly tested under all
conditions. IBM, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs.

Each copy or any portion of these sample programs or any derivative work, must include a copyright notice
as follows:

- © (your company name) (year). Portions of this code are derived from IBM Corp. Sample Programs.
© Copyright IBM Corp. _enter the year or years_. All rights reserved.

Privacy Policy Considerations

IBM Software products, including software as a service solutions, (“Software Offerings”) may use cookies
or other technologies to collect product usage information, to help improve the end user experience, to
tailor interactions with the end user or for other purposes. In many cases no personally identifiable
information is collected by the Software Offerings. Some of our Software Offerings can help enable you to
collect personally identifiable information. If this Software Offering uses cookies to collect personally
identifiable information, specific information about this offering’s use of cookies is set forth below.

Depending upon the configurations deployed, this Software Offering may use session cookies that collect
session information (generated by the application server). These cookies contain no personally identifiable
information and are required for session management. Additionally, persistent cookies may be randomly
generated to recognize and manage anonymous users. These cookies also contain no personally
identifiable information and are required.

If the configurations deployed for this Software Offering provide you as customer the ability to collect
personally identifiable information from end users via cookies and other technologies, you should seek
your own legal advice about any laws applicable to such data collection, including any requirements for
notice and consent. For more information about the use of various technologies, including cookies, for
these purposes, see IBM’s Privacy Policy at and IBM's Online Privacy
Statement at the sections entitled “Cookies, Web Beacons and Other
Technologies” and the “IBM Software Products and Software-as-a-Service Privacy Statement” at
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For the entire IBM Worklight documentation set, training material and online forums where you can post questions, see the IBM website at:

Support

Software Subscription and Support (also referred to as Software Maintenance) is included with licenses purchased through Passport
Advantage and Passport Advantage Express. For additional information about the International Passport Advantage Agreement and the
IBM International Passport Advantage Express Agreement, visit the Passport Advantage website at:

If you have a Software Subscription and Support in effect, IBM provides you assistance for your routine, short duration installation and
usage (how-to) questions, and code-related questions. For additional details, consult your IBM Software Support Handbook at:

Comments

We appreciate your comments about this publication. Please comment on specific errors or omissions, accuracy, organization, subject
matter, or completeness of this document. The comments you send should pertain to only the information in this manual or product and
the way in which the information is presented.

For technical questions and information about products and prices, please contact your IBM branch office, your IBM business partner,
or your authorized remarketer.

When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute your comments in any way it believes
appropriate without incurring any obligation to you. IBM or any other organizations will only use the personal information that you supply
to contact you about the issues that you state.

Thank you for your support.
Submit your comments in the IBM Worklight Developer Edition support community at:

If you would like a response from IBM, please provide the following information;
Name
Address
Company or Organization
Phone No.
Email address
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