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SHEEEER A authenticationConfig.xml Z 7 A JLIZEMLE T,

realms 4 < 3 > T. CustomAuthenticatorRealm & ULNS ZRIND L ILLE
ETxLFET,

Z DL IJLLA CustomLoginModule 2R3 52 L 2R LET,

MyCustomAuthenticator % className & L THEELFY . COREER
NDAZA FTITWLVEY,

= =) o

<realm name="CustomduthenticatorfRealm” loginModule="CustomlLoginModule™:
<className>com.mypackage.MyCustomAuthenticator</className>
*ffea m

aaaaaaaaaaa Mg m A Fomom ! wa ™ T ommrd Bl 0] o N e i mm m Tis v o

IoglnModuIes +4 <3 > T, CustomLoginModule & L\‘)%ﬁuO)
loginModule #:EMLEY,

E LIMTMAFAW L o s

<loginModule name="CustomlLoginModule™:
<className>com.mypackage.MyCustomLoginModule</className:

</loginModule>

MyCustomLoginModule % className & L THREL FT ., COREEE
DAZA FTITLET,
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v—%RET S5, ThE <customSecurityTest> [ LFETF,

<securityTests>
<customSecurityTest name="CustomAuthSecurityTest">
<test isInternalUserID="true" realm="CustomAuthenticatorRealm"/>
</customSecurityTest>
</securityTests>
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void init (Map<String, String> options)

AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

AuthenticationResult
processAuthenticationFailure (HttpServletRequest request,
HttpServletResponse respca Sl Y

AuthenticationResult A—E€oT45—52—O init () A
processRequestAlreadyAuth 7 v R, A—t>F45—4— -

t, HttpS letR . N - = N
reques . P eer etRespcC A RB U ZADERBEIZIEUE S
Map<String, Object> getA 9., chlx
HttpServletRequest getReqg =illial=iiilor:inlolp @olpiiledan 8 P77

request, HttpServletRespa lcr Lo o fing el oy i =
userIdentity, LoginExtens % =
X(THR l') ij_o

Boolean changeResponseOnS
request, HttpServletResponse response

est

WorkLightAuthenticator clone ()
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s A=t T4 =2 —APIIE, ULTDOELYTY,
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void init (Map<String, String> options)

AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

AuthenticationResult
processAuthentlcatlonFallure(HttpServletRequest request,
HttpServletResponse respa

AuthenticationResult
processRequestAlreadyAut

request, HttpseeretReSp'jproceSSRequest() Ay R

Map<String, Object> getA (Z. EEFSEEy S a UM ER
HttpServletRequest getReq w7078 criN fa B Nas = dl=aeg est

request, HttpServletRespc
userldentity, LoginExtens

Boolean changeResponseOnS
request, HttpServletResponse response

WorkLightAuthenticator clone ()
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s F—toT4H5—32—API X, UTDOEEY T,

— void init (Map<String, String> options)

— AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

—|AuthenticationResult
processAuthenticationFailure (HttpServletRequest request,
HttpServletResponse response, String errorMessage)

— AuthenticationResult
processRequestAlreadyAutl
request, HttpServletRespc

— Map<String, Object> getAWTIasIco N IEaal=tehelienlcrena it biac ()
— HttpServletRequest getRed VEWETE MEe ml o0 a0 ool =

request, HttpServletRespc
userlIdentity, LoginExten:

SNFEJ,

— Boolean changeResponseOn¢
request, HttpServletRespc

— WorkLightAuthenticator ¢

BIFMIRAED KRB Z IR L =158 SO H
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T—toT47—3—APIE. UTOELEYTY,
— void init (Map<String, String> options)
— AuthenticationResult processRequest (HttpServletRequest

request, HttpServletResponse response, boolean
isAccessToProtectedResource)

AuthenticationResult
processAuthenticationFailure (HttpServletRequest request,
HttpServletResponse response, String errorMessage)

AuthenticationResult
processRequestAlreadyAuthenticated (HttpServletRequest
request, HttpServletResponse response)

Map<String, Object> ge

HttpServletRequest ge

request, HttpServletRe
userIdentity, LoginEx {ieiseJelSISISiNClebiSIShl NN astoIeh22Nohul sl ishshNor-RutSToN@)

Boolean changeResponse 4 4/ leds bl ta el I dc e iz
request, HttpServletRe VI HENET,

WorkLightAuthenticato
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— AuthenticationResult proce
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— volid init (Map<String, Stri

request, HttpServletRespon  eisiaitiie=isiesteriaiieibiect OF i)
1sAcceséToPrl‘otectedResourc v RlE. A—t > F 4 b—4—[=&
AuthenticationResult WS ENEFPIBIIE P F K
processAuthenticationFailu Iz, OFAY - ES1— LIk &
HttpServletResponse respon| '» “O_tﬁﬁﬁéhi_a_ =

AuthenticationResult
processRequestAlreadyAuthe
request, HttpServletRespon

Map<String, Object> getAuthenticationData ()

HttpServletRequest getRequestToProceed (HttpServletRequest
request, HttpServletResponse response, Userldentity
userIdentity, LoginExtension... loginExtension)

Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

WorkLightAuthenticator clone ()
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A—toT47—32—APIIE. LTOEBEYTY,
— volid init (Map<String, Stri

getRequestToProceed () *AY v k

— AuthenticationResult proce %. A—t > F 14— —[=&k>TIN

request, HttpServletRespon s by s . .
1sAccessToProtectedResourc ESIN-BERERZOIA> - EDa

—ILAREE L T, BWREEAS TN L F=1RIC

— AuthenticationResult s
processAuthenticationFailu DFH. BUHINET

HttpServletResponse respon eEiiasciil=aulesiaee-i=clb) A VR

— AuthenticationResult [E. IBM Worklight V5.0.0.3 LARFIZIE
processRequestAlreadyAuthe WRLEGT->TULVET,
request, HttpServletRespon U

— Map<String, Object> getAuthenticationData ()

—|HttpServletRequest getRequestToProceed (HttpServletRequest
request, HttpServletResponse response, Userldentity
userIdentity, LoginExtension... loginExtension)

— Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

— WorkLightAuthenticator clone ()

© Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



HREALJava T —E>T 0 75— —DERE (7/21)

17

— AuthenticationResult proce

A—toT47—32—APIIE. LTOEBEYTY,
— volid init (Map<String, Stri

request, HttpServletRespon asEisiesisicisisleralcl=10lsitlelo=rs =0
' P R . . s P
1sAccessToProtectedResourc Ay RlE. SBEEARETH L =120

processAuthentioationFai el Ll Ry
DAYy FZFERALTREIZT— ¥
HttpServletResponse respon |
2ZEEMLET,
AuthenticationResult
processRequestAlreadyAuthe
request, HttpServletRespon

Map<String, Object> getAuthenticationData ()

HttpServletRequest getRequestToProceed (HttpServletRequest
request, HttpServletResponse response, Userldentity
userldentity, LoginExtension... loginExtension)

Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

WorkLightAuthenticator clone ()
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— AuthenticationResult proce

A—toT47—32—APIIE. LTOEBEYTY,
— void init (Map<String, Stri

request, HttpServletRespon
1sAccessToProtectedResourc clone () AYw F\(i\ SR A

Authentzi-xci;clioréf_iesg}t ail IN—DT4—T - AF—%#E/ET
processAuthenticationFailu BE=0OIEALES. ,

HttpServletResponse respon

AuthenticationResult
processRequestAlreadyAuthe
request, HttpServletRespon

Map<String, Object> getAuthenticationData ()

HttpServletRequest getRequestToProceed (HttpServletRequest
request, HttpServletResponse response, Userldentity
userIdentity, LoginExtension... loginExtension)

Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

WorkLightAuthenticator clone ()
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MyCustomAuthenticator 7 5 X & server¥java 7 # JLA —RIZ{E
BRLED,

N9 MDY S5 AT WorkLightAuthenticator 1 Y3 —2J7 1 —X&E
I HLOHICLFET,

public class MyCustomAuthenticator implements WorkLightAuthenticator {

BRIEMEEEF T A7-HIZ. authenticationData v 7&#A—+t >
TA4—3—IZEBMLET,

CDATOzH MF, O - EDa—I)LIZE>THREE LY
FRINET,

private Map<String, Object> authenticationData = null;
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H—/N\—FEENY SR (BlAIEL. HitpServletRequest % &) #{F
THIZIK, H—N— S L F54T5)—~DIKEFEHEZRZE
my3HENHYET,

Worklight 7R> =y b2HEV Uy o L. FTANRT 14—
(Properties)] Z#:&EIRLZET,

[Java EJL K = /XX (Java Build Path)] — IS4 2751 —
(Libraries)] ##ERL., [S4T51)—miENM (Add Library)] %%
)y LET,

[H—/8— - 52484 L (Server Runtime)] Z&EIRL. TR~
(Next)] 20V v I LET,

C{EHAD Eclipse IT4 VA F—ILENTWEAHY—/N— 534 L
DY)RAIPIREREINET,

WFRMNEEIRL., T (Finish)l 291 vy2 LEY,
[OK] #21)vyHo L%ET,
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init () A*YY KRl A—t€ o T4 55— —DERBIZFEVH SN
x£9,

Z i, authenticationConfig.xml D LILLEETHEESINTILYS
T3y TEZITMY ET,

poverride
public void init(Map<String, String> options) throws MissingConfigurationOptionException {
Logger.info("init");

¥

A—t2oT45—32—0D clone () AYYFKIE. AT k- A
N — O [o] K3
VIN—DT4—T - AE—EERLET,
poverride
public WorkLightAuthenticator clone() throws CloneNotSupportedException {
MyCustomfAuthenticator otherfuthenticator = (MyCustomfAuthenticator) super.clone();

otherAuthenticator.authenticationData = new HashMap<5tring, Object:(authenticaticnData);
return otherfuthenticator;
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= processRequest () * Vv Fl&, ERBEHRZINET 5= DIERFE
KBNBLH=UICTHEVHENET,

@0verrdds
publig AuthenticationResult pmcessRequest{HttpSewletRequest request, HttpServletResponse response, boolean 15AccessToF‘mtectEd|;
iii' . e Ty

if {r‘equest getRequestLlRI{} contalns[ my_cus
String username = request.getParameter(ule
String password = request.getParameter(”

suth_request_url™)){

swordh " 1" );

if (null !=.usn.=_'r_‘r|ame &% null !'= password prOCGSSRequeSt () )( ‘j Y I:(j:\ request\
authenticaticnData = new HashMap<Str S S
authenticationData.put("username”, u response. 3:3 J: U
thenticationData.put("” d", . g
A kPR IR i 52, 55 ToProtectedResource D& EIHE
} else { =, — e KR 4 A B S
response.setContentType( "applicaticn (-J-Hy L) id— = 0) )L j J\ I\ 'j:‘ g;‘kh\ b T
response.setHeader("Cache-Control”, 9 %Hy l_/f—- U m%‘: _\—9 %i%ﬁhf'—‘ L)
response.getWriter().print({"{\"auths S
return AuthenticationResult.createF T étﬁé :E) % L) id_h\\ uﬂﬁo)x 7 ’f I\ —C REE
, 95KDI2, HED AuthenticationResult
. . 'IkIR EJ&TZ‘gb\% L) i—d—o /Iu_.\ j— t -/T 'f
if (!isAccessToProtectedResource) oS
return AuthenticaticnResult.createFrom(a l7' 9 —‘j: a 7 ’r s " :E _)L-C{EFHj_é
response.setContentType("applicaticon/json; ¢ ﬁ*ﬁd%*& %”2% L/ij_b\s ﬁ*ﬁ1%$&®*ﬁ§m'iﬁ
response.setHeader("Cache-Contrel™, "no-cach \
response.getWriter().print (" {\"authstatus\": L iﬁA’o
return AuthenticationResult.createFrom(Authe
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" processRequest () »* Vv K&, BREHRZINET 5-HDIERME
KNHA-UIZHEUVHEINET,

@rverride

public Authentlcatlonﬂesult pmcessRequest{HttpSewletRequest request, HttpServletResponse response, boolean isAccessToProtectedRs
=t "l

if (request.getRequestURI().contains("my_custom_auth request_url 11
ST IS e Tale = T e Ues T L TP ar e CEr | TS e TTame T

String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);
authenticationData.put("password”, password);

return AuthenticationResult.createFrom(Authentica 7 7° U 17- “/ 3 ‘/75\ nlh\nﬁg;}z E##J:Eo) URL

T else {

response.setContentType( "application/jscn; charse [:%1% L, 3:_';—0 o @g;kd) URL (h'j:

response.setHeader("Cache-Contrel”, “no-cache, m = .
response.gethiriter().print{"{\"authStatus\":\"req my_CUStOm_aUth_reqUeSt_Url t LY 2 s
return AuthenticationResult.createFrom(Authentica I_I_:_? s/ I\bﬁﬁinf L\a—:—.?- - 0) = yTI_i)—
; > o
) T2 hE, COBRMVERICEAERREL D
if {!EACCEZSEF‘N?EC:?dR;SGUEE:I cerom(Authenticats EIIZFTBE=HIZ, A—toT1aH5—32—N"
return AuthenticationResult.createfrom(Authenticatio S —
FRALFET, IXTOA—tUT47—52—
response.setContentType("application/json; charset=UTF-3' f%h%h;ﬁé URL O _‘/,—I—:_* >k €1§

response.setHeader("Cache-Contrel™, "no-cache, must-reva

response.getWriter().print (" {\"authstatus\" :\"required\” Fﬁ?é & 75\*& é}h,—c L\as-d_

return AuthenticationResult.cregteFrom(Authenticationstat

23 © Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



HRELJava F—t>T 1 —F—DFERE (14/21)

= processRequest () A Vv NI, ERFRHMZINET 5O DIEZE
KNBA-VIZHEVUHENET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpSerwletResponse response, boolean isfccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if i .

il

est_url"))i{

String username = request.getParametEr{"usanamE:};
String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.cregteFrom(AuthenticationStatus.SUCCESS);

T else {
response.setContentType( "application/jscn; charset=UTF-&"
response.setHeader("Cache-Contrel®™, "no-cache, must-reva
response.getWriter().print{"{\"authStatus\" :\"required\”
return AuthenticationResult.createFrom(AuthenticationStat

) T—toT47—53—F &
. RINTGA—F—LLTESN
if (!isAccessToProtectedResource) o o R

return AuthenticationResult.createFrom{futhenticationStatus.s %) —'U'— & / \Z '7 _ I\ ’ﬁ

response.setContentType("application/jscn; charset=UTF-8"); *%'I‘EﬁEiﬁ é Hy'/f% L, E d— o

response.setHeader("Cache-Contrel”, "no-cache, must-revalidate™)
response.getWriter().print (" {\"authstatus\" \"required\"}"});
return AuthenticationResult.createFrom(AuthenticationStatus.CLIE

ssword\"}");

h
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= processRequest () A Vv NI, ERFRHMZINET 5O DIEZFE
KNBA-VIZHEVUHENET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpServletResponse response, boolean isAccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if (request.getRequestURI().contains("my_custom_auth_request_url™)){
String username = request.getParameter("username");
String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.createFrom(AuthenticationStatus.SUCCESS);
T else {
response.setContentType( "application/jscn; charsetslld

response.setHeader("Cache-Contrel”, “no-cache, mus o — o o s == —

response.getWriter().print({"{\"authStatus\":\"requ j_ t sz 1 /7- 9 ‘iﬁ*gll‘ﬁ *E'“E$El‘] BaH

return AuthenticationResult.createFrom{Authenticat @:TI'%'l‘ﬂEhﬁ% é h\*ﬁﬁ L .
3 authenticationData 77 x 9 F&4E
if (!isAccessToProtectedResource) E‘Z L/ —c S SUCCESS %J‘g L/ as-d_o

return AuthenticationResult.createfrom(AuthenticationSEHIgl@l =iates hff‘éu*-d-é@‘is ﬁ*ﬁtl%*&d)”i
r‘esp-crnse.sE:EIon';Eﬂ'EIng}E"aEpli.ca':ll:-ii:on:-:jsonj Ehar‘se‘t:Lﬂ'F—S;? %(:J—jzlj] L,T: o t 0)3%'(5'3—0 %0)?&'{5\ ;ﬁ
response.setHeader("Cache-Control”™, “"no-cache, must-revalis K - > « &9
response.getWriter().print("{\"authStatus\":\"requiredy”}" *ﬁ’l%*ﬁ%*ﬁﬁﬁj— %) T:&)ls A 7 ’f p il v
return AuthenticationResult.createFrom(AuthenticationStatus _)[/75§uglzzﬁm é hij—
o
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" processRequest () »* Vv K&, BREHRZINET 5-HDIERME
KNHAHA-VIZHEVUHENET,

@rverride
public AuthenticationResult processRequest{HttpServ
Legger.infof "MyCustoméuthenticator :: processRe

if (request.getRequestURI().contains("my_custom
String username = request.getParameter(use

String password

2T > -EiRERICEEN D > -EHZE. +—
2T 14 7—43 —I[% errorMessage Zi& (2B
bbbl /I L. CLIENT INTERACTION REQUIRED #
O henticarionbata — new LZSEEEZ‘!EIL?: BLET, CDZFETH, V773470 MIEEEE
ZEIEZ:EEZEEZEZIZ EﬂIE EEEZEETS : EZEZ T—RAERETIVLENHY T,

T ElSE i
response.setContentType( "application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel”, "no-cache, must-revalidate™);
response.getWriter().print({"{\"authStatus\":\"required\”, “"errorMessage\":\"Please enter username and password\"}");
return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.createFrom{AuthenticationStatus.REQUEST NOT RECOGNIZED);

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel™, "no-cache, must-revalidate™);
response.getWriter().print (" {\"authstatus\" \"required\"}"});

return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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" processRequest () »* Vv K&, BREHRZINET 5-HDIERME
KNHA-UIZHEUVHEINET,

@rverride

public AuthenticationResult processRequest(HttpServletRequest re i
Logger.info("MyCustomAuthenticator :: processRequest”); 1sAccessToProtectedResource gl?&

if (request.getRequestURI().contains("my_custom_auth_request = o NS+ 4=
String username = request.getParameter("username"); ‘j:‘ 1%“%\ U \J Z/\O) 7 7 :t' Zh\ "it{T é
String password = request.getParameter(“password”); *LT: 75\ & 5 75\ %—J—( L 'i‘a"‘o Eitffﬁ- é *L'C L\
if (null != username && null != password &% username.le Eb\iﬁ [ : 0))‘ \/ v F ‘j:
authenticaticnData = new HashMap<String, Object:>(); >
authenticationData.put("username”, username); REQUEST_NOT_RECOGNIZED Eﬂ L’
authenticationData.put("password”, password); = Bl — N —
return AuthenticationResult.createFrom(Authenticatio -557-4: %gﬁ,gb} ;_gj_ %‘g /Z ;/7- jkﬁ
T else { — < \ -C ’ \u
response.setContentType( "application/jscn; charset= L . - =
response.setHeader("Cache-Contrel”, "no-cache, must -C 3:3 ) N / v '\ 'j:%o)gs HEEXO)LIE
response.getWriter(}.print{"{\"authStatus\":\"requi %% {fi. L/ 353- 1)

return AuthenticaticnResult.createFrom(Authenticatio

tedR

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.createFrom{AuthenticationStatus.REQUEST NOT RECOGNIZED);

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel™, "no-cache, must-revalidate™);
response.getWriter().print (" {\"authstatus\" \"required\"}"});

return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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" processRequest () »* Vv K&, BREHRZINET 5-HDIERME
KNHA-UIZHEUVHEINET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpServletResponse response, boolean isAccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if (request.getRequestURI().contains("my_custom_auth_request_url™)){
String username = request.getParameter("username");
String password = request.getParameter(“password”);

if (null != username && null !'= password && username.leng 1%; J ‘J—X ‘:;{'\'J' L'C,_*)*Lf—g*‘:

authenticaticnData = new HashMap<String, Object:>();

authenticationData.put("username”, username); l:llL.\l:l _\\ g h\AgE*L'C L\7:J~ L\iﬁ j’

authenticationData.put("password”, password);

return AuthenticationResult.createFrom{Authentication _t /T ,{ /7-_ 9 _[j:

T else { . 0 0 —
response.setContentType("application/json; charset=UT authStatus: requred J 0y \T 1
response.setHeader("Cache-Contrel”, “no-cache, must-r Kb — ~
response.getWriter().print{"{\"authStatus\":\"require o é]ﬁ:‘é'h Ej]u L/ S é ) (\ 1

, return AuthenticationResult.createFrom{Authentication CLIENT_INTERACTION_REQUIRED
) RRERLFET,

if (!isAccessToProtectedResource)
return AuthenticaticnResult.cregtefrom{Authenticationstat

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel™, "no-cache, must-revalidate™);
response.getWriter().print (" {\"authstatus\" \"required\"}"});

return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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d—t>2T 445 —3—® gethAuthenticationData () XY v FIZL,

WRESN-ERERZWMFT AOHOIC. A4 - EDa—)LTHEA
LET,

poverride

public Map<String, Object> getAuthenticationData() {
Logger.info("getAuthenticationData");
return authenticationData;

¥

ELEALY I VNEILEINS E. TNLRITTRTOERD
changeResponseOnSuccess () X Vv k&
processRequestAlreadyAuthenticated() »* Vv k&L ThH

'Ei :/';2»7T€___ f‘ ég‘*qaiisji_o

ChEDAYY FEEATIE, BROLT—44BHEL. HEEE
BT LNTEET,
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= changeResponseOnSuccess () AYw RI&, A4V« EV 21— ILIC L HEHK
BRODREENEDI LI RICFEVHEINET,

s CDAYY FEEARALT, BREZIVFAT VU MIBRTHICIGEZEET HIEN
TEFEJ,

= TDAVY R BREDNERSNEEIL true, ERESNTLVEWNGE(T false
ZRITBENHYFET,

s CDAYyY FEFERALT, FBERMIBILECEEISAT UM -FTT)r—2 3
VICEMLET,

@override
public boolean changeResponseOnSuccess(HttpServletRequest request, HttpServletResponse response) throws IOException {
Logger. infol "MyCustomfuthenticater i chanseResponselnsSuccesz"1;

if (request.getRequestURI().contains("my_custom_auth_request_url"™)){
response.setlontentType( "application/jscn; charset=UTF-8");
response.setHeader("Cache-Control”, “no-cache, must-revalidate");
response.getWriter().print("{\"auth5tatus\":\"complete\"}");
return true;

¥

return talse;
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processRequestAlreadyAuthenticated () »* Vv FI&, BN T-EXK
[Z3f L T AuthenticationResult Z:8 LE 9,

@Override

public AuthenticationResult processRequestAlreadyAuthenticated(HttpServletRequest request,
Logger.info("processRequestAlreadyAuthenticated”™);
return AuthenticationResult.REQUEST NOT _RECOGNIZED;

57\4 - :E:):L_)l/h\nm\nIEB jé_ L/T-iﬁAlhlj:
processAuthenticationFailure () BNFFEUPHINET ., DA VY FIL,

I5— - Ayt—CZREDEXIZESTAH,
CLIENT_INTERACTION_REQUIRED iR %R L F 7,

@override
public AuthenticaticnResult processAuthenticationFailure(HttpServletRequest request, HttpServletResponse response,
String errorMessage) throws IOException, ServletException {

Legger.info("processAuthenticationFailure™);

response.setContentType( "application/json; charset=UTF-8");

response.setHeader ("Cache-Control”, “no-cache, must-revalidate");
response.getiriter().print{"{\"authRequired\" true, “errorMessage\":\"" + errorMessage + "\"}");
return AuthenticationResult.CLIENT INTERACTION REQUIRED;
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= A4 EFDa—JLAPIIZ. ULTOEBY TY,

—|void init (Map<String, String> options)

— boolean login (Map<String, Object>
authenticationData)

— UserIdentity createldentity(String loginModule)

—void logout () . .

. A4 -FE2Da—I)LO® init () AV
~ void abort() Y RIE, BTAY - ESa—L A
— WorkLightAuthLoginModu | G & i L= as e e i r e e

CDAYy FIE,
authenticationConfig.xml Z 7 1 )LD
NJA4Y - EDa—I)LEETHEESIN
TWSA T avEZTRMYET,
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= A4 EFDa—JLAPIIZ. ULTOEBY TY,

—void init (Map<String, String> options)

34

—|boolean login (Map<String,

Object>

authenticationData)

— UserIdentity createldentity(String loginModule)

—void logout ()

— voilid abort ()

OJA4>-F2a—)LD login() »*Y
— WorkLightAuthLoginModu RN EeE el s o

TINESNT-ERBFERERLET 57=D
ISERSNhFET,
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= A4 EFDa—JLAPIIZ. ULTOEBY TY,

35

—void init (Map<String, String> options)

— boolean login (Map<String, Object>
authenticationData)

—-UserIdentity createIdentity(String loginModule)

—void logout ()

—void abort() 054y - ES21—LO
— WorkLightAuthLoginModu Rt ie Sl o AOR AN

B RO BRI L - T
userIdentity 779 FEERT
SEOHIZFERSNFET,
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= A4 EDa—ILAPIIZE,

—vold 1init (Map<String,

UTDERY T,

String> options)

— boolean login (Map<String, Object>

authenticationData)

— UserIdentity createldentity(String loginModule)

—|void logout ()

—|void abort ()

— WorkLightAuthLoginModu

36

logout () *Yw k& abort () AV
v RIE, B979 FFERIIFEIIDEE

BTNRELEIS, Frvia-T
— 8 EH =T v TE BEBIER
SNFEY,
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= A4 EDa—ILAPIIZE,

37

void init (Map<String,

boolean login (Map<Strifcfce=l Ay RIE, 757§ - AN
authenticationData) —DT4—7T - AE—ZERT S0
[CERSNET,

UserlIdentity createlde
vold logout ()

volid abort ()

WorkLightLoginModule clone ()
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MyCustomLoginModule 7 5 X % server¥java 7 4+ JLZ —RIZ/ERL
LEY,

Z MY 5 XA WorkLightAuthLoginModule £ 8 —2J 1 —RX & E
KYTHLEHERLET,

public class MyCustomLoginModule implements WorkLightAuthLoginModule {

BERIERZHEFTA-0HIZ. USERNAME & PASSWORD &0LV52
DDTSAR—Fr - HOF5R - AN—FEMLET,

private String USERNAME;
private String PASSWORD;
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init(OAYY RIE, B4 - FEDa—)b - A VRE D ADERE
[CHEUHESNFET, ZnlE. authenticationConfig.xml file 7 7 A
WORTA Y BEVA—IILEETEESN A T3 Dy
ZITERY F9,

poverride
public wvoid init(Map<String, String> options) throws MissingConfigurationOptionException {
Logger.info("init");

¥

OJA4>-EVa—I)lDclone() AYYKRIE. ATz k- AV
N—DT4—T - aF—%#ERKLET,
@o0verride

public MyCustomLoginModule clone() throws CloneNotSupportedException {
return (MyCustomLoginModule) super.clone();
b

© Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



HREALJava AT > - EZa—/LDIESE (8/20)

40

= login() A*YY FKIE, A—t>T 445 —32—H SUCCESS K Z#iR L
FRICHFEUOHEENETS,

@override

public boolean
Lagger.inf
USERMAME =
PASSWORD =

else

if (USERNAME.equals("wluser”™) &
return true;

RIS L EE Rl S Ut hent icat tonData 4 23

login(Map<String, Object> authenticationData) {
gule T Logifm J,

(5tring) EUthEﬂthEtlﬂﬂDEtE get({"username”);

(String) authenticaticnData. eet(" "

login() » Vv KX, BFUH
Shi-& &I,

T beA —toTa45—2—

NoRIFLET,
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41

= login() A*YY FKIE, A—t>T 445 —32—H SUCCESS K Z#iR L
FRICHFEUOHEENETS,

@override
public boolean login(Map<5tring, Object:> authenticaticnData) {
E L E E'III! E I I L I! | ] - 'I‘:E_in'll}-:
USERNAME = (5tring) authenticationData.get("username”);
PASSWORD = (String) authenticaticonData.get("password");

if (USERNAME.equals("wluser™) && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException(’

¥ login() A Y v K&, 74—t
T A4 T—3—DLIETZH&H L

TW=a—H—Z ENRXT—F
ERBEHRZzRELET,
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= login() A*YY FKIE, A—t>T 445 —32—H SUCCESS K Z#iR L
FRICHFEUOHEENETS,

@override
public boolean login(Map<5tring, Object:> authenticaticnData) {

Logger.info( "MyCustomLoginModule :: login");
USERNAME = (5tring) authenticationData.get("username”);
PASSWORD = (String) authenticaticonData.get("password");

if (USERNAME.equals("wluser™) && PASSWORD.equals("12345"))
return true;
else

throw new RuntimeException( “OEITIZ. ALY - ESa—)L
! M. N—Fa—F 1 T shtfEe
DEBICK > TERFMERLEL F

¥, MEBDRIIIL—ILERETEE
9, login() A*Yvw K&, EHXIEHR
NENLEEE L true ZIRLET,
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43

= login() A*YY FKIE, A—t>T 445 —32—H SUCCESS K Z#iR L
FRICHFEUOHEENETS,

@override

public boolean login(Map<5tring, Object:> authenticaticnData) {
Logger.info( "MyCustomLoginModule :: login");
USERNAME = (5tring) authenticationData.get("username”);
PASSWORD = (String) authenticaticonData.get("password");

if (USERNAME.equals("wluser™) && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException("Invalid credentials™);

BERBRODREENK LIZIEE. login() A Vv K&,
false ZIR9 A, Fi=IL. errorMessage /INT A —3F —

ELTHA—TUTAT—3—I2RENETHFRIEES
[Z RuntimeException @ AO—LE9,
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44

createIdentity () AV w K&, login() AV v khtrue ZiRLF-& EZI2TIEY
HEInhFzd, COERBMIE, BAEFADLI—TF—IDA Ty FEERT S
Z&ETY,

@0verride
public UserIdentity createldentity(String loginModule) {
Logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put("AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

login () »* Y v Khitrue ZiR L1=%&
[Z. createIdentity() AV v FNR
HFUHSINET, cDAYJY X,

UserIdentity # 7Y x9 FE{ERT

H5=HIZFERAINETT, CORIZHBE

DHRZ2LEMEZERML T, & T Java

O— KP7ETE2— - a— FIZERT
B EMTEEY,
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= createIdentity () AYw FIX, login() AV v Fhitrue #RL =& EFIC
MUOEINET, COERABMIE. BEEFHADI—H—IDF Ty FEERK
$52&TY,

@0verride
public UserIdentity createldentity(String loginModule) {
Logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put("AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #7772z hZIX, A—Y—FHRIAEEN
FT, TDAVARSVFI—FUTOELYTT,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity () AYw FIX. login() AV v Fhitrue R L =& EF(ZHE
VHEEhFET, COERBMIE. BEEFADI—TF—IDA T FEERT
52 &ETY,

A—H—DHBENR

thrs054> - F

@0verride :) 1
public UserIdentity createldentity(

Llogger.info("MyCustomLoginModule ::

HashMap<String, Object> customAttributes = neylHashMap<String, Object>();
customAttributes.put(“AuthenticationDate”, ne

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

Userldentity # 7 =4 ki, a—H—EHRAESENE
9§, TOAVARIIVA—FUTDEELEY T,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity () *Yw KX, login() XY w Khtrue ZiRL 1= & EF(ZMF
UCHEnEzET, COFEREMIE., BEEFEHFOLI—F— DA Ty FEERT
5 ETY,

@0verride
public UserIdentity createldentity(String log
Llogger.info("MyCustomLoginModule :: createldentity

HashMap<String, Object> customAttributes = new HashMap<
customAttributes.put("AuthenticationDate"”, new Date());

ng, Object>();

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z7 ¥ x7 MZIE, 2 —F—EHAEEN
T, TDAVAR I VEA—IEUTDEBYTY,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity () *Yw KX, login() XY w Khtrue ZiRL 1= & EF(ZMF
UCHEnEzET, COFEREMIE., BEEFEHFOLI—F— DA Ty FEERT
5 ETY,

@0verride
public UserIdentity createldentity(String loginModule)
Logger.info("MyCustomLoginModule :: createldentity™);

HashMap<String, Object> customAttributes = new HashMap<String, Ob
customAttributes.put("AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z7 ¥ x7 MZIE, 2 —F—EHAEEN
T, TDAVAR I VEA—IEUTDEBYTY,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity () *Yw KX, login() XY w Khtrue ZiRL 1= & EF(ZMF
OCHEnEzET, COFEREMIE., BEEFHFOLI—F— DA Ty FEERT
5 ETY,

d1—H— Java &z
Fal)T4— -0

@0verride
public UserIdentity createldentity(String loginModule) {
Logger.info("MyCustomLoginModule :: createldentity”);

—JL

HashMap<String, Object> customAttributes = new HashMap<String, Object>
customAttributes.put("AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z7 ¥ x7 MZIE, 2 —F—EHAEEN
T, TDAVAR I VEA—IEUTDEBYTY,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity () *Yw KX, login() XY w Khtrue ZiRL 1= & EF(ZMF
VCHEnEzET, COFEREMIE., BEEFHFOI—F— DA Ty FEERT
5 ETY,

@0verride
public UserIdentity createldentity(String loginModule) {
Logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put("AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z7 ¥ x7 MZIE, 2 —F—EHAEEN
T, TDAVAR I VEA—IEUTDEBYTY,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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51

= createIdentity () *Yw KX, login() XY w Khtrue ZiRL 1= & EF(ZMF
VCHEnEzET, COFEREMNIE., BEEFHFOI—F— DA Ty FEERT
5 ETY,

RESNTE AL

TLHEEEDF L
@0verride

& P =
a—H— :
public UserIdentity createldentity(String loginModule) { -|j- ﬁ*ﬁ lﬁﬂi
Logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put("AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z7 ¥ x7 MZIE, 2 —F—EHAEEN
T, TDAVAR I VEA—IEUTDEBYTY,

public UserIdentity(String loginModule,
String name,

String displayName,

Set<String> roles,

Map<String, Object> attributes,
Object credentials)
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logout () XYy K& abort() *VYy K&k, 2—H¥—H0O5 7+
L/T’Tﬁgsf"imunIEjn ;E '%gT L/T:’Tﬁlzs 75Z - A .V/{_’Eb
J— T w T BHIERALET,

poverride

public void logout() {
Legger.info{"MyCustomLoginModule :: logout™);
USERNAME = null;
PASSWORD = null;

¥

poverride

public woid abort() {
Legger.info("MyCustomLoginModule :: abort™);
USERNAME = null;
PASSWORD = null;
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Worklight 7 7)o —2a V& ERLE T,

D7 TVr—=300F, ULTO2 DM <div> TL A2 FTHERSH
F9,
<div id=“AppBody”> I LAY k&, ZI7UHr—3r -0y
TUYDRRIZERALET,
<div id=“AuthBody”> T L XA bE, BEET+—LDI=OIZ
FERALEY,
REIMNEREINDE, TTVHS—a vk AppBody & JFF&R7RIZ LT

AUthBOdy E%E_F Lij-o it nEb\ETj—é t 77 ) r—< 3 /'i%
REFERTZHICLET,
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&#]Z AppBody ZERLE T,
HNIZIEERBEELEEBSAEENTLET,

<div id="AppBody">

<div class="header":
¢hl:Custom Login Module</hl:

< divs

<div class="wrapper":
<input type="button” value="Call protected odapter proc” onclick="getSecretData()" />
<input type="button" wvalue="Logout"

onclick="WL.Client.logout( ' CustomiuthenticatorRealm’,{ocnSuccess: WL.Client.relcadfpp})”

AR UIE, getSecretbata ZAYV—U¥—DEUHLERST T L
IZEARALZET,
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\

AuthBody [Zl&. MTFOIL AL FAEFTATOHET,

<div id="AuthBody" style="display: none":
<div id="loginForm":

Username: <br/>
<input type="text" id="usermameInputField” /[><br />
Password:<br/:>
<input type="password” id="passwordInputField" /><br/>
<input type="button"” id="loginButton" value="Login" />
<input type="button" id="cancelButton" value="Cancel” />

[1—+H—4%& (Username)] & /82— K (Password)] D& AN
J4—ILk

(o454 > (Login)l R2 > & Td¥ )L (Cancel)] R2 >
AuthBody M XX A JLIE., display:none EWEINTULET, Ch

[T, b—N\—IZ K> TERENERINSFINIRITEINTIET LGS LGN G
T9,
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= UTDAPI X, FrL oo - NURS—ZERL. FOBEEZERT S
HiEERLTULET,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name");

myChallengeHandler.isCustomResponse = function (response)q
return false;
I§

myChallengeHandler.handleChallenge = function (response)q
I

WL.Client.createChallengeHandler ()
ZFEARALTFYLUD - NVEFES—-FTPx

9 bZ2ERLET, LILLBZNTA—4—¢L
LTHEELEY,

FrL2Z NI T—FEFL T HAREVA SIS ZO0—FFHELFET
HEIZO0—LEREDLNWEEEFZL—f— 14— T —X (XL TIT53—FI%,
FLZ N S—/ZEML G TS,
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= UTFTDAPIE, F¥LoP - NV RS—ZERL. TOMEEEZEXET LA
EETRLTULETD,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name");

myChallengeHandler.isCustomResponse = function (response)q
return false;
i

myChallengeHandler.handleChallenge = function (response)q
I

Fy¥ LY /N2 FZ5—® isCustomResponse BEHEIZL.
H—N—DNoEEETZITRA-VIZHFEUHEINET,

OB EFERALT, COFYL YUY - N RS—IZEHY
BT—ANRBIZEENTLWAINESIZRELET, B
U{EI true £71=1% false THIFTNIEHY THA,
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= UTDAPI X, FrL oo - NURS—ZERL. FOBEEZERT S
HiEERLTULET,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name");

myChallengeHandler.isCustomResponse = function (response)q
return false;
¢

myChallengeHandler.handleChallenge = function (response)q
I

isCustomResponse M true iR L1=15H&. ZL—L4
J—7% | handleChallenge () BABEFEUHLET,

COBBEFERALT. REGTI a2 (TTVT—2
I VEAEODERR. AT A4 VEEDORRGE) NETS
nFEy,
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FrLoo - NV ES—IC@F, ARENRELGHINEGZLENAY Y FIC

Mz, ARENMDEIZIECTERATEAHELEFENTLFET,
submitLoginForm () I&. IREL-EREBHRZHFED URL ITEET
BIE=BICERAENET, AREEF. BRNFGA—EF— AvF— &
FVA—INY I ZHEETH_ELTEFET,
submitSuccess () &, FRIEMNIEFEIZHRT L= & Z& Worklight 7 L
—LT7—J(2BELET, Worklight 7 L—LT7—9EFD#% T, BiL
Eh)A—LE=nOERZBFNIZRITLED,

submitFailure () &, FREEMNEKIZ#H 1= & & Worklight 7 L
—LT7—=9IZ@HMLET . Worklight 7L—LT—J[FZDHKRT, BT
h)HN—LETOEREZHELET,

* CHEDEEHEHNET A TS MM T BLSENDEHICEE
LTSS, A myChallengeHandler.submitSucces ()

hoDEBIE. UBORXRZA4 RTFY LY - N\ RS—%2FET B8IC
FRLETS,
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= Fr LU - NI —ZFERLET,

customfuthenticatorRealmChallengeHandler. isCustomResponse = function(response) {
if (!response || !response.responselSON) {
return false;
b

if (response.responselSON.authStatus)
return true;

elze
return false;

[rs

customAuthenticatorRealmChallengeHandler.handleChallenge = f
var authStatus = response.responselSON.authStatus;

if (authStatus == "required”){
$('#AppBody ') .hide(); N -
$( "#AuthBody ") .show(); 9—"‘(’ l/./ e JSON (\

$( "#passwordInputField").val('");
if (response.responselsSON.errorMessage){

} else if (authStatus == “complete™){
5('#AppBody ) .show();

5("#AuthBody” ). hide(); IR LET,

customiuthenticatorRealmChallengeHandler. submitsug

T

61

var customAuthenticatorRealﬁthailengeHaﬁﬂler = WL.Client.createChallengeHandler("CustomfuthenticatorRealm™);

authStatus AT 4 —HE
alert(response.responselSON. errorMessage); im‘( L\éi,;—é(:(i\ true E‘ﬂ
L. 5 THLMEEICIL. false
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= Fr LU - NI —ZFERLET,

I

T

customAuthenticatorRealmChallengeHandler.handleChallenge = function(response){

var custmu!.u‘thenticatorRealﬁEha-llengeHa;dler = authStatus 70 | /\07_- 4 —0)1|E7b§ r
customiuthenticatorRealmChallengeHandler.isCus reqUIredJ -Cs %é%é‘:'i\ O 7\‘/( s/ .

if (!response || !response.responselSON) {

) return false; 7T—A€§_§7TT L,_C\ /QZU— I:@Ajj

if (response.responselSON.authStatus)
return true;

J4—ILEEVV—2TF7vTL, E6IC
I53— Ayt—UHNEENZERT
return false; L/ 35-?- o

else

var authStatus = response.responselSON.authStatus;

if (authStatus == "required”){
$( '#AppBody " ).hide();
$( "#AuthBody ' ). show();
$( "#passwordInputField").val('");
if (response.responselsSON.errorMessage){
alert(response.responsels0ON.errorMessage);

7 else 1t (authStatus == "complete™){
5('#AppBody ) .show();
£ "#authBody ' ).hide();
customiuthenticatorRealmChallengeHandler. submitSuccess();
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= Fr LU - NI —ZFERLET,

I

T

var customAuthenticatorRealﬁthailengeHaﬁﬂler = WL.Client.

customfuthenticatorRealmChallengeHandler. isCust

customAuthenticatorRealmChallengeHandler.handl

createChallen

eHandler( "CustomfuthenticatorRealm”);

if (!response || !response.responselSON) {

,return falses authStatus MEMH lcomplete] TH

if (response.responselSON.authStatus) HIHEEICIE. B4 VEEEIERRFICL
e T. 77U5—Y3avIcRY., REMNE

return false; EIZET L1=Z & % Worklight 7 L— L4
7_7 ':ﬁfu Lij_o

var authStatus = response.responselSON.aut

if (authStatus == "required”){
$( '#AppBody " ).hide();
$( "#AuthBody ' ). show();
$( "#passwordInputField").val('");
if (response.responselsSON.errorMessage){

alert(response.responsels0ON.errorMessage);
1

} else if {authStatus == “"complete"){
5('#AppBody ) .show();
£ "#authBody ' ).hide();
customiuthenticatorRealmChallengeHandler. submitSuccess();
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= Fr LU - NI —ZFERLET,

$( "#loginButton').bind( 'click', function () {
var reqURL = "/my custom_auth_request url';
var options = {};
options.parameters = {
username : %( '#usernamelnputField’).val(),
password : $( '#passwordInputField’).val()
¥
options.headers = {};
customfAuthenticaterRealmChallengeHandler.submitLoginForm(reqURL, cptions,

customAuthenticatorRealmChallengeHandler.submitLloginFormCallback);

1
vt [0 > (login)l RELES Y v T
$("#authBody’).hide(); BE. HTMLAA T 4 —JL K 1—+—

customAuthenticatorRealmChallengeti -4 ANy Sy Bl N1 )vk- 8 B e 5 BV A fabt <

) EYBBMA U i—Sh&Ed, CCTB

RKAYF—ZHEL, -V IEHZE
HETEFEY,
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= Fr LU - NI —ZFERLET,

1

$( "#loginButton').bind('click', function I'-'-\‘——v o) (Cance|)J I_l_\\/)-l >€

var r‘eqLIIFiL = '/my_custom_auth_request 41 ‘yb_d_é s authBody 75‘3'5

var options = {};

options.parameters = { TRIZEEY appBody Nt ()
username : $( '#usernameInputFielc B o \
password : $( '#passwordInputFielg . H'L'\EIE‘ 9& & LT - 7_?\,

s Worklight 7 L—LA 7T —2 [Z@4]

options.headers = {}; =NnFE9,

customfAuthenticatorRealmChallengeHand:
customAuthenticatorRealmChallengeHandler.submitloginFormCa H

1)

%( "#cancelButton').bind( 'click’, function () {

3( "#AppBody” ) .show();
§( "#AuthBedy ') .hide();
customfAuthenticatorRealmChallengeHandler.submitFailure();
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= Fr LU - NI —ZFERLET,

customfuthenticatorRealmChallengeHandler.submitLoginFormCallback = function{response) {
var isloginFormResponse = ::ustcw!-.uthEr1'ticatﬂr‘REaim[hal_lengEHandier‘.isCustmRespﬂnse{respﬂnsejj
if (isLoginFormResponse)q{

customduthenticatorRealmChallengeHandler.handleChallenge(response);

¥

1;

O—)L/\Ny JBE#IE. EFENTL
5 —NN— - FxLoODILEE
BUBREBLET., FyrLoIh%

HaInf-58I1%.
handleChallenge () B#MNE

UHUTHEENFET,
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67 © Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



HRDER

= CDRL—Z=Z2T - ED—IILOY U TILIE, IBM Worklight 3XZE Web 4 +
( YD TAF] R—=PIZHY FET,

= wluser & 12345 a1 —H—&FRIFEHRE L TAALTLESLY,

Custom Login Module UTmez Custom Login Module
wiluser

Call protected adapter proc | | Logout | Password: | Call protected adapter proc | | Logout |

The page at localhost:8080 says:

jetSecretData_Callback response i {"status"™:

200, "invocationContext":null, "invocationResult™
responselD:"10", "isSuccessful":itrue, "secretData":"123456"}
I

[T] Prevent this page from creating additional dialogs.
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