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authenticationConfig.xml 274 JL D <realms> €3 [Z5REEL L L
ZBML. LDAPRealm EWVSARIER TET,

<realms>
<realm loginModule="LDAPLoginModule" name="LDAPRealm">
<className>com.worklight.core.auth.ext.FormBasedAuthenticator</className>

<onLoginUrl>/console</onLoginUrl>
</realm>
</realms>

FormBasedAuthenticator (L. HEL
UsernamePasswordAuthenticator /23— 1 —X%ZZEET 5H1-0.

className ELTHERALET,

ZDOLUILLIL, 8 TEET S LDAPLoginModule A A EDa—I)L%E
FERLET,
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= A A4 -ED 21— /L% <loginModules> 93> (ZBML., Fhic
LDAPLoginModule EWLWVS & RTZEFTITET,

<loglnModu1es>
<logtnaMe

fparameter name="1dapT1meoutMs" value="2@@@"/>
<parameter name="ldapSecurityAuthentication"” value="simple"/>
<parameter name="validationType" value="searchPattern"/>
<parameter name="ldapSecurityPrincipalPattern" value="{username}@worklight.lan"/>
<parameter name="ldapSearchFilterPattern" value="(&amp;(object(lass=user)(sAMAccountName
<parameter name="ldapSearchBase" value="dc=worklight,dc=1an"/>
</loginModule>
</loginModules>

= com.worklight.core.auth.ext.LdapLoginModule % className N T

FEALET,
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= A A4 -ED 21— /L% <loginModules> 93> (ZBML., Fhic
LDAPLoginModule EWLWVS & RTZEFTITET,

<loginModules>
<1oginModu1e name:"LDAPLoginModuIe">

<parameter name—"ldapPPOVIderUrI" value_"ldap /79. 148 227. 1@"/>

" " " I'F/

e

<parameter

name:"IdapSecurltyAuthentzcatlon value="simple"/>
<parameter name="validationType" value="searchPattern"/>
<parameter name="ldapSecurityPrincipalPattern" value="{username}@worklight.lan"/>
<parameter name="ldapSearchFilterPattern" value="(&amp;(object(lass=user)(sAMAccountName
<parameter name="ldapSearchBase" value="dc=worklight,dc=1an"/>
</loginModule>

</loginModules>

= ldapProviderUrl [XAZE/NTA—E—TT , Z L LDAP H—/\—®D
URLZEZELFT,
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= A A4 -ED 21— /L% <loginModules> 93> (ZBML., Fhic
LDAPLoginModule EWLWVS & RTZEFTITET,

<loginModules>
<loginModule name="LDAPLoginModule">
<className>com.worklight.core.auth.ext.LdapLoginModule</className>

I - HEI;’ roviderU ! UUEHE— EUUP-”s.i#ﬂ.ffi.iﬂ 75_

<parameter name="ldapTimeoutMs" value="2000"/>

L] L1} L . i LY
— p— [ e

<parameter name="validationType" value="searchPattern"/>
<parameter name="ldapSecurityPrincipalPattern" value="{username}@worklight.lan"/>
<parameter name="ldapSearchFilterPattern" value="(&amp;(object(lass=user)(sAMAccountName
<parameter name="ldapSearchBase" value="dc=worklight,dc=1an"/>
</loginModule>
</loginModules>

= ldapTimeoutMs [XAZE/INTA—E—TT , CD/\TA—2—[F  LDAP #
—IN—DERDALLTINEEELET,
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= A A4 -ED 21— /L% <loginModules> 53> (ZBL. Fhic
LDAPLoginModule EWLWVS & RTZEFTITET,

<loginModules>

<loginModule name="LDAPLoginModule">
<className>com.worklight.core.auth.ext.LdapLoginModule</className>
<parameter name="ldapProviderUrl" value="ldap://9.148.227.10"/>

LU " - -~ M IARMAN /S
-

<parameter name="ldapSecurityAuthentication"” value="simple"/>

nama— "/~ ala ala na ' A o «¥a i L A arn'/

<parameter name="ldapSecurityPrincipalPattern" value="{username}@worklight.lan"/>
<parameter name="ldapSearchFilterPattern" value="(&amp;(object(lass=user)(sAMAccountName
<parameter name="ldapSearchBase" value="dc=worklight,dc=1an"/>
</loginModule>
</loginModules>

= ldapSecurityAuthentication [L#hZH/NSA—F—TY , ThlL. LDAP
Y—N—DNERTLBADF(TEEELET . BE. Ch(Ilsimple] T
I, EELLMEZ LDAP EEEICHVWEHEDENBEIZLGDZEN
HYFET,
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= A A4 -ED 21— /L% <loginModules> 53> (ZBL. Fhic
LDAPLoginModule EWLWVS & RTZEFTITET,

<loginModules>
<loginModule name="LDAPLoginModule">
<className>com.worklight.core.auth.ext.LdapLoginModule</className>
<parameter name="ldapProviderUrl" value="ldap://9.148.227.10"/>
<parameter name="ldapTimeoutMs" value="2000"/>

e RSP Copsect erpaliobbony Sp e ernamet@nerklight. lan"/>
<parameter name="ldapSearchFilterPattern" value-"(&amp,(ob;ectCIass user)(sAMAccountName
<parameter name="ldapSearchBase" value="dc=worklight,dc=1an"/>

</loginModule>
</loginModules>

= validationType [XAZB/INTA—EF—TT , CD/\TA—E—[F BTSN D
REEDAA1TEEEZLET , LdapLoginModule TlZ. exists.
searchPattern. £&U custom &LV 3 DDEATDRREEN Y R—FE
nNEY,
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validationType ZR/AT4—IZIE. LLTD 3 DDEZEIEETEET

exists - AT A BV 21— )LIL RSN =B ERZFEALT LDAP /N1 T
AT ERILEDELET  NAUTAV T NIERITHEIL SN B R T, BERIE
HMOBEXRILI-EDERGENET,

searchPattern - A9 A2 - EY 21—/l exists BRI DEITEHRITL. TNAAEKL
HLT1=1&2[Z(X. IdapSearchFilterPattern & ldapSearchBase D& /\TA—4
—IZR-> T BEREZE LDAP H—/N\—- 2 T X RAMIRMLTETLET . &FR
BT 1 DO2ULDEBEMREINZL, ERFRMOKRILIEBNERGEINEFT,

custom — ARALKEEEAD VI DREZFREICLET . AT (- FDa—ILIE
BREODRIEDETEHRITL. TNIZHIILI-% T, public boolean
doCustomValidation(LdapContext IdapCtx, String username) AJvk%
MFUOHLET ., COAYYKRIE, Worklight 7AS T THRAL Java™ 95X %
{ERLL T. com.worklight.core.auth.ext.UserNamePasswordLoginModule
MOYRERT HET, AA—/\—FARTEFXT , HRAARL LDAP HREEZATIZDLY
TEL<IE. IBM Worklight 2—H—XE%#SBL TS,
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= A A4 -ED 21— /L% <loginModules> 53> (ZBL. Fhic
LDAPLoginModule EWLWVS & RTZEFTITET,

<loginModules>
<loginModule name="LDAPLoginModule">
<className>com.worklight.core.auth.ext.LdapLoginModule</className>
<parameter name="ldapProviderUrl" value="ldap://9.148.227.10"/>
<parameter name="ldapTimeoutMs" value="2000"/>
<parameter name="ldapSecurityAuthentication"” value="simple"/>

_" " _" '/
<parameter name="ldapSecurityPrincipalPattern" value="{username}@worklight.lan"/>
= = 3 = EName:
<parameter name="ldapSearchBase" value="dc=worklight,dc=1an"/>
</loginModule>
</loginModules>

= ldapSecurityPrincipalPattern [X@AE/NTGA—F—TY , CD/NTA—
R2—[F.LDAP ¥ a)T4—-T) /L% LDAP H—/N\—ITEET
BEBDNI—2EFEEZLET, {username} TL—RARILE—%HFHT
e Ao T4 3—hoRITR - A—Y—&ZZHEATEEY,
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= A A4 -ED 21— /L% <loginModules> 93> (ZBML., Fhic
LDAPLoginModule EWLWVS & RTZEFTITET,

<loginModules>
<loginModule name="LDAPLoginModule">
<className>com.worklight.core.auth.ext.LdapLoginModule</className>
<parameter name="ldapProviderUrl" value="ldap://9.148.227.10"/>
<parameter name="ldapTimeoutMs" value="2000"/>
<parameter name="ldapSecurityAuthentication"” value="simple"/>
<parameter name="validationType" value="searchPattern"/>
<parameter name="ldapSecuritvPrincipalPattern” value="{usernamel}@worklight lan"/>
<parameter name="ldapSearchFilterPattern" value="(&amp;(object(lass=user)(sAMAccounfEName
<parameter name="ldapSearchBase" value="dc=worklight,dc=1an"/>
</loginModurle>
</loginModules>

= ldapSearchFilterPattern &1 IdapSearchBase (A 723> /854
—45—T9 , Chibld, searchPattern validationType MERINSEE
DH . WHBEFYET,
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Y& a!)F4—TRAF%& authenticationConfig.xml Z71ILD
<securityTests> 03 IZEMLET,

ZDEFA)TA— TRMNEFERALTTF A T2—- T8 —2v—%RET S
=8 . % <customSecurityTest> [ZLET

{cusiomSecurityTest name="LDAPSecurityTest">
<test isInternalUserID="true" realm="LDAPRealm"/>
</customSecurityTest>

DX )T4— TRAMRFLUBDRAZAFTHERATS-6H. B TEL
TLI=aly,
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Worklight 774 —a & ELET

ZDTTVr—avE UTD 2 DD <div> TLAVFTERINET,

<div id="AppBody"> IL AL, 7TUr—iar a7
DRRITERALET,

<div id="AuthBody"> IL A&, B TA—LDT=HIZFEH
LE7.

REINERSNDE, 7T Ur—2 3713 AppBody FIEFRRICLT
AuthBody & ~LFET,

Bt nEb\ET?-ét 77')/7- /3/'3:%?&3'5%?&1%‘ Li—d-
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& #)IZ AppBody #ERLET,
CHNICITREARBELEBMNEENTLET,

<div id="AppDiv">
<div class="header">
<h1>LDAPApp</hl>
</div>
<div class="wrapper">
<input type="button" value="Call protected adapter proc" onclick="getSecretData()" />
<input type="button" value="Logout"
onclick="WL.Client.logout('LDAPRealm', {onSuccess: WL.Client.reloadApp})" />
</div>
<div id="resultDiv"></div>
</div>

R 1E. getSecretData 7R —v—DREUHLERT 7O RIERA
LFEI,
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AuthBody IZ[&. LFDILAVENEENTLVET,

<div id="AuthDiv" style="display:none">
<div id="loginForm">
Username:<br/>
<input type="text" id="usernameInputField" value=""/><br />
Password:<br/>
<input type="password" id="passwordInputField" value=""/><br/>
<input type="button" id="loginButton" value="Login" />
<input type="button" id="cancelButton" value="Cancel" />
</div>
</div>

[1—H—%& (Username)l AQWT s —ILEE TIRRT—F
(Password)] AAAT 4 —JL K

(o454 > (Login)l R2 > & Td¥ )L (Cancel)] R2 >

AuthBody M XA A JLIZ. display:none EEESNTWET , Chld, H—
N—|ZE TN ERINAFINIR RSN TIILLLELMNSTT,
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« EBIZ. FYLUD - NURS—EERLET,

— — 7 —

= LITD APl ZERALTIDNNRT—FERL. N\ Fo—DRREZEELFE T,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name");

myChallengeHandler.isCustomResponse = function (response)q
return false;
¢

myChallengeHandler.handleChallenge = function (response)q
I

WL.Client.createChallengeHandler() Z{£
LTFrLoY-NIRS—-F Tz OMEERL

FT . LILARIZ/ T A—5—ELTIRET B
EHBYET
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s BRIZ.FrLUT N\URS—FERLET,
= LITD APl ZERALTIDNNRT—FERL. N\ Fo—DRREZEELFE T,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name");

myChallengeHandler.isCustomResponse = function (response)q
return false;

¥s

myChallengeHandler.handleChallenge = function (response)q
I

FxL -\ RS—® isCustomResponse BE#L
(X, H—N\—DBIEEEZITRA-UIZFUHSN
F9 . COREMIE. COFrLT - NV —IZEHE

DHET—E3DNNEICEENTLNANEI I FREH
I5E=OITERINET . RYMEIL true =L
false THEITNIXHYEE A,
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s BRIZ.FrLUT N\URS—FERLET,
= LITD APl ZERALTIDNNRT—FERL. N\ Fo—DRREZEELFE T,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name");

myChallengeHandler.isCustomResponse = function (response)q
return false;

1s

myChallengeHandler.handleChallenge = function (response)q
I

isCustomResponse A true R IHEE. JL—LT
—#1& handleChallenge() B FEUOHLET , D

B#EERALT. wEBLGT7 I Iy (FIVr—ay
BEOIERT. AT A VERERDRRGE) BhEITSN
F9,
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FrL - N\URF—IF FARENERELGTNEGSGEWAYYRIZNA, ARE

NMLEBIZIECTHERATEAHELEFENTLFET,
submitLoginForm () I&, INEL-ERIEHRZHFED URL [TEET 570
[ZERASNFET FAREEIL. BERNTGA—F— AvT— BLUPI—IL/\VI%F
BEITH_ELTEFET .
submitSuccess () I, FREEMNIEREIZFR T L2 &% Worklight 7L— LD —
JI2BHLET, Workllght L—LT—DEFDET, BEE ) H—LI=tD
BERZBHRICERITLETS,
submitFailure () I&. BT OERANELEIZ#K>o1=2 &% Worklight 7L
— LT — 7'~L§HL$-§— Worklight 7L—LT7—2(EZ D% T, FBiEr) H—
LI=tDERZWELET,

* CHEDEBIRERE T EF T OMNAIMT BB DHEMICEEL TS

Y, Bf myChallengeHandler.submitSucces ()
NoDEMIE. UBDRASARTFYLUD - NURS—5FRETIEICERLED,
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s FRLT NS —EERLET,

var LDAPRealmChallengeHandler = WL.Client.createChallengeHandler("LDAPRealm");

LDAPRealmChallengeHandler.isCustomResponse
if (!response ||
return false;

}

if (idx >= 0){
return true;

}

return false;

s

Iresponse.responseText

var idx = response.responseText.indexOf("j_security_check");

nction(response) {

= fu
) {

Worklight Server M5iRESh 3T J

- LDAPRealmChallengeHandler.handleChallenge
$("#AppDiv').hide();
$C"#AuthDiv').show();
$("#passwordInputField').val('");

};

ANbDOTA T —LIZIE T
j_security_check]&EWSRR) VS

MEFNTWET, FrLoT- Y
KS—MZDRAMNIV T EHENT

24
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= FrLoT NS —EERLET,

- LDAPRealmChallengeHandler.isCustomResponse

}

var idx = response.responseText.index0f(

return true; l,EE?fo
}

return false;

b

~|LDAPRealmChallengeHandler.handleChallenge = function(response){
$("#AppDiv').hide();

$C"#AuthDiv').show();

$("#passwordInputField').val('");

s

— — 7 —

var LDAPRealmChallengeHandler = WL.Client.cr H—NN—NO5 A - JDA—LEEEL

= (OFRYY—/N\—DERBEETERLTLY

if (lresponse || !lresponse.responseText) %)) C&’&75’(7“/|\'770U’7—°/E|“/
return false; DEHT DL ZTDISATUN-TTY)

r—avIEF D% T AppBody #IEFR
RIZL. AuthBody & RL.

if (idx >= 0){ passwordInputField Z9')—>7v7
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s FRLT NS —EERLET,

$("#loginButton').bind('click', function O {

var reqURL = '/j_security_check"';

var options = {};

options.parameters = {
j_username : $('#usernameInputField').val(),
j_password : $('#passwordInputField').val()

}s

options.headers = {};

LDAPRealmChallengeHandler.submitLoginForm(reqURL, options
LDAPRealmChallengeHandler.submitLoginFormCallback]

1)
$("#cancelButton').bind('click', function rl:la“/rf/ (|Og|n)17|'\9‘/§7|):y7'§'
$C'#AppDiv').show(); AL HTML AAT4—ILEMS—

$("#AuthDiv').hide(); s o e .
LDAPRealmChallengeHandler.submitFailu Y %&/\ZU F§”2$LT~ +

D; IN—ITEETHEBMSN) T —hn
i—d_o
CCTERAYT—ZEEHRTEL, O
INVDEIRTETEET,
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s FRLT NS —EERLET,

$("#loginButton').bind('click', function O {
var reqURL = '/j_security_check"';

var options = {};
options.parameters = {
j_username : $('#usernameInput¥ield').val(),

j_password : $('#passwordInputField').val()
}s
options.headers = {};
LDAPRealmChallengeHandler.submitLoginForm(reqURL, options
LDAPRealmChallengeHandler.submitLoginFormCallback]

1),

$C"#AppDiv').show();

B;

— — 7 —

$("#cancelButton').bind('click', function ( 77J__A/\_Z0)7_|—__t,_~/7—-,{/7-_
$C'#AuthDiv').hide(); A—IE. N—Fa—Ta2 T EnT-
LDAPRealmChallengeHandler.submitFailure J Security check URL :y;l—f_;?\

hEFERLET . cOaAVKR—RY

FDAVARIVRAZERERTHE

[FTSFEE A
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s FRLT NS —EERLET,

j_password : $('#passwordInput .
b D—JITBHMENFT,
options.headers = {};
LDAPRealmChallengeHandler.submitLogin

LDAPRealmChallengeHandler . submi

B;

$("#cancelButton').bind('click', function () {
$C"#AppDiv').show();
$("#AuthDiv').hide(Q);
LDAPRealmChallengeHandler.submitFailure();
1)

— — 7 —

$('#loginButton').bind('click’, function (UNFE=EAVE ] (cancel)]rl'i/jl‘/{—b')

var reqURL = '/j_security_check"'; . N — =
var options = {}: v79 %E, authBody HFER RIS
options.parameters = { R appBody MNRRSH ., ZBEEIC

j_username : $('#usernameInput S BELf-C &M Worklight ZL—L1s
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s FRLT NS —EERLET,

LDAPRealmChallengeHandler.submitLoginFormCallback = function(response) {

var isLoginFormResponse = LDAPRealmChallengeHandler.isCustomResponse(response);

if (islLoginFormResponse){
LDAPRealmChallengeHandler.handleChallenge(response);

5 else {
$("#AppDiv').show();
$C"#AuthDiv').hide();
LDAPRealmChallengeHandler.submitSuccess

b

O—JL\YZBERIE,. EFNTLS
HY—N—FyLoODIHEZBD
BELEY, FrLroomngisn

=% & &, handleChallenge() Bk
NBEUREULHEINET,
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30

s FRLT NS —EERLET,

if (islLoginFormResponse){

} else {
$C"#AppDiv').show();
$("#AuthDiv').hide(Q);

- LDAPRealmChallengeHandler.submitLoginFormCallback = function(response) {
var isLoginFormResponse = LDAPRealmChallengeHandler.isCustomResponse(response);

LDAPRealmChallengeHandler.handleChallenge(response);

LDAPRealmChallengeHandler.submitSuccess():

b

H—N—EERIZFrL OGN

iﬁé(i\ FIIL:\I:IIEh\IEI%' TL/T_;&
TERLET . COZEICIE,
AppBody M FRSN T, AuthBody

75‘3|53=§TL7§~U~ n:unIE'»ﬁ‘X_.IjJ L7=C
&HY IBM Worklight ZL—LT—%

SEHMSNFET,
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(

LDAPApp

| Call protected adapter proc | | Logout |

ILDHT)LIE. IBM Worklight 3X& Web 41k
) DA IR—=DIZHYFET,

Username:
gooduser
Password:

\ Login | | cancel |

LDAPApp

| Call protected adapter proc | |_ Logout |

Sat Feb 23 2013 15:59:52 GMT+0200 (IST)

Secret data :: 1234

32
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