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= T74ILETIL, Worklight Server (&, ZORNEBRAN7ZERAL CEERAEZHAT
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= FMEOBINTEERTSEL5(Z Worklight Server [Z$8RT 5121,
worklight.properties 77/ ILZHELET,

# You can change the default behavior with regard to CA certificates. You can also implement custom provisioning.

# If you want to change the auto-provisioning mechanism to use different granularity (application, device or group) or a

# different list of pre-required realms, you can create your own customized authenticator, login module and challenge handler.
# For more information, see the "Custom Authenticator and Login Module™ Getting Started training module.

#The path to the keystore, relative to the server folder in the Worklight Project, for example: conf/my-cert.jks
#wl.ca.keystore.path=

#The type of the keystore file. Valid values are jks or pkcsl2.

#wl.ca.keystore. type=

#The password to the keystore file.

#al.ca. keystore. passwords=

#The alias of the entry where the private key and certificate are stored, in the keystore.

#wl.ca.key.alias=

#The password to the alias in the keystore.

#wl.ca.key.alias.passwords=

#5SL certificate keystore location.
ssl.keystore.path=conf/default.keystore

#5SL certificate keystore type (jks or PKCS12)
ssl.keystore.type=jks

#5SL certificate keystore password.
ssl.keystore. password=worklight

= wl.ca.keystore.path Z7R/\Ts—MD{EIL, Worklight 7RI +®D /server/ T+

ILE—IZ T BN /INRATEH HAWNIT7AMIL - AT LICx T 45/ S\ATHIE
hHIEWZEITEFELTLESLY,
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& #]1Z. CustomDeviceProvisioningRealm ELVSERTIDFHLLILILLE
authenticationConfig.xml Z7/JLIZEMLET,

CustomDeviceProvisioningLoginModule Z{#ERLEY,

BEJAE 3= Y A —to T4 —5%—0 className /NS A—3—%{&
ALEY,

validate-csr-function /NS A—42—#%BMLET.

CDINTGA—E—DIElE. CSR DREIEZEITT 57 F T52—EHZEELTL
F9,

<realms>
<realm name="CustomDeviceProvisioningRealm" loginModule="CustomDeviceProvisioninglLoginModule">
<className>com.worklight.core.auth.ext.DeviceAutoProvisioningAuthenticator</className>
<parameter name="validate-csr-function"
value="ProvisioningAdapter.validateCSR"/>

</realm>
</realms>

12 © Copyright International Business Machines Corporation 2012, 2013. All rights reserved.



authenticationConfig.xml| D#&sE (2/3)

CustomDeviceProvisioningLoginModule ZEB/MLET

BEH7OE 3= S -ad A4y ED1—)LD className /ST A—R—H{F
ALET,

validate-certificate-function /S5 A—42—%BMLET,

CDINSGA—E—DIEF., SEREDRIAZTEITIHT7 X T4—BHZEHELT
LWET,

<loginModules>
<loginModule name="CustomDeviceProvisioninglLoginModule">
<className>com.worklight.core.auth.ext.DeviceAutoProvisioninglLoginModule</className>
<parameter name="validate-certificate-function"
value="ProvisioningAdapter.validateCertificate"/>
</loginModule>
</loginModules>
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#HLLY mobileSecurityTest Z#/ERLET

WHIED <testAppAuthenticity/> TAREBMLET,
WZED <testDeviceld/> TAREEMLET,
provisioningType="custom" Z¥EELET,

realm="CustomDeviceProvisioningRealm" Z&ELET,

<securityTests>
<mobileSecurityTest name="CustomDeviceProvisioningSecurityTest">
<testAppAuthenticity/>
<testDeviceld provisioningType="custom" realm="CustomDeviceProvisioningRealm"/>
</mobileSecurityTest>
</securityTests>
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" validateCSR (clientDN, csrContent) BA#ZEFEET S

function validateCSR(clientDN, csrContent){
WL.Logger.log("validateCSR :: clientDN :: " + JSON.stringify(clientDN));
WL.Logger.log("validateCSR :: csrContent :: " + JSON.stringify(csrContent));

var activationCode = csrContent.activationCode;
sigp pacnoncs:

if (activationCode === "worklight"){
response = {
isSuccessful: true,
clientDN: clientDN + ",CN=someCustomData",
attributes: {

response = {
isSuccessful: false,
errors: ["Invalid activation code"]
3
}

return response;

// This is a place to perform validation of csrContent and update clientDN if required.

customAttribute: "some-custom-attribute” HEINEULIMIOfool=NPNEsL X I i

} K@M CSR [TEEBMTHHRARL-TON
}; 7__4_-6-3_0
} else {
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" validateCSR (clientDN, csrContent) BA#ZEFEET S

function validateCSR(clientDN, csrContent){
WL.Logger.log("validateCSR :: clientDN :: " + JSON.stringify(clientDN));
WL.Logger.log("validateCSR :: csrContent :: " + JSON.stringify(csrContent));

var activationCode = csrContent.activationCode;
var response;

if (activationCode === "worklight"){
response = {
isSuccessful: true,
clientDN: clientDN + ",CN=someCustomData",
attributes: {

customAttribute: "some-custom-attribute"”

isSuccessful: false,
errors: ["Invalid activation code"]

b

return response;

N N—Ra—Tq&ni=%
ARV TIHE TS5 EDBRBEDHE
} TUWES,

// This is a place to perform validation of csrContent and update clientDN if required.

T

Rl B =%
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" validateCSR (clientDN,

csrContent)

B#EELET S

function validateCSR(clientDN, csrContent){
WL.Logger.log("validateCSR :: clientDN ::
WL.Logger.log("validateCSR :: csrContent ::

var activationCode = csrContent.activationCode;
var response;

" 4+ JSON.stringify(clientDN));
" + JSON.stringify(csrContent));

if (activationCode === "worklight"){
response = {
isSuccessful: true,

// This is a place to perform validation of csrContent and update clientDN if required.

clientDN: clientDN + ",CN=someCustomData",
attributes: {
customAttribute: "some-custom-attribute"
}
}s
J—etse—t

response = {
isSuccessful: false,
errors: ["Invalid activation code"]
3
}

return response;

CSR WEEN R TILIZZ & 1.
validateCSR BH#(A® clientDN ZiRL
F9 (. HREALT—ATEEZMNA
%)uttl\f%-gs_d—)o ShIZ, EEAEICR

FIHDIhRILBMEZIEETHIELET
=% 9, validateCSR Ei#H S
isSuccessful:true pHRENB L.
Worklight Server A EEBIEF 4 L T
TI)r—2a ITBLET,
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" validateCSR (clientDN, csrContent) BA#ZEFEET S

function validateCSR(clientDN, csrContent){
WL.Logger.log("validateCSR :: clientDN :: " + JSON.s
WL.Logger.log("validateCSR :: csrContent :: " + JSON.

var activationCode = csrContent.activationCode;
var response;

if (activationCode === "worklight"){

response = {
isSuccessful: true,
clientDN: clientDN + ",CN=someCustomData",
attributes: {

customAttribute: "some-custom-attribute"

}

3

i B, PSP

// This is a place to perform validation of csrConte CSR DIRFINKMLI-ZEIL.
// You can do it using adapter backend connectivity isSuccessful:false ZiIRLTTS5—- *

VE—UERTIDVELHYFEY .

B R A

response = {
isSuccessful: false,
errors: ["Invalid activation code"]

b

1

return response;
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" validateCertificate (certificate,

EHERET D

customAttributes)

function validateCertificate(certificate,customAttributes){

WL.Logger.log("validateCertificate :: customAttributes :

WL.Logger.log("validateCertificate :: certificate :: " + JSON.stringify(certificate));
: " 4+ JSON.stringify(customAttributes));

return {
isSuccessful: true

b

// Additional custom certificate validations can be performed here.

ZZTHRALJL—ILIZHE- T, SFEAE
DRFZETTEET . 7 T2—EHH
(http Web H—E X~DT7 IR E)

ZFEAL T, SEFAEERAL T 5 EMNT
=F9, GLRAENEILE S,
isSuccessful:true Z: R HEMHY
*9,
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" validateCertificate (certificate,

EHERET D

customAttributes)

function validateCertificate(certificate,customAttributes){

WL.Logger.log("validateCertificate :: certificate :: " + JSON.stringify(certificate));

WL.Logger.log("validateCertificate :: customAttributes ::

" 4+ JSON.stringify(customAttributes));

return {
isSuccessful: true

b

22

// Additional custom certificate validations can be performed here.

isSuccessful:false hNRENBZEIE.
TI)r—2a b MEFTET . TNEE

EJOE 3 9 BIZlE. 7)) r—23
CDBAVAR=ILLIVAENGENERE
ERLTWWAZEITEFELTLESLY,

© Copyright International Business Machines Corporation 2012, 2013. All rights reserved.



FoT o

- E
* ARBLTINAR-TAEDIZUTIZDNT
= authenticationConfig.xml M #& ik
= H—/N\— Y AR OVR—R U rDERE
= JSAT MY AR OAVR—R LD EE
= FEROMER

23 © Copyright International Business Machines Corporation 2012, 2013. All rights reserved.



DL TFTof AR TR —F D FEH (1/10)

HLWVZ TYHS— 3 % 4ERLL . iPhone/iPad/Android IRiEZF N7 TUH
"'f;'EH:z'(ZZiEijlﬂ|_»3$5?§_o

BIDRATYITHERLI=tX ) To— TAMEEBML., fELI-IRBEZRE
LEd,

<iphone bundleld="com.CustomProvisioningApp'| securityTest="CustomDeviceProvisioningSecurityTest"
<worklightSettings include="true"/>
<security>
<encryptWebResources enabled="false"/>
<testWebResourcesChecksum enabled="false" ignoreFileExtensions="png, jpg, jpeg, gif, mp4, mp3"/>
</security>
</iphone>

ersion="1.0" >

LT L 1L~ N o L] o : : : r LEFE. I Al

WEBIZISCT, [77r—>23 25 REI N —=20 T - D 21— )LDER
BHIZfE>TF7I)r— 3 88E 'IETZHEFH TI)r—a & RLET,

24
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= PA)5—30@ HTML 274 ILVEBEHLET,

<body id="content" style="display: none;">

25

</body>

Ll 1

<div id="AppBody">
<div class="header">
<h1>CustomProvisioningApp</hl>
</div>
<div id="wrapper">
Device authentication with custom device provisioning was not complete

</div>
<button id="connectToServerButton">

</button>»
</div>

<div id="ProvBody" style="display: none">
<div id="provisioningError"></div>
<input id="provisioningCode" placeholder="Enter code" type="text" />
<button id="submitProvCodeButton">Send</button>

</div>

<script src="js/initOptions. js"></scri
<script src="js/CustomProvisioningApp.

AppBody TUAVMZIE, 7FUVr—Sar-avTy
YD ERFENET, ProvBody TLAVMIIX, T/3A

<script src="js/messages.js"></script> A TOEDIZUTBEEDIVTOYNREENET,

<script src="js/CustomDeviceProvisioni

-

AppBody NI connectToServerButton
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26

connectToServerButton [ZYURF—ZEBMLET,
WL.Client.connect () APl Z{EHL T Worklight Server [Z#LET

function wlCommonInit(){
$("#connectToServerButton").click(function(){
WL.Client.connect();

DK
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#F LU CustomDeviceProvisioningRealmChallengeHandler.js 774 JL%1&
MLT. SNEAMY HTML 77/ LSS EBLET,

TINAR-TAEDa=Z T - FoL oD - NURS—ZERTBIZE LTDAYYR

TEREEITIOIDLENHYFET,
handler.createCustomCsr (challenge) — DAY ykI&,. CSR IZEMSE
NBDNWRBL-TANTA—ERT EEZHF>TLET, ZIT.
activationCode ARAL-TANT4—ZEBMLET , COTA/NT1—IE,
BIDRASARTHBAL-74 42— validateCSR B THEAINET,
DAYIRIE, KA T47 - aA—FF=EHDO70—% N LIzhREL-TO/NT«
—DINERZEAREICT 510, FERIBAICGE O TSI EITFRE L TIZELY,
handler.processSuccess(identity) — SO Ay, SERAZE DRI,

LIRITIZZEE LT- validateCertificate 74 J3—BE#EFFERALTCEEICET
LG EICHFEUVESINFET,

handler.handleFailure() - SO AV yKR(&., SEBAZEDREEA KL=
(isSuccessful:false A' validateCertificate B#iMoRENT-) IHE (M
UHENFT,
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MR- TOESa= T - FyL oo N\URS—%FEET S

var customDevProvChallengeHandler =

WL.Client.createProvisioningChallengeHandler("CustomDeviceProvisioningRealm");

b

- customDevProvChallengeHandler.createCustomCsr = function(challenge){

WL.Logger.debug("createCustomCsr :: " + JSON.stringify(challenge));

$("#AppBody") .hide();
$("#ProvBody").show();
$("#provisioningCode").val("");

if (challenge.error) {
$("#provisioningError").html(new D

} else {
$("#provisioningError").html(new D

}
WL.Client.createProvisioningChallengeHandler()

$("#submitProvCodeButton").click(functl NIl Ed =l Dua s oo AL (7w m| e ol i 5 2o D))

var customCsrProperties = { SoNURS—HEERLET . LILLREINSA—A—&
activationCode: $("#provisioni LTiE®ELES,
1

customDevProvChallengeHandler.subm
B
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s TINAR-TAEDSI= T - FL oD N\RS—FFRET S

- var customDevProvChallengeHandler =
WL.Client.createProvisioningChallengeHandler("CustomDeviceProvisioningRealm");

| customDevProvChallengeHandler.createCustomCsr = function(challenge){
WL.Logger.debug("createCustomCsr :: " + JSON.stringify(challenge));

$("#AppBody") .hide();
$("#ProvBody").show();
$("#provisioningCode").val("");

if (challenge.error) {
$("#provisioningError").html(new

} else {
$("#provisioningError").html(new

}

var customCsrProperties = {

b

Worklight Server BT /A R -TOE 3= 5% A
$("#submitProvCodeButton").click(func —9 %<&, createCustomCsr BHAHUPHINET .

COBEBEFERALT.UI OERE (TFUr—arEm

activationCode: $("#provisionf 2EEGSRACE S n|=brEmZr): CfE b o 87
}; FDRTRGE) ZTVFET
customDevProvChallengeHandler.sub

IDR

29 © Copyright International Business Machines Corporation 2012, 2013. All rights reserved.



DAL Tf AR TR —F 2 FDFEH (7/10)

s TINAR-TAEDSI= T - FL oD N\RS—FFRET S

- var customDevProvChallengeHandler =
WL.Client.createProvisioningChallengeHa

- customDevProvChallengeHandler.createCustomC
WL.Logger .debug("createCustomCsr :: " > N e L ‘
% ] IS— Avt—URE, BEFrLUUTRENEIER
$("#AppBody").hide(); EEATEFES
$("#ProvBody").show();
$("#provisioningCode").val("");

if (challenge.error) {
$("#provisioningError").html(new Date() +
} else {
$("#provisioningError").html(new Date() + " Enter activation code.");

L L

+ challenge.error);

}

$("#submitProvCodeButton").click(function(){
var customCsrProperties = {
activationCode: $("#provisioningCode").val()
};
customDevProvChallengeHandler.submitCustomCsr(customCsrProperties, challenge);
B
1
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s TINAR-TAEDSI= T - FL oD N\RS—FFRET S

- var customDevProvChallengeHandler =
WL.Client.createProvisioningChallengeHa

WEBRHRAR L -TORT—DIRESNT=5,
submitCustomCsr() API ZFFUHELET, CSR ~
DARRL-TANTA—DEMIFA TSIV THAHIE

- customDevProvChallengeHandler.createCustomC
WL.Logger.debug("createCustomCsr :: "

$("#AppBody") .hide(); [DEBL TSN DRI L-TRNTA—ZEML7E
$("#ProvBody™).show(); WMEEIX. ZZD IJSON ATV IR/ \TA—2—&L

$("#provisioningCode").val(""); TEELET,

if (challenge.error) {
$("#provisioningError").html(new Date() +
} else {
$("#provisioningError").html(new Date() + " Enter activation code.");

L L

+ challenge.error);

}

$("#submitProvCodeButton").click(function(){
var customCsrProperties = {
activationCode: $("#provisioningCode").val()
};
customDevProvChallengeHandler.submitCustomCsr(customCsrProperties, challenge);

IDR

b
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32

—

s TINARTAESIZ VY - Fr LU N\RS—FEETS

s

| customDevProvChallengeHandler.processSuccess = function(identity) {

WL.Logger.debug("processSuccess :: " + JSON.stringify(identity));

$("#connectToServerButton").hide();

$("#AppBody") .show();

$("#ProvBody").hide();

$("#wrapper").text("Device authentication with custom device provisioning "+
"was successfully complete");

s

- customDevProvChallengeHandler.handleFailure = function(){

WL.Logger.debug("handleFailure");
$("#AppBody").show();
$("#ProvBody").hide();

$("#wrapper").text("Server has reje g ot e S G E e i e e

"reinstall the application E:Cerd SdNiE eddviiey s i o) Gl az: baal U]
FIRETEET,
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—

s TINARTAESIZ VY - Fr LU N\RS—FEETS

s

- customDevProvChallengeHandler.processSu

WL.Logger.debug("processSuccess :: : S oz —y
$("#connectToServerButton").hide(); handIeFallure Fﬂ’&'i‘ “Eﬁﬂib\*ﬁ“m %E&j—%’“

$("#ProvBody").hide();

=Y. 77— 3> h Worklight Server lJ%‘f;u'C%
$(u#wr,apper.u) . text("DEVice authenti fd?l,\;r‘_‘él_"j'—(:ﬁﬂ L/T: L)j—éhtb\—égij—o

"was successfully complete”

s

tcustomDevProvChallengeHandler.handleFuilure = function(){

WL.Logger.debug("handleFailure");

$("#AppBody") .show();

$("#ProvBody").hide();

$("#wrapper").text("Server has rejected your device. You will need to "+
"reinstall the application and perform device provisioning again.");
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Carrier 7 8:36 PM

Carrier =

Thu Jun 06 2013 20:35:48 GMT+0300 (IDT)
Enter activation code.
[worklight ] C Send )

CustomProvisioningApp CustomProvisioningApp

Device authentication with custom device
provisioning was successfully complete

Device authentication with custom device
provisioning was not complete

( Connect to Worklight server )

Done

o|wle|r|T]v|u|1]o]P
Als|ofFlalnfy]k]|L
i z|x|clvisn|mi
.7123 m return
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