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openSSL.cnf Y2 FI)L» T7AJL:

[ req ]

default bits
default keyfile
default md

string mask
distinguished name

[ req distinguished name ]
0.organizationName
organizationalUnitName
emailAddress
emailAddress max
localityName
stateOrProvinceName
countryName
countryName min
countryName max
commonName
commonName max

[ policy match ]
countryName
stateOrProvinceName
localityName
organizationName
organizationalUnitName
commonName
emailAddress

= 2048 # size of keys
key.pem # name of generated keys
shal # message digest algorithm
nombstr # permitted characters

= reg_distinguished name

= Organization Name (company)
Organizational Unit Name (department, division)

Email Address

40

Locality Name (city, district)
State or Province Name (full name)
Country Name (2-letter code)

2

2

Common Name
64

(hostname, IP, or your name)

= optional

optional
optional
optional
optional
supplied

= optional
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[ root authority ]
basicConstraints = CA:TRUE

subjectKeyIdentifier = hash

[ root authority ca config |

dir = ./rootca

certs = S$dir/certs

new certs dir = S$dir/newcerts
database = $dir/index.txt
certificate = $dir/root ca.crt
private key = S$dir/root ca key.pem
serial = S$dir/serial

RANDFILE = $dir/.rand

policy = policy match

~
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# Create a root CA certificate directory structure
mkdir rootca

mkdir rootca/certs rootca/crl rootca/newcerts
touch rootca/serial

export HEXOUT=0123456789ABCDEF
# Create a serial list of random numbers
for vy in {1..2048}

do
export output="";
for i in {1..16}
do
export randomnum=$ ( (RANDOM%16))
export output=$SoutputS${HEXOUT:Srandomnum:1};
done
echo "Soutput" >> rootca/serial
done

touch rootca/index.txt
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Windows DIZE. L—FCAD T+ I —RBESIUVEHEZ/ERLL
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REM Create a root CA certificate directory structure
MKDIR rootca

MKDIR rootca¥certs

MKDIR rootca¥crl

MKDIR rootca¥newcerts

REM Create a serial list of random numbers for the root CA
openssl rand -hex -out rootca¥serial 8

REM Create index for root CA
COPY NUL rootca¥index.txt
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2

BEICEROBENHY ETT ., UTOHITIE, /NRART— FIE passRoot
¥

export ROOT CA SUBJECT="Development Root CA"

# Create the RSA key pair

# The parameter, 2048, represents the key length

openssl genrsa -des3 -out rootca/root ca key.pem —-passout
pass:passRoot 2048

# Sign a certificate with the key pair

openssl req —new —-x509 —-nodes —-shal —-days 365 —-key
rootca/root ca key.pem -out rootca/root ca.crt -config
openssl.cnf -subj "/CN=SROOT CA SUBJECT" -extensions
root authority -passin pass:passRoot
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REM Create the RSA key pair

REM The parameter, 2048, represents the key length
openssl genrsa —des3 —-out rootca¥root ca key.pem —-passout
pass:passRoot 2048

REM Sign a certificate with the key pair

openssl req —new —-x509 —nodes —-shal —-days 365 —-key
rootca¥root ca key.pem -out rootca¥root ca.crt —-config openssl.cnf
—subj "/CN=Development Root CA" -extensions root authority -passin
pass:passRoot
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CNEYBIZHERB LTz openssl.cnf 774 ILZTHwREL. LLTOER
EBMLT, BRACAERA TV avE Ly b7y ILET,

[ signing authority ]

basicConstraints =
subjectKeyIdentifier
authorityKeyIdentifier =

[ signing authority ca config
dir =
certs =
new certs dir
database
certificate
private key
serial
RANDFILE
policy

emall in dn =

CA:TRUE,pathlen:0

= hash

keyid:always, issuer:always

]
./signingca
sdir/certs

= Sdir/newcerts

= Sdir/index.txt

= $dir/signing ca.crt

= $dir/signing ca key.pem
= Sdir/serial

= Sdir/.rand

= policy match

false
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# Create a signing CA certificate directory structure
mkdir signingca

mkdir signingca/certs signingca/crl signingca/newcerts
touch signingca/serial

export HEXOUT=0123456789ABCDEF
# Create a serial list of random numbers
for vy in {1..2048}

do
export output="";
for i in {1..16}
do
export randomnum=$ ( (RANDOM%16))
export output=$SoutputS${HEXOUT:Srandomnum:1};
done
echo "Soutput" >> signingca/serial
done

touch signingca/index.txt
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REM Create a signing CA certificate directory structure
MKDIR signingca

MKDIR signingca¥certs

MKDIR signingca¥crl

MKDIR signingca¥newcerts

REM Create a serial list of random numbers for the signing CA
openssl rand -hex -out signingca¥serial 8

REM Create index for signing CA
COPY NUL signingca¥index.txt
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export SIGNING CA SUBJECT="Development Signing CA"

openssl genrsa -des3 -out signingca/signing ca key.pem -passout
pass:passSigning 2048

openssl req -new —key signingca/signing ca key.pem -out
signingca/signing ca.csr —-config openssl.cnf -subj
"/CN=$SIGNING CA SUBJECT" -passin pass:passSigning

openssl ca —-in signingca/signing ca.csr -out

signingca/signing ca.crt —-keyfile rootca/root ca key.pem -cert
rootca/root ca.crt —-config openssl.cnf -name

root authority ca config —-extensions signing authority -md shabl2
—days 365 —-passin pass:passRoot
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openssl genrsa —-des3 —-out signingca¥signing ca key.pem —-passout
pass:passSigning 2048

openssl req —new —-key signingca¥signing ca key.pem -out
signingca¥signing ca.csr —-config openssl.cnf —subj
"/CN=Development Signing CA" -passin pass:passSigning

openssl ca —in signingca¥signing ca.csr —out

signingca¥signing ca.crt —-keyfile rootca¥root ca key.pem -cert
rootca¥root ca.crt —-config openssl.cnf —-name

root authority ca config —-extensions signing authority -md shab5l2
—days 365 —-passin pass:passRoot
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[ server identity ]

basicConstraints = CA:FALSE

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always;lissuer:always
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imAkafEAL T, RSABRT7ZE/R L., 4 CA THAMBAEIZE
ZALFET, COMHAENY—N\— IDEEAETT, COHITIE
passServer /AT —FELTHEALET, EXToLY M —
MEUTDaTY FEEITLES,

# Use the full hostname of your Worklight Server. SSL will break if the full
# hostname is not provided, or if an IP address is used as the hostname.
export SERVER FULL HOSTNAME=dev.yourcompany.com

mkdir server

# Create the RSA key pair and generate a CSR

openssl genrsa -des3 -out server/server key.pem -passout pass:passServer 2048
openssl req —new -key server/server key.pem -out server/server.csr -config
openssl.cnf —-subj "/CN=$SERVER FULL HOSTNAME" -passin pass:passServer

# Sign the CSR with the signing CA

openssl ca —-in server/server.csr -out server/server.crt -keyfile
signingca/signing ca key.pem -cert signingca/signing ca.crt -config openssl.cnf -
name signing authority ca config -extensions server identity —-md shabl2 -days 365 -
passin pass:passSigning
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Windows Mi5E. RSABERT7EER L. R CA THIRIIBAEIZE

#ZLET, COMHAENY—/—IDFAETYT, COHITIE

passServer /AT —FELTHEALET, EXToLY M —

MU TDaARY FEETLET,

REM Use the full hostname of your Worklight Server. SSL will break if the full
REM hostname is not provided, or if an IP address is used as the hostname.

SET HOSTNAME=dev.yourcompany.com

mkdir server

REM Create the RSA key pair and generate a CSR

openssl genrsa -des3 -out server¥server key.pem -passout pass:passServer 2048
openssl req —new -key server¥server key.pem -out server¥server.csr -config
openssl.cnf —-subj "/CN=%HOSTNAMES$" -passin pass:passServer

REM Sign the CSR with the signing CA
openssl ca —-in server¥server.csr -out server¥server.crt -—-keyfile

signingca¥signing ca key.pem -cert signingca¥signing ca.crt -config openssl.cnf -

name signing authority ca config -extensions server identity —-md shabl2 -days 365 -

passin pass:passSigning
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mEREZFERAL T, IOSEESE Android RED FS X k-7 oh—
(JL—FCA) ETCORELIMAEF z—FEELFT, GEAE
T7ANERSRAMT72oh—(L—FCA) IZERETEET,

# Create a chain for the signing CA
cat signingca/signing ca.crt rootca/root ca.crt >
signing ca chain.crt

# Create a chain for the server certificate

cat server/server.crt signingca/signing ca.crt
rootca/root ca.crt > server chain.crt
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Windows D15 & . iOS IRiE & Android IREBED SR k- 72Hh— (L
— M CA) T TOREHIEAEF I —VFEXELEFT, SIAE T 74
IWEFSRAEFoh—(UL— bk CA) ICEETEET,

REM Create a chain for the signing CA
COPY rootca¥root ca.crt+signingca¥signing ca.crt
signing ca chain.crt

REM Create a chain for the server certificate

COPY

rootca¥root ca.crt+signingca¥signing ca.crt+server¥server.
crt server chain.crt
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EZLCARHDOMBZHELIIFAZE pl2 BRA M7 - T7A4ILIZTH X
R— kLT, $iHIAH PKI NNELRL CA TA—Y—SBREICEL TE
HESIZLET,

openssl pkcsl2 —-export —-in signingca/signing ca.crt -
inkey signingca/signing ca key.pem -out
signingca/signing ca.pl2 -passin pass:passSigning -
passout pass:passSigningPl?2
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H—N\—FAOMEHREELIAEE pl2 BRANT7 - T7AILIZTH
AR—FLT, Y—N—DEHGH—N—IAEEZV 4T+
[CEETESHLDICLET,

openssl pkcsl2 —-export —-in server chain.crt —-inkey
server/server key.pem -out server/server.pl2 —-passout
pass:passServerPl?2 —-passin pass:passServer
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LLTDEDIZ, ss1-1.0 8LV appSecurity-2.0 HEEER
server.xml Z7AILTEHEMZLET,

<featureManager>

<feature>ssl-1.0</feature>
<feature>appSecurity-2.0</feature>

</featureManager>
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Liberty 2RI 521X, AT ERSRAMNAMT7ZEY R 7Y TLT,
ERENT=0 5472 FEAEICX L TEFEEREILT HIHENHY £,
BELCIE, UTESRBLTIZEL,

LRIICER SN .pl12 T7A4JL (server.pl2) EHIT HLHITH—
N—DRXNT7EEYFTYTLET,

LIRTICER STz .pl2 77 4) (signing ca.pl2) ZEATH &S
ICrSAMRN7ZEEY 7Y TLET,

Y—N—DHTTP TV F RSV FEERL. V95472~ - U4 FEEHA
EZHFALET (FEZLEXRILERA), COEBRZERT HIZIE,

Liberty SSLTL A2 T
clientAuthenticationSupported="true" ZO/NT 44 —ZFHALF

R
A SEEGHIZONTIE, RORZAM FTRLET,
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LTOHIE. BHED SSLIEERZRLTLET,

<!-- default SSL configuration 1s defaultSSLSettings -->
<sslDefault sslRef="defaultSSLSettings" />

<ssl clientAuthenticationSupported="true" id="defaultSSLSettings"
keyStoreRef="defaultKeyStore" trustStoreRef="defaultTrustStore"
/>

<keyStore id="defaultKeyStore" location="server.pl2"
password="passServerP12" type="PKCS12" />

<keyStore id="defaultTrustStore" location="signing ca.pl2"
password="passSigningP12" type="PKCS12" />
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authenticationConfig.xml 7 7 4 JL® [User Certificate Login
Module] o< a>@atrr kx5 LET,

<!-- Login Module for User Certificate Authentication -->

<loginModule name="WLUserCertificateLoginModule">
<className>com.worklight.core.auth.ext.UserCertificateLoginModule</className>

</loginModule>

wl userCertificateAuthRealm 93 >Da*A2 FEHLEFET,

<-- For User Certificate Authentication -->

<realm name="wl userCertificateAuthRealm" loginModule="WLUserCertificateLoginModule">
<className>com.worklight.core.auth.ext.UserCertificateAuthenticator</className>
<parameter name="dependent-user-auth-realm" value=“SampleAppRealm" />
<parameter "name=pki-bridge-class"

value="com.worklight.core.auth.ext.UserCertificateEmbeddedPKI" />
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embedded-pki-bridge-ca-pl2-file-path TL A2 FDEZ.
EH CA .pl2 T7AINDHEFNRIZEFHFLET,

embedded-pki-bridge-ca-pl2-password TL XA FDIEZ.
pl2 Z7AIVDERIZERLIZ/NXT— K (passSigningP12) ITHE
HLET,

dependent-user-auth-realm TL AV FDIEZ . ERI HHERL
JLL (SampleAppRealm) ICTEFHLET,

LILLi% (wl userCertificateAuthRealm) [FEBETEFFREA,
I REGBIZOLTIEH, RORFA4 FERLFET,
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ROBIE, BIDASA FTHVR SN TV -EHFRZRLTLET,

<!-- For User Certificate Authentication -->
<realm name="wl userCertificateAuthRealm" loginModule="WLUserCertificateLoginModule">
<className>com.worklight.core.auth.ext.UserCertificateAuthenticator</className>
<parameter name="dependent-user-auth-realm" value="SampleAppRealm" />
<parameter name="pki-bridge-class"
value="com.worklight.core.auth.ext.UserCertificateEmbeddedPKI" />
<parameter name="embedded-pki-bridge-ca-pl2-file-path"
value="full path to signing ca.pl2" />
<parameter name="embedded-pki-bridge-ca-pl2-password" value="passSigningP12" />
</realm>

wl userCertificateAuthRealm #ERAYS5tExX1)T40— -
TAMZEEZELFT,

<customSecurityTest name="customx509Tests">
<test realm="wl antiXSRFRealm" step="1" />
<test realm="wl authenticityRealm" step="1" />
<test realm="wl userCertificateAuthRealm" isInternalUserID="true" step="1" />

<test realm="wl deviceNoProvisioningRealm" isInternalUserID="true" step="2" />
</customSecurityTest>
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iOS IRIE F 7= 1 Android IREEA Worklight 7 7)) r—< 3 V2B
SNECEZHERELFET,

HRBAL - tEFa)T4—-TRALEFERALT, 7FV5—> 3y
FRIREZRELFT,
<android securityTest="customx509Tests" version="1.0">

<iPhone bundleId="com.SampleApp" securityTest="customx509Tests"
version="1.0">

TINr—2avETETA—%EI kL. Worklight Server [ZT
A4 LET,
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© Copyright International Business Machines Corporation 2013, 2014. All rights reserve



T o8

=
AR &Y
A—H—SFBAEFOEBRAIZDUNT
X.509 FEBAE & ER5Em (CA)
JL— bk CA. E& CA, (IHAZEDERK
JL— k CA DERK
24 CADERK
H—/N—EERRZEDERL
HY—/N\—FIBAERDHEEF T — U DERK
ZZ CAFHDPKCS12 274 ILDITH AKR—
H—/\—EFBRZEAM PKCS12 774 ILDITH AR— k

IBM WebSphere Application Server Liberty 78 7 7 4 JL (Liberty) D&k
authenticationConfig.xml M &Rk

application-descriptor.xml M ¥ X

iOS & Android ~DJ)L—F CADA VX k=L

TFIU—2 3 0DA VAR M=ILETR

TR DR

54 © Copyright International Business Machines Corporation 2013, 2014. All rights reserved.



FIYor—o3 D4R F—=/LETX A (12)

7 7)) r—3 3 % Worklight Server (277804 LET,
[%E4T] -> l<server name> Lt T31T (Run on <server name>) |
HTTPS 7704 - 23—y hEEHLET,
[E1T] > TELFRESLUVTIHA - 2—4 v k..(Build
Setting and Deploy Target...) ]

[t Worklight 4—/3— &L BT B LS (7 TUr—avs
EJL k9 % (Build the application to work with a different Worklight
Server)] Fx vy - Ry P RIZI—V & FITET,

B —/N—HTTPS 7 FLRZAALFET,
https://<host>:<https port #>

FIUr—o30-aVTXAM-NREZAALET,
/<path>

55

© Copyright International Business Machines Corporation 2013, 2014. All rights reserved.



FIYor—o3 D42 F—=/LETR A (202)

BFInf7704 - 24—y TT7IT)H5—320%EILFL
EICIR

(171 > [T RTDIIREDE /L K (Build All Environments) |
EERIET7Z IV —Y 3 EERTLET,

56 © Copyright International Business Machines Corporation 2013, 2014. All rights reserve

d.



T o8

=
AR &Y
A—H—SFBAEFOEBRAIZDUNT
X.509 FEBAE & ER5Em (CA)
JL— bk CA. E& CA, (IHAZEDERK
JL— k CA DERK
24 CADERK
H—/N—EERRZEDERL
HY—/N\—FIBAERDHEEF T — U DERK
ZZ CAFHDPKCS12 274 ILDITH AKR—
H—/\—EFBRZEAM PKCS12 774 ILDITH AR— k

IBM WebSphere Application Server Liberty 78 7 7 4 JL (Liberty) D&k
authenticationConfig.xml M &Rk

application-descriptor.xml M ¥ X

iOS & Android ~DJ)L—F CADA VX k=L
TIVr—2avDA VA R—ILETR L

fa R DR

57 © Copyright International Business Machines Corporation 2013, 2014. All rights reserved.



HRDER

58

EEICEBINI-CLZHRT HICE. RE) YV —RADT7IEX
EDTHABDEIZ. BTA Y - Tr—LHARTEINDZ L MR
LZEYJ ., connectOnStartup M true [CERESNTWT, 7Y
= a3 UhMREINTWDIERIE. 775 —2 3 D OIREIRFIC
OJA4 Y JA—LDBRRENET, TNRUNDFE T, RES
= Worklight 7R 74— O —V v —#RUHZES ET5HE
OJA4Y " J4—LDBRERINET,

RELUILLEFFERLTOA VT HE, A—H—HEEIZEZFIN
e EZRTRMEENTE TA—EUHE LAIALRENFET,

FNLUBEDOY—N—EHGTIE, 2—F—»NaJd10FKkHonhd
ElFG, PHETRA—HUH LML EEICKRENRENET,

© Copyright International Business Machines Corporation 2013, 2014. All rights reserve



FH A

I — Y —FFBE G REEA - D WNTEEL < X, TIBM Worklight 1 —H—
XE] (LLFTO URL) #BELTLESLY,

59

© Copyright International Business Machines Corporation 2013, 2014. All rights reserved.


http://pic.dhe.ibm.com/infocenter/wrklight/v6r1m0/topic/com.ibm.worklight.monitor.doc/monitor/c_user_CA.html
http://pic.dhe.ibm.com/infocenter/wrklight/v6r1m0/topic/com.ibm.worklight.monitor.doc/monitor/c_user_CA.html
http://pic.dhe.ibm.com/infocenter/wrklight/v6r1m0/topic/com.ibm.worklight.monitor.doc/monitor/c_user_CA.html
http://pic.dhe.ibm.com/infocenter/wrklight/v6r1m0/topic/com.ibm.worklight.monitor.doc/monitor/c_user_CA.html
http://pic.dhe.ibm.com/infocenter/wrklight/v6r1m0/topic/com.ibm.worklight.monitor.doc/monitor/c_user_CA.html
http://pic.dhe.ibm.com/infocenter/wrklight/v6r1m0/topic/com.ibm.worklight.monitor.doc/monitor/c_user_CA.html
http://pic.dhe.ibm.com/infocenter/wrklight/v6r1m0/topic/com.ibm.worklight.monitor.doc/monitor/c_user_CA.html
http://pic.dhe.ibm.com/infocenter/wrklight/v6r1m0/topic/com.ibm.worklight.monitor.doc/monitor/c_user_CA.html

FFalEHE

60

ChoNEHRE UTOZHEAZFHEICRBELTWVET2EAICRYSHERANETET .
AEFKE BM ARBTIHBEBLVY—ERITDOVTHERLIZLDTT

AECERBOUR, —E R FEHENBRITBVTIHREBSN TUOVELMEEAHYET . BATHATEE
BHEG. Y—EX BLUHEICOLTIE. BX IBM OEXELEICHEZRELSN, AETIBMESR, F0J
L ERIFY—ERICERLTOTE,. Z0 IBM &R, TOJSL, FE —EXDHIMERATEETHLHE

BRI LD TEHYEEA. NSRRI T, IBM OHMMFAEEERETIENOLEL, #EMICRZ 0 &
B TOYSL FELFY—EREHEATEIENTEES, 2L, IBM USORRETOT S LORIEEIT
Y—ERD FlH S VRILIL, SEHOEETIToCLEZEET,

IBM (&, ZEIZEHEN TOSARICEL THIFE RTHBTOL0OZET) ZRALTVDEAIHYFT,
AEDRBIE. BERICTHODFIHEIC OV TRIBEEHET S EEZERT DD TIHYT A it
2oV TOBBNEHE X, EFmICTFRIEEICEEYIZEL,

T103-8510

REEPRE B AIEFERETI9%215

BA7A-E— TLHRASH

T AEBLE

BB BEAE S 1 L R iS5

UT ORI, BFSHROZRTROEVBE L BRSWEE A, IBM BEUZOEEFLEMEOF
i3, AMERENELTRETSFFORBTRBL, AREORIE. BE B NESHEORIES LU HE
LOBRERREESE TRATORRLLISHRTORMEELRHLEOEOELET , BEi=(TihifIzk>T
3. BROBITREICEY ., REXEOHRL HELoMBE, RITREOHBER(TEIL0LLET .

COFEHICE, BFHICTENGRDOREEECHENHYES . ABFEHMICRESHh . BELEEIL
FEORRIHAAENES, IBM [EFELLIC, . COXEICRBSNTOSRAFETAT S LITH
LT RERFELEEFETIENHYET

AEIZBNTIBM USHD Web HAMIERLTVBIEEAHYF T, EEDOHREBMLIFEHTHY., RLT
ZFhioD Web H A hEHET HEDTIEHYFEE A, TNHD Web A MZHZHERIT. 20 IBM REDER
D—HTIE HYER A TRED Web YA ML BEHRDEFETIHEAEL,

IBM (. BFEHMNRET HLAEHERD . SFRICHLTRALEBVASITLDRL., BLBENLET 2HE
T ERABLLIEH T HENTEDLDELET

AIOTSLDFA LV REHET, () RBICERLETOTSLE TOMDTOYTS L (RTOTSLEED) &
DR TOREMEEE, BLU (i) KBSN-FEROBVEFAEAREICTHEEBHELT, XTOTSLICET
PIERMEVEET HAF. FRISEBLTIESL,

IBM Corporation

Dept F6, Bldg 1

294 Route 100

Somers NY 10589-3216
USA

ATOTSLICET 2 LROFRIE, BOGEAZHEO T THATIL N TEETH. HROBELHYET .

AETHASATWEIM VR - TATSLFELIEZOMDSAERE #E. IBMAAEDTAT S LZHDR
W&, IBM 70T SLDTHEAZME. FETNEREOFBICETNT, IBM LYRBINET,

IBM LIS O G IR 2E]RIZ. ZOHKOHEE . HRY. LLALTOMBO A IFIATRGY—ANLAF
L7=3dDTY . IBM [, TNEDHBADTRAMIITOTEYER A, LIzAHT, it RAICEAY 2RITHE, Hi

E. FEZOMDERICOVTIHHEIETEEE A, IBM LS OEADMEEEICETIERIE. ThonHZD
HIGHEICBELLET,

EEEREE

REZF BABARL—T AT TSURTH—LTOTRTSIVT FRERRT 2T T T r—3a
L FOTS LMY —RAEBTHBHINTVET BEHE. HUTIL-TOTSLAENNTNEARL—T 1>
T TSN I —LOTT)r—230-TAT S35 A=D1 —RIZ EWLE-T TV r—ar- Ty 3L
DA%, A, RFE. BEAREEMELT. WHESZERITELTE. IBM ITHHEZ XIS EMKINEERL. &
EL, BATIIENTEET, COYUTIL-TATSLIK, HOWIEHTICHBITIRLLETAMBETHEY
Ao DT IBM [, ChEDHUTIL-TRYSLIZDNTEENE. FIEELLIIHEEMED HHILEIZDHML
Y REETHLETEEE A,

TNENROEEY, Yo TIL-TOTFLOVNEEERD FET X TOREMBIEDICE. RO L3I, FE
ERTREANTOVEEARENHYET,
O (BEHRORME) (BESF).COI—FD—HIE. IBM Corp. DY FIL-TATSLMLESNTNE
9, © Copyright IBM Corp. _F#% At 5_. All rights reserved.

IS4 — R —DEEER

Y—ER-Y)a—2aVELTDYIRITTEEDHTZ IBM YTz 7REG ((VIRI 7 -FT7)2 5 ) TlE &
SOEAICETAEHROWE, TR - 21— —DFERABOMLE. TUF- A—H—LOREEFITTOMD B/
D8I, Cookie [FLHTESFLT I/ OV —EERATHENBHYET  B<KDHE ., VI T -AT77)0T
IZRYBEAERAINESNDILFHYE R AL IBM DIYTRH 7 -+ T7)0 5 10—, B AEHRZINE

TEOREEEHFDLONBYFET, SERDIVYILIT -AT7UL T 1H This® Cookie BLUZTNIZET S
TY/AC—FBLTHEERICEDHEABROIELTHEICT 5158 UTOEKNBEEHERIE,

COYINIIT - FAT7V T F RRAShBBRISEL T, (FFUTr—Yay -3 —\—hE/T %) uiastd
HREWET Hv a0 TED Cookie ZHERTRBEMNBHYET . Chibd Cookie (HEAFHREEET . £y
LAVEBOBHIZEREINDGIOTT MAT ELL—Y—DRBB LV ER D0 (THHEMA Cookie H
BEAICERSNDIHEENHYET, Chidd Cookie LEAEHEEET . ERSNDIL0TY.

COTYIITT - 77T 15 Cookie BLUSELERTH /O —EHEALTIVR - 2—H—HhoBALLH
ETEDEMEINET HMAETIRETHIHE . BERE. COLSHBHRENET Ichi->TEASNDEE,
HARSAVEEEFTIBLENHYET . CNICIE TVRA—F—~DBHMOREDERLEFNTTHAEN
BIZIZRONER A, COLSLEEMTO Cookie ZELHRLETH/OS—DOERDFMIZDNTIL, IBM O
[IBM #2540 TODT 54 18— RF—R AV R (http:/ivww.ibm.com/privacy/details/jp/ja/y DI IvF—. oz
J-E—ar . 20T H/80—]ELUTIBM Software Products and Software-as-a-Service Privacy
Statement]J(http://www.ibm.com/software/info/product-privacy) & BL TS0,

© Copyright International Business Machines Corporation 2013, 2014. All rights reserved.



HiR— FBLELT X P

61

IBM Worklight D—&NDXE., FL—=VJ&H. BLUVEMERRAMTESZA US4 - TH—FLETRT, RO IBMWeb ¥4 th 5

CEIThhET,

HoHi—

V7hb17 HIRY VT3 &YR=—r (VT LD ZT - AVTFIUREFENRBELHYFT) &, /XRAKR—F -7 FALT
—VUBEUNRKR—F - TN TF—D - TVRTLADNLEAENE-F4VRITEFEFNTULES, International Passport X
Advantage Agreement # & U IBM Internatlonal Passport Advantage Express Agreement QBMEFRICDO N TIE, RD/NRFKR—k - 7 K
NT—IUWebHA bESEBELTIEZSW

YIRDxT7 - H IR )T a2 &YR—ENEMITH - ué% IBM [, 4 >R + »b;uﬁﬁ&@vm/)lﬁvétﬂ
ﬁQEQEW¢éﬁ$ hb I REEOEMIC T oY HR— N ERE LT, U< RDIBM YT k917 « HR—
DRIV ESRLTIESL,

ZEBR
FERIETHCRAERFTLE S, AAMOEAMGRY ORE, EMHEME. W, B, EREEREICET SCERERTE
(REC, BEUNAEC CBRRE. A7 a7 Lk ElaDE. BEOLOREDRTAEHT 5EDDHE LT T,
BEOEMOGERS L UER. SLCEHIZOVTIE, BLO IBMEER. BMESRR - = hrF— FLERE)I—742—IC
BREWLEDHECZE,
IBM [T, BSEHENSREETIVHDEHERDL, BERICSHLTBALEBLES DR, ﬁbﬁﬂtﬁiéﬁﬁﬁ\ﬁmﬁb<ﬁm
HIH_LENTEAELDLELET, IBM EEOAE 2L, BEEN LIRRESNHBLCONTCEREEL LT SBEICDH.
BEHEMNMEMT 2BEABREFERTSLDELET,

ES3F&LALLBEVLWLET,
R D IBM Worklight Developer Edition H7/R— bk + X 2 =F 4 —ICZERZHFEL LS,

IBMADASDEZZFEINZGEEIT. LTORERZE SEHKL S,
K&
E
EF LA
BEES
EX—J)L-F7KLR

© Copyright International Business Machines Corporation 2013, 2014. All rights reserved.


http://www.ibm.com/mobile-docs
http://www.ibm.com/mobile-docs
http://www.ibm.com/mobile-docs
http://www.ibm.com/mobile-docs
http://www.ibm.com/software/passportadvantage
http://www.ibm.com/software/passportadvantage
http://www.ibm.com/support/handbook
http://www.ibm.com/support/handbook
https://www.ibm.com/developerworks/mobile/mobileforum.html
https://www.ibm.com/developerworks/mobile/mobileforum.html

— — 7 —

BYBESTITNOEL =

201454 A 148 © Copyright International Business Machines Corporation 2013, 2014. All rights reserved.
US Government Users Restricted Rights - Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM Corp.



