IBM Worklight Foundation V6.2.0
AF7

NATY)Yy R -FT)V5—320THDIH—L - R—XDBEE

2014 % 7H3H © Copyright International Business Machines Corporation 2011, 2014. All rights reserved.
US Government Users Restricted Rights - Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM Corp.



Bz

IBM. IBM O3, ibm.com & & U Worklight [, tHHEDZ < DETEEFKINT=-
International Business Machines Corporation D#EIZETY, MOEZBE KUY
—EXBZEF, TAETN IBM £F-EEHOEETHLIEELHY FEFT, BHEFR
TO IBM OEE) X IO TIE,

ZELIEELY,

COEME, FHIZIBM OEAICKSHFRAZH/IICED—MBE I EEHR
FTAHIEFELONTLET,

IBM® [ZDLV'T

ZSRL TS,

© Copyright International Business Machines Corporation 2011, 2014. All rights reserved.


http://www.ibm.com/legal/copytrade.shtml
http://www.ibm.com/legal/copytrade.shtml
http://www.ibm.com/ibm/us/en/

T o8

TA—L - R—ZADZBIADOHE
authenticationConfig.xml 7 7 4 JL D& R

H—nN— YA FOFEIIR—R> FDERK
D247k -HA FOFEGHIVER—RD FOERK
- $ERDHERR

- EHE

3 © Copyright International Business Machines Corporation 2011, 2014. All rights reserved.



TH—.h « N—IDEEIDHFE

TH—L - R—XDPEITIE. 7TV H5r— a3 UpRE) Y —XIC
THEALLD D ETRE, H—N—BE&ETOSAM Y - T+—LD
HTML O— FARENFET,

771'_-L\ - &_Zo)nm\nIEb\H_:E)L L/—CL\%)O)H:TZO I‘ in‘ﬂitj:b
FUWebIRETHY., ChoDRIETITRENAF-0A4> - T4 —
LEERICRRLTERLEYT, L. COFEEE— FEE/NA
W T ITYr— 3 0 TCERTHIELREETT,

T4 —L R—XDFEHFFERTHICIE. T4 - ED2—ILTE
FALT., ZEELE-ERERZRIAIT ILENIHY FT,

CDEDV2A—ITIK, A—H—RBENRT—FIZE DS EHL T+
_-L\ ’\ Zo)nnunIE)(jj Z-L\égg L/-i-d—

© Copyright International Business Machines Corporation 2011, 2014. All rights reserved.



T o8

T4 —L - R—XDBIDHE

authenticationConfig.xml 7 7

- EROWEE
- RE

A JLDERK
H—/\— B A FOFEEa o R—
77’(7./ k-HYA I‘O)nu..\nl_t: ./7|_\ T~ FO){’EEZ

= FDERL

© Copyright International Business Machines Corporation 2011, 2014. All rights reserved.



authenticationConfig.xml Z 77 /LD (1/2)

= T 74 JL k® authenticationConfig.xml 7 7 A JLIZIZBERIZ. 74—
Ly« R—ADFA—C T4 75— 3 —%FRATHLIITHEREIN=Y Y
TIL - LILLDAEENTWVET,

of = | Rt
<realm loginModule="StrongDummy” name="SampledppRealm® >
| <className>com.worklight.core.auth.ext.FormBasedAuthenticator</classiame> |
</realm:

= ZOUIILIZFERT S StrongDummy A5 A > - ED 21— JLITEE
LTS,

<loginModule name="StrongDummy >
<className>com.worklight.core.auth.ext.NonvValidatingloginModule</className?|
</loginModule>

= NonValidatingLoginModule [, 21— —&KEHRMSRIEESNZ LN
EEERLFET, 2FY, A—F—RBENRT—FDED LS GTHEHA
EhEtbEMELYET,
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SampleAppRealm ##Hd4tXa) 74— TRAFEERZLET,

0EFxa)T4— - TRMEFEALTT7H TS —-TJAL—Dv—%
RETHILELAHYET, LE=A>T. Th#HE <customSecurityTest>
ICLFET,

<customSecurityTest name="DummyAdapter-securityTest":
<test isInternalUserID="true" realm="SampledppRealm”/:>
</customSecurityTest>

bHAYFA—  FRREIE UBOFIETERT 302, B2 TH
NTLREELY,
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TH TR —%4ER L. DummyAdapter & WS &RiZEfHTET,

getSecretData 7O —U v —%EML. BIORXS4 FTHER LT
X)) T4— - TRMEFRALTIOTEY—Dv—%RELFE
El

<procedure name="getSecretData”| securityTest="DummyAdapter-securityTest"/>

ZDEY1—ILTIX, getSecretData 7 AL —2 v —[F/N\—Fa—
TAVI)EIN-EEZRLET,

function getSecretData(){
return {
secretData: '123458°
Is
b
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Worklight 7 7)o —2a v EERLE T,

CDT7TVHr— 3 F, ULTO2DOD <divc TLAY FTERSH
x99,

<div id=“AppBody”> I LAY k&, ZITUHr—3r -0y
TUOYDRKCERALET,

<div id=“AuthBody”> TL A k&, BT+ —LD=OHIZfF
ALEY,

AN EREINDE, 7TUHS—2 a3 ld rppBody #IERTRIZL T,
AuthBody &KL ET,

nanEh\JET-a-ét 77')/7- /EzliiETt?Fi'%Té‘ﬁLLiT
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1. w#IZ <div id=“AppBody”’> I L A FEEBLET,

— CODILAYMIEERBELBEB#ELAEFENTNET,

<div id="AppBody">
<input type="button" class="appButton” value="Call protected adapter proc”
onclick="getSecretData()"
<input type="button" class="appButton” value="Logout"
onclick="WL.Client.logout('SampleAppRealm’, {onSuccess: WL.Client.reloadApp});"

</div>

— R2 VI, getSecretData 7O — v —OEUH L EOT T MIEA
LET,
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RIZ. <div id=“AuthBody”’> I LAY FZEBLET,
CHODILAVHMIFEUTOYITIILAY A EENFET,

<div id="AuthBody" style="display: none":
<div id="leoginForm":

Username:<br/:
<input type="text" id="usernomeInputField"” /[:<br />
Password:<br/>
<input type="password” id="passwordInputField" /><br/>
<input type="button" id="loginButton” value="Login" />
<input type="button" id="cancelButton" value="Cancel" />

[1—4%—% (Username)] ABT71—JL K& T/XRT— K (Password)
ARAT4—ILE

(0% 4> (Login)l R2 > & TH x>+l (Cancel)] RZ >

AuthBody TLA Y FDRA A ILIL, display:none EHEESNTWVET ., Th
[F. b—N\—IC &> TRAENER SN DFNCRREINTIELGLLELNELTY,
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3. REIZ, FYLUY - NV FRFS—FERLET, (1/3)
UTDAPI ZFEALTIDNY FT—ZEKL. N FT—DHEEEEELET

Izar sampleAppRealmChallengeHandler = WL.Client.createChallengeHandler("SampleAppRealm”);

- sampleAppRealmChallengeHandler.isCustomResponse = function(response) {
return false;
b

- sampleAppRealmChallengeHandler.handleChallenge = function(response) {

]

WL.Client.createChallengeHandler ()
AYYRFEERALTFYLUYY - NV EFEF—-

ATz FEERLET,
LILLRIIWHIBING A —F—TT,

FrL o NRS—FEFEL T, IRZVA R Sh - ZO0—FFEHLFT,
20—, BHDLENWEEEF L —f— 4> R—T—X kL TH53—F
(L, FL S N RS—[ZBMLG TS,
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= FrLT NV —FERLET, (2/3)

- UTOAPI EERALTIONY RS—&HRKL. NV PSR
LES.

var sampleAppRealmChallengeHandler = WL.Client.createChallengeHandler("SampleAppRealm"”);

| sampleAppRealmChallengeHandler.isCustomResponse = function(response) {
return false;
b

- sampleAppRealmChallengeHandler.handleChallenge = function(response) {
i

Fy¥ LY /N2 FT—0 isCustomResponse
B#E., b—N\—DSICEEZZTRA=VICHY
HENFT, CORFZFEALT, COFrLY

DN RES—ICET AT —AEADNRBIZTEENT
WEAhEINZRHRELEFET, BRYEE LT true
F1-ld false ZIRITBLELHY FT,
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-~ LT API ZFALTIONY FS—%EHL. NV FS—DHREEEZER
LETS

var sampleAppRealmChallengeHandler = WL.Client.createChallengeHandler("SampleAppRealm");

- sampleAppRealmChallengeHandler.isCustomResponse = function(response) {
return false;
I

| sampleAppRealmChallengeHandler.handleChallenge = function(response) {
i

isCustomResponse D true iR L1=15&. I L
— LT —% (¥ handleChallenge () B ZMEN

HLFET. COR#ZZERALT. BEGTI 3
V(TN r—ar vEEROIERK. QT4 VE
HDERTREE) DETINET,
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FLoT - NUFRFT—IZF, AREBENEELLZITNITE LG LNAY Y FIZ
Mmz. FAREHLVE(C FBL’CEH@’C%%#’%’FTE%&%%’CL\%?’

submitLoginForm() &, INEL-ERBEHRZHFED URL IZ:EEL
T3, FAFEILX. BERNTGA—EF— AySFd— BLUPa—IL/\vD
ZIEEI H_ELTEFET,

submitSuccess () &, FRIAMNIEEITHRT L= & Z& Worklight 7 L
—LT7—J(2BELET, Worklight ZL—LT—9EF0D#% T, BiL
) A—LIEnOEREZEHMICHKITLET .

submitFailure () [, ZE 7O ANEKKIZEHL -2 &%

Worklight 7 L—L7J—2IZ@BELET ., Worklight 7 L—LT—7 (&
ZFNDERT, BAE L) HA—LI-tDEREHBELET,

* CHEDELEEEHGT BT T O MM T BEELSH S EIZEE
LTSES, BIZIE, XDLESICEFLFET,

SampleAppRealmChallengeHandler.submitSuccess ()

CNODEHIE. UBDRASA FTFY LYY - NV FS—EFRET HRIC
ERALET,

18 © Copyright International Business Machines Corporation 2011, 2014. All rights reserve



(9/5)% Fo k- Yo FOZEFFI 2 R—4F > FDER
8/14

= Frx LU -NFT—ZFERLET,

var sampleAppRealmChallengeHandler = WL.Client.createChallengeHandler("SamplefAppRealm™);

sampleAppRealmChallengeHandler.isCustomResponse = function(response) {
if (!response || response.responseText === null) {
return false;

h

var indicatorldx = response.responseText.search('j_security check');

if (indicatorIdx >= @){
return true;

}
return false; Worklight Server M 5iREh 5T

I DRI A Y - TH—AIC
samplefAppRealmChallengeHandler.handleChallenge : : I
e eapemoy ) hader): (& \\j_\\iecurlty_check A kY

S sauthody’).show(); VINBENTVWES, FrlLy

"# I tFi "I, " o S S — S — N »

P #passwordinputried) - val(h) DN ERS=HRZDORK) T

SN TRERE LI-E&X., true
#RLET,

s

s
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s

var sampleAppRealmChallengeHandler = WL.Clien

samplefAppRealmChallengeHandler.isCustomRespon
if (!response || response.responseText ==

return false;

h

var indicatorIdx = response.responseText.

if (indicatorIdx >= @){
return true;
h

return false;

H—/N\—NO5A4 > - Tr—L%EZE
ELE(DFEYH—/IN\—DBIEEKR
LTWB)ZEZI9SATF7obTT

Vr—al By deE. TNV

SATU N TITVr—30E%E
M1 T AppBody Z#IEFRRIZ L.,
AuthBody Z#F&r~ L.
passwordInputField %
HY—2F7vILET,

s

samplefAppRealmChallengeHandler.handleChallenge = function(response) {

$( "#AppBody ') .hide();
$( " #AuthBody ' ).show();
$( "#passwordInputField"}.val('");
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1)s

§( '#loginButton').bind( 'click", function () {

var reqURL = '/j security check’;
var options = {};
options.parameters = {
j_username : %('#usernameInputField').val(),
j_password : $( '#passwordInputField').val()
¥
options.headers = {};
sampleAppRealmChallengeHandler.submitLoginForm(reqURL, options,
samplefppRealmChallengeHandler. submitLoginFormCallback);

1)

$( '#cancelButton').bind{ 'click', function W= 7“’( > (Iogln)J TI_:Q ‘/%7

samplefAppRealmChallengeHandler. submitF I« —
(' #AppBody ") . show(); )V 7FdHE. HTMLART 4

§("#AuthBody').hide(); IWED L A—H—KE/RXRT—F

WK L TH—/N\—IEET S

N H—ShET,
CCTCERAYT—FHTEL.
O—IILINY I ZHEETETET,
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1)s

§( '#loginButton').bind( 'click", function () {

var reqURL = '/j security check’;
var options = {};
options.parameters = {
j_username : %('#usernameInput "Y.val(),
j_password : $( '#passwordInputField').val()
¥
options.headers = {};
sampleAppRealmChallengeHandler.submitLoginForm(reqURL, options,
samplefppRealmChallengeHandler. submitLoginFormCallback);

1)

§( '#cancelButton').bind( 'click", function

Td—L s R—RADF—E VT«

samplefAppRealmChallengeHandler. submitF /7__9 —(j:\ J\— F\:I _7—_\"{ ,‘/7\\
SMfz § security check URL

$("#AppBody ). show();
&( "#AuthBody').hide();

= :/#{3_*-\/ I\€1§FH Li'a_o

CDAVEKR—R MDA RRA Y

AZEBERIT A LEITSFYE

Ao
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= Frx LU -NFT—ZFERLET,

$( '#loginButton').bind( 'click', function r#"(’ eV (Cancel)J 7|_:9 W

N s P 210 v99%&. authBody H3E
= ﬂp‘tiﬂns.paramete:‘s =1 %Eﬁt':t; l’) N appBody b‘ﬁﬁ:é

j_username : %('#usernameInputFie *1“ Eﬁ%ﬁb\‘g&'ﬁﬁ LT: - t 75§

j_password : $( '#passwordInputFie : L

b Worklight 7 L—L 27— 23840
options.headers = {};

sampleAppRealmChallengeHandler. submit éhij—o

samplefppRealmChallengeHandler.

1)s

§( '#cancelButton').bind( 'click', function () {
samplefAppRealmChallengeHandler. submitFailure();
$("#AppBody ). show();

&( "#AuthBody').hide();

1
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= Frx LU -NFT—ZFERLET,

sampleAppRealmChallengeHandler.submitLoginFormCallback = function(response) {
var isloginFormResponse = sampleAppRealmChallengeHandler.isCustomResponse(response);
if (islLoginFormResponse)q{
sampleAppRealmChallengeHandler.handleChallenge(response);
T EIsE |
5( #AppBody ") .show();
§( '#AuthBody ' ).hide();
sampleAppRealmChallengeHandler.submitSuccess();

1s

aA—JLNY VBERIE, aFNTL
Y —N— - FYLUODRET
BURELFI., FrLoohR

HEIN-EE5(X.
handleChallenge () FA#IHE

VIO SNFET,
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CFeLuY - NnYRS—EERLET.

sampleAppRealmChallengeHandler.submitLoginFormCallback = function(response) {
var isloginFormResponse = sampleAppRealmChallengeHandler.isCustomResponse(response);
if (islLoginFormResponse)q{
sampleAppRealmChallengeHandler.handleChallenge(response);
r else { - -
5( #AppBody ") .show();
§( '#AuthBody ' ).hide();
sampleAppRealmChallengeHandler.submitSuccess();

1s

H—N—LERIZTF v L2 OAEL
:Eﬁ'cs‘j:x muuﬂE7b\IE:ﬁ%' ]7 sziiu_ é:
BERLET, COEEIZIE.

AppBody MFE RSN T AuthBody

MIERRICIEY ., FEBEEICERDILIZC

&M Worklight 7 L— LT —2 (2@
HMEnNEd,
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[ + HB1542 [ = 15:42

Form Based Authentication Form Based Authentication

Call protected adapter procedure

Logout
Login Cancel
Alert
getSecretData_Callback response :
{"status":200,"invocationContext":null
/'invocationResult":{"isSuccessful":tr
ue,'secretData":"123456"}}
A - ! g (|
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