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= authenticationConfig.xml 7 7 4 JL®D <realms> 7 3 2I22D
DFRFELILLZEEMLET,

<realm loginMcdule="AuthloginModule” name="SingleStepAuthRealm">
<className>com.worklight.integration.auth.AdapterAuthenticator</className>
<parameter name="login-function"” value="SingleStepAuthAdapter.onAuthRequired"/>
<parameter name="logout-function” value="SingleStepAuthAdapter.onlLogout”/>
</realmy
<realm |loginModule="AuthlogintModule” |name="DoubleStepAuthRealm">
<className>com.workLight.integracion.auth.AdapterAuthenticator</className>
<parameter name="login-function” value="DoubleStepAuthAdapter.onAuthRequired”/>
<parameter name="logout-function” value="DoubleStepAuthAdapter.onlogout”/>
</realm>

s INBLDUILTIE AuthLoginModule B A4 > - FEDa—I)LE{&E
FALEITMN., ChITBETEZELET,
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o authenticationConfig xml 274 ILD <realms> o3 I22D

DEH wu@ B0 L,ia“

aC¢asshame>com.work11ght.1ntegratlon.auth.AdapterAuthenticator<fclassName>

<parameter name="logout-function” value="SingleStepAuthAdapter.onlLogout”/>
</realm>
<realm loginModule="AuthlogintModule” name="DoubleStepAuthRealm">
<className>com.worklight.integration.auth.AdapterAuthenticator</className>

<parameter name="logout-function” value="DoubleStepAuthAdapter.onlLogout"”/>
</realm>

<parameter name="login-function" value="SingleStepAuthAdapter.onAuthRequired”/>

<parameter name="login-function"” value="DoubleStepAuthAdapter.onAuthRequired”/>

= com.worklight.integration.auth.AdapterAuthenticator 7 A %1%%

5L A—toTA T3 —DY—N\— B A FHRRDRTF T2 —

TEEINDZEITHRY FET,
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= authenticationConfig.xml 2 7 4 LD <realms>to 3 22 DDERGE
LILLZEMLET,

<realm loginModule="Authlogintodule"” name="SingleStepAuthRealm">
<className>com.worklight.integration.auth.AdapterAuthenticator</classhame>

<parameter name="login-function” value="SingleStepAuthAdapter.onAuthRequired"/>
<parameter name="logout-function" value="SingleStepAuthAdapter.onlogout"”/>
</realm>

<realm loginModule="Authlogintlodule” name="DoubleStepAuthRealm">
<className>com.worklight.integration.auth.AdapterAuthenticator</className>
<parameter name="login-function” value="DoubleStepAuthAdapter.onAuthRequired”/>

<parameter name="logout-function” value="DoubleStepAuthAdapter.onlogout"/>
</realm>

= Worklight ZBEE7 L—LTD—O N RE) VYV —R~NDT7 Vv ADETERET HE. £
D1=UIZ. login-function 18T A=A —TEZINTWET7E T2 —FEENBEHMIC
MUHEINET,

= A7 BATRNEREEYS 3y - A4 LTI R BBEEESNS E. logout-
function ABEFICHFEUVHINET .

= EE5NBEL. NS A—F—ED#EXIL adapterName. functionName TY o
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044> - Y a1—)L% authenticationConfig.xml 2 74 JL®D

<loginModules> %9 ¥ 3 VIZEEML. AuthLoginModule &LVD 4
AT TET,

<loginModule name="AuthLoginModule™>

<className>com.worklight.core.auth.ext.NonValidatingloginModule</className>

NonValidatingLoginModule DSRARBEERATHE. Worklight 705 v
DA —LICKDENMRAENFE 2= EITSINGEW -0, AEEDERE
[CEWTT7E T2 —ADOERBEROBRIEZITOLENHY FT,
EEREDT VL a3 VIEIRTT7HFTZ— - O—FTEITENSHDT,
7@709_ - R—ADFRFETIE NonValidatingLoginModule {ERT
DT ENMEETYFET,
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<securityTests> o 3 VIZEMLET,

DX )T4— - TRAMEFERALTTEITE—--TJOL—Yv—
%1%%%_3—%)%\%75‘&3 YErd, LEEA-T, <customSecurityTest> L
LAV REERLET,

<customSecurityTest name="SingleStepAuthAdapter-securityTest™>
<test isInternalUserID="true"” realm="SingleStepAuthRealm"/>

</customSecurityTest:

<customSecurityTest name="DoubleStepAuthAdopter-securityTest™:
<test isInternalUserID="true"” realm="DoubleStepAuthRealm”/>

</customSecurityTest>

TXa)T4— - TRAFRZREATEWVWTLZSW, DX S A1 F
T, TNODEZAZERTILENHY FT,
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COML—Z2T - FEDa—)ILTRBNITBHITE. 2207 TV r—avé 2
DDTITRA—EFERALET, KR—DLUBDRX S A4 FTIL., SingleStepAuth
TIVr—2a0B8&UT7H T2—IZEREHTET, DoubleStepAuth 7 J'1)
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ETOERE/’RS TR TR —%/ER L. SingleStepAuthAdapter & LYS £ il
fTITET,

SingleStepAuthAdapter [ZI&X, UTD 2 DD TAL—I v —MNEENFET,

<procedure name="submitAuthentication"/>

<procedure name="getSecretData" securityTest="AdapterSecurityTest"/>

submitAuthentication AL —o v —(EBRE T O R ZHFKVET, CDT
AS—ov—OFEUH LICEEIFZRESLY F A

L. 2BBOTJOY—Uv—F, BiEShf-2—F—LIMERATEEEA,
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= Worklight 7 L— LT —0 MNMRFE) V—XA~DIEEIET UV E ADFHIT
ZHRHEITSHE. TDI=WIZ onAuthRequired BEA#MMAEUVEHINET
(Z DENEIL. authenticationConfig.xml 7 7 A/ JLCTHDEZEIZE DL
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= DSAT LT T)r—23 (2K 5T submitAuthentication BE%K

AFEVEHEN, A—F—BENRT— RIS NFET,

o function submitAuthentication(username, password){
it (username==="worklight" && password === ‘worklight"){

var userIdentity = {
userId: username,
displayName: username,
attributes: {
foo: "bar”
h

¥s
WL.Server.setActivelser("SingleStepAuthRealm”, userIdentity);

return {
authRequired: false

}s
h

return onfuthRequired(null, "Invalid legin credentials™);

A—H—Z E/INRD
—KlE. 7745 —
aAUNBLINT A—
2—&LT=ITEY
i-d_o
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s DSATFTURFTTYHr—2, 32L& 5T submitAuthentication BE8%k
MNIEPHEN, A —F—RBENRT—KAKRIEENTET,

= function submitAuthentication({username, password)q

if (username==="worklight" && password === "worklight"){ o 0)15“'(5[3:\ A IQ‘
var userIdentity = { = _7__\\’{ s/ﬁ‘é;haf:

userId: username,

displayName: username, TIE & @E.E\é:': :J: 2T
attr‘ibui:ﬂf; {“ :ﬁ’l‘%’%*ﬁ?ﬁ‘*ﬁﬁﬁ é *L
oo o T OEED
b REEE— F (B AR
WL.Server.setActiveUser("SingleStepAuthRealm”, userIdentity); SQL J@ Web -U-_ l:\\
eturn ¢ AFE=HER L&

authRequired: false §E) :E) ﬁg‘zj]—é-d—o
b
¥

return onAuthRequired({null, "Invalid login credentials");

¥
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s DSATFTURFTTYHr—2, 32L& 5T submitAuthentication BE8%k
MNIEPHEN, A —F—RBENRT—KAKRIEENTET,

= function submitAuthentication(username, password){

if (username==="worklight" && password === "worklight"){ @EEiﬁIEﬁ(:'??b*L%) t .
var userIdentity = { WL.Serv?r.sgtActlveUser A
userId: username, WA, Pb‘ﬂ?UHﬂ é’hm
displayName: username, userldentity 7}_7917 k=

attributes: {

too: "bar” %%ﬂéhfh\él_ﬂ'_ .
} T—2&EFEALT

X SingleStepAuthRealm M2

WL.Server.setActivelser("SingleStepAuthRealm”, userIdentity); SEREATYS 3 UMERLE

return { ?h,i?'o ﬁﬁ@ﬁx’)‘lsb‘ .
authRequired: false JAa/nNT 4 —%Z1—HY— 1D

, b BIEICEMTEET,

return onfuthRequired(null, "Invalid legin credentials™);
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s DSATFTURFTTYHr—2, 32L& 5T submitAuthentication BE8%k
MNIEPHEN, A —F—RBENRT—KAKRIEENTET,

= function submitAuthentication(username, password){

if (username==="worklight" && password === "worklight"){ Eﬁ%ﬁ@ﬁhﬁ*g‘:f; 5
var userIdentity = { T: — t 7E7TT_§—7J' 7~:/\~ I
userId: username, 7 ~ 75§7 70 U /7__ :/ 3

displayName: username,

attributes: { )':%1% é;h'i-d—o

foo: "bar™

h
s

WL.Server.setActiveUser("SingleStepAuthRealm”, userIdentity);

return {
authRequired: false

1s

h

return onAuthRequired({null, "Invalid login credentials");
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s DSATFTURFTTYHr—2, 32L& 5T submitAuthentication BE8%k
MNIEPHEN, A —F—RBENRT—KAKRIEENTET,

= function submitAuthentication(username, password){

if (username==="worklight" && password === "worklight"){ ﬁ*ﬁ'ﬁ%#&o)*ﬁgiﬂ:%
var userIdentity = { 'E&d_é & v
userId: username, OnAUthReqU|red F;'E]
displayName: username, SRk [ — >
attributes: { ;&'sc; OT{’EE‘Z?*‘«
foo: "bar” AT h R,

} BYHEIS— - Ay

b

WL.Server.setActivelser("SingleStepAuthRealm”, userIdentity);

t—oEHIZTTY
r—avitiREh
9,

return {
authRequired: false

}s
h

return onfuthRequired(null, "Invalid legin credentials™);
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fL—=2VF0%2BHELTWS=6H. ZOHID getSecretData BEIX., 7/\—
Fa—TFa4 7 Enf-EZRLET, 4H. getSecretbData MtEFa ) T4
— TRAMIKYREINATWS (COZEFETHTE— XML TEZEINTLY
D) ZEITEELTL S,

onLogout %L authenticationConfig.xml 7 7 A LN THDERIZHE-T., O
7 CFICBEBMICHFEUHSA, HIZEI) 2T v THREEETLET,

#= function getSecretData(){
il return {
2 secretData: "A very very very very secret data”
Is
h

function onlLogout(){
WL.Logger.debug("Logged out");
h

L0 = O O7T &= 1O
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Worklight 7 U 5 —3 a3 &R LET,

DT T)r—avlE, LT 2 DM <div> T LAY FTHERRE
nxv,

<div id="AppDiv"> I LAV kX, ZFTUHr— 30 -0V
TUOYDRRIZEARALET,

<div id="AuthDiv"> T L A2 M, BEET7A—LIZFEAHALE
9,

EINERESNDE, 7TUr—2a v appdiv TLA Y M EER
RIZLT AuthDiv TLA Y FERTRLET,

RAIMNTET I HE. FIUr—2avERREFERTEHIZLET,

© Copyright International Business Machines Corporation 2011, 2014. All rights reserve

d.



IS4 F 2k - Yo FDEBAET > Ah—F > F DIERE

<div

&=AIZ rppDiv T LAY FEERLET,
CHICIEUTOERBEELEBEBNEENTNET,

id="AppDiv">
<div class="header":

<¢hl»5ingle Step Adapter Based Authentication</hl:
</ dive

<input type="button” walue="Get secret dota” onclick="getSecretData()" />

<input type="button" wvalue="Logout" onclick="WL.Client.logout('Single5tepAuthRealm', {onSuccess:WL.Client.reloadApp})™ />

<div id="ResponseDiv":</div:

cfdive

24

7R3 lE., getSecretData 7AL—Uy—OEUYHLEOT T
MIERLET,

<div id="ResponseDiv"> T L X 2 FIX, getSecretData Dl
EORKICERALFET .
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AuthDiv TLA Y MIIEUTOYTILAY FAEENFT,

<div id="AuthDiv" style="display:none™>
<div class="header":
<hl>5ingle Step Adapter Based Authentication</hl:
<fdiv>
<p id="AuthInfo":</p>
<input type="text" placeholder="Enter username” id="AuthUsername"”/><br />
<input type="password” placeholder="Enter password” id="AuthPassword”/:<br /:
<input type="button" value="Submit"” id="AuthSubmitButton" />
<input type="button” value="Cancel” id="AuthCancelButton®” />
</divs

AuthInfold, T5— - Ay tE—C2RTITBAE=HITFERALET,

AuthUsername j"SJ:U\ AuthPassword [Is TLADEK %)\jj—d_%)f:
HIZFERALFET,

AuthSubmitButton ?SJ:U\ AuthCancelButton [j:s n.L\_IEng'Z% 1%

Fz-EFX v oI TEH=HIZFERALET,

AuthDiv ZTL AV FDRBAAI)LIL., display:none EHEINTLVE

T, CHIE. —/N\—[C K> TERIENEBEREINDHINZRRSINTITE L
LD TY,
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= UTDOAPI ZERALTIDNY FS—ZFRL. NV FS—DKREEZREL

E-a—o

var singleStepfuthRealmChallengeHandler =|WL.Client.createChallengeHandler("SingleStepAuthRealm™);

'singleStepfuthRealmChallengeHandler.isCustomResponse = function(response) |

if (!response || !response.responselSON || response.responseText === null) {
return false;

¥

if (typeof(response.responselS0N.authRequired) !== 'undefined'){
return true;

T else {

return false:

I WL.Client.createChallengeHandler *

1;

Yy REFERALTFY LS - NYRS—-

FI70x0 FEERLET,
LIVLBRZ/INGA—2—&ELTHEELFET,

FrL 2 NRS—FEFEL T, DREZVA R Sh A ZO0—FFHLFT,
I ZO0—¢,BFEDGENWEEFEF I —f— 4> R—T—X (L TH53—RIE,
F4 L NN S—[ZB LG TS0,

26 © Copyright International Business Machines Corporation 2011, 2014. All rights reserved.



— — 7 —

IS4 F 2k - Yo FDEBAET > Ah—F > F DIERE

« EIZ. FrLoP NV RI—FHERLET,

- LIFOAPI EERLTIONY RS—EHRL. NY RS— Dl EEE
LET.

var singleStepfuthRealmChallengeHandler = WL.Client.createChallengeHandler("SingleStepAuthRealm™);

singleStepluthRealmChallengeHandler.isCustomResponse = function{response) {
if (!response || !response.responselSON || response.responseText === null) {
return false;

if (typeof(response.responselsON.authRequired) !== 'undefined'}{
return true;
1 else {

return false;
Fr LY /N2 FZ—®0 isCustomResponse B
L, Y—N\—DoRBFEZZITRS-UIZHEUH
SNnEFd., COBEBIE. COFvrLUY NV FE

¥

Ts

S—IZEET ST —IANNBICTEENTLSEINE
O EBREITSE=HICERLET,
RUYEIX. true ¥1=IL false T,
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- I, FrLoP NI RSI—FERLET,

- UFOAPI EEALTIONY FS—HRKL. N RS —Oii s T2
LET,

singleStepAuthRealmChallengeHandler.handleChallenge = function(response)q{
var authRequired = response.responselSON.authRequired;

if (authRequired == true){
$("#AppDiv").hide();

g ("#AuthDiv").show(); isCustomResponse BH#L
M true IR L1=158.
2L—L7—7(F
handleChallenge BA%K
EHEUHLET, COEHK

$("#AuthPassword”).empty();
$({"#AauthInfoe™).empty();

if (response.responsel]SON.errorMessage)
$("#AuthInfoe").html{response.responselS0N. errorMessage);

T else if (authRequired == false){ S ~ > N
§( "#AppDiv").show(); [_j:‘é M‘§7%77 /~E| ~ (15“
$("#AuthDiv™).hide(); AZIX. 77U — 3 VE
singleStepAuthRealmChallengeHandler.submitSuccess(); ﬁd)glii%ﬁ? | 7,{ CEE
} — ¢~ = /,—
b DRREE) ERTT 51

HIZEALET,
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« EIZ. FrLoP NV RI—FHERLET,

- LIFOAPI EERLTIONY RS—EHRL. NY RS— Dl EEE
LET.

¥i

var authRequired = response.responselSON.authRequired;

if (authRequired == true){
$("#8ppDiv").hide();
S{"#AuthDiv").show();
§("#AuthPassword").empty();
S("#AuthInfoe™).empty();

if (response.responsel]SON.errorMessage)
$("#AuthInfe").html{response.responselS0N. errorMessage);

} else if (authRequired == false){
$("#AppDiv").show();
§("#AuthDiv").hide();
singleStepAuthRealmChallengeHandler.submitSuccess();

singleStepAuthRealmChallengeHandler.handleChallenge = function(response)q{

authRequired yal
true THAGEGEIZIX.
074 VEREARKS
n, NXJ—F-J4g

—ILERND =Ty
JEn, S5l T—
- Ay —URBhE
TNARRINET,
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« EIZ. FrLoP NV RI—FHERLET,

= UTDOAPI Z2FRALTIDONY RT—ZFFERL. N\ RS —DHEEEEE
LEY,

singleStepAuthRealmChallengeHandler.handleChallenge = function(response){
var authRequired = response.responselS0ON.authRequired;

Worklight 7 L— L7
BHIESNFET,

} else if (authRequired == false){
$("#AppDiv").show(]);
$("#AuthDiv").hide();
singleStepauthRealmChallengeHandler.submitSuccess();

Is
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FLoP - NUFI—ZIEk, AREBENEEZELLZTNIEEZSELAY Y FIZH
Z. FAREIPDEIZK L THERATEAUTOL O L#REELESENTILNET,

submitAdapterAuthentication B%IL. INE L -EREBERTHFEENT
FTR—TAV—Ur—ITEETHLHICHEALEY, COBEMKII.
WL.Client.invokeProcedure APl ERILCV T ZFv—HLET,
submitSuccess BEHIX., FEETOLANEEIZETLI-C &% Worklight

JL—LT—0I@MLET, Worklight 2L—LT—9(XFDE T, 25
Eh)A—LERmOERZBBMICRITLED,

submitFailure BE#IE., BT OLANEKKIZEbh--Z &% Worklight
JL—LI7—YIT@HMLET, Worklight 7L—LD—51XFD#% T, 85
Fh)A—LI-TTODEREZWHELET,

3 CHEDEERILHIET ST TS0 FZIWNT EBBESHY ET,
BIZIEL, RDLSICEBLFT

myChallengeHandler.submitSuccess ()
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EERE2VED) YT BHE HTMLAA T4 —IL Wb a1—H—&Z /R
D—RZERELTT7EFTE—IZEETHE#HDN ) H—SnFET,

Fx LY /N2 FT—h submitAdapterAuthentication *Yw F %
FERITAIRITTEFELTLIZELY,

f({"#outhsubmitButton™).bind('click', function () {
var username = S("#AuthUsername”).val();
var password = S("#AuthPassword").val();

var inwvocationData = {
adapter : "SingleStepfuthAdapter™,
procedure : "submitfuthentication™,
parameters : [ username, password ]

}s

singleStepauthRealmChallengeHandler. submit&dapterfuthentication(invocationlata, {});
1)
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Single Step Adapter Based Authentication Single Step Adapter Based Authentication Single Step Adapter Based Authentication
Get secret data Get secret data
Logout Logout

{"isSuccessful":true,"secretData""A very very
very very secret data"}
Submit Cancel

o OO = o OO = o OO =
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authenticationConfi)?.xml TT7RTRA—  R—ADFHAFFRATALUILLEZTEET HEEIC, A
EB2DMNDIND

— 3 —[FRDENTI H,
login-function. logout-function
adapter-name. realm-name
adapter-name. login-function
login-function. login-module

Faalk LIV LIZ &K o TIREE éh%)?’;‘lj’)'l— TR —Orv—EREEMEET HAEELT, E
LLWDEFRDENTT D

m&DwA#7979 XML774»(?Eéhfbé%éﬁsT&T®7§79—-7n
=T —NFDRIMLILLIZE>TRESN S,

BAREMNIEET AWE(L/A LY, WL.Client.invokeProcedure Z R L TN 7AS—2 v —HF)
1’E'§'%’>J:')I ThiZ. 954F 2 F - 4 RCRIIERBERIEME NS,

securityTest 7ANT 4 —%2F A TA—XMLADO 7O —L v —EEITEMT %,

MEELILLICK DTT7RETEA— - TR — v —%RETDHILETELGL, REOHRITT
TJN)r—2 3> DHTHS,

Y—N—DI0SAT7 2 FPERICH L TCRIMZNELE L TWS I EZREHT H=OICERT SIS
AT b AR AAZXLITRDODENTT H,

challengeHandler.isAuthenticationRequired
challengeHandler.isUserAuthenticated
challengeHandler.analyzeServerResponse
challengeHandler.isCustomResponse
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EHB2DDINT IR —[ERDENTI M,

— Ilogin-function, logout-function
— adapter-name. realm-name
— adapter-name. login-function
— login-function, login-module

Foak L L LIZ K - THREE éhé'}”;‘lj”}l— TR —Orv—cREEMEETHAEELT. E
LLWDEFXRDENTT A

— BDEELILLDT S 7"/5! XML Z 74 JLIZ 1= ESNTWBIBEIE, IRXTOT7HF T42— 70O
= —MNEDFEELUILLIZK > TRE '51’1,60

— BAREMIEET AMLELL LY, WL.Client.invokeProcedure ZEHEL TN 7O —2 v —AFH
THESIZFTNIE. 954T7 2k -S4 FTHRIAERBRNAEBMEN S,

— |securityTest 7ANT 4 —ZF7 A T2—XMLADO 7O —C v —EHIZEBMT 5,

— BEIUILICE-TTFETA— - TOL—O v —%REITHLEIETELRL, REOHRIET
TJ)r—2 3> DHTHS,

H—N=—DY AT FERICH L TR ZHEL LTSI EZRET A-DICERYT SIS
ATV YA R - AAZXLIERDENTT D,

— |challengeHandler.isAuthenticationRequired
— challengeHandler.isUserAuthenticated
— challengeHandler.analyzeServerResponse
— challengeHandler.isCustomResponse
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