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authenticationConfig.xml 7 7 4 LMD <realms> €Y L 3 VIZEREE
LILLZEMLET,

<realm loginModule="AuthLoginModule" name="NativeAdapterBasedAuthRealm">
<className>
com.worklight.integration.auth.AdapterAuthenticator
</className>

<parameter name="login-function"
value="NativeAdapterBasedAdapter.onAuthRequired" />

<parameter name="logout-function"
value="NativeAdapterBasedAdapter.onLogout"/>

</realm>

D UJLLIE authLoginModule A A4 Y« EDa—)LEFRALE
I, INEFRTERLFT,
com.worklight.integration.auth.AdapterAuthenticator 9 5Z’E1§
AYd&E. A—tEoT47—3—DY—N\— YA FERIBTHT
R—TEREINDEICRYFET,
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<parameter name="login-function"
value="NativeAdapterBasedAdapter.onAuthRequired" />

<parameter name="logout-function"
value="NativeAdapterBasedAdapter.onLogout"/>

Worklight Z2B5E 7 L— LT — U NMREE) V—RADT U 2 ADHIT
I 5E. FOEUIZ, loginfunction ISSA—R—TEEINT
WA 7 A T2 —FE#ABENICTEUHEEINET,

OJ7%9 bk EARMERITEYaY - F4LT7 DN DBREESNS
& . logout-function NAEEIMICHEUTEHINE T,

EELMDIHFEEEH. NTA—F—(EDEXIE

adapterName. functionName TY,
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044> - Y a1—)L% authenticationConfig.xml 2 74 JL®D

<loginModules> %9 ¥ 3 VIZHEBML. AuthLoginModule &WLVD 4
AT TET,

<loginModule name="AuthLoginModule™>

<className>com.worklight.core.auth.ext.NonValidatingloginModule</className>

</loginModule>
v o

NonValidatingLoginModule ¥ 2 A& Z{FEHRAT 5 & . Worklight 75
DA —LICELEMRENFT oK EITSNGV=6H, AREBEOER
[CEVWTT7 A T2 —HNOERFHROBRIAZITOLELHY FT,
DAMEEDND T2 avIEIRTTFHATA— - A—RFTEITENBHDT,
7@709_ - R—XADFFELTIX NonValidatingLoginModule {ERT
HBENMAEGTYFET,
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t* 1) 74—+ TR % authenticationConfig.xml Z 7 1 )LD
<securityTests> 2 L3 IZEMLET,

CDEF1T4— - TAMEFERALTTZE T4 —-JOV—Dv—
%1%5%7%%‘%75\5) UFE9, LT:?fJ‘\’D—Cs <customSecurityTest> L
LAV FZEFERALTSESLY,

<customSecurityTest name="NativeAdapterBasedSecurityTest">

<test isInternalUserID="true" realm="NativeAdapterBasedAuthRealm"/>

</customSecurityTest>

X1V T4— - TRALREFE, UROFIETEARI A=HRATEL
T2y,
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PO REH/RS T H T2 —Z{ER L. NativeAdapterBasedAdapter
EWVWDSRRZEMITET,

NativeAdapterBasedAdapter IZIZUITD 2 DD TR —I v —MEFE
NnNEYJ,

<procedure name="submitAuthentication"/>

<procedure name="getSecretData"
securityTest="NativeAdapterBasedSecurityTest"/>

submitAuthentication ZAY—U v —(FBH O R ZHRWVET,
—D7AL—oy—OREUH LICERIEEIREDLY A

L. 2&ZBHDO O —Uv—Id, Bifsh-2—F—LHIFEHTE
FtH A,
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- UTDFAT TS LIF, EETIA—ZRLTWLET,

getSecretData

Worklight
Server

AN ERSND (FrlL D)

submitAuthentication

CCTRIEESND

getSecretData (HBIET)

MET—2NESIID
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- Worklight 7 L— LT =0 HMRE) V—A~DIEREET 7 T ADEAT
ZHRHEITSHE. TD=UIZ onAuthRequired BEA#MMNEUVEHINET
(Z DEIEIL. authenticationConfig.xml 7 74 JLTOEREIZEDLY

TWEY),

= -Funct:ionlonAuthRequirEd[headers, Ermrﬂessagel{
errorMessage = errorMessage ? errorMessage @ null;

—DAToxH bk
. 7TUH5—2

return { S ==
authRequired: true, E| /"%L:l éhé
errorMessage: errorMessage { 22 . a‘-,v l/

y L oo -FToxH

hTY,

- COFE#IE, BBEAYSA—EA T 30D errorMessage /N T A—
A—%Z2ITHMYEST, COBMIZEL>TREINZ AT ME, &
FATUR - TTI—2 3 VICEESNET,

- authRequired: true EWD TANT 4 —IZFELTLIESL, F
YLD NV RS—TIOTANRT—%#FEHAL T, —/n\—»"EE
EIFERLTWASZEFRELET,

14 © Copyright International Business Machines Corporation 2011, 2014. All rights reserved.



— — 7 —

H—/\N— « B FDEEFET > 7K—F > FDFERE (5/10)

s DSATor - TFTT)H5—23212& > T submitAuthentication B%L
MNIEVPHEIN, A—F—RE/NNRT—KHPRBRIEEESNFET,

+ function submitAuthentication{username, possword){

1t (username==="worklight" B& password === "17345"3}{

> o

var userldentity = { :L\_-lj-_%ot A Ij_
u:f.erId: username F (j:\ 7 7 U /7'—:/ 3
dLeplepomes usarnaee. UM BT ARk
| e LCRIFRY ET,

b

WL.Server.setActivelser("NativeAdapterBasedAuthRealm"”, userIdentity);

return {
authReguired: false
| H
}

return onAuthRequired{null, "Inwvalid login credentials"l};

}
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s DSATor - TFTT)H5—23212& > T submitAuthentication B%L
MNIEVPHEIN, A—F—RE/NNRT—KHPRBRIEEESNFET,

= function submitAuthentication{username, passwaord){
if (username==="worklight" && password === "12345"3}{

var userldentity = { :0)1§|J—G[j:\ A I::I
e T e, —7 4 VI SNIfBE
attriﬁz?e:ﬁ.;ﬂin @ﬂﬁé': J: 2 —Cié*%'l‘%
p HMREESNF I A,

i tDEEDRIEE— F

WL.Server.setActivelser("NativeAdopterBasedAuthRealm”, userIdentity); (15“%_[35\ SQL 'VD Web

return { ‘ -Ij-_ E\Zféi E%1§H§ L/

;. authReguired: false T:@EIE) :E;ﬁ;zjj_é_d._o

}

return onAuthRequired{null, "Inwvalid login credentials"l};
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s DSATor - TFTT)H5—23212& > T submitAuthentication B%L
MNIEVPHEN, A—HF—RZENNRT—KHBPRIEESNFET,

= function submitAuthentication{username, possword){
if (username==="worklight" && password === "12345"3}{

BRIANEREIZITHND &

var userldentity = {

userld: usernaome, < WL.Server.setActiveUser *
displayName: username, sJw KANEET7 R
attributes: { / 7 I\h\u?UHjsé\ih“

foo: "bar" userldentlty 7J_7“/17 [ b

b } BEshTthda1—Hy— -
T—A3EFERALTLILLD

WL.Server.setActivelser("NativeAdapterBasedAuthRealm"”, userIdentity); =3 =T S s .
RELEA Y 3 UHMERK

raturntﬁﬂ ode ol éhiTo 5$§0)731’5‘A
. authReguired: false . 70|:|/\°7_"f_€:|-_-|j2_

} ID BHEICEMTEET,

return onAuthRequired{null, "Inwvalid login credentials"l};

}
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s DSATor - TFTT)H5—23212& > T submitAuthentication B%L
MNIEVPHEIN, A—F—RE/NNRT—KHPRBRIEEESNFET,

= function submitAuthentication{username, possword){
if (username==="worklight" && password === "12345"3}{

var userldentity = { Eﬁgé Eﬁ?ﬁ‘\;ﬁg':\ﬁ 2
displayName: username, T: = &~€ 7"_:?-1- 7 v T
attributes: { 7 |~7§§77 IJ /7'—:/ =

.F . '|Ib n S S E
yoo VICEFESNFET,

userld: usernome,

b
WL.Server.setActivelser("NativeAdapterBasedAuthRealm"”, userIdentity);
return {
authReguired: false
};
}

return onAuthRequired{null, "Inwvalid login credentials"l};
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54Tk -T7TYr—3 22L& > T submitAuthentication B%
MNIEVPHEIN, A—F—RE/NNRT—KHPRBRIEEESNFET,

= function submitAuthentication{username, possword){
if (username==="worklight" && password === "12345"3}{

, BEMIEHROREI< K
var userldentity = {

userId: username, a %) t S

dlsp!.ayhlume: username OnAuthReqUired F;ﬂ’!;&

attributes: {

foo: "bar" ‘:J: 9(1"55‘23%7‘:#

} S > Y
b :/17 |‘75\ iﬁ'@]@

\\‘
WL.Server.setActivelser("NativeAdapterBasedAuthRealm"”, userIdentity); 17_ ’ )( ‘J‘t’ t

HIZTF TV Hr—2ay
authRequired: false ‘:J‘géhi?o

return {

| H
}

return onAuthRequired{null, "Inwvalid login credentials"l};
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fL—=2F%2BHELTWAESH, ZOBID getSecretData B#IE. /\—
Fa—T 403N EEZRLET, EH. getSecretbData MEFal) T4
— TAMZIEKYBREINRTWSE (CHDZEEFTRETEZ— XML TEESINTL
) ZEITEFELTLESLY,

onLogout B8#(& authenticationConfig.xml 7 7 4/ LA THDERIZHK>T. B
79 MFIZEBMICETE SN, HIREIV—2TFvTREEETLET,

L
K
e

LT = 7 O7T &= 1O

function getSecretData(){

¥

return {
secretData: "A very very very very secret data”
bi

function onLogout(){

¥

WL.Logger.debug("Logged out™);
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F2MT4TIOSTITVr—arvEER L. XEIZH > T Worklight = A
T4 7 API ZEMLET,

FRHTARA—)—FR—FKIZ, B4 - T4—LZ%EAT= ViewController
EMLET,

- -

Adapter Based Authentication

Call protected adapter procedure

Logout

Navigation Controller View Controller - Adapter Based ® o1 ©
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ChallengeHandler @474 5 X & L T MyChallengeHandler 7 5 X
“EBLET,

ChallengeHandler AV v FDOW DMWZEZEEL, T4—L - R—X
DFv¥ LI LET,

@interface MyChallengeHandler : ChallengeHandler

@property ViewController* wvc;

/ /¥ o — O FE 51k
- (id) initWithViewController: (ViewController*) vc;
@end
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RESN-T7H T2—FFEUETHIIZ.
registerChallengeHandler Z WLClient 41 Y AAZ VR LI
FMEUHELT, FyLoP NI RT—ZFFELTLLESLY,

[ [WLClient sharedInstance] registerChallengeHandler:[[MyChallengeHandler
alloc] initWithViewController:self] ];
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Fr LY N2 FES5—0isCustomResponse A Vv Kl&, —/N\—MSEEZZITEST-UIC
HFUOHShFT, COBBZEEALT. COFYLUD - NV FS—ICHTET—E2ALEICE
FNTNEINESHEHBELET, RYMEE LT true £2IX false 2 RIDBELAHY T,

@implementation MyChallengeHandler
/] ...

- (BOOL) isCustomResponse: (WLResponse *)response {

NSLog (@"Inside isCustomResponse");
if (response &é&

[response getResponsedson]) {
if

([ [response getResponsedson] objectForKey:@"authRequired"]) {

NSLog (@"Detected adapter auth - return true");

NSString* authRequired = (NSString¥*)

[ [response getResponsedson]
objectForKey:@"authRequired"];

return [authRequired boolValuel; //iil23 72 E 13K T

}

return false;
}
@end
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isCustomResponse A true ZR LI={HEIZ, 7L—LT—2 X handleChallenge AV v F
EHFEVHLFET, COBBEFERALT. REBELGT7IVa0 (TIV5—2a VEEODIERR, B
A4 VEEDERTREE) NETINET,

@implementation MyChallengeHandler
// ...
- (void) handleChallenge: (WLResponse *)response {
NSLog (@"Inside handleChallenge - need to show form on the screen");

LoginViewController* loginController = [self.vc.storyboard
instantiateViewControllerWithIdentifier:@"LoginViewController"];

loginController.challengeHandler = self;

[self.vc.navigationController pushViewController:loginController
animated:YES];

}
@end
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FRREMSET 9 % &. onSuccess B & U onFailure B k1) T—hFT,
BHTOERART LIS EETL—LT—FICBHML. HUHLOBEINY KS—ERUHT
ZENRTEDESITT B8, submitSuccess ZIEVHITBHENHY £3,
@implementation MyChallengeHandler
// ...
- (void) onSuccess: (WLResponse *)response {
NSLog(@"inside challenge success");
[self.vc.navigationController popViewControllerAnimated:YES];

[self submitSuccess:response];

- (void) onFailure: (WLFailResponse *)response {
NSLog (@"inside challenge failure");

[self submitFailure:response];
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9 % LoginViewController T, 2 —H—»"Y 1) vy L TERIEREZEZET SHEIL.
submitAdapterAuthentication ZMFUH L., FHIZ/ER L1z submitAuthentication
T —v—ICERBEREEETIVLELHYET,

@implementation LoginViewController

//***

(IBAction)login: (id) sender {

WLProcedureInvocationData *myInvocationData

[ [WLProcedureInvocationData alloc]
initWithAdapterName:@"NativeAdapterBasedAdapter"

procedureName:@"submitAuthentication”];

myInvocationData.parameters @[self.username.text, self.password.text];

[self.challengeHandler submitAdapterAuthentication:myInvocationData options:nil];
}
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Adapter Based Authentication < Back
Call protected adapter procedure worklight
Logout 12345| Adapter Response

/*-secure-
{"isSuccessful“:true,"secretData":"A
very very very very secret data","WL-
Authentication-Success":
{"NativeAdapterBasedAuthRealm"®:
{"userld":"worklight","isUserAuthenti
cated®:1,"attributes":
{"foo":"bar"},"displayName": *worklig
ht" 1Y/

OK
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