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authenticationConfig.xml 7 7 4 LMD <realms> €Y L 3 VIZEREE
LILLZEMLET,

<realm loginModule="AuthLoginModule" name="NativeAdapterBasedAuthRealm">
<className>
com.worklight.integration.auth.AdapterAuthenticator
</className>

<parameter name="login-function"
value="NativeAdapterBasedAdapter.onAuthRequired" />

<parameter name="logout-function"
value="NativeAdapterBasedAdapter.onLogout"/>

</realm>

D UJLLIE authLoginModule A A4 Y« EDa—)LEFRALE
I, INEFRTEZRLFT,
com.worklight.integration.auth.AdapterAuthenticator 9 5X§1EFH
FHE. A—tCoTAT—3—DY—N\— YA FRINTFTE—
TEEINDZEICHYFET,

6 © Copyright International Business Machines Corporation 2011, 2014. All rights reserved.



authenticationConfig.xml Z 77 /L D&%

<parameter name="login-function"
value="NativeAdapterBasedAdapter.onAuthRequired" />

<parameter name="logout-function"
value="NativeAdapterBasedAdapter.onLogout" />

Worklight ZB8E 7 L— LT —U WNMREE) V—AADT UV 2 ADERITZE
BT 5E. FDORUIZ, loginfunction /ISSA—R—TEEIN
TWA7H T2 —BE#ABENICEUHEEINET,
0579k BARKEREZEY 3 - 2A4LT7O N AREESNS
& . logout-function NEEIMICHEUTEHINET .
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044>« E2a1—)L% authenticationConfig.xml Z 7 4 )LD
<loginModules> %9 ¥ 3 VIZHEBML. AuthLoginModule &WLVD 4
BIZ{fTITET,

-{chinﬁcdule name="AuthLoginfodule”:
<className>com.worklight.core. auth ext.NonValidatingleoginMedule</className>

</loginModule>

NonValidatingLoginModule ¥ 2 A& &Z{EAT 5 & . Worklight 75+
FOA—LICKDEMEENE > ETSINLGLV D, AREDER
[CEVWTT A T2 —ADERBROBIAZTITOVLELHY FT,
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T3 7 R— R—ADFEIETIE NonValidatingLoginModule 75‘&[4\’5&

TYET,
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t¥*a11) 74—+ TR k% authenticationConfig.xml 7 7 1 LD
<securityTests> o 3 VIZEMLET,

COteXa)T4— - TRAMEFERALTFZE TS —-TJA—Dv—
ZRESTLIDHELNHYFET, LA H>T. <customSecurityTest>
TLAVrZEFERLTLSEESLY,

<customSecurityTest name="NativeAdapterBasedSecurityTest">

<test isInternalUserID="true" realm="NativeAdapterBasedAuthRealm"/>

</customSecurityTest>
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AL AR EH/RS T H T2 —Z{ERK L. NativeAdapterBasedAdapter
EWDSRRZEMITET,

NativeAdapterBasedAdapter IZIZUITD 2 DO TAL—I v —MEFE
nNEYJ,

<procedure name="submitAuthentication"/>

<procedure name="getSecretData"
securityTest="NativeAdapterBasedSecurityTest"/>

submitAuthentication ZAY—U v —FBH O R ZHRNVET,
—D7AL—oy—DOREUH LIZERIEEIREDLY FEA.
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getSecretData
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Server
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\ \ >
Ehctfnilithﬂequired{headerﬂ, Ermrﬂessagej{ — O)T 70:) L 7 !\
i;E:E?saEE = errorMessage ? errorMessage @ null; '3:;/'7_‘;1';;;2
Crrariissage: orronessage RS - T L
y L \ VT ATV

kT,

- COBEMIEL, WEAYSA—EA TS 32D errorMessage /1NT A —

A—%ZTHMYET, COBRBE->-TREINBZA T ME, &
AT TI)5— a3 ICEESNET,
authRequired:true EWS TANTF 4 —[T3FELTLESL, 20
JONTA4—ZFFxv LY N RS—THERALT, Y—/\—HEFEL
ZERLTWAZEZBHELET,

© Copyright International Business Machines Corporation 2011, 2014. All rights reserved.



— — 7 —

Y—/\V— « Yo FDEFET > iR—F > FDIEME

s DSATURTTYH5r—23212& 5T submitAuthentication B%L
MNIEPHEN, A —F—RBENRT—KARKRIEENTET,

+ function submitAuthentication{username, password){

1t (usernome==="worklight" &L password === "12345"3}{

var userldentity = {
userld: usernome,
displayName: username,
attributes: {
foo: "bar"
}
b

WL.Server.setActivelser("NativeAdapterBasedAuthRealm", userldentity);

return {
authReguired: false
| H
}

return onAuthRequired{null, "Invalid login credentials");
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s DSATFTo R TIT)H5—2 322K DT submitAuthentication BI%K
NITEVHEIN, 1 —F—BENRT—RKARKREEENET,

= function submitAuthentication{username, password}{
if (usernome==="worklight" && password === "12345"3}{

var userldentity = {
userld: usernome,
displayName: username,
attributes: {
foo: "bar"
}
b

WL.Server.setActivelser("NativeAdapterBasedAuthRealm", userldentity);

return {
authReguired: false
| H
}

return onAuthReguired{null, "Invalid login credentials");
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NAEFEVEHEN, A—HF—RBENRT— RIS FET,

= function submitAuthentication{username, password){
if (usernome==="worklight" && password === "12345"3}{

| H

var userldentity = {

userld: usernome,
displayName: username,
attributes: {

foo: "bar"

}

4

WL.Server.setActivelser("NativeAdapterBasedAuthRealm", userldentity);

return {
authReguired: false

| H
}

return onAuthReguired{null, "Invalid login credentials");
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s DSATFTo R TIT)H5—2 322K DT submitAuthentication BI%K
NITEVHEIN, 1 —F—BENRT—RKARKREEENET,

= function submitAuthentication{username, password){
if (usernome==="worklight" && password === "12345"3{

var userldentity = {
userld: usernome,
displayName: username,
attributes: {

foo: "bar"
}

b

WL.Server.setActivelser("NativeAdapterBasedAuthRealm", userldentity);
return {

authReguired: false
| H
}

return onAuthRequired{null, "Invalid login credentials");
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s DSATFTo R TIT)H5—2 322K DT submitAuthentication BI%K
NITEVHEIN, 1 —F—BENRT—RKARKREEENET,

= function submitAuthentication{username, password){
if (usernome==="worklight" && password === "12345"3}{

var userldentity = {
userld: usernome,
displayName: username,
attributes: {
foo: "bar"
}
b

WL.Server.setActivelser("NativeAdapterBasedAuthRealm", userldentity);

return {
authReguired: false

| H
}

return onAuthReguired{null, "Invalid login credentials");
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onLogout BA#(Z authenticationConfig.xml 72 7/ LN THDERIZH > T, O
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-
i
e

LI Lo ] L3 LT 4 L

function getSecretData(){

¥

return {
secretData: "A very very very very secret data”
bi

function onLogout(){

¥

WL.Logger.debug("Logged out™);
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4T 4T Android 77 ) r— a3 xR L. XEDERAD &
H Y2 Worklight *4 7« 7 APl ML F£9,

79T 4 ET 44— LoginAdapterBasedAuth 1 EBMLET,
a4 - J+r—LEREBLTERRLET,

CDF YT EFT—ZF AndroidManifestxml Z 7 7 IIZE T EML TS S0,

ChallengeHandler DY THU SR ELT
MyChallengeHandler 9 S X Z{ERLZET,
MyChallengeHandler [ZIX 2 D@D main * Yy FEZEHLHIHLEMN
HYFEI,

— 1sCustomResponse

— handleChallenge

CDYUTILTIE, 7+—LDLZITR o F=T—2&MIEL T
RITI H=0HIZ. submitLogin * Y v KAEMESNTLVET,
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isCustomResponse * Y v K

public boolean isCustomResponse(WLResponse response) {

String strResponse = response.toString();

if(strResponse.indexOf("¥"authRequired¥":true")>-1){
return true;

}

return false;

}

— 2D Ay KX, Worklight Server W DT RTDHRE LG
ZEaFIvI LT, TORENFRLEEFYLOOMNE >IN E
BREEL F9,
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handleChallenge * Y v K

public void handleChallenge(WLResponse response){

cachedResponse = response;

Intent login = new Intent(parentActivity, LoginAdapterBasedAuth.class);
parentActivity.startActivityForResult(login, 1);

}

isCustomResponse * Vv EM true ZRT
o —cCTlE, COAYY FEERLTRTAY
LTULET,

Hrof-
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submitLogin A YW F

public void submitLogin(int resultCode, String userName, String password, boolean back){
if (resultCode != Activity.RESULT 0K || back) {
submitFailure(cachedResponse);
} else {
Object[] parameters = new Object[]{userName, password};
WLProcedureInvocationData invocationData = new
WLProcedureInvocationData("NativeAdapterBasedAdapter"”, "submitAuthentication");
invocationData.setParameters(parameters);
WLRequestOptions options = new WLRequestOptions();
options.setTimeout(30000);
submitAdapterAuthentication(invocationData, options);

— A—YH—MNZDOT7HI a3 FHIELEES,. submitFailure

AUy EANFUHENET, ThUSNOBER, _
submitAdapterAuthentication * Y w KW 7 5 742 —E25E
TR —Yyv—FHUHLET,
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A TFTOT4ET4— U5 XTIE. Worklight Server IZ#E# LT, R3S
challengeHandler &8 L. RESNF=T7FT2— - JOAL—Ov—ZFMFUHL

3:--;—0

final WLClient client = WLClient.createInstance (this);
client.connect (new MyConnectionListener());

challengeHandler
client.registerChallengeHandler (challengeHandler) ;

invokeBtn = (Button) findViewById(R.id.invoke);
invokeBtn.setOnClickListener (new View.OnClickListener () {
@Override

public void onClick (View v) {
WLProcedurelInvocationData invocationData = new
WLProcedureInvocationData ("DummyAdapter", "getSecretData");
WLRequestOptions options = new WLRequestOptions () ;
options.setTimeout (30000) ;

new AndroidChallengeHandler (this, realm);

client.invokeProcedure (invocationData, new MyResponselListener (), options);

JO0Y—2 v —@OEUH LT Worklight Server 2 k1) Ai—L. £

AR L. challengeHandler & b 1) H—
x99,

THEFYLUOUEZEEL
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I®! Native Adapter Based Auth I&! Native Adapter Based Auth I&! Native Adapter Based Auth
User name
Invoke Procedure  Logout Invoke Procedure  Logout
Password
Connected Successfully Successfully invoked
/*-secure-
Login Cancel {"WL-Authentication-Success":

{"NativeAdapterBasedAuthRealm":

{"userld":"worklight",

"isUserAuthenticated":1,"attributes™:
102 3 4 & & 72 & 9 {"foo™"bar"},"displayName":

1 "worklight"}},"isSuccessful":true,

q we rt y ol e "secretData":"A very very very very
secret data"}*/
)

asdfgh.jk.

‘"R B B B B B
4 Zz X cvhbnnmaea
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e
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