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<realm name="CustomduthenticatorfRealm” loginModule="CustomloginModule™:
<className>com.mypackage.MyCustomAuthenticator</className?
</realm>
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<loginModules> % < 3 > T, loginModule (&RiIll&
CustomLoginModule) ZEBML E£9,
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<loginModule name="CustomLoginModule™:
<className>com.mypackage.MyCustomLoginModule</className:

</loginModule:
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<securityTests>
<customSecurityTest name="CustomAuthSecurityTest">
<test isInternalUserID="true" realm="CustomAuthenticatorRealm"/>
</customSecurityTest>
</securityTests>
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void init (Map<String, String> options)

AuthenticationResult
request, HttpServletRe
1isAccessToProtectedRes

A—toT47—32—0 init A Vv FI&,
T—toT475—3— AV RZ I ADERK
FFICHEUOHESENET . CDOA VY RIE,
LISk Rel Rl laCEINRAY  quthenticationConfig.xml Z 7 1 IL®D L JL A
processAuthenticationE s aricic o aia A Al ol

HttpServletResponse re mYxd,
AuthenticationResult
processRequestAlreadyAuthenticated (HttpServletRequest
request, HttpServletResponse response)

Map<String, Object> getAuthenticationData ()

Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

WorkLightAuthenticator clone ()

© Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



HDREZALJava F—E>T 1 5—X—DEAE (2/121)
s =t TAa7T—F—APIIZIE. UTDAYVy FOEARAFENTULET,

12

— void init (Map<String, String> options)

—|AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResour

— AuthenticationResult processRequest * Y w K[,
processAuthenticationFail £|a=:bi i Ui 2, 8 iess i o s
HttpServletResponse respd T:U(:ﬂ$lﬁ|':|:'| 'c"?hai_d_o

— AuthenticationResult
processRequestAlreadyAuthenticated (HttpServletRequest
request, HttpServletResponse response)

— Map<String, Object> getAuthenticationData ()

— Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

— WorkLightAuthenticator clone()
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request, HttpServletRe
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— void init (Map<String, String> options)
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— void init (Map<String, String> options)

— AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResqguune
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— void init (Map<String, String> options)

— AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

— AuthenticationResult
processAuthenticatio
HttpServletResponse

changeResponseOnSuccess * VW I,

— AuthenticationResult IR L= RIZEEUHE S hET, BEEA

processRequestilread gy N S DR 2 IR dr s
request, HttpServlet " ;—:_9 £EmLET

— Map<String, Object>
—|Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

— WorkLightAuthenticator clone ()
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— void init (Map<String, String> options)

— AuthenticationResult processRequest (HttpServletRequest

request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

— AuthenticationResult

processAuthenticationFailure (HttpServletRequest request,
HttpServletResponse response, String errorMessage)

— AuthenticationResult

processRequestAlreadyAu 1 o} R
request, HttpServletRes
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LFEJ,

3 2 MY 5 AT WorkLightAuthenticator 4 >4 —27 1 —R & F&
F5LIITLET,

public class MyCustomAuthenticator implements WorkLightAuthenticator {

BERIEREZEFIT A7-6IZ. authenticationData < v T7&#A—+t >
7__4 /7-_9_':557:”] L/-i-d—o

CDAIToH MEI. O9A Y - EDa—I)LIZE > TRES LUE
Aanxd,

private Map<S5tring, Object> authenticationData = null;
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init AV R, A—t€ T4 55— —DEREBICHFEUOE INFET,

SDAYY FIE, /1N A—4F—E& LT, authenticationConfig.xml 7
FALDUILLEZETHEESNTWSA T a DTy T5ZITRY
F9,

P >
poverride

public void init(Map<String, String> options) throws MissingConfigurationOptionException {
Legger.info("init");
¥

T—t T4 5—F—Dclone AVYYKIE, ATV H k- AnN—
DT4—7 - AE—ZERLFET,

poverride

public WorkLightAuthenticator clone() throws CloneNotSupportedException {

MyCustomAuthenticator otherfuthenticator = (MyCustomAuthenticator) super.clone();

otherfuthenticator.authenticationData = new HashMap<String, Object:(authenticaticnData);
return otherfuthenticator;
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" processRequest * Vv K&, ERIEMZINET 5= DIERFEE XK
MNHLH-UITHEVDHENET,

@0verrdds
publig AuthenticationResult pmcessRequest{HttpSewletRequest request, HttpServletResponse response, boolean 15AccessToF‘mtectEd|;
iii' . e Ty

if {r‘equest getRequestLlRI{} contalns[ my_cus
String username = request.getParameter(ule
String password = request.getParameter(”

if (null !=.usn.=_'r_‘r|ame 28 null != password processRequest () A Yy I:'i\ glﬂ;&t L/'c
authenticaticnData = new HashMap<Str . &
guthenticaticonData.put("username”, u request, response, j:D J: U

authenticationData.put("password”, ; xv3
put(’p i isAccessToProtectedResource = [THY

return AuthenticationResult.createf
I else { — Ve K i — A=

: ::sponse.setContentType{"applicat:i.on i-d_o = 0) )( j J I\ li E;Rb\ bT 9 éﬂy
FESPDHSE‘SE::E?iEFE;CECP}E;EEE::DI:;S L/f: U . r_\ I‘T—g %i%ﬂ&f— L) TéiﬁA
urn Act w LHYFEITN, UEORTA FTHRAT D45

suth_request_url™)){

smr"dk‘l]’.ll}j
return AuthenticationResult.createF

} [Z. ¥ FE D AuthenticationResult KR ZF iR

if (!isAccessToProtectedResource) TZ\E?ﬁ§W) U ai—d— oS
return AuthenticationResult.createFrom(A ;I.E T t ./T 1A /7- 9 _‘j: A 7 ’r " :E

response.setContentType("applicaticon/json; ¢ _)[/—C 1§ﬁ j_ %) ﬁfgq%*E %”2% L/ i j- 75\ N ﬁ
response. setHeader("Cache-Control”, "no-cach *%rlﬁ*&d)*ﬁEE(iﬁL\iﬁ/vo

response.getWriter().print (" {\"authstatus\":
return AuthenticationResult.createFrom(Authe

h
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" processRequest * Vv K&, BERFEHRMZINET 5-HDIEZRFER
NHAEURICHFEUHEINET,

@rverride

public Authentlcatlonﬂesult pmcessRequest{HttpSewletRequest request, HttpServletResponse response, boolean isAccessToProtectedRs
=t "l

if (request.getRequestURI().contains("my_custom_auth request_url 11
ST IS e Tale = T e Ues T L TP ar e CEr | TS e TTame T

String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);
authenticationData.put("password”, password);

return AuthenticationResult.createFrom(Authentica 7 7° U 17- “/ 3 ‘/75\ nlh\nﬁg;}z E##J:Eo) URL

T else {

response.setContentType( "application/jscn; charse [:%1% L 3’:_';_0 o @g;kd) URL (h 'j:

response.setHeader("Cache-Contrel”, “no-cache, m

response.gethiriter().print{"{\"authStatus\":\"req my_CUStOm_aUth_reqUeSt_Url t LY 5 ar s
, return AuthenticationResult.createFrom(Authentica l_I_f_* s/ I‘ éﬁ’é‘ih'{lﬂiﬁ'_ - 0) - s/,_l_s_
; oI, COBRVERICEELEERETD
if (!isAccessToProtectedResource) .J: 5 ':T %) T:&) ': S T_t /T 4 /7-_9 _75\
return AuthenticaticnResult.createFrom{Authenticatio 1§FH L/ 3.:.?_ _g_&_co)j__t R Y T
. OTAT—4
response.setContentType("application/json; charset=UTF-3' 'CSE;‘:; é URL O Dﬂ—i’_* >k E{ﬁﬁj‘ é -

response.setHeader("Cache-Contrel™, "no-cache, must-reva

response.getWriter().print (" {\"authstatus\" :\"required\” t 75)\1:& é}h,,—c L\a-:-'a_

return AuthenticationResult.cregteFrom(Authenticationstat
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NHAE-VIZHEVHENET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpSerwletResponse response, boolean isfccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if i .

il

est_url"))i{

String username = request.getParametEr{"usanamE:};
String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.cregteFrom(AuthenticationStatus.SUCCESS);

T else {
response.setContentType( "application/jscn; charset=UTF-&"
response.setHeader("Cache-Contrel®™, "no-cache, must-reva
response.getWriter().print{"{\"authStatus\" :\"required\”
return AuthenticationResult.createFrom(AuthenticationSta

, F—toTa5—452—F. EXR

o INTGA—R—LLTESIND

if (!isAccessToProtectedResource) o - < /5
return AuthenticaticnResult.createFrom{AuthenticationStatus.§ —'lj'—% & / \Z '7 — I‘ j&ﬂy’fﬁ: L,

response.setContentType("application/jscn; charset=UTF-8"); E¥515—0
response.setHeader("Cache-Contrel”, "no-cache, must-revalidate™)
response.getWriter().print (" {\"authstatus\" \"required\"}"});

return AuthenticationResult.createFrom(AuthenticationStatus.CLIE

ssword\"}");
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" processRequest * Vv K&, BERFEHRMZINET 5-HDIEZRFER
MNBHLH=-VIZHFEREHEINFET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpServletResponse response, boolean isAccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if (request.getRequestURI().contains("my_custom_auth_request_url™)){
String username = request.getParameter("username");
String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.createFrom(AuthenticationStatus.SUCCESS);

T else {
response.setContentType( "application/jscn; charset

response.setfender (Cache-Control”, “To-cache, wo- R i L A S UL SN

return AuthenticationResult.createFrom(Authenticat fdtﬁ % 'l‘ﬂib\ % %) b\*ﬁﬁ L/ N ’
} authenticationbData #7729 FZ1E
if (!isAccessToProtectedResource) E‘Z L/ —c ) éiiJCCESS EJ& .L as-d_o

return AuthenticaticnResult.cregteFrom{Authentications SUCCESS 75\,§\u7-k-d_ é 0) ‘j:\ 'ﬁ*ﬁ'ﬁ*ﬁ@”ﬂ
response . setContentType("application/json; charset=UTF-8") SIZHRILE-CEDHTT, TDERT, &
response.setHeader("Cache-Control”, “"no-cache, must-revalid *ﬁll%*&%*ﬁ%ﬁ-d—é T:&')(: | 7‘\,{ o FE :)ZL

response.gethWriter().print("{\"authstatus\":\V"required\"}"

return AuthenticationResult.createFrom(AuthenticationStatus —)bbW?Zﬁﬁ é *Li a_ o

h
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" processRequest * Vv Fl&, BERFEHRMZINET 5-HDIEZRFER
NHAHAEURITHFEUHENET,

@override ZITHMo-EREHR CHEENREE LGS, 47—
public AuthenticaticnResult processRequest(HttpServletReq — — . S . =
Legger.info{ "MyCustoméuthenticator :: processRequest” t >T 1 ,7-_9 _[j:I g " )( P4 t_ /%Jﬁ:\fé:"

if (request.getRequestURI().contains("my_custom_auth 55}]” L,s CL|ENT_'NTERACT'ON_REQU'RED %

String username = request.getParameter("username”

String password = request.getParameter("password” 5@ L, ij-o w @izz—‘%—c‘ -'b S 7 5 /r 7 > |~ [igﬁgéﬁj_—\\
if (null != username 2& null != password &% usern _9 E*Eﬁt?éiz\gbi% U i-g—o

authenticaticnData = new HashMap<String, Obje
authenticaticnData.put("username”, username);
—subbenticationhate nubltpacsuecd’ paccuwandi
return AuthenticationResult.createFrom(AuthenticationStatus.SUCCESS);
T else {
response.setContentType( "application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel”, "no-cache, must-revalidate™);
response.getiWriter().print("{\"authStatus\":\"required\”, \"errocrMessage\":Y\"Please enter username and password\"}");
return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT INTERACTION REQUIRED);

e

}

if (!isAccessToProtectedResource)
return AuthenticationResult.createfFrom{AuthenticationStatus.REQUEST _NOT _RECOGNIZED);

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel”™, "no-cache, must-revalidate™);
response.getWriter().print("{\"authStatus\":\"required\"}");

return AuthenticationResult.cregteFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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" processRequest * Vv K&, BERFEHRMZINET 5-HDIEZRFER
MNBHLH=-VIZHFEREHEINFET,

@rverride

public AuthenticationResult processRequest(HttpServletRequs

Legger.info{"MyCustoméuthenticator :: processRequest™) 3
if (request.getRequestURI().contains("my_custom_auth_re isAccessToProtectedResource g | 3& [j:s

String username = request.getParameter("usernams") SEI] v ) — NE¢ 4= - >
String password = request.getParameter(password”) 1_%':2 J 1 Z’\OD? Z t A 75\ "it{T é *El'l"j-;?b\ é
£ (a1 1l \ e INERLET, TSN TLEWNESE, =
if (null !'= username null != passwor userna R
authenticaticnData = new HashMap<String, Objec 0))( \/ *J IN 'j: REQUEST_NOT_RECOGNI ZED
authenticationData.put("username”, username); s — = o N o
authenticationData.put("password”, password); %J& L’ 35—;_0 = O)E L) ﬁﬁ(ij— t /T4 ’7-
return AuthenticationResult.createFrom{Authent 9 e J: émfib§$g—6 &%) o & E%E\u*_d—é

T else {

response.setContentType( "application/json; cha @fs )( \/ Vi P[i%@iigﬁ%@mfignﬁ??

response.setHeader("Cache-Contrel”, “no-cache, =
response.getWriter().print({"{\"authStatusi":\" —C % ij—o NaH

return AuthenticationResult.createFrom(Authent

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.createFrom{AuthenticationStatus.REQUEST NOT RECOGNIZED);

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel™, "no-cache, must-revalidate™);
response.getWriter().print (" {\"authstatus\" \"required\"}"});

return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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= processRequest () A Vv Fl&, ERFHMZINET -0 DIERME
KNBA-VIZHEVUHENET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpServletResponse response, boolean isAccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if (request.getRequestURI().contains("my_custom_auth_request_url™)){
String username = request.getParameter("username");
String password = request.getParameter(“password”);

if (null != username && null !'= password && username.leng

authenticaticnData = new HashMap<String, Object:>(); = = 4= > 42 [— ZH =S
authenticationData.put(“username”, username); 1%5% U J —A '*;(q‘-.l- L/ -C{T*)hflg*'hﬁi‘?\ﬁ

authenticationData.put{“password”, password); =__ N VAT VRS - S, =
return AuthenticationResult.cregteFrom(Authentication T 9 75 = as;h"-c L o L iﬁ =S T : t /7_0
} else { 4 7—43 —I[& authStatus:required 7
response.setContentType( "application/jscn; charset=UT o — T P ~
response.setHeader("Cache-Contrel”, “no-cache, must-r H INT 14 —Eﬁf\ékﬁﬂﬂ L/\ é o) ‘h

response.getWriter().print{"{\"authStatus\":\"require CLIENT_INTERACTION_REQUIRED )Iﬁ;’R 1i

return AuthenticationResult.createFrom{fAuthentication

0 EBLET,

if (!isAccessToProtectedResource)
return AuthenticaticnResult.cregtefrom{Authenticationstat

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel™, "no-cache, must-revalidate™);
response.getWriter().print (" {\"authstatus\" \"required\"}"});

return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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28

IA—t T 45— —® getAuthenticationbata XY v Fl&. U
EINFE-BERERZNEIT S=-HIC. OJ4 > - EDa2—)LTEAL
F9,

poverride

public Map<String, Object> getAuthenticationData() {
Logger.info("getAuthenticationData");
return authenticationData;

¥

DEFHL Y 3 UBRELEND &, ThUBET R TOERA
changeResponseOnSuccess »* Y w k&
processRequestAlreadyAuthenticated A Y Y FZHLTKS

:/';Z;;Tf'__ }\ 2521143¥57$_0

ChEDAYY FEEATIE, BROALT—44BHEL. HEZEE
BT LNTEET,
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changeResponseOnSuccess A YW K&, BT 2 - EVa1—I)LIZKHERE
WO LIZRICHFUHEINET,

DAY RFEFERALT, BWBEEZI ATV MIORTHICKREZEETET SN
TZE9I,

ZDAYVY KFIE, BENEREIN-HZEIX true. ZEINTULHWGEIL
false ZIRITMHELHY T,

CDAYYRFEFEARALT, FEAPRNILI-CEFISATF7 R -T7T)r—23
VIZBHMLET,

i

@override
public boolean changeResponseOnSuccess(HttpServletRequest request, HttpServletResponse response) throws IOException {

Logger.info{"MyCustomfuthenticator :: changeResponseOnSuccess");

if (request.getRequestURI().contains{"my custom auth request url™)){
responsze.setContentType( "application/jscon; charset=UTF-8");
response.setHeader("Cache-Control”, "no-cache, must-revalidate");
response.getWriter().print("{\"auths5tatus\":\"complete\"}");
return true;

recurn talse;

29
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* processRequestAlreadyAuthenticated »* Vv FI&, BEESNT=ERIZx]
L T AuthenticationResult iR L £9,

@override

public AuthenticationResult processRequestAlreadyAuthenticated(HttpServletRequest request,
Logger.info("processRequestAlreadyAuthenticated”™);

return AuthenticationResult.REQUEST NOT _RECOGNIZED;

= BIAY s FEDA-UNREEFTER LIZGSICE,
processAuthenticationFailure * Vv FAEVOHINET, COAVY Y F
F. T5— - AVvtE—CZFZREDARXIEETAH,
CLIENT INTERACTION REQUIREDRRZERL FT,

@rverride

public AuthenticationResult processAuthenticationFailure(HttpServletRequest request, HttpServletResponse response,
String errorMessage) throws IOException, ServletException {

Logger.info("processAuthenticationFailure™);
response.setContentType( "application/json; charset=UTF-8");
response.setHeader("Cache-Contrel”, "no-cache, must-revalidate”);

response.getWriter().print("{\"authRequired\" true, \"errorMessage\":\"" + errorMessage + "\"}");
return AuthenticationResult.CLIENT INTERACTION REQUIRED;
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 h AR LJavaA—t2T14H5—43

—D1ERR

» hRALJavaRTA 2 - EDa—)LDOER

- 77’(7./ k-HYA I‘O)nu..\nl_t: -/'—|_\
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= A4 - EDA—ILAPIIZIZUTDA VY KAEENTET,

32

—|void init (Map<String, String> options)

— boolean login (Map<String,
authenticationData)

Object>

— UserIdentity createldentity(String loginModule)

—void logout ()
— voilid abort ()

— WorkLightAuthLoginModule

OS54 FDa2—J)LOD init A YW
Kid. a4 > - E2a—J)L- 4R
BUORXADERFICHEUOEINET, =

DAY FIE.
authenticationConfig.xml Z 7 1 )LD
OJA4Y EDa—ILEETEEIN

TWAAF T arvEaERITRY 9,
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= A4 EFDa—JLAPIIZ. ULTOEBY T,

—void init (Map<String, String> options)

33

—|boolean login (Map<String,

Object>

authenticationData)

— UserIdentity createldentity(String loginModule)

—void logout ()
— voilid abort ()

— WorkLightAuthLoginModule

OJA4AYEFDa—)LD login AYw
FlE,. A—t>T45—3—HNREL

tﬁ%%ﬁé@%ﬁétwtﬁﬁbi
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= A4 EFDa—JLAPIIZ. ULTOEBY T,

34

—void init (Map<String, String> options)

— boolean login (Map<String, Object>
authenticationData)

—-UserIdentity createIdentity(String loginModule)

—void logout ()
— voilid abort ()

— WorkLightAuthLoginModule

A4 - FDa2—ILD
createIdentity AV K&, ERIE

HMORIEAD I L 1=1R (2.
userIdentity A7z FEERT
HEHIZEALFT,
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= QgAY

35

EDa—JLAPIIE, UTDEBY T,

—void init (Map<String, String> options)

— boolean login (Map<String,
authenticationData)

Object>

— UserIdentity createldentity(String loginModule)

—|void logout ()

—|void abort ()

— WorkLightAuthLoginModule

logout A Y w k& abort AV w K&
N |:|77r7 F@‘[ﬁi?"‘liwuﬂf@i %ﬁ

TODRIZ, XYy a-T—3%7))
— VT IITBREHIZERINET,
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= A4 - EDa—)LAPIIE. ULTDEHBYTY,

36

vold 1init (Map<String, Str

boolean login (Map<String, .- 1 1 KlZ. 5 « A/ —
authenticationData) DTF4—F - AF—2EHKT BE=0I=
UserlIdentity createldenti fERLET,

vold logout ()

volid abort ()

WorkLightLoginModule clone ()
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MyCustomLoginModule 7 5 X % server¥java 7 # LA —RNIZ{ERL
LFEJ,

Z MDY Z AH WorkLightAuthLoginModule £ 2 —7J = —X &R
THLEHRLFET,

public class MyCustomLoginModule implements WorkLightAuthLoginModule {

A—H—ERFREZREFIT BH-HIZ. USERNAME & PASSWORD & LY
32DNDTZAR—+ SR AN—%EMLET,

private String USERNAME;
private String PASSWORD;
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init AV R BG4 - EDa—)L- A4 VRE D RDEREFIC
FUEHEINET, COAVYY FIE, WNSA—=2—E LT,
authenticationConfig.xml Z 7/ JILDBAT A Y - EVa—ILEET
BHESNTWAA TS a oDy TE&2ITWMYET,

@override

public void init{Map<String, String> options) throws MissingConfigurationOptionException {

Logger.info("init");

¥

A4 FDa—)LD clone AUy KlE,. AT k- AN
—DTF4—-aF—ZERLET,
poverride

public MyCustomLoginModule clone() throws CloneNotSupportedException {
return (MyCustomLoginModule) super.clone();

b
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39

*= login AV K&, A—€ 2T 445 —2—H sucCEss RRKiRZFIRT &
FUHINFET,

@override
public boolean login{Map<String, Object> anthenticationData) |
Logger.info( "MyCustomLoginModule :: login®);

—HSERNAME—={String rauthenticattonbetarget™M osername " ) ;
PASSWORD = (String) authenticationData.get( "password”);

if (USERNAME.equals("wluser"™) && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException("Invalid credentials™);

login A Vv Fl&, BMUHEIH
r=EEIT

authenticationData A7
T bEeA—tTa—3—
NoRFLET,
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40

*= login AV K&, A—€ 2T 445 —2—H sucCEss RRKiRZFIRT &
FUHINFET,

@override
public boolean login(Map<5tring, Object> authenticaticnData) {
—logger. dnfo{ "MyCustomloginModule :: Josin™};
USERNAME
PASSWORD

(String) authenticationData.get("username”);
(String) authenticationData.get("password");

if (USERNAME.equals("wluser") && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException("Invalid credentials™);

login AYw K&, #A—t > T
A T—32—DZNLLRETIZH&H L

TWa—HY—Z L/ XT—F
ZHELES,
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41

*= login AV K&, A—€ 2T 445 —2—H sucCEss RRKiRZFIRT &
FUHINFET,

@override

public boolean login(Map<String, Object> authenticaticonData) {
Logger.info( "MyCustomLoginModule :: login®);
USERNAME = (String) authenticationData.get("username”);
PASSWORD = (String) authenticationData.get("password”);

if (USERNAME.equals("wluser") && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException(”Invalid credentials"}3:

ZOHFITIK, BG4 s EVa—
LS, N—Fa—TF 420 &ht-
ELEDBEEICX-TERERZE
SELFET, HMEDOKREEIL—ILEE

ETEFRT ., BRIFHWMAO BN G IS
&lE. login AV Y Fh 5 true
MRENET,
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42

*= login AV K&, A—€ 2T 445 —2—H sucCEss RRKiRZFIRT &
FUHINFET,

@override

public boolean login(Map<5tring, Object> authenticaticonData) {
Legger.info( "MyCustomLoginModule :: login");
USERMAME = (5tring) authenticationData.get("username”);
PASSWORD = (S5tring) authenticationData.get("password”);

if (USERNAME.equals("wluser™) && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException("Invalid credentials");

BREEMEKEA L -1FE. login AV KX false &
RY M., Ff-IE RuntimeException ZAXAA—LF

I, BISNRA B TIE, errorMessage INT A —4&
— &L TA—EoTAT—F—ITBENFET,
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= createIdentity *Y v KFIX, login * VY Fh true ZiIRL =& FIZHEUH
SNFET., COFEREMIE. BIEEFADODLI—F— DA Ty FEERT S
ETI,

@0verride
public UserIdentity createldentity(String loginModule) {
logger.info("MyCustomLoginMcdule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticaticnDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, nul], customAttributes, PASSWORD);
return identity;

login XYY KA true #iRT &,
createIdentity AYw FHAEULHI
nNEJ, CDX*AYY KRIE,
UserIdentity # 7P x9 FE{ERT

H5=HIFERAINETT, COR(ZHBE

DHRZLEMEZERML T, & T Java

O— KP7ETE2— - a—FIZERT
B EMTEEY,
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= createIdentity * Y v KFIX. login * VY Fh true ZIRL =& FIZHEUH
ShFET., COFERBEMIE. BEEFADI—Y—IDA TP FEERTHZ
&ETY,

@0verride
public UserIdentity createldentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticaticonDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #7772z MK, A—Y—FHIAEEN
FT, TDAVARSVFI—FUTOERY T,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity * Y v KFIX. login * VY Fh true ZIRL =& FIZHEUH
ShFET., COFERBEMIE. BEEFADI—Y—IDA TP FEERTHZ
&ETY,

@0override

public UserIdentity createldentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticationDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #7772z MZlEk, A—H—FHAEE
NEFT, TOAVRISVEZ—IEUTODELSY TY,

public UserlIdentity(String loginModule,
String name,

A—H—DEKRTE X

R&GHO594
- ETa—)L4

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createldentity A YW Fli login AV EA true ZR LTz EEITHEVUH
SNET, COFERBNIE., BAFHFDOL—HF—IDA T FEERTHZ
&ETY,

@0verride
public UserIdentity createldentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object
customAttributes.put(“AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z7 ¥ x¥ MZIE, 2 —F—EHAEEN
F9, TDAVAR I VA—IEUTDODEBYTY,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity * Y v KFIX. login * VY kA true ZiRL =& FIZEUH
SNET, COFERBNIE, BAFHFOL—HF—IDA T I FEERTHC
&ETY,

@0verride
public UserIdentity createIdentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object
customAttributes.put(“AuthenticaticonDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z7 ¥ x¥ MZIE, 2 —F—EHAEEN
F9, TDAVAR I VA—IEUTDODEBYTY,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)

47 © Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



[[on]|
l '"' l
i
g |l

..||
il
@

HRELJava OT 1> « ESa—/LDERE (17/20)

= createldentity A YW Fli login AV EA true ZR LTz EEITHEVUH
SNET, COFERBNIE., BAFHFDOL—HF—IDA T FEERTHZ
&ETY,

@0override
public UserIdentity createldentity(String loginModule) {
Logger.info("MyCustomLoginModule :: createldentity”);

1—H—® Java £

al)Tq4—--A0—)L

HashMap<String, Object> customAttributes = new HashMap<String, Object>()
customAttributes.put(“AuthenticationDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD)
return identity;

UserIdentity #Z7 ¥ x¥ MZIE, 2 —F—EHAEEN
F9, TDAVAR I VA—IEUTDODEBYTY,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity * Y v KIX. login * VY kA true ZiRL =& FIZEUH
SNFEJT., COFERAEMIE., BIEEFADLI—F—IDA T FEERT HZ
&ETY,
@0verride

public UserIdentity createldentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>(
customAttributes.put(“AuthenticaticnDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z7 ¥ x¥ MZIE, 2 —F—EHAEEN
F9, TDAVAR I VA—IEUTDODEBYTY,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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» createldentity A Y w Fl&. login AV w kb true ZiR L= & EFITHEUH
ShFEJT, COFEREMIE. BEEFEADI—HF—IDATPI bEERTSH
ETI,

REFSNATEELZE

@0verride ——_— -
public UserIdentity createldentity(String loginModule) { L \*%Tﬁ\ '|$ D =l L\ a—
Llogger.info("MyCustomLoginModule :: createldentity”); .U:‘_ :ﬁ 1;% ,Izéz *&1
[e]

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticaticnDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD)
return identity;

UserIdentity #Z7 ¥ x¥ MZIE, 2 —F—EHAEEN
F9, TDAVAR I VA—IEUTDODEBYTY,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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logout A Y v Ké& abort AVYw RIE, 2—HF =BT 7D LIE
FEERETIO—ZEERTLERIC. VSR - AuNnN—%0)—Y
Ty ITTHEHIZERLET,

poverride

public void logout() {
Legger.info{"MyCustomLoginModule :: logout™);
USERNAME = null;
PASSWORD = null;

¥

poverride

public woid abort() {
Legger.info("MyCustomLoginModule :: abort™);
USERNAME = null;
PASSWORD = null;

¥

51 © Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



T o8

= GO DR

= authenticationConfig.xml 7 7 4 JL D&

= hRAALJavaA—t T4 5—32—DERK
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Worklight 7 77U 45— a3 U &ERLET,

DT T)r—30F LT 220 <div> T LAY FTHER
SNFET,
<div id=“AppBody”> T LAY k&I, Z7TUHr— 3> 0
DTUOYDRRITERLET,
<div id=“AuthBody”> T L X2 hMl&, BT+ —LIZ{FEH
LET,

REIMNERENDE, 7TV r—2 3 VI3 rppBody FIERRICL
T. AuthBody #RRLET, RBIANTETITHE. 7TV H5—23

VIFRREFRTRZEZFICLET,
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54

* ' #]I1Z <AppBody> I LA

vhbZEERLET,
CHNICEFERBELBBNEENTNET,

<div id="AppBody">
<div class="wrapper">
<input type="button" class="appButton” value="Call protected adapter proc"
onclick="getSecretData()" />
<input type="button" class="appButton” value="Logout"
onclick="WL.Client.logout('CustomAuthenticatorRealm',{onSuccess: WL.Client.reloadApp})" />
</div>
</div>

AR X, getSecretbData ZAL—U¥—OHFEUHELEOST T k
IZEARALZET,
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\

AuthBody [ZlE. MTFOILA Y FAEFTATHET,

<div id="AuthBody" ;tyle dl;pla, none" >
<div 1d- LoginForm" {
input type=’ tcyt 1d "usernameInputField"” placeholder="Enter username” /><br />
{iant type="password” id="passwordInputfField” placeholder="Enter password"/><br/>
<input type="button” id="loginButton" class="formButton” value="Login" />
<input type="button" id="cancelButton" class="formButton” value="Cancel" />
</div>
</divs

[1—H—4%& (Username)l AAT4—ILkE T/IRRT—FK
(Password)] AHZ 74 —IL K
o454 > (Login)l R2 > & Td¥ )L (Cancel)] RE2 >

AuthBody M XX A JLIE, display:none EWEINTULVET,
nlE, Y—N\—I[CE > TRIANERESNSHNRTINTIEGZ LA
L5 T,
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= UTOAPIE, FYLoo - NV RS—ZFRL. TOKEEZERET HHEZE
R~LTWET,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name");

myChallengeHandler.isCustomResponse = function (response)q
return false;
I§

myChallengeHandler.handleChallenge = function (response)q
I

WL.Client.createChallengeHandler Z{#MAL

TFYLUY NS —-FTOxU FEERLE
Jo LIWLRZENTGA—F—ELTHEELZFT,

FrL2Z NIRS—FEFL T, DXE VA RSN ZO0—FFHLFET
S ZO0—EEGRDGVERZL— Y — A2 Z—T1—X(ZHfL T 5I—FIZ,
FrLZ N S—[ZEMLG TESL),
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* LTDAPIIE, FYLoY - NV RI—ZERL. EOMEZTERT SHEE
R~LTWET,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name");

myChallengeHandler.isCustomResponse = function (response)q
return false;
i

myChallengeHandler.handleChallenge = function (response)q
I

Fy LT /N> FT—D isCustomResponse B,
H—N—DNBIEEZZITRA-UVICHEVHEINET,

_OEBEFERLT, COFvL Y- NV RFT—IZET
BT—AMEBFIZEEATLEANESIhZBELET,
RUYEIL true £f-1Z false THEITFNIELGY T A,
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= UTFTDAPI &, F¥LoP - NV RS—ZERL. FOMEEEZERXET LA
EETRLTULETD,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name");

myChallengeHandler.isCustomResponse = function (response)q
return false;
¢

myChallengeHandler.handleChallenge = function (response)q
I

isCustomResponse M true iR L=1FHIZ, T L—
LT —% & handleChallenge B#ZMEUHLET,

COB#EERALT. REGTI a3 (TTVT—2
3 VEEODERR. AJA4 VEEDORRGE) NETS
nFEy,
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Fr LU N\ —IZIE, ARENEZELLGTNITLGLGENAY Y FIZ
nz. EEEABECS L CHEACE2MAEELSEATLET,

submitLoginForm &, NE L-ERBFMZIFED URL [TEXET D=
HIZERALET, FAREIL. BERNTA—F— AvySF— LU O
—INY I EEETHEHTEFET,

submitSuccess |&, FRAEMIERIZHE T LT-Z &% Worklight 7 L— L
D—O 28T 5=-HIZERALET, Worklight 7L—LT—7(XFD
BT, BEAEM)A—LIETOERZEFHMICRITLES,

submitFailure |&, FREEMEKEKIZHE I o7-C & % Worklight 7 L— L
D— BT 5=-HIZERALET, Worklight 7L—LT—2(XFD
BT, BEAEL)A—LIETOEREZWHELET

A ChoDEEHZHET 3L T AWML ET, GIZIL, X
DEIICEFEFL 9, myChallengeHandler.submitSucces ()

CNoDEHIE. UBDRASA FTFY LYY - NV FS—EFRET HRIC
ERALET,
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customfuthenticatorRealmChallengeHandler. isCustomResponse = function(response) {
if (!response || !response.responselSON) {
return false;
b

if (response.responselSON.authStatus)
return true;

elze
return false;

[rs

customAuthenticatorRealmChallengeHandler.handleChallenge = f
var authStatus = response.responselSON.authStatus;

if (authStatus == "required”){
$( '#AppBody " ).hide();
$( "#AuthBody ' ). show();
$( "#passwordInputField").val('");
if (response.responselsSON.errorMessage){

} else if (authStatus == “complete™){
5('#AppBody ) .show();

5("#AuthBody” ). hide(); IR LET,

customiuthenticatorRealmChallengeHandler. submitsug

T

60

var customAuthenticatorRealﬁthailengeHaﬁﬂler = WL.Client.createChallengeHandler("CustomfuthenticatorRealm™);

Fv L2 IJSON JRAYYIC
authStatus ZA/NT 4 —hHF
alert(response.responselSON. errorMessage); ih'c L\é%é(:[is true E‘ﬂ
L. £5 THELMEEICIL. false
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= Frx LU -NFT—ZFERLET,

var custmu!.u‘thenticatorRealﬁEha-llengeHa;dler = authStatus 7°D /{7_- A4 —®1|_E7b§ r
customiuthenticatorRealmChallengeHandler.isCus requ”-edJ —G%ét%é':[i~ O 7\*’( s/ .

if (!response || !response.responselSON) {

) return false; 77_|-—A7E§ETTT L,—C\ /{xlj_ PO)Aj]

if (response.responselSON.authStatus)

J4—ILEZEVY—2T Y TL, E6IC
return true; I%— " )( Y t—:)biﬁh‘i%hgiﬁ(
return false; L/ i-g—o

else

I

customAuthenticatorRealmChallengeHandler.handleChallenge = function(response){
var authStatus = response.responselSON.authStatus;

if (authStatus == "required”){
$( '#AppBody " ).hide();
$( "#AuthBody ' ). show();
$( "#passwordInputField").val('");
if (response.responselsSON.errorMessage){
alert(response.responsels0ON.errorMessage);

7 else 1t (authStatus == "complete™){
5('#AppBody ) .show();
£ "#authBody ' ).hide();
customiuthenticatorRealmChallengeHandler. submitSuccess();

T
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= Frx LU -NFT—ZFERLET,

I

T

var customAuthenticatorRealﬁthailengeHaﬁﬂler = WL.Client.

customfuthenticatorRealmChallengeHandler. isCust

customAuthenticatorRealmChallengeHandler.handl

createChallen

eHandler( "CustomfuthenticatorRealm”);

if (!response || !response.responselSON) {

,return falses authStatus MEMH lcomplete] TH

if (response.responselSON.authStatus) éi%ﬁ':'j:‘ I:I 7\‘/{ yEEE;F%ﬁT(: L
IE15F_.r-e'l:ur‘n true; 't\ 7 70 IJ /7'—:/ 3 _‘/':E L) . Eﬁgﬁh‘\IE

return false; ':J%L":;L'ET L/T: _ & E Workllght 2L—L
7_7 ':ﬁ%u Lij_o

var authStatus = response.responselSON.aut

if (authStatus == "required”){
$( '#AppBody " ).hide();
$( "#AuthBody ' ). show();
$( "#passwordInputField").val('");
if (response.responselsSON.errorMessage){

alert(response.responsels0ON.errorMessage);
1

} else if {authStatus == “"complete"){
5('#AppBody ) .show();
£ "#authBody ' ).hide();
customiuthenticatorRealmChallengeHandler. submitSuccess();
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$( "#loginButton').bind( 'click', function () {
var reqURL = "/my custom_auth_request url';
var options = {};

options.parameters = {
username : %('#usernameInputField').wval(),

password : $('#passwordInputField').wval()

¥
options.headers = {};
customduthenticatorRealmChallengeHandler.submitLoginForm(reqURL, options,

customAuthenticatorRealmChallengeHandler.submitLoginFormCallback);

T);

$( '#cancelButton').bind({ 'click’, function . : -
$( "#AppBody " ) .show(); TD74> (logln)J A )%7 1)
5("#uthBody’) hide(); 54 %E. HIMLAD T 4 —)L B

s customAuthenticatorRealmChallengeHand l:_'):l_—'lj'—% t/\ox'j— P%HQ% L
TH—N—[2EETHEHN LU A

—EhFzEd, CCTERAYSY—F
ZEL. O—=INNYHOEMAEIEET
cFEY,
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= Frx LU -NFT—ZFERLET,

[+ > (cancel)] K2 &

1);

$("#loginButton').bind('click', function () { 21w 995E. authBody HYIE

::: ;;igzts=='..-{"rﬁr_custm_auth_request_ur‘l' i%?TT(:fd: L. appBOdy hﬁiﬁ:én
options. parameters = { . BEEC&E L= &M

username : %('#usernamelnputField’).va WOFk'Ight ) l/_-lAlj_7 ':ﬁﬂ]
I

password : %('#passwordInputField').va é?h,g:_'d_
(o]
options.headers = {};

customduthenticatorRealmChallengeHandler.submitLoginForm(reqURL, options,
customAuthenticatorRealmChallengeHandler.submitLoginFormCallback);

3

i

#cancelButton').bind('click’, function () {

5("#AppBody ). show();
§( "#AauthBody ") .hide();
customduthenticatorRealmChallengeHandler.submitFailure();
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customfuthenticatorRealmChallengeHandler.submitLloginFormCallback = function{response) {
var isLoginFormResponse = customAuthenticatorRealmChallengeHandler.isCustomResponse(response) |
if (isLoginFormResponse)q{
customfuthenticatorRealmChallengeHandler.handleChallenge(response);

¥

1;

O—)L/ Ny JE#IE. EFENTL
ABY—N— - F LoD EE
BUBRELES., FrLoIihi

Hanf-1548. .
handleChallenge B#BMNBUV

FUOHSNET,
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authenticationConfig.xml 7 7 4 JL D& R
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ARFALJava ATA 2 « ED 21— )LDERK
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ER DR
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wluser & 12345 Za1—H—&REFEHRE L TADLTLEELY,

[

i + 1@ 1525 = H1525

Custom Login Module Custom Login Module

Call protected adapter proc |

Logout |
Login Cancel Alert
getSecretData_Callback response ::
{"status":200,"invocationContext":null
JinvocationResult"{"isSuccessful":tr
ue,"'secretData":"123456"}}
— _— = — [ —!
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