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Introduction to authentication (1 of 3)

The authentication process can be interactive:
— For example, user name and password

Or non-interactive:
— For example, header-based authentication

This process can involve a single step:
— For example, a simple user name/password form)

Or multiple steps:

— For example, it might have to add a challenge after
it issues the first password.

The definition of the authentication realm includes the
class name of an authenticator and a reference to a
login module.

An authenticator is an entity that collects user
information.

— For example, a login form

A login module is a server entity that validates the
retrieved user credentials and builds the user identity.

You configure authentication settings such as realms,
authenticators, and login modules, in the
authenticationConfig.xml file that comes with
Worklight Server.

— — — 7 —

An unauthenticated user
tries to access the resource
that is protected by an
authentication realm.

An authenticator is called to
collect user credentials,
that is, the user name and
password.

The Login module receives
the collected credentials
and validates them.

If the supplied credentials

pass validation, the Login
Module creates the User
Identity object and flags the
session as authenticated in a
specified realm.
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Introduction to authentication (2 of 3)

The authenticator, login module, and user identity instances are stored in a
session scope. Therefore they exist while the session is alive.

You can write custom login modules and authenticators when the default
ones do not match your requirements.

In previous modules:

You implemented a form-based authentication and used a non-validating
login module.

You implemented an adapter-based authentication without having to add
login modules, and validated credentials manually.

In some cases, when credentials cannot be validated at adapter level and
validation requires more complex code, you can implement an extra login
module.

For example, when the validation of credentials must be customized for a
specific enterprise; or when more information must be retrieved from each
client request, such as cookie, header, and user-agent.
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Introduction to authentication (3 of 3)

This module explains how to create a custom authenticator and a login
module:

You learn how to implement a custom authenticator that collects the
user name and password by using a request to a predefined URL.

You learn how to implement a custom login module that checks
credentials that are received from the authenticator.

You learn how to define a realm that uses your custom authenticator
and login module.

You learn how to use this realm to protect resources.

For more information about authentication concepts, see IBM®
Worklight ® Foundation user documentation.
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Configuring authenticationConfig.xml (1 of 2)

Add authentication information to the authenticationConfig.xml file.
In the <realms> section, define a realm called CustomAuthenticatorRealm.
Make sure that it uses CustomLoginModule.

Specify MyCustomAuthenticator as the class name. You implement it in
subsequents slides.

=y

<realm name="CustomduthenticatorfRealm” loginModule="CustomloginModule™:
<className>com.mypackage.MyCustomAuthenticator</className?>

</realm>
| 1

= e e e e e, .,
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In the <loginModules> section, add a loginModule called
CustomLoginModule.

-E_II MAEAW L o F
<loginModule name="CustomlLoginModule™:
<className>com.mypackage.MyCustomLoginModule</className:
</loginModule:

Specify MyCustomLoginModule as the class name; you implement it in
subsequent slides.
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Configuring authenticationConfig.xml (2 of 2)

In the <securityTests> section, add a security test.

Later, you use this security test to protect the adapter procedure.
Therefore, use a <customSecurityTest> element.

<securityTests>
<customSecurityTest name="CustomAuthSecurityTest">
<test isInternalUserID="true" realm="CustomAuthenticatorRealm"/>
</customSecurityTest>
</securityTests>

Remember the security test name, because you use in the next slides.
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Creating a custom Java™ authenticator (1 of 21)

= The authenticator API includes the following methods:

11

void init (Map<String, String> options)

AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

AuthenticationResult
processAuthentlcatlonFallure(HttpServletRequest reques
HttpServletResponse respqn

AuthenticationResult

The init method of the
processRequestAlreadyAut : :
request, HttpServletRespa  ciiildeciolfiEfecl[=eRaERin:

Object> getA authenticator instance is created. It
takes the parameters that are
specified in the definition of the
realm in the
authenticationConfig.xml file.

Map<String,

Boolean changeResponseOnS
request, HttpServletRespc

WorkLightAuthenticator ¢

t,
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Creating a custom Java authenticator (2 of 21)

= The authenticator API includes the following methods:

12

— Boolean changeResponseOnsS

void init (Map<String, String> options)

request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

— — — T —

Kﬁfﬁéﬁtlcatlonﬂesu¢f‘pf6§§§§R§§ﬁ§§t(ﬂffpberVLetHeqﬁ§§f‘

AuthenticationResult

processAuthentlcatlonFallure(HttpServletRequest request,

HttpServletResponse respqon

AuthenticationResult
processRequestAlreadyAut
request, HttpServletRespc

Map<String, Object> getA The processRequest method

IS called for each request from
request, HttpServletRespd Gl CIEEHElileEiiEle RS o]F

WorkLightAuthenticator ¢
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Creating a custom Java authenticator (3 of 21)

13

The authenticator API includes the following methods:
— void init (Map<String, String> options)

— AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

— AuthenticationResult
processAuthenticationFailure (HttpServletRequest request,
HttpServletResponse response, String errorMessage)

—lAuthenticationResult

processRequestAlreadyAuthenticated (HttpServletRequest
request, HttpServletResponse response)

— Map<String, Object> getAysh : P e

— Boolean changeResponseOns
request, HttpServletRespc

— WorkLightAuthenticator c¢

processAuthenticationFailure
method is called if the login module
returns a failure of credentials validation.
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Creating a custom Java authenticator (4 of 21)

14

The authenticator API includes the following methods:
— void init (Map<String, String> options)

— AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

— AuthenticationResult
processAuthenticationFailure (HttpServletRequest request,
HttpServletResponse response, String errorMessage)

— AuthenticationResult
processRequestAlreadyAuthenticated (HttpServletRequest
request, HttpServletResponse response)

— Map<String, Object> getAuthenticationData ()
— request, HttpServletRe
— WorkLightAuthenticator

The
processRequestAlreadyAuthenticated

method is called for each request from an

already authenticated session.
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Creating a custom Java authenticator (5 of 21)

= The authenticator API includes the following methods:
— voild init (Map<String, Stri

— AuthenticationResult proce
request, HttpServletRespon

L L N IO OV [he getAuthenticationData

~ AuthenticationResult method is used by a login module to

processAuthenticationFailu/ ¢lilEieEeERliEsiE Izl Sleicl
HttpServletResponse respon by an authenticator.

— AuthenticationResult

—|Map<String, Object> getAuthenticationData ()

— Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

— WorkLightAuthenticator clone ()
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Creating a custom Java authenticator (7 of 21)

= The authenticator API includes the following methods

16

void init (Map<String, Stri

AuthenticationResult proce
request, HttpServletRespon
1sAccessToProtectedResourc

The changeResponseOnSuccess
method is called after authentication

AuthenticationResult :
processAuthenticationFailul “oicivs It is used to add data to
HttpServletResponse respon the response after the

AuthenticationResult authentication is successful.

processRequestAlreadyAuthe
request, HttpServletRespon

Map<String, Object> getAuthenticationData ()

Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

WorkLightAuthenticator clone ()
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Creating a custom Java authenticator (8 of 21)

= The authenticator API includes the following methods

17

void init (Map<String, Stri

AuthenticationResult proce
request, HttpServletRespon

isAccessToProtectedResourc .
The clone method is used to

AuthenticationResult
processAuthenticationFailu

create a deep copy of class
HttpServletResponse respon members.

AuthenticationResult
processRequestAlreadyAuthe
request, HttpServletRespon

Map<String, Object> getAuthenticationData ()

Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

WorkLightAuthenticator clone ()
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Creating a custom Java authenticator (9 of 21)

Create a MyCustomAuthenticator class in the server\java folder.

Make sure that this class implements the WorkLightAuthenticator
interface.

public class MyCustomAuthenticator implements WorkLightAuthenticator {

Add the authenticationData map to your authenticator to hold the
credentials information.

This object is retrieved and used by a login module.

private Map<5tring, Object> authenticaticnData = null;

18 © Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



Creating a custom Java authenticator (10 of 21)

19

You must add a dependency on server runtime libraries to use
server-related classes, for example, HttpServletRequest.

Right-click your Worklight project and select Properties.

Select Java Build Path — Libraries and click Add Library.
Select Server Runtime and click Next.

You see a list of server runtimes that are installed in your Eclipse.
Select one and click Finish.

Click OK.
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Creating a custom Java authenticator (11 of 21)

The init method is called when the authenticator is created.

As its parameter, this method takes the map of options that is
specified in a realm definition in the authenticationConfig.xml file.

poverride

public void init(Map<String, String> options) throws MissingConfigurationOptionException {
Loegger.info("init");

¥

The clone method of the authenticator creates a deep copy of the
object members.

poverride

public WorkLightAuthenticator clone() throws CloneNotSupportedException {
MyCustomfuthenticator otherfuthenticator = (MyCustomfAuthenticator) super.clone();
otherAuthenticator.authenticaticnData = new HashMap<String, Object:(authenticaticnData);
return otherfuthenticator;

¥
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Creating a custom Java authenticator (12 of 21)

= The processRequest method is called for each unauthenticated
request to collect credentials.

@overrdids

publig AuthenticationResult processRequest(HttpServletRequest request, HttpSerwvletResponse response, boolean isAccessToF‘mtected'u
Lo WL ayr=e - dLL i -

if (request.getRequestURI().contains("my_cus

String username = request.getParameter("ule

String password = request.getParameter(”

NIRRT T NIRRT | Ne processRequest () method takes the
authenticationData = new HashMap<Str
authenticationData.put("username”, u request, response, and
return AuthenticationResult.createFr isAccessToProtectedResource

authenticationData.put("passwoerd”, p
} else {

e ey grguments. The method might retrieve data
response.setHeader("Cache-Contrel”,

response.getWriter().print("{\"auths fI’Om a requeSt and erte data tO a swordhy" 1" );
return AuthenticationResult.createFr e
} response, and must return a SpECIfIC
} AuthenticationResult status as

if (!isAccessToProtectedResource)

aaptebbpm e Clcscribed in subsequent slides. Reminder:
response. setContentType( "application/json; c the aL!thentlcator.coIIects the crgdentlals for
st Rusnessmlimied 2 l0gin module; it does not validate them.

response.getWriter().print("{\"authstatus\":
return AuthenticationResult.createFrom(Authe

0 SEST )

auth_request_url")){

)i
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Creating a custom Java authenticator (13 of 21)

= The processRequest method is called for each unauthenticated
request to collect credentials.

@override
public AuthenticationResult processRequest(HttpServletRequest request, HttpServletResponse response, boolean isAccessToProtectedR
. " . .. ey

if {request.getﬂequestURI[}.contains[“my_custm_auth_;‘equest_url"]|}{
¥ = == = | P = o 2 = = == ¥ 3 - = B
String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticationData = new HashMap<String, Object:():
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.createFrom(Authentica

The application sends an authentication

J El::s[{::lonse.setContentTypE{"appl:i.ca‘t:i.on,.-’json;. charse request o a SpECifiC URL. This requeSt
e onme. Bt tor (). prinE (" (A aothSEaIe =\ URL contains a 1)
, return AuthenticationResult.cregteFrom(Authentica my_custo m_auth_req uest_u r|
} component, which is used by the
if (lisAccessToProtectedResource) authenticator to make sure that this

return AuthenticaticnResult.createFrom{Authenticatio

response.setContentType("application/jscn; charset=UTF-8"

request is an authentication request. It
response.setHeader("Cache-Control”, "no-cache, must-reva IS recommended to have a different
response.getWriter().print("{\"authstatus\" :\"requiredy” . 0

return AuthenticationResult.cregteFrom(AuthenticationStat URL Component N evel‘y authent|cat0r
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Creating a custom Java authenticator (14 of 21)

= The processRequest method is called for each unauthenticated
request to collect credentials.

@override
public AuthenticationResult processRequest(HttpServletRequest request, HttpSerwletResponse response, boolean isfccessToProtectedR
Legger.info{"MyCustoméuthenticator :: processRequest™);
if i .

il

est_url"))i{

String username = request.getParametEr{"usanamE:};
String password = request.getParameter(“password”);

if (null != username && null !'= password &% username.length() > @ && pa -r1163 Eil]tr]f}r]ti(:fit()r rEBtriEE\/EBES
authenticationData = new HashMap<String, Object:();
the user name and password

authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.createFrom{AuthenticationStatus.SUCCESS tr1fit are F)EifSSSEE(j as rEB(]lJEEE;t
} else {
response.setContentType("application/jscn; charset=UTF-8"); F)Eir61rT]EEteerss-
response.setHeader("Cache-Contrel”™, "no-cache, must-revalidate™);
response.getWriter().print("{\"authStatus\":\"required\”, “"errorMe
return AuthenticationResult.cregteFrom(AuthenticationStatus.CLIENT

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.createFrom{AuthenticationStatus.REQUEST NOT RECOGNIZED);

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Control™, "no-cache, must-revalidate™);
response.getWriter().print("{\"authstatus\" \"required\"}");

return AuthenticationResult.cregteFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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Creating a custom Java authenticator (15 of 21)

= The processRequest method is called for each unauthenticated
request to collect credentials.

@override
public AuthenticationResult processRequest(HttpServletRequest request, HttpServletResponse response, boolean isAccessToProtectedR
Legger.info{"MyCustoméuthenticator :: processRequest™);
if (request.getRequestURI().contains("my_custom_auth_request_url™)){
String username = request.getParameter(“username");
String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticationData = new HashMap<String, Object:();
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.cregteFrom(AuthenticationStatus.SUCCESS);

r else {
response.setContentType("application/json; charset The authentlcator Checks the

response.setHeader("Cache-Contrel”, “no-cache, mus

response.getiriter().print("{\"authStatus\":\"requ credentials for basic Va||d|ty’ creates BaE

return AuthenticationResult.cregteFrom(Authenticat

} an authenticationData object,
and returns SUCCESS. SUCCESS
if (!isAccessToProtectedResource) .
return AuthenticationResult.createFrom{Authentications means Only that the Credentlals were
response.setfontentType("application/json; charset=UTF-8") SUCCGSSfu”y CO”eCted, aftel’ that, the

response.setHeader("Cache-Control™, "no-cache, must-revalid o 0 -
response.getWriter().print("{\"authstatus\":\"required\"}" |Og|n mOdU|e IS Ca”ed tO Valldate the
credentials.

return AuthenticationResult.cregteFrom(AuthenticationStatu:

h
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Creating a custom Java authenticator (16 of 21)

= The processRequest method is called for each unauthenticated
request to collect credentials.

overrids If a problem occurs with the received
ublic AuthenticaticnResult processRequest(HttpServletReq I 1
b depenaiiseemre.  Credentials, the authenticator adds an error
 tring ucernane - requess.gesparaneter  usernane message to the response and returns
String password = request.getParameter("password’ CLlENT_lNTERACTION_REQUIRED The
S R e e Client must still supply authentication data.
authenticaticnData = new HashMap<String, Obje
authenticaticnData.put("username”, username);
——authanticationData put{“paccwocd” _oaccwornd):

return AuthenticationResult.createfFrom{AuthenticationStatus.SUCCESS);

T else {
response.setContentType("application/json; charset=UTF-8");
response.setHeader("Cache-Control™, “no-cache, must-revalidate™);
response.getiriter().print({"{\"authStatus\":\"required\", “'errorMessage\":\"Please enter username and passwordh"}");
return AuthenticationResult.createFrom{AuthenticationStatus.CLIENT INTERACTION REQUIRED);

L=

}

if (lisAccessToProtectedResource)
return AuthenticationResult.createFrom{fAuthenticationStatus.REQUEST _WNOT _RECOGNIZED);

response.setContentType("application/json; charset=UTF-8");
response.setHeader("Cache-Control™, “no-cache, must-revalidate");
response.getWriter().print{"{\"authStatus\":\"required\"}");

return AuthenticationResult.createFrom{AuthenticationStatus. CLIENT INTERACTION REQUIRED);
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Creating a custom Java authenticator (17 of 21)

= The processRequest method is called for each unauthenticated
request to collect credentials.

@override
public AuthenticationResult processRequest(HttpServletRequest re The tedR

Legger.info{"MyCustoméuthenticator :: processRequest™); .
if (request.getRequestURI().contains("my_custom_auth_request  HE sAccessToProtectedResource

ey et B g e S argument specifies whether an
if (null != username && null !'= password &% username.le aCCesS attempt was made to a
it el Drotected resource. If not, the method
authenticationData.put(“password”, password);
return Authenticatiﬁnﬂgsslt.createFﬁm{Authinticati returns REQUEST_NOT_RECOGNI ZED’
betee which means that the authenticator
response.setHeader({ "Cache-Control™, "no-cache, must 1 1
res;ﬁ_getw#er%}_pmt D\ authseatue  Freqet treatment is not required, and can
return AuthenticationResult.createFrom(Authenticatio proceed Wlth the request as is.

response.setContentType( "application/jscn; charset=

¥
¥

if (!isAccessToProtectedResource)
return AuthenticaticnResult.createFrom{AuthenticationStatus.REQUEST NOT RECOGNIZED);

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Control™, "no-cache, must-revalidate™);
response.getWriter().print("{\"authstatus\" \"required\"}");

return AuthenticationResult.cregteFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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Creating a custom Java authenticator (18 of 21)

= The processRequest () method is called for each unauthenticated
request to collect credentials.

@override
public AuthenticationResult processRequest(HttpServletRequest request, HttpServletResponse response, boolean isAccessToProtectedR
Legger.info{"MyCustoméuthenticator :: processRequest™);
if (request.getRequestURI().contains("my_custom_auth_request_url™)){
String username = request.getParameter(“username");
String password = request.getParameter(“password”);

if (null != username && null !'= password && username.leng

If the request made to a protected
authenticationbata = e HashMap<String, ”bf“”“‘ resource does not contain
=10 ENC1ICacionla a.pu Username , Username ) . . .
authenticationData.put("password”, password); authentication data, the authenticator
return AuthenticationResult.cregteFrom(Authentication .

adds an authStatus:required

} else {
response.setContentType( "application/jscn; charset=UT
response.setHeader("Cache-Contrel”, “no-cache, must-r property tO the response, and aISO
response.getWriter().print("{\"authStatus\":\"require
return AuthenticationResult.cregteFrom(Authentication returns a

’ CLIENT INTERACTION REQUIRED
status.

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.createfrom{AuthenticationStat

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Control™, "no-cache, must-revalidate™);
response.getWriter().print("{\"authstatus\" \"required\"}");

return AuthenticationResult.cregteFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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Creating a custom Java authenticator (19 of 21)

28

The authenticator getAuthenticationData method is used by a login
module to get collected credentials.

poverride

public Map<String, Object> getAuthenticationData() {

Logger.info("getAuthenticationData");
return authenticationData;

After the authenticated session is established, all requests are
transported through the changeResponseOnSuccess and

processRequestAlreadyAuthenticated methods.

You can use these methods to retrieve data from requests and to update
responses.
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Creating a custom Java authenticator (20 of 21)

= The changeResponseOnSuccess method is called after credentials are
successfully validated by the login module.

= You can use this method to modify the response before you return it to the client.

= This method must return true if the response was modified, false otherwise.

= Use it to notify a client application about the authentication success.

[@verride
public boolean changeResponseOnSuccess({HttpServletRequest request, HttpServletResponse response) throws IOException {
Logaer.info{"MyCustomfuthenticator :: chanseResponselnsuccess™);

if (request.getRequestURI().contains{"my custom auth request url™))q
response.setContentType("application/json; charset=UTF-8");
response.setHeader("Cache-Contrel”, "no-cache, must-revalidate");
response.getWriter().print("{\"authStatus\":\"complete\"}");
return true;

}

return talse;
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Creating a custom Java authenticator (21 of 21)

30

« The processRequestAlreadyAuthenticated method returns
AuthenticationResult objects for authenticated requests.

@override

public AuthenticationResult processRequestAlreadyAuthenticated(HttpServletRequest request,
Logger.info("processRequestAlreadyfuthenticated”);
return AuthenticationResult.REQUEST NOT _RECOGNIZED;

= If the login module returns an authentication failure, the
processAuthenticationFailure method is called. This method writes an

error message to a response body, and returns the
CLIENT INTERACTION REQUIRED status.

@override
public AuthenticationResult processAuthenticaticnFailure(HttpServletRequest request, HttpServletResponse response,
String errorMessage) throws IOException, ServletException {

Legger.info("processAuthenticationFailure™);

response.setContentType( "application/json; charset=UTF-8");

response.setHeader ("Cache-Control”, “no-cache, must-revalidate");
response.getiWriter().print("{\"authRequired\" :true, \"errorMessage’\":\"" + errorMessage + "\"}");
return AuthenticationResult.CLIENT INTERACTION REQUIRED;
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Creating a custom Java login module (1 of 20)

= The login module API includes the following methods:
—|void init (Map<String, String> options)

— boolean login (Map<String, Object>
authenticationData)

— UserIdentity createldentity(String loginModule)
—void logout ()

- volid abort()

— WorkLightAuthLoginModule

The init method of the login module is
called when the login module instance
Is created. This method receives the

options that are specified in the login
module definition of the
authenticationConfig.xml file.
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Creating a custom Java login module (2 of 20)

= The login module APl is:

33

—void init (Map<String, String> options)

~|boolean login (Map<String, Object>
authenticationData)

— UserIdentity createldentity(String loginModule)
—void logout ()
- volid abort()

— WorkLightAuthLoginModule

The 1ogin method of the login module

IS used to validate the credentials that
are collected by the authenticator.
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Creating a custom Java login module (3 of 20)

= The login module APl is:
—void init (Map<String, String> options)

— boolean login (Map<String, Object>
authenticationData)

—|UserIdentity createldentity(String loginModule

—void logout ()
—void abort ()

— WorkLightAuthLoginModule

The createIdentity method of the
login module is used to create a

userIdentity object after validation
of the credentials succeeds.
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Creating a custom Java login module (4 of 20)

= The login module APl is:
—void init (Map<String, String> options)

— boolean login (Map<String, Object>
authenticationData)

— UserIdentity createldentity(String loginModule)

—|void logout ()

—|void abort ()

— WorkLightAuthLoginModule

The logout and abort methods are

used to clean up cached data after a
logout or authentication aborts.
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Creating a custom Java login module (5 of 20)

= The login module APl is:
—void init (Map<String, Str

— boolean login (Map<String, | Bl ko= qgl=iialele i U=le Mol e (=r 1l |
authenticationData) deep copy of the class members.

— UserlIdentity createldenti

—void logout ()

- void abort ()

—|WorkLightLoginModule clone ()
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Creating a custom Java login module (6 of 20)

Create a MyCustomLoginModule class in the server\java folder.

Make sure that this class implements the
WorkLightAuthLoginModule interface.

public class MyCustomLoginModule implements WorkLightAuthLoginModule {

Add two private class members, USERNAME and PASSWORD, to hold
the user credentials

private S5tring USERMNAME;
private S5tring PASSWORD;
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Creating a custom Java login module (7 of 20)

The init method is called when the login module instance is created.
As its parameter, it takes the map of options that are specified in a
login module definition in the authenticationConfig.xml file.

poverride

public woid init(Map<String, String> cptions) throws MissingConfigurationOptionException {
Logger.info("init");

b

The c1lone method of the login module creates a deep copy of the
object members.

ioverride

public MyCustomLoginModule clone() throws CloneNotSupportedException {
return (MyCustomLoginModule) super.clone();

b
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Creating a custom Java login module (8 of 20)

= The 1login method is called after the authenticator returns the SUCCESS
status.

@override

public boolegn login(Map<String, Object: authenticaticnData) |{
Logger.inTo UstomLoginmodule :: Login ),

USERMNAME (String) authenticationData.get("username”);
PASSWORD = (String) authenticationData.get("password”);

if (USERNAME.equals("wluser™) && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException("Invalid credentials™);

When called, the 1ogin
method gets an

authenticationData object
from the authenticator.
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Creating a custom Java login module (9 of 20)

= The 1login method is called after the authenticator returns the SUCCESS
status.

@override
ublic boolean login(Map<String, Object> authenticationData
Logger.info( "MyCustomLoginModule :: login");
USERNAME (String) authenticationData.get("username”);
PASSWORD = (String) authenticaticonData.get("password");

if (USERNAME.equals("wluser") && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException("Invalid credentials™);

The 1ogin method retrieves
the user name and password

that the authenticator
previously stored.
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Creating a custom Java login module (10 of 20)

= The 1login method is called after the authenticator returns the SUCCESS
status.

@override

public boolean login(Map<5tring, Object> authenticaticnData) {
Logger.info( "MyCustomLoginModule :: login");
USERNAME (String) authenticationData.get("username”);
PASSWORD = (String) authenticaticonData.get("password");

if (USERNAME.equals("wluser") && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException({"Invalid

In this example, the login module
validates the credentials against
hardcoded values. You can

implement your own validation
rules. The 1ogin method returns
true if the credentials are valid.

41 © Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



— — — 7 —

Creating a custom Java login module (11 of 20)

= The 1login method is called after the authenticator returns the SUCCESS
status.

@override

public boolean login(Map<String, 0Object> authenticaticonData) {
Logger.info( "MyCustomLoginModule :: login®);
USERMAME = (String) authenticationData.get("username");
PASSWORD = (S5tring) authenticationData.get("password”);

if (USERNAME.equals("wluser”™) && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException("Invalid credentials™);

If the validation fails, the 1o0gin method can either
return false or throw a RuntimeException. The

exception string is returned to the authenticator as an
errorMessage parameter.
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Creating a custom Java login module (12 of 20)

= The createIdentity method is called when the 1ogin method returns
true. It is used to create an authenticated user identity object.

@override
public UserIdentity createldentity(String loginModule) {
Logger.info("MyCustomLoginModule :: createldentity™);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put("AuthenticationDate", new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

After the 1ogin method returns
true, the createIdentity
method is called. It is used to

create a UserIdentity object.
You can store your own custom
attributes in it to use later in Java or
adapter code.
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Creating a custom Java login module (13 of 20)

= The createIdentity method is called when the 1ogin method returns
true. Itis used to create an authenticated user identity object.

@override
public UserIdentity createldentity(String loginModule) {
Logger.info("MyCustomLoginModule :: createldentity™);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(”AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

The UserIdentity object contains user

information. Its constructor iS:public
UserIdentity (String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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Creating a custom Java login module (14 of 20)

= The createIdentity method is called when the 1ogin method returns
true. Itis used to create an authenticated user identity object.

@override
public UserIdentity createIdentity(String loginModule) {
Logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(”AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

The UserIdentity object contains user

Login module information. Its constructor iS:public
name to set user UserIdentity (String loginModule,

for String name,
String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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Creating a custom Java login module (15 of 20)

= The createIdentity method is called when the 1ogin method returns
true. Itis used to create an authenticated user identity object.

A unique user

@override
public UserIdentity createIdentity(String loginModule) { identifier
Logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Objec
customAttributes.put("AuthenticationDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

The UserIdentity object contains user

information. Its constructor iS:public
UserlIdentity (String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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Creating a custom Java login module (16 of 20)

= The createIdentity method is called when the 1ogin method returns
true. Itis used to create an authenticated user identity object.

@override .
public UserIdentity createIdentity(String logintodule) { User display name

Logger.info("MyCustomLoginModule :: createldentity™);

HashMap<5tring, Object> customAttributes = new HashMap<String, Object:
customAttributes.put(”AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

The UserIdentity object contains user

information. Its constructor iS:public
UserlIdentity (String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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Creating a custom Java login module (17 of 20)

= The createIdentity method is called when the 1ogin method returns
true. Itis used to create an authenticated user identity object.

@override User Java security
public UserIdentity createldentity(String loginModule) {

Logger.info("MyCustomLoginModule :: createldentity”); roles

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put("AuthenticationDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, "null, customAttributes, PASSWORD)
return identity;

The UserIdentity object contains user

information. Its constructor iS:public
UserlIdentity (String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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Creating a custom Java login module (18 of 20)

= The createIdentity method is called when the 1ogin method returns
true. Itis used to create an authenticated user identity object.

@override Custom user

public UserIdentity createldentity(String loginModule) { .
Logger.info("MyCustomLoginModule :: createldentity”™); attributes

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put("AuthenticationDate", new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

The UserIdentity object contains user

information. Its constructor iS:public
UserlIdentity (String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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Creating a custom Java login module (19 of 20)

= The createIdentity method is called when the 1ogin method returns
true. Itis used to create an authenticated user identity object.

Sensitive user

@override .
public UserTdentity createldentity(String logintodule) { credentials that are
Logger.info("MyCustomLoginModule :: createldentity”); not to be peI‘SiSted

HashMap<5tring, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(”AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD)
return identity;

The UserIdentity object contains user

information. Its constructor iS:public
UserlIdentity (String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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Creating a custom Java login module (20 of 20)

51

The logout and abort methods are used to clean up class members
after the user logs out or aborts the authentication flow.

@override

public void logout() {
Legger.info{"MyCustomLoginModule :: logout™);
USERNAME = null;
PASSWORD = null;

¥

@override

public woid abort() {
Legger.info("MyCustomLoginModule :: abort™);
USERNAME = null;
PASSWORD = null;

¥
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Introduction to authentication

Configuring the authenticationConfig.xml file
Creating a custom Java authenticator

Creating a custom Java login module

Creating client-side authentication components

Examining the result
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Creating the client-side authentication components

(1 of 7)
1. Create a native I0S application and add the Worklight native
APIs as explained in the documentation.

2. In your storyboard, add a ViewController that contains a login

[—) [ —) )
Custom Login Module
Call protected adapter procedure
Logout
Login
Navigation Controller View Controller - Custom Login ® o1 ©
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Creating the client-side authentication components
(2 of 7)

Create a MyChallengeHandler class as a subclass of
ChallengeHandler.

Implement some of the ChallengeHandler methods to respond
to the form-based challenge.

@interface MyChallengeHandler : ChallengeHandler
@property ViewController* wvc;

//A convenient way of updating the View
- (id) initWithViewController: (ViewController*) vc;
@end
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Creating the client-side authentication components
(3 of 7)

Before calling your protected adapter, make sure to register your
challenge handler by using the registerChallengeHandler
method on the WL.C1ient instance.

[ [WLClient sharedInstance] registerChallengeHandler:[[MyChallengeHandler
alloc] initWithViewController:self] 1;
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Creating the client-side authentication components
(4 of 7)

56

The isCustomResponse method of the challenge handler is
called each time that a response is received from the server. It

detects whether the response contains data that is related to this
challenge handler. It must return either true or false.

@implementation MyChallengeHandler
/..
- (BOOL) isCustomResponse: (WLResponse *)response {
if (response && [response getResponsedson]) {
if ([[response getResponsedson] objectForKey:Q@"authStatus"]) {

NSString* authRequired = (NSString*) |[[response getResponsedson]
objectForKey:@"authStatus"];

//return if auth is required
return ([authRequired compare:@"required"] == NSOrderedSame) ;
}
}
return false;

}
@end
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Creating the client-side authentication components
(5 of 7)

57

If isCustomResponse returns true, the framework calls the
handleChallenge method. This function performs the required
actions, such as hiding the application screen and showing the
login screen.

@implementation MyChallengeHandler
/...
- (void) handleChallenge: (WLResponse *)response {
NSLog (@"Inside handleChallenge - need to show form on the screen");

LoginViewController* loginController = [self.vc.storyboard
instantiateViewControllerWithIdentifier:@"LoginViewController"];

loginController.challengeHandler = self;

[self.vc.navigationController pushViewController:loginController
animated:YES];

}
@end
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Creating the client-side authentication components
(6 of 7)

The onSuccess and onFailure methods are triggered when
authentication ends.

Call the submitSuccess method to notify the framework that the
authentication process is over, so that the success handler is

called.

@implementation MyChallengeHandler

/...

- (void) onSuccess: (WLResponse *)response {
NSLog (@"inside challenge success");
[self.vc.navigationController popViewControllerAnimated:YES];
[self submitSuccess:response];

- (void) onFailure: (WLFailResponse *)response {
NSLog (@"inside challenge failure");
[self submitFailure:response];
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Creating the client-side authentication components
(6 of 7)

In your LoginViewController instance, when the user clicks to
submit his credentials, call the submitLoginForm method to send
the credentials to the Worklight Server instance.

@implementation LoginViewController
//***
- (IBAction)login: (id) sender {
[self.challengeHandler
submitLoginForm:@"/my custom auth request url"

requestParameters:@{@"username”": self.username.text, @"password":
self.password.text}

requestHeaders:nil
requestTimeoutInMilliSeconds:0
requestMethod:@"POST"] ;
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Introduction to authentication

Configuring the authenticationConfig.xml file
Creating a custom Java authenticator

Creating a custom Java login module

Creating client-side authentication components

Examining the result
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Examining the result

= You can find the sample for this training module in the Getting Started page of
the IBM Worklight Foundation documentation website at

= Enter wluser and 12345 as the user credentials

i0S Simulator - iPhone Retina (3.5-inch) / iOS... iOS Simulator - iPhone Retina (3.5-inch) / i0S...
Carrier ¥ 1:42 PM 1] Carrier = 1:43 PM 1]
Custom Login Module ¢ Back
Call protected adapter procedure wluser
Logout 12345 Adapter Response
/*-secure-
Login {"isSuccessful”:true,"secretData":"12

3456","WL-Authentication-Success”:
{"CustomAuthenticatorRealm®:
{*userld":"wluser",“attributes":

{"AuthenticationDate":"Thu Jun 19
13:43:23 EEST
2014}, "isUserAuthenticated":
1,"displayName®:null}}}*/

OK
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For the entire IBM Worklight documentation set, training material and online forums where you can post questions, see the IBM website at:

Support

Software Subscription and Support (also referred to as Software Maintenance) is included with licenses purchased through Passport
Advantage and Passport Advantage Express. For additional information about the International Passport Advantage Agreement and the
IBM International Passport Advantage Express Agreement, visit the Passport Advantage website at:

If you have a Software Subscription and Support in effect, IBM provides you assistance for your routine, short duration installation and
usage (how-to) questions, and code-related questions. For additional details, consult your IBM Software Support Handbook at:

Comments

We appreciate your comments about this publication. Please comment on specific errors or omissions, accuracy, organization, subject
matter, or completeness of this document. The comments you send should pertain to only the information in this manual or product and
the way in which the information is presented.

For technical questions and information about products and prices, please contact your IBM branch office, your IBM business partner,
or your authorized remarketer.

When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute your comments in any way it believes
appropriate without incurring any obligation to you. IBM or any other organizations will only use the personal information that you supply
to contact you about the issues that you state.

Thank you for your support.
Submit your comments in the IBM Worklight Developer Edition support community at:

If you would like a response from IBM, please provide the following information:
Name
Address
Company or Organization
Phone No.
Email address
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