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SHEEEER A authenticationConfig.xml Z 7 A JLIZEMLE T,

<realms>t % < 3 > T. CustomAuthenticatorRealm & ULNS &RID LJL L
ZEELFEFT,

Z DL IJLLA CustomLoginModule 2R3 52 L 2R LET,

S5 X% & LT MyCustomAuthenticator Z8ELE T, TDEREIIED R
<t I~’C1Tb\i3'

= =)

<realm name="CustomduthenticatorfRealm” loginModule="CustomlLoginModule™:
<className>com.mypackage.MyCustomAuthenticator</className>
</realm>

P R T T WL wlo TN PN, RO = o B A I T L PN DI P SLLE PP o PRT T T Tl

{7
5

<loginModules> t % < 3 »IZ, loginModule (&RIIl&
CustomLoginModule) ZEMLE T,

E LIS LTS A

<loginModule name="CustomLoginModule":>
<className>com.mypackage.MyCustomLoginModule</className:

</loginModule:

MyCustomLoginModule Z{ELFJ., BDRX T4 FTZ
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<securityTests>
<customSecurityTest name="CustomAuthSecurityTest">
<test isInternalUserID="true" realm="CustomAuthenticatorRealm"/>
</customSecurityTest>
</securityTests>

CDEX2)Ta4— - TAMEEK DEODRASA4 FTHEATHDT,
RATHEWLTLIZEY,

9 © Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



T o4

10

- LR

- authenticationConfig.xml 7 7 /4 JL D& R

s ARALJava A —t T 45— —DERK

- hRALJavaRTdA Y - EDa—ILDERK

- DSAT kYA FOEEEI VR —F 2 FDER
- RO

© Copyright International Business Machines Corporation 2012, 2014. All rights reserve

d.



HRHEAL Java™ F—E 2T 1 —X—DEHE (1/21)

11

j_

T4 T—F—APLIZ[E. UTDAY Y FAARAENTLET,

void init (Map<String, String> options)

AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

AuthenticationResult
processAuthentlcatlonFallure(HttpServletRequest request,
HttpServletResponse respqn

AuthenticationResult s, = ks .
processRequestAlreadyAut A—EYTA47—3 =0 init £ /

request, HttpServletRespo w4 blcs Zhmuds s ol
Map<String, Object> getA VAR /Zw'f'ﬂj?,ﬂ#kﬂ?l)\ﬂjéﬂf

Boolean changeResponseOnS j__° CDAJ Y BRI,
request, HttpServletRespc authenticationConfig.xml Z 714 JL
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WorkLightAuthenticator e 3)‘—9—%€§?ﬂ'ﬂy Sy
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— void init (Map<String, String> options)

request, HttpServletResponse response, boolean

~|AuthenticationResult processRequest (HttpServlietRequest
i1sAccessToProtectedResource)

— AuthenticationResult
processAuthentlcatlonFallure(HttpServletRequest request,
HttpServletResponse respqn

— AuthenticationResult
processRequestAlreadyAut
request, HttpServletRespc S

R e
— Map<String, Object> getA PTrocess equest<%./,lf41

— Boolean changeResponseOnS ALY 23 U LERDNH D
request, HttpServletRespc OIS NETS,

— WorkLightAuthenticator ¢
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— void init (Map<String, String> options)
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— AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

— AuthenticationResult

processAuthenticationFailure (HttpServletRequest request,
HttpServletResponse response, String errorMessage)

—lAuthenticationResult

processRequestAlreadyAuthenticated (HttpServletRegquest

request, HttpServletResponse response)

— Map<String, Object> getA

— Boolean changeResponseOn!
request, HttpServletRespc

— WorkLightAuthenticator ¢

processAuthenticationFailure
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— void init (Map<String, String> options)
— AuthenticationResult processRequest (HttpServletRequest

request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

AuthenticationResult
processAuthenticationFailure (HttpServletRequest request,
HttpServletResponse response, String errorMessage)

AuthenticationResult

processRequestAlreadyAuthenticated (HttpServletRequest
request, HttpServletResponse response)

Map<String, Object> getAuthenticationData ()
request, HttpServletRe
WorkLightAuthenticator

processRequestAlreadyAuthenticated
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— AuthenticationResult proce .
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— AuthenticationResult

processAuthenticationFailu
HttpServletResponse respon
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— AuthenticationResult
processRequestAlreadyAuthe
request, HttpServletRespon

—|Map<String, Object> getAuthenticationData ()

— Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

— WorkLightAuthenticator clone ()
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void init (Map<String, Stri

AuthenticationResult proce
request, HttpServletRespon
1sAccessToProtectedResourc

changeResponseOnSuccess * Y
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AuthenticationResult
processAuthenticationFailu SNFET, RIS LIz, 0D

HttpServletResponse respon| a bdvh et onarm—ier st it s

AuthenticationResult BIMLFET .
processRequestAlreadyAuthe
request, HttpServletRespon

Map<String, Object> getAuthenticationData ()

Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

WorkLightAuthenticator clone ()
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void init (Map<String, Stri

AuthenticationResult proce
request, HttpServletRespon
1sAccessToProtectedResourc

cl

AuthenticationResult

one AW KIlE, 953X A>

processAuthenticationFailu N—DT4—7 - AE—%HFAT D

HttpServletResponse respon

AuthenticationResult
processRequestAlreadyAuthe
request, HttpServletRespon
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Map<String, Object> getAuthenticationData ()

Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

WorkLightAuthenticator clone ()
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MyCustomAuthenticator 7 5 X % server¥java 7 # LA —RIZ{ER L
F9,

%9 2 MY S5 AT WorkLightAuthenticator 1 V4 —2J 1 — XA &EET
5EIITLET,

public class MyCustomAuthenticator implements WorkLightAuthenticator {

BRIEMERIEFIT A7-0HIZ. authenticationData v 74—t > T«
/7-_9_':557][' Lij_o

CDAToH M, OFA Y - EDa2a—)LIZE>TREBLUEA
ShEY,

private Map<S5tring, Object> authenticationData = null;

© Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



HREAL Java F—E>T 15— —DIEML (10/21)

19

H—/N\—BEDY 5 X (B AL, HttpServietRequest) Z{FEHT 5I1C

&, Y—N—+ S VF3L4 L 54T3) —~DEEFEBFRZEMNT S
LENRHY FT,

Worklight 7R >z Y FE2HEV Yy o L. [FTANRT 14—
(Properties)] Z#:EIRLFET,

[Java EJL K * /83X (Java Build Path)] — IS4 751 —
(Libraries)] #:&IRL. 54T 3 —DEM (Add Library)] &%
)w o LET,

[H—/8— « 5284 L (Server Runtime)] Z&EIRL. &R~
(Next)l] 22V v LFET,

Z{ERA®D Eclipse T4 VA P—ILENTWAY—N—- 553414 L
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© Copyright International Business Machines Corporation 2012, 2014. All rights reserve



DRI AL Java F—E>T 1 T—X—DEMHE (11/21)

init AV FI&k, A—t€ T4 5—2—DERBIZHUESINE T,

DAYy FIE, 1NTA—=42—& LT, authenticationConfig.xml 7
FAIWDUINLEZETHEESINTWSAA T3 DTy T&%ITHRY
F9,

P >
poverride

public void init(Map<String, String> options) throws MissingConfigurationOptionException {
Logger.info("init");
¥

A—toFT4H5—3—D clone A YV KIE. ATV H b= AN—

DT4—T-aEE—ZERLET,

@override
public WorkLightAuthenticator clone() throws CloneNotSupportedException {
MyCustomAuthenticator otherfuthenticator = (MyCustomAuthenticator) super.clone();

otherAuthenticator.authenticationData = new HashMap<String, Object>(authenticaticnData);
return otherfuthenticator;

20
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processRequest * Vv Fl&, BEREHRZINET 57-HDIEERFEEK
MNHAE-VIZHEVHSENET,

@0verrdds
publig AuthenticationResult pmcessRequest{HttpSewletRequest request, HttpServletResponse response, boolean 15AccessToF‘mtectEd|;
iii' . e Ty

if {r‘equest getRequestLlRI{} contalns[ my_cus
String username = request.getParameter(ule
String password = request.getParameter(”

if (null != username && null != password proceSSRequeSt () )( \J b4 F(is gl#’ﬂt L/
authenticationData = new HashMap<Str -C‘ request\ response. j:SJ: U

authenticationData.put("username”, u

b il 1 SAccessToProtectedResource 3 (TH

return AuthenticationResult.createFr

} else { M VET. COAYYRIK, BERMhST—3%

response.setContentType( "applicaticn

FESFI-DHSE.SE::E?:EFE;CECI‘]E;EEE:TI:;IS HR L 'f—' U FC ‘\ 7_-\\—9 %% %JAAJT: U _d_
re‘tﬁn A;Ehenticatior.'lgesult.cr'eateFr' i’jﬁ '-E) % (’J 353_75\\ ,UJ}%O)Z 5 ’r I:_C -EEE
: TEHL3I, BED
if (!isAccessToProtectedResource) AuthentlcatlonReSU‘lt :Ik;Réﬂg_M\g?ﬁ\
return AuthenticationResult.createFrom(a % L) i-a—o E%’: j-—-t) “/7_— A /7-_9 _[j:\ O
response.setContentType("applicaticon/json; ¢ 7‘4 " :E p 1 —)bf{ﬁﬁj’ é ﬁ*ﬁll‘%*&é”y

RELop o NN 55 3 7% B RDBEE AT EH A

response.getWriter().print (" {\"authstatus\":
return AuthenticationResult.createFrom(Authe

suth_request_url™)){

swordh " 1" );

h
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processRequest * Vv Fl&, BEREHRZINET H7-HDIERFEEK
NHAEURICHFEUHEINET,

@rverride

public Authentlcatlonﬂesult pmcessRequest{HttpSewletRequest request, HttpServletResponse response, boolean isAccessToProtectedRs
=t "l

if (request.getRequestURI().contains("my_custom_auth request_url 11
ST IS e Tale = T e Ues T L TP ar e CEr | TS e TTame T

String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);

suthenticationnata pueCpessiord”, pesevord); [ R R AL 5 R Sk R P
} else { S URLISEFELET . SOEXRD URL I
isspnabai Lo smeacaieitui® 1y CLstom_auth_request_url £LV5 3
- gt el ) Moot~ R — 1 EMVEFENTUVET, SO e
} ViR—3 Y hME., COERNEEIZES
if (!isAccessToProtectedResource) %;k & t; é J: 7\':¢ é T:&) (2 . 7_|t—‘t’ -
return AuthenticationResult.createFrom(Authentication wio @ ga—— sty ==l i e i@ )
response..setContentType("application/json; charset=UTF-8’ —t T4 —32—TEGT S URL O s//_l_s
st NS — 1 >  Z(E TS EAHRE ST

return AuthenticationResult.cregteFrom(Authenticationstat '35 'd—

h
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« processRequest * Vv k&, BRIFHRZINET 51-HDIEESR
NHAE-VIZHEVHENET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpServletResponse response, boolean isAccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if i .

F||I
il
g

il

- - - est_url")){
String username = request.getParameter("username");
String password = request.getParameter(“password”);

1F (il 1= usernane 88 null 1~ pesoword 82 urernane. Lengeh() > © 34 r R
authentication[)ata.put["user‘namz“, LJSEE;EII‘IE-SI,' ’ */ \o 5 )( - 9 - t L, T;}E é *L
Feturn AvthenticationResurt .createrron(Asthanticationstatus. succes PG RM R e N AL Sy Ll 2

) El::s;onse.setContentType{"applicat:i.on..-"jsonj charset=UTF-8"); Hy?ﬁa: L/ i -d—o
response.setHeader("Cache-Contrel”, "no-cache, must-revalidate™);

response.getWriter().print("{\"authStatus\":\"required\”, “"errorMe
return AuthenticationResult.createFrom{fAuthenticationStatus. CLIENT

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.createFrom{AuthenticationStatus.REQUEST NOT RECOGNIZED);

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel™, "no-cache, must-revalidate™);
response.getWriter().print (" {\"authstatus\" \"required\"}"});

return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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- processRequest * Vv K&, ERFHRMZINET 51-ODIEZFER
MNHLH=-VIZHFEUVEHEINFET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpServletResponse response, boolean isAccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if (request.getRequestURI().contains("my_custom_auth_request_url™)){
String username = request.getParameter("username");
String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.createFrom(AuthenticationStatus.SUCCESS);

T else {
response.setContentType( "application/jscn; charset —_ s L —
response.setHeader("Cache-Contrel”, “no-cache, mus j—_—lz ?/T ’f 17-_ 9 _'i§*§'|§$&'\E$
response.getWriter().print({"{\"authStatus\":\"requ ~ 357 sz I N N F
return AuthenticationResult.createFrom(Authenticat E"] 7::" ﬁ é llib\ % é b\*ﬁﬁ L’ <

N~

} authenticationData &#7¥x 9 k
if (!isAccessToProtectedResource) E1’EE‘Z L/ —C is SUCCESS E‘Lji. L/ -35 j— .

return AuthenticaticnResult.cregteFrom{Authentications SUCCESS 75\,:%-:”*-3— %) 0) ‘j:s ﬁ*ﬁ'%*ﬁ@
response.setContentType("application/jscn; charset=UTF-8") ”2%': J-j?,IjJ L/ -/—: - t @J’“_G_d_o %G)fﬁt‘:
remponse. getiriter() print(~(\-authstarusie \crequiredse) TR RIS s H S RV oY (el K7 A0
return AuthenticationResult.createFrom{AuthenticationStatus = :) 1 —)bb§u¥UHj é *Lgs 'g" 5

h
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- processRequest * Vv K&, ERFHRMZINET 51-ODIEZFER
NHAHAEURITHFEUHENET,

R -ERFHRTCHENRE LSS, £
verride N = — . s L
gblic AuthenticationResult processRequest(HttpServletReq _t ST A 17-_9 _(j:I P2 )( v _t,_ /EFLT‘

Legger.info{ "MyCustoméuthenticator :: processRequest” K'— ‘Ej]u l,
if (request.getRequestURI().contains("my_custom_auth =y N

Str%ng username = request.getParameter(“username" BN @I = NEE NBE= 200000\ REQU'RED éi& l/g—:-
String password = request.getParameter("password” W 8 A o N e
i et e 9, _cDEFEETH, V53472 MMIFRAET—4
if (null != username null != passwor usern ~ s

authenticationData = new HashMap<String, Obje é?ﬁ%{#&#é%‘gﬁ\% L) 3—:‘3-0

authenticaticnData.put("username”, username);
—sudhentiesbdonbata sublteecsueed  pasowondl

return AuthenticationResult.createFrom(AuthenticationStatus.SUCCESS);
T else {

response.setContentType( "application/jscn; charset=UTF-8");

response.setHeader("Cache-Contrel”, "no-cache, must-revalidate™);

response.getiWriter().print("{\"authStatus\":\"required\”, \"errocrMessage\":Y\"Please enter username and password\"}");
return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT INTERACTION REQUIRED);

e

}

if (!isAccessToProtectedResource)
return AuthenticationResult.createfFrom{AuthenticationStatus.REQUEST _NOT _RECOGNIZED);

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel”™, "no-cache, must-revalidate™);
response.getWriter().print("{\"authStatus\":\"required\"}");

return AuthenticationResult.cregteFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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processRequest * Vv Fl&, BEREHRZINET H7-HDIERFEEK
NHAEURICHFEUHEINET,

@rverride

public AuthenticationResult processRequest({HttpServletRequest re 1sAccessToProtectedResource It
Legger.info{ "MyCustoméuthenticator :: processRequest™);

if {request.getﬂequestURI[}.contains[“my_c:;stm_auth_;‘eques 1 ?, | %& (j:s 1%;% U \/ —X/\w 7 7 t X
String username = request.getParameter("username”); S=_1 p— > - —
String password = request.getParameter("password”); 75\ Eit'?-.r é *LT’ 75\ t 2 75\ E N L/ 3-:- j- o
if (null != username && null != password &% username.le nit éh—c L\t* L\iﬁ =~ : 0) )( \/ “J
authenticaticnData = new HashMap<String, Object:>(); I\ [j: REQUEST NOT RECOGNIZED %

authenticationData.put("username”, username);
return ActhenticationResult. createrrom(authenticoti QR LA 35 BRI -DR -1k v sl
! El::s::lonse.setContentTypE{"applicat:i.on..-"json;. charset-U T— 9 —IZ &K é MIEb‘\;Fg—G & é
st St et — - ZERT OND T, A VY FIET N
return AuthenticationResult.createFrom(Authenticatig i) i ig;RO)LIE jé;'f ,?i-—c‘ g— i -g—

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.createFrom{AuthenticationStatus.REQUEST NOT RECOGNIZED);

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel™, "no-cache, must-revalidate™);
response.getWriter().print (" {\"authstatus\" \"required\"}"});

return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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processRequest () * Vv Fl&, ERIFHRZINET 5= DIEFEE
KBNHAEUWITHFEUHESNET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpServletResponse response, boolean isAccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if (request.getRequestURI().contains("my_custom_auth_request_url™)){
String username = request.getParameter("username");
String password = request.getParameter(“password”);

if (null != username && null != password && username.le 1%; J ‘j X (‘ﬁ L/ 'C Tbhfﬂg*(\

authenticaticnData = new HashMap<String, Object:()

authenticationData.put("username”, username); l:llL.\l:l _\\ 7 h\AaE*L'C l-l\t* L\iﬁ T

authenticationData.put("password”, password);

return AuthenticationResult.createFrom{Authenticat _t /T 1 /7-_ 9 _‘j:

T else { . o 0 —
response.setContentType("application/json; charset authStatus: requred J 0y \T 14—
response.setHeader("Cache-Contrel”, “no-cache, must b — > ~
response.getWriter().print({"{\"authStatus\":\"requ % ll:;\’éf'ﬁ Ej]u L/ N é ) 'ﬁ 1

return AuthenticationResult.createFrom(Authenticat

CLIENT INTERACTION REQUIRED 7N

) . RERLET,

if (!isAccessToProtectedResource)
return AuthenticaticnResult.createFrom{Authenticationst

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel™, "no-cache, must-revalidate™);
response.getWriter().print (" {\"authstatus\" \"required\"}"});

return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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28

IA—t T4 —3—®D getAuthenticationbata XY v FI&, U
ESIN-ERFERZMBTSE=HDIZ, T4 - ED2—I)LTHERAL
F9,

poverride

public Map<String, Object> getAuthenticationData() {
Logger.info("getAuthenticationData");
return authenticationData;

¥

ELEAE Y I UNEILIND E. TNLURITTARTOEXRDN
changeResponseOnSuccess * Y w k&
processRequestAlreadyAuthenticated XYY FZHLTHLS

VAR—=rENFET,

Mo Yy FEERTHE BERMNGT—EZWMEL. BREZE
I HEMNTEFT,
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changeResponseOnSuccess A YW K&, AT A4 Y - EV 21— )LIZ K HEKE
|DORENR LIZRICFEVHEINEFET,

CDAVY FEFERLT. BREZV ATV MIRTHICHEZEETHEN
TZEFEY,

DAY FIE, BRENERINEZEIE true. ZEEINTULEWNGSIE
false ZIRTHLENHY F£I,

DAY REFERALT, BENRI LI EEFISAT UL -TTYU5—23
VICEMLFET,

il

[@verride
public boolean changeResponseOnSuccess(HttpServletRequest request, HttpServletResponse response) throws I0OException {

Logger.info("MyCustomAuthenticator :: changeResponseOnSuccess™);

if (request.getRequestURI().contains("my custom auth request url™)){
response.setContentType("application/json; charset=UTF-8");
response.setHeader("Cache-Control”, "no-cache, must-revalidate");
response.getWriter().print("{\"authStatus\":\"complete\"}");
return true;

FETUrn Talse;

29
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= processRequestAlreadyAuthenticated A Y w K&, FBEESNF-ERIZX
L T AuthenticationResult 38 L £9,

@override

public AuthenticationResult processRequestAlreadyAuthenticated(HttpServletRequest request
Logger.info("processRequestAlreadyAuthenticated”™);

return AuthenticationResult.REQUEST NOT _RECOGNIZED;

= H 7 1412V o _)l/h\nunIEB % Lf-iﬁAlhli
processAuthenticationFailure A Y FRREUVHINET, COAY Y K
[F. T5— - AVvtE—CZREDEAXICESIAH,
CLIENT INTERACTION REQUIREDIRIEZRLFT,

@override

public AuthenticaticnResult processAuthenticationFailure(HttpServletRequest request, HttpServletResponse response,
String errorMessage) throws IOException, ServletException {

Legger.info("processAuthenticationFailure™);
response.setContentType( "application/json; charset=UTF-8");

response.setHeader ("Cache-Control”, “no-cache, must-revalidate");
response.getiriter().print("{\"authRequired\":

ttrue, \VerrorMessage\":\"" + errorMessage + "\V'}");
return AuthenticationResult.CLIENT INTERACTION REQUIRED;
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- GRELDEE

- authenticationConfig.xml 7 7 /4 JL D& R

- hRABALJavad—t T 45— —DERK

- ARB LJava BT A2 - EDa—IILDER

- DSAT kYA FOEEEI VR —F 2 FDER
- RO
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- A4 - EFEDaA—)LAPIIZIZUTDA VY KAEENET,

32

—|void init (Map<String, String> options)

— boolean login (Map<String,
authenticationData)

Object>

— UserIdentity createldentity(String loginModule)

—void logout ()
—void abort()

— WorkLightAuthLoginModule

OS54 - E®Da—J)LD init A Yw
Kix. a4 > - Eoa—JL-A4 2R
BOZADEREICHEUEEINEST, =

DAYy RIE,
authenticationConfig.xml Z 7 1 )LD
OJ4Y - EDa—ILEETEEIN

TWAF T arEaERITRY 9,
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33

—void init (Map<String, String> options)

~boolean login (Map<String, Object>
authenticationData)

— UserIdentity createldentity(String loginModule)
—void logout ()
—volid abort()

— WorkLightAuthLoginModule

OJA4AYEFDa—)LD login AYw
FlE,. A—tk>T45—3—HREL

tﬁ%%ﬁé@%ﬁétwtﬁﬁbi
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34

—void init (Map<String, String> options)

— boolean login (Map<String, Object>
authenticationData)

—|UserIdentity createldentity(String loginModule

—void logout ()
—void abort()

— WorkLightAuthLoginModule

A4 - FDa2—ILD
createIdentity AV v K&, BEHIE

HMOREEAD I L =4R8I,
userIdentity A7z Y FEERT
HEHIZERALFT,
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S = By A

35

EDa—JLAPIIE, UTDEBYTY,

—void init (Map<String, String> options)

— boolean login (Map<String,
authenticationData)

Object>

— UserIdentity createldentity(String loginModule)

—|void logout ()

—|void abort ()

— WorkLightAuthLoginModule

logout * Y w k& abort AV vy KL
N Db?'-j I‘O)'fﬁif"immnmo)i %&

TODRIZ, XY ya-T—3%5))
— VT TTREHIZERESAET,
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36

vold 1init (Map<String, Str

boolean login (Map<String,

clone AVYYKIE, 9T5R = A/N—

authentlcatlonData) 0)7—_\‘4 _70 - 3 E—jé'f’ﬁﬁﬁ?'%f:&)(:
UserIdentity createldenti FEARALEI,

void logout ()

void abort ()

WorkLightLoginModule clone ()
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MyCustomLoginModule 7 5 X % server¥java 7 4+ JLZ —RIZ{ERK
LEY,

MDY T AH WorkLightAuthLoginModule 1 Y2 —J 1 —X & FE%&E
TAHIELTHERLET,

public class MyCustomLoginModule implements WorkLightAuthLoginModule {

A—H—ERIFREREFIT H-HIZ. USERNAME & PASSWORD & LY
22DDTFAR—F DS R- AuN—%BMLEY,

private String USERNAME;
private String PASSWORD;
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38

init AYYKRIEX, B4 - EDa—I)L A 2VREZ D ADERKEIZH
CHENFET., cOAVYY RE R"TA—-2—-LLT,
authenticationConfig.xml 2 7/ IJILDAJ A > - ELa1—I)LEE T
ESNTWEFTLavovwyTE2ZITRYFET,

Eigiiéiizid init(Map<String, String> options) throws MissingConfigurationOptionException {

Logger.info("init");

¥

A4 -FVa—)LDclone *YYKIE. ATV I b AN—
NDT«4—7 - aF—ZERLET,
override

public MyCustomLoginModule clone() throws CloneNotSupportedException {
return (MyCustomLoginModule) super.clone();

¥
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39

= login A Y K&, A—® 2T 45 —32—H SUCCESS IRKRZFRT &
HFUHEINET,

@override

public boolegn login(Map<S5tring, Object> authenticaticonData) |{
Logger.inTo UsStomLoginModule :: Login )

USERMAME = (5tring) authenticationData.get("username”);
PASSWORD = (5tring) authenticationData.get("password"”);

if (USERNAME.equals("wluser™) && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException("Invalid credentials™);

login AYw K&, HMUHEHE
nt=& &Iz,

authenticationData A7 ¥
T bEeA—toTa—32—
MNoRFLET,
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40

= login A Y K&, A—® 2T 45 —32—H SUCCESS IRKRZFRT &
HFUHEINET,

@override
ublic boolean login(Map<String, Object> authenticationData
Logger.info( "MyCustomLoginModule :: login");
USERMAME = (String) authenticationData.get( "username”);
PASSWORD = (String) authenticaticonData.get("password");

if (USERNAME.equals("wluser") && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException("Invalid credentials™);

login AYw K&, #A—t >
T A T— 32 — DN E N LRI ZFE R

LTW-a—H—F &L/ RT—
FEWMSELET .
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41

= login A Y K&, A—® 2T 45 —32—H SUCCESS IRKRZFRT &
HFUHEINET,

@override

public boolean login(Map<5tring, Object> authenticaticnData) {
Logger.info( "MyCustomLoginModule :: login");
USERNAME (String) authenticationData.get("username”);
PASSWORD = (String) authenticaticonData.get("password");

if (USERNAME.equals("wluser") && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException({"Invalid

ZOHFITIK, BG4 s EVa—
LS, N—Fa—TF 420 &ht-
ELEDEBEICX->TEREREZE
SELET, HMEDREEIL—ILEE
KTEFET, ERFBROVEDLGIS

&lE. login AV Y Fh 5 true
MRENET,
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42

= login A Y K&, A—® 2T 45 —32—H SUCCESS IRKRZFRT &
HFUHEINET,

@override

public boolean login(Map<String, Object: authenticaticnData) {
Logger.info( "MyCustomLoginModule :: login®);
USERMAME = (String) authenticationData.get("username");
PASSWORD = (5tring) authenticationData.get("password”);

if (USERNAME.equals("wluser™) && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException(”Invalid credentials");

BREEMEKEA L=/ E. login AV KX false &
RI A, F¥f-E RuntimeException ZXAA—LF

I, BINRA M) J1E, errorMessage /N5 A —4
— &L TA T AT—F—ITRENFT,
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« createIdentity * YW KIE. login * VY K true ZIRL =& FITHEUH
SNFET., COFEREMIE. BIEEFADODLI—F— DA TV FEERT S
ETI,

@0verride
public UserIdentity createldentity(String loginModule) {
logger.info("MyCustomLoginMcdule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticaticnDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, nul], customAttributes, PASSWORD);
return identity;

login AYw KA true ZiRT &,

createIdentity XYV KHAMFEUH
SNET, TDHAYY FIE,

Userldentity 77 ¥ FZ1ER

ITHEHIZERSINET, —DHIC

MEDOARZ LEMHZHRML T, &

TJavad— FPF7H4 TR —-a—F
[{ERT A ENTEET,
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= createIdentity AV W KIX. login * VY Fh true ZiRL =& FITEUH
SNFET, COFEREMIEK, BEEEFADI—HF—IDA TV FEERT S
&ETY,

@verride
public UserIdentity createIdentity(String loginModule) {
Llogger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z7 ¥z FZIE, A—H—EHHAEEN
FI, TDAVARSVFI—FUTODERY T,

public UserIdentity(String loginModule,
String name,

String displayName,

Set<String> roles,

Map<String, Object> attributes,
Object credentials)
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= createIdentity AV W KIX. login * VY Fh true ZiRL =& FITEUH
SNET, COFERBEMIE. BIFADAI—YHF—IDAToY FEERT S
&ETY,

@0verride

public UserIdentity createlIdentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticaticonDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD)
return identity;

UserIdentity A7 ¥ FZIX, 2—HY—FHHIE
A —H—DFREX FNFET, TOAVR LS IVE—RBFUTDESYTT,
%& 7‘;%) O 7‘,{ W, public UserIdentity(String loginModule,
. String name,

)béa String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)

Eva
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= createIdentity * YW KIE. login * VY K true ZIR L =& FIZHEUH
SNEY, CcOFERBNIE., BAFHFOL—YF—IDAToH FEERTHC
&ETY,

@0verride
public UserIdentity createldentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object
customAttributes.put(“AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z7 ¥z MK, 2—H—1FHD
F9, TDAVAR I VA—IEUTODEBY T,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity A YW KIX. login * VY Fh true ZiIRL =& FITEUH
SNnNFET., COFERAEMIE. BIEFEADODI—F— DA Ty FEERTHC
&ETY,

@0verride
public UserIdentity createIdentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object
customAttributes.put(“AuthenticaticonDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z 72 x7 MIlE, A—F—FEHRIAEEN
F9, TDAVAR I VA—IEUTODEBY T,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity * YW KIE. login * VY K true ZIR L =& FIZHEUH
SNEY, CcOFERBNIE. BAFHFOL—YF—IDATI FEERTHC
&ETY,

@0override
public UserIdentity createIdentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

1—H—® Java £

al)T4—--80—)L

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD)
return identity;

UserIdentity #Z7 ¥z MK, 2—H—1FHD
F9, TDAVAR I VA—IEUTODEBY T,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity A YW KIE. login * VY Fh true ZiRL =& ZITEUH
SNFEJT., COFERAEMIE., BAEEFEADI—F— DA Ty FEERTHC
&ETY,

@0verride
public UserIdentity createIdentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>()5
customAttributes.put(“AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

UserIdentity #Z 72 x7 MIlE, A—F—FEHRIAEEN
F9, TDAVAR I VA—IEUTODEBY T,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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= createIdentity AYw FIX, login AV Y Kh true IR LF-EZFITFEUH
SNFEJT., COFERAEMIE, BAEEFADLI—F— DA Ty FEERTHC
ETY,

REFSNTEELE

@Override #_\. L o
public UserIdentity createldentity(String loginModule) { L \*%T'ﬁ | io) =) L\ a—
Llogger.info("MyCustomLoginModule :: createldentity”); .|j:‘_ ié *%,l%z *&
o

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticaticnDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD)
return identity;

UserIdentity #Z7 ¥z MK, 2—H—1FHD
F9, TDAVAR I VA—IEUTODEBY T,

public UserIdentity(String loginModule,
String name,

String displayName,
Set<String> roles,
Map<String, Object> attributes,
Object credentials)
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logout A Y w K& abort AYw RIE, 2—HF =BT 7D LTI=E
FEEEA IO —ZEERLTLERIC. VSR - AUN—F0)—V
TyvIITHE=OITFERLED,

poverride

public void logout() {
Legger.info{"MyCustomLoginModule :: logout™);
USERNAME = null;
PASSWORD = null;

¥

poverride

public woid abort() {
Legger.info("MyCustomLoginModule :: abort™);
USERNAME = null;
PASSWORD = null;

¥
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1. RMM T4 TIOSTIVr—arvHxEBL. XEDFHBEDES Y
[Z Worklight * 4 7«1 7 API Z3EM L £ 9,

2. FRTBRA =) —FR—FIZ, A4 - DJr—LZEHAT=
ViewController Z /ML E£ 3,

Custom Login Module

Call protected adapter procedure
Logout

Login

Navigation Controller View Controller - Custom Login
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ChallengeHandler DY THU SR ELT
MyChallengeHandler 9 S X Z{ER L FT,
ChallengeHandler * VY FOW DMWZFEEEL., T4+—L -
R—ZADFx LUIITHIGELET,

@interface MyChallengeHandler : ChallengeHandler

@property ViewController* wvc;

/ /¥ o — O FE 51k
- (id) initWithViewController: (ViewController*) vc;
@end
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RESNL-T7HAT2—ZFUHTHEIIZ,
registerChallengeHandler XY v R% WLClient 4 A X A
ETHEHALT, S b P AU RT—EBGFELTIE SN,

[ [WLClient sharedInstance] registerChallengeHandler:[[MyChallengeHandler
alloc] initWithViewController:self] 1];
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Fx L /N2 FT—0 isCustomResponse * Vv K&, H—
N—DBILEZZITRAHE=VICHEVEEINET, CcDOAYV Y FIE,
COFvLUD - NVEF—ICHAET LT —2MNLEICEEFNTL
EMEINZERELFET . RYMEE LT true £7=[& false #iRT
WENHY FT,

@implementation MyChallengeHandler
/..
- (BOOL) isCustomResponse: (WLResponse *)response {
if (response && [response getResponsedson]) {
if ([[response getResponsedson] objectForKey:@"authStatus"]) {

NSString* authRequired = (NSString*) [[response getResponsedson]
objectForKey:@"authStatus"];

/ | ROREIS LB T2 S B TR
return ([authRequired compare:@"required"] == NSOrderedSame) ;
}
}

return false;

}
@end
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57

isCustomResponse M true R L=ZEIC. TJL—LT7—UIF
handleChallenge AV v FZHEUHLFET, COBPMIVLER
ToOav(FIVr—2a EEOERRK. BT A4 VEERDRTR
HE)ZTERITLET,

@dimplementation MyChallengeHandler
/...
- (void) handleChallenge: (WLResponse *)response {
NSLog (@"Inside handleChallenge - need to show form on the screen");

LoginViewController* loginController = [self.vc.storyboard
instantiateViewControllerWithIdentifier:@"LoginViewController"];

loginController.challengeHandler = self;

[self.vc.navigationController pushViewController:loginController
animated:YES];

}
@end
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FREEMFET I S &L onSuccess AV Y FEKW onFailure AV Yk
NEUH—ENFET,
submitSuccess * VY FEMUHL T, BT ELRADETEI L
—LT—JCEAML, RN FS—ZFZUHLET,

@implementation MyChallengeHandler

/...

- (void) onSuccess: (WLResponse *)response {
NSLog (@"inside challenge success");

[self.vc.navigationController popViewControllerAnimated:YES];
[self submitSuccess:response];

- (void) onFailure: (WLFailResponse *)response {
NSLog (@"inside challenge failure");

[self submitFailure:response];
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LoginViewController £ Y A% VX T, 2—H—»NY 1Jvy o LTES
DERIBEHRZTEIET 5L, submitLoginForm A Yy FAFEUDH S
#L. Worklight Server 4 Y X2 U R [ZERERZEY £9

@implementation LoginViewController
//***
- (IBAction)login: (id) sender {
[self.challengeHandler
submitLoginForm:@"/my custom auth request url"

requestParameters:@{@"username”": self.username.text, @"password":
self.password.text}

requestHeaders:nil
requestTimeoutInMilliSeconds:0
requestMethod:@"POST"] ;
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i0S Simulator - iPhone Retina (3.5-inch) / i0S... i0S Simulator - iPhone Retina (3.5-inch) / i0S...
Carrier ¥ 1:42 PM 0 Carrier = 1:43 PM 1]
Custom Login Module £ Back
Call protected adapter procedure wluser
Logout 12345 Adapter Response
/*-secure-
Login {"isSuccessful”:true,"secretData":"12

3458","WL-Authentication-Success”®:
{"CustomAuthenticatorRealm®:
{*userld":"wluser", “attributes":

{"AuthenticationDate":"Thu Jun 19
13:43:23 EEST
2014}, "isUserAuthenticated":
1,"displayName®:null}}}*/

OK
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