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SHEEEHR % authenticationConfig.xml Z 7 A JLIZEMLE T,

<realms> t% < 3 IZ. CustomAuthenticatorRealm & WS LZRIDLILLE
ET=x=LFET,

Z DL IJLLA CustomLoginModule 2R3 52 L 2R LET,

2 5 A4 & LT MyCustomAuthenticator ZHELET ., TOERZEFIHRDRS
14 FTHIHVWET,
<realm name="CustomduthenticatorfRealm” loginModule="CustomloginModule™:
<className>com.mypackage.MyCustomAuthenticator</className>
</realm>
P =t = SN o TN T, R PN B L (P e T N R PN e i PRT =T T T il

<lOg1nMOdules> + 4 <322, loginModule (£ ﬁu(‘ct CustomLoginModule)
ZEMLET,

-E_II i LN P I i
<loginModule name="CustomlLoginModule™:>
<className>com.mypackage.MyCustomLoginModule</className:
</loginModule:

935X %k L T MyCustomLoginModule Z{EELEd ., TDEREIFEDR S
4 FTITLWET,
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<securityTests>
<customSecurityTest name="CustomAuthSecurityTest">
<test isInternalUserID="true" realm="CustomAuthenticatorRealm"/>
</customSecurityTest>
</securityTests>
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void init (Map<String, String> options)

AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

AuthenticationResult
processAuthentlcatlonFallure(HttpServletRequest reques
HttpServletResponse respqgn

AuthenticationResult
processRequestAlreadyAut
request, HttpServletRespc

Map<String, Object> getA

Boolean changeResponseOnS
request, HttpServletRespc

WorkLightAuthenticator c¢

t,
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void init (Map<String, String> options)

AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

AuthenticationResult
processAuthentlcatlonFallure(HttpServletRequest reques
HttpServletResponse respqgn

AuthenticationResult
processRequestAlreadyAut
request, HttpServletRespc

Map<String, Object> getA

Boolean changeResponseOnS
request, HttpServletRespc

WorkLightAuthenticator c¢

t,
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- A=t T4 —32— APl [ZIE LTFDAV YRR AENTNET,

— void init (Map<String, String> options)

— AuthenticationResult processRequest (HttpServletRequest
request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

—|AuthenticationResult

HttpServletResponse response, String errorMessage)

processAuthenticationFailure (HttpServletRequest request,

— AuthenticationResult
processRequestAlreadyAut
request, HttpServletResp

— Map<String, Object> getA

— Boolean changeResponseOn
request, HttpServletResp

— WorkLightAuthenticator ¢
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A—toT47—2—APIIZ[E. UTDAY Yy FABARAENTNET,
— void init (Map<String, String> options)
— AuthenticationResult processRequest (HttpServletRequest

request, HttpServletResponse response, boolean
1sAccessToProtectedResource)

AuthenticationResult
processAuthenticationFailure (HttpServletRequest request,
HttpServletResponse response, String errorMessage)

AuthenticationResult

processRequestAlreadyAuthenticated (HttpServletRequest
request, HttpServletResponse response)

Map<String, Object> getAuthenticationData ()
request, HttpServletRe
WorkLightAuthenticator
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void init (Map<String, Stri

AuthenticationResult proce
request, HttpServletRespon
1sAccessToProtectedResourc

AuthenticationResult
processAuthenticationFailu
HttpServletResponse respon

AuthenticationResult
processRequestAlreadyAuthe
request, HttpServletRespon

Map<String, Object> getAuthenticationData ()

Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

WorkLightAuthenticator clone ()
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void init (Map<String, Stri

AuthenticationResult proce
request, HttpServletRespon
1sAccessToProtectedResourc

AuthenticationResult
processAuthenticationFailu
HttpServletResponse respon

AuthenticationResult
processRequestAlreadyAuthe
request, HttpServletRespon

Map<String, Object> getAuthenticationData ()

Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

WorkLightAuthenticator clone ()
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void init (Map<String, Stri

AuthenticationResult proce
request, HttpServletRespon
1sAccessToProtectedResourc

AuthenticationResult
processAuthenticationFailu
HttpServletResponse respon

AuthenticationResult
processRequestAlreadyAuthe
request, HttpServletRespon

Map<String, Object> getAuthenticationData ()

Boolean changeResponseOnSuccess (HttpServletRequest
request, HttpServletResponse response)

WorkLightAuthenticator clone ()
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MyCustomAuthenticator 7 5 X % server¥java 7 # LA —RIZ{ER L
F9,

Z M4 5 AN WorkLightAuthenticator{ 2 —2J 1 —R&ZFEET 3
EEHERLET,

public class MyCustomAuthenticator implements WorkLightAuthenticator {

BRIEREEET 5-HIZ. authenticationData ¥ 7&#A—t > T«
/7-_9_(:55hu Li—d—o

CDATozH bE, OFAY - EDa—)LIZE>TRES L UNFEH
SNnEY,

private Map<S5tring, Object> authenticationData = null;
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H—N\—BED Y T X BIAIE. HttpServlietRequest) Z{FEHT 5IC
F. == SUEA L T4 TTY—~OEFEFREEBNT 2
ERHYFET

Worklight 7Bz o r&EHV Y Yo L, [TANRTF1—
(Properties)] Z#:&EIRLZET,

[Java EJL F = /38X (Java Build Path)] — IS4 7351 —
(Libraries)] ##ERL. 54 TS1)—miEM (Add Library)] &%
)y LET,

[HY—/\— - 52484 L (Server Runtime)] Z3&EIRL. TR~
(Next)] 2 VvoLZET,

C{EHAD Eclipse IT4 VA F—=ILENTWAHY—/N\— 534 LD
JRARDRTREINFET,

WFRNEEIRL., T (Finish)l 249 vy9 LEY,
[OK] #0Uvw o LET,
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init AV R, A—t o T4 55— —DEREBICHFEUE INFET,

DAYy FIE, N5 A—2—& LT, authenticationConfig.xml 7
FAILDUILEEZETHEESINTWSA TLarnTy TE#2ITRY
F9,

poverride

public void init(Map<String, String> options) throws MissingConfigurationOptionException {
Logger.info("init");

¥

d—tT45—3—D clone A*YVFKIFZ. ATV H k- AN—
DT4—7T -aFE—ZERLET,

poverride

public WorkLightAuthenticator clone() throws CloneNotSupportedException {
MyCustomAuthenticator otherfuthenticator = (MyCustomfAuthenticator) super.clone();
otherAuthenticator.authenticaticnData = new HashMap<String, Object:(authenticaticnData);
return otherduthenticator;
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- processRequest * Vv K&, ERFHRMZINET 51-ODIEZFER
MNHLH-UITHEVPHSENET,

@vernd
publig AuthenticationResult processRequest(HttpServletRequest request, HttpSerwvletResponse response, boolean isAccessToPrutected*
L . T L
if (request.getRequestURI().contains("my_cus auth_request_url™)){
String username = request.getParameter(” e";
String password = request.getParamete
if (null != username && null != pass
authenticaticnData = new HashMap<
authenticationData.put{"username"
authenticationData.put("password”
return AuthenticationResult.creat
T else {
response.setContentType( "applicat
response.setHeader("Cache-Control”
response.getWriter().print({"{\"au swordh " 1" );
return AuthenticaticnResult.creat
¥
¥
if (!isAccessToProtectedResource)
return AuthenticationResult.createfr
response.setContentType("application/jscn
response.setHeader("Cache-Contrel”, "ne-c
response.getWriter().print (" {\"authstatus
return AuthenticationResult.createFrom(Au
¥
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processRequest * Vv K&, BEREHRZINET 5O DIEERFEEK
NHAE-VIZHEVHSENET,

@rverride
public Authentlcatlonﬂesult processRequest{HttpServletRequest request, HttpServletResponse response, boolean isAccessToProtectedR
! fo("MyCustomiut ticat B SE):
if (request.getRequestURI().contains(’ my_custom_auth_request_url"}}{
ST IS e Tale = T e Ues T L TP ar e CEr | TS e TTame T

String password = request.getParameter(“password”);

if (null != username && null != password && username. length{} > B && password.length() > @)
authenticaticnData = new HashHap(Strlng, Object:
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.createFrom(Authentic
T else {
response.setContentType( "application/jscn; chars
response.setHeader("Cache-Contrel”, “no-cache, m
response.getWriter().print{"{\"authStatus\":\"re
return AuthenticationResult.createFrom{Authentic

I E

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.createFrom{Authenticatio

response.setContentType( "application/jscn; charset=UTF-8"
response.setHeader("Cache-Contrel™, "no-cache, must-reva
response.getWriter().print (" {\"authstatus\" :\"required\”
return AuthenticationResult.cregteFrom(Authenticationsta
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- processRequest * Vv K&, ERFHRMZINET 5-ODIEZFER
NHAE-VIZHEVHSENET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpSerwletResponse response, boolean isfccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if i .

il

est_url"))i{

String username = request.getParametEr{"usanamE:};
String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.cregteFrom(AuthenticationStatus.SUCCESS);

T else {
response.setContentType( "application/jscn; charset=UTF-8
response.setHeader("Cache-Contrel®™, "no-cache, must-reva
response.getWriter().print{"{\"authStatus\" :\"required\”
return AuthenticationResult.createFrom(AuthenticationSta

ssword\"}");

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.cregteFrom{AuthenticationStatus.

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel”, "no-cache, must-revalidate™)
response.getWriter().print (" {\"authstatus\" \"required\"}"});
return AuthenticationResult.createFrom(AuthenticationStatus.CLIE
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- processRequest * Vv K&, ERFHRMZINET 5-ODIEZFER
NHAE-VIZHEVHSENET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpSerwletResponse response, boolean isfccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if (request.getRequestURI().contains("my_custom_auth_request_url™)){
String username = request.getParameter("username");
String password = request.getParameter(“password”);

if (null != username && null != password && username.length() > @ && password.length() > @){
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.createFrom(AuthenticationStatus.SUCCESS);

T else {
response.setContentType( "application/jscn; charset
response.setHeader("Cache-Contrel”, “no-cache, mus
response.getWriter().print({"{\"authStatus\":\"requ
return AuthenticationResult.createFrom(Authenticat

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.cregteFrom{Authentications

response.setContentType("application/jscn; charset=UTF-8")
response.setHeader("Cache-Contrel”, "no-cache, must-revali
response.getWriter().print (" {\"authstatus\" :\"required\"}"
return AuthenticationResult.cregteFrom(AuthenticationStatu
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- processRequest * Vv K&, ERFHRZINET 5-ODIEZFER
NHAH-UIZTHEUHEINET,

@rverride
public AuthenticaticnResult processRequest(HttpServletReq
Legger.info{ "MyCustoméuthenticator :: processRequest”

if (request.getRequestURI().contains("my_custom_auth
String username = request.getParameter("username”

String password = request.getParameter("password”

if (null != username 2& null != password &% usern
authenticaticnData = new HashMap<String, Obje
authenticaticnData.put("username”, username);

—subbenticationhate nubltpacsuecd’ paccuwandi
return AuthenticationResult.createFrom(AuthenticationStatus.SUCCESS);

T else {
response.setContentType( "application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel”, "no-cache, must-revalidate™);
response.getiWriter().print("{\"authStatus\":\"required\”, \"errocrMessage\":%\"Please enter username and passwordy"}");
return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT INTERACTION REQUIRED);

e

}

if (!isAccessToProtectedResource)
return AuthenticationResult.createfFrom{AuthenticationStatus.REQUEST _NOT _RECOGNIZED);

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel”™, "no-cache, must-revalidate™);
response.getWriter().print("{\"authStatus\":\"required\"}");

return AuthenticationResult.cregteFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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- processRequest * Vv K&, ERFHRMZINET 5-ODIEZFER
NHAE-VIZHEVHSENET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest r
Legger.info{ "MyCustoméuthenticator :: processRequest™);

if (request.getRequestURI().contains("my_custom_auth_reques
String username = request.getParameter("username");

String password = request.getParameter(“password”);

if (null != username && null != password &% username.le
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.cregteFrom(Authenticati
T else {
response.setContentType( "application/jscn; charset=
response.setHeader("Cache-Contrel”, "no-cache, must
response.getWriter().print{"{\"authStatus\":\"requi
return AuthenticationResult.createFrom{Authenticati

IRk

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.createFrom{AuthenticationStatus.REQUEST NOT RECOGNIZED);

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel™, "no-cache, must-revalidate™);
response.getWriter().print (" {\"authstatus\" \"required\"}"});

return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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- processRequest () * Vv K&, BREHRZINET 5-HDIERME
KBHAEUWITHFEUHESNET,

@rverride
public AuthenticationResult processRequest(HttpServletRequest request, HttpSerwletResponse response, boolean isfccessToProtectedR
Legger.info{ "MyCustoméuthenticator :: processRequest™);
if (request.getRequestURI().contains("my_custom_auth_request_url™)){
String username = request.getParameter("username");
String password = request.getParameter(“password”);

if (null != username && null != password && username.len
authenticaticnData = new HashMap<String, Object:>();
authenticationData.put("username”, username);
authenticationData.put("password”, password);
return AuthenticationResult.cregteFrom(Authentication
T else {
response.setContentType( "application/jscn; charset=UT
response.setHeader("Cache-Contrel”, “no-cache, must-r
response.getWriter().print{"{\"authStatus\":\"require
return AuthenticationResult.createFrom{fAuthentication

)i

h

if (!isAccessToProtectedResource)
return AuthenticaticnResult.cregtefrom{Authenticationstat

response.setContentType("application/jscn; charset=UTF-8");
response.setHeader("Cache-Contrel™, "no-cache, must-revalidate™);
response.getWriter().print (" {\"authstatus\" \"required\"}"});

return AuthenticationResult.createFrom(AuthenticationStatus.CLIENT _INTERACTION REQUIRED);
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IA—t T4 —3—® getAuthenticationbata X Y v Fl&., U
ESIN-ERFERZMBTSE=HDIZ, T4 - ED2—I)LTHERAL
F9,

@override

public Map<String, Object:> getAuthenticationData() {
Logger.info("getAuthenticationData”);
return authenticationData;

¥

DEFH LY 3 BRI END &, TRUEETRTOERA
changeResponseOnSuccess »* Y w k&
processRequestAlreadyAuthenticated AV Y FZHLTHLS

VAR—=rENFET,

ChEDAYY FEEATIE, BROLT—4£DHEL. HELE
BT 5o LNTEET,
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- changeResponseOnSuccess A Yw Rl&, ATV« EVa2—ILICKHEKE
MOBEL T L= RICHEVHESNET,

- CDAVY FEERALT, BREZI A7 2 MIRTHICIGEZERT S LN
TEFRI,

s ZDAVY RIE BRENEESINEGEE true. EESNTUVRWMGE(E
false ZIRTBENBHY T,

- BREIABUILIZCEEVSAT U - T TV =23 VITEMT HITEH. DA

Yy FEERALET,

@override

public boolean changeResponseOnSuccess(HttpServletRequest request, HttpServletResponse response) throws IOException {

Logger.infol "MyCustomiuthenticator :: changeResponselnsSuccess™)s

if (request.getRequestURI().contains("my_custom_auth_request_url"™)){
responsze.setlontentType( "application/jscn; charset=UTF-28");
response.setHeader{"Cache-Control”, “no-cache, must-revalidate");
response.getWriter (). print("{\"auth5tatus\" :\"complete\"}");
return true;

h

return talse;
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« processRequestAlreadyAuthenticated AV w Fl&, FREESNI=FEXRKIZx L
T AuthenticationResult iR L £9,

@override

public AuthenticationResult processRequestAlreadyAuthenticated(HttpServletRequest request
Logger.info("processRequestAlreadyAuthenticated”™);

return AuthenticationResult.REQUEST NOT _RECOGNIZED;

. Dﬁ\’r.‘/ - :E:)J_—)l/b\nm\nIEBﬁ é L/T’iﬁAlvlj:
processAuthenticationFailure * Vv FAEVOHINET, CcOAYY K
[T, T5— - AV E—VFZREDAXICEETAH,

CLIENT INTERACTION REQUIREDRKIZERLFT,

@override

public AuthenticationResult processAuthenticationFailure(HttpServletRequest request, HttpServletResponse response,
String errorMessage) throws IOException, ServletException {

Logger.info("processAuthenticationFailure™);
response.setContentType( "application/json; charset=UTF-8");

response.setHeader ("Cache-Control”, “no-cache, must-revalidate");
response.getWriter().print("{\"authRequiredi":

ttrue, \VerrorMessaged\":\"" + errorMessage + "\"}");
return AuthenticationResult.CLIENT INTERACTION REQUIRED;

© Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



T o8

31

FRRL DL E

authenticationConfig.xml 7 7 4 JL DF&ERX
HRALJavaA—t 2T 45— —DERK
NABLJava BT A2 - ED 21— ILDERK
D934Tk YA FORBEEa Vv R—R2 FOERK
ER DR

© Copyright International Business Machines Corporation 2012, 2014. All rights reserve

d.



HRZALJava AT 1> - EZ2—/LDFERE (1/20)
- AGA2 - EDA—ILAPIIZIZUTODAY Y FRNEENET,

32

—|void init (Map<String, String> options)

— boolean login (Map<String,
authenticationData)

Object>

— UserIdentity createldentity(String loginModule)

—void logout ()
—void abort ()

— WorkLightAuthLoginModule
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- B4 EDa—JLAPIIE, UTFTDELBY T,
—vold init (Map<String, String> options)

~[boolean login (Map<String, Object>
authenticationData)

— UserIdentity createldentity(String loginModule)
—void logout ()
- void abort ()

— WorkLightAuthLoginModule
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- B4 EDa—JLAPIIE, UTDEEYTY,
—vold init (Map<String, String> options)

— boolean login (Map<String, Object>
authenticationData)

~[UserIdentity createldentity (String loginModule)

—void logout ()
—void abort ()

— WorkLightAuthLoginModule
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- B4 EDa—JLAPIIE, UTDEEYTY,
—vold init (Map<String, String> options)

— boolean login (Map<String, Object>
authenticationData)

— UserIdentity createldentity(String loginModule)

—|void logout ()

—|void abort ()

— WorkLightAuthLoginModule

35 © Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



HREALJava AT 1> - S 2 —/LDFERE (5/20)

- B4 EDa—JLAPIIE, UTDEEYTY,
—void init (Map<String, Str

— boolean login (Map<String,
authenticationData)

— Userldentity createldenti

—void logout ()

- void abort ()

—|WorkLightLoginModule clone ()
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MyCustomLoginModule ¥ 5 X % server¥java 7 +# JLA —RIZ{ERLL
F9,

— MDY T AH WorkLightAuthLoginModule f 2 —7 1 —RXR%#E%E
TAHETHRLET,

public class MyCustomLoginModule implements WorkLightAuthLoginModule {

1—HF—ERERERFT H7-HIZ. USERNAME & PASSWORD & LVD
2O0DTFAR—F ISR AUN—ZEBMLEYS,

private String USERNAME;
private String PASSWORD;
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init AV KRIE, Q94> - EFSa—I)L -4V RE D ADVERE M
CHSNFET, COAVY FE, NSA-F—-ELT,
authenticationConfig.xml 2 7/ J)LDODBOJ A > - EL1—I)LEETIE
EENTWEATLarvDIyTERITRYET,

Eﬁgiiéiizid init(Map<S5tring, String> options) throws MissingConfigurationOptionException {

Logger.info("init");

¥

A9A4Y-FVa—)LMD clone A*YYKIE. AT k- AN—
NDT«4—7 - aF—ZERLET,
poverride

public MyCustomLoginModule clone() throws CloneNotSupportedException {
return (MyCustomLoginModule) super.clone();

b
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39

USERMAME = (5tring) authenticationData.get("username”);
PASSWORD = (5tring) authenticationData.get("password"”);

if (USERNAME.equals("wluser™) && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException("Invalid credentials™);

= login A Yy K&, A—t T4 45 —%—H SUCCESS IRKRZFIRT &
HFUHINET,

@override

public boolegn login(Map<S5tring, Object> authenticaticnData) |{
Logger.inTo UsStomLoginModule :: Login )
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= login A Yy K&, A—t T4 45 —%—H SUCCESS IRKRZFIRT &
HFUHINET,

@override
public boolean login(Map<5tring, Object> authenticaticnData) {
r L3 E :'III! E ! I L I! | ] - ] :i_n.“'r!l :
USERMAME = (String) authenticationData.get( "username”);
PASSWORD = (String) authenticaticonData.get("password");

if (USERNAME.equals("wluser") && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException("Invalid credentials™);
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= login A Yy K&, A—t T4 45 —%—H SUCCESS IRKRZFIRT &
HFUHINET,

@override

public boolean login(Map<5tring, Object> authenticaticnData) {
Logger.info( "MyCustomLoginModule :: login");
USERNAME (String) authenticationData.get("username”);
PASSWORD = (String) authenticaticonData.get("password");

if (USERNAME.equals("wluser") && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException({"Invalid
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= login A Yy K&, A—t T4 45 —%—H SUCCESS IRKRZFIRT &
HFUHINET,

@override

public boolean login(Map<String, Object: authenticaticnData) {
Logger.info( "MyCustomLoginModule :: login®);
USERMAME = (String) authenticationData.get("username");
PASSWORD = (5tring) authenticationData.get("password”);

if (USERNAME.equals("wluser™) && PASSWORD.equals("12345"))
return true;

else
throw new RuntimeException(”Invalid credentials");
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« createIdentity * VYW Fl&, login AV Y Fh true ZiRL =& E
'»IJ?UII:EI émij—o h@1§ﬁﬁ E E,‘:”j:s EIlII.\EIEIﬁJ"O)J- .|j$_ ID Tj o 7
FEERTHZETY,

@0verride
public UserIdentity createldentity(String loginModule) {
Llogger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticaticnDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD)}
return identity;
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= createIdentity AV w FI&, login AV Y Fh true ZiRL =& ZE
[CHEUHEEINFET, COERBMIEK, BEEFADI—HF—IDAX TV
I b EERTHZETY,

@verride
public UserIdentity createldentity(String loginModule) {
Llogger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticationDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

44 © Copyright International Business Machines Corporation 2012, 2014. All rights reserved.



HREZLJava O 1> « ESa—/LDIEME (14/20)

45

= createIdentity AV w FI&, login AV Y Fh true ZiRL =& ZE
[CHEUHEEINFET, COERBMIEK, BEEFADI—HF—IDAX TV
I b EERTHZETY,

@0verride
public UserIdentity createldentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticationDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;

2 —H'— DOFREXS

SLtidOr( >
I =y | V4
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= createIdentity AV w FI&, login AV Y Fh true ZiIRL =& ZF
[ZEVHENFET, COFEABNIE. BEFAOI—HF—IDATPH
FEERRT HZETY,

@0verride
public UserIdentity createldentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

EEO1—4%—

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticationDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, , null, customAttributes, PASSWORD);

return identity;
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= createIdentity AV w FI&, login AV Y Fh true ZiRL =& ZF
ISHUHENET . COFEREMIX. BEEFADI—F—IDFTTxH
FEERTHZETY,

@0verride
public UserIdentity createldentity(String loginModule) {
Llogger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>()
customAttributes.put(“AuthenticaticonDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, , null, customAttributes, PASSWORD);

return identity;
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- createldentity XV w K&, login AV FA true Z:RLT-EE
ISV EShFETS ., COFERABMIE., BEEFADI—HF—IDA T
FEERKT HZETY,

@0verride
public UserIdentity createldentity(String loginModule) {
Logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>()
customAttributes.put("AuthenticationDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD)
return identity;
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= createIdentity AV w FI&, login AV Y Fh true ZiRL =& ZF

~

ISHUHENET . COFERBEMIX. BEEFADI—F—IDFTTxH
FEERT A ETT,

@0verride
public UserIdentity createldentity(String loginModule) {
Llogger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticaticonDate"”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;
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« createIdentity * VYW Fl&, login AV Y Fh true ZIRL & ZE
[ZEVHENFET, COFEABNIE. BEFAOI—HF—IDATPTH
FE1ERRT H_ETY,

@0verride
public UserIdentity createldentity(String loginModule) {
logger.info("MyCustomLoginModule :: createldentity”);

HashMap<String, Object> customAttributes = new HashMap<String, Object>();
customAttributes.put(“AuthenticaticnDate”, new Date());

UserIdentity identity = new UserIdentity(loginModule, USERNAME, null, null, customAttributes, PASSWORD);
return identity;
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logout *Yw K& abort AYw KX, A—H—NO05 7O FLIzEZE
FIEFRRE D O—ZEERT LRI, VSR - AUN—F9)—2T vy
TI5=HIZFERLET,

poverride

public void logout() {
Legger.info{"MyCustomLoginModule :: logout™);
USERNAME = null;
PASSWORD = null;

¥

poverride

public woid abort() {
Legger.info("MyCustomLoginModule :: abort™);
USERNAME = null;
PASSWORD = null;

¥
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F2MA T4 7ANdroid 77— a3 UFERRL. XEDHRBADESY
[Z Worklight 1 7« 7 APl ZEBMLET,

79 T4 ET 44— LoginCustomLoginModule #BEBMLET ., ch
IOJ4 Y - J4A—LFZREBLTRRLET,

CDF YT EF—F AndroidManifest.xml Z 71 IIZE LT BEML TS S0,

ChallengeHandler MY J95ARELT MyChallengeHandler

D RAERLET,
MyChallengeHandler [Z[Z 2 D@D main AV FZEHLIHENH Y
F9,

1isCustomResponse

handleChallenge

2. Y2 TILTIE, T4#—LDoZITR-T—2 0B L TE

1.
2 .
b i

RY H1=HIZ, submitLogin A Y w FABEMENTILVET,
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isCustomResponse »* Y vk

public boolean isCustomResponse(WLResponse response) {
if (response == null || response.getResponselSON() == null) {
return false;

}
if(response.toString().index0f("authStatus") > -1){

return true;

}

else{
return false;

}

— ZMAYvw FlX. Worklight Server W5 DT ARATDHRXZ LG
BEFIvI LT, TORENFELEFYLUONE SIS
REELF T,
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handleChallenge *¥Y v F

public void handleChallenge(WLResponse response){

try {
if(response.getResponselSON().getString("authStatus") == "complete"){
submitSuccess(response);
}
else{

cachedResponse = response;

Intent login = new Intent(parentActivity,
LoginCustomLoginModule.class);

parentActivity.startActivityForResult(login, 1);

}

} catch (JSONException e){
e.printStackTrace();

}

— DA

AN N & isCustomResponse * Vv KAY true ’ELT&
H?U\ﬁ SNFEI,
Lz#RRLT

ZCTlk,. 2OAYy FEEFERALTOTM Y
NET.
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submitLogin A YW k

public void submitLogin(int resultCode, String userName, String password, boolean back){

if (resultCode != Activity.RESULT OK || back) {
submitFailure(cachedResponse);

} else {
HashMap<String, String> params = new HashMap<String, String>();
params.put("username”, userName);
params.put("password”, password);
submitLoginForm("/my_custom_auth_request_url", params, null, @, "post");

— A—Y—NNZDT7HI a3 EFRIELEEES. submitFailure

Ay FRBUGRENET, TALUADBAE,. DT> - Tx
— LS RE L= E#EHIE. submitLoginForm A YW FZ M

VHLTHREL A= T 47— 3 —IZEEESNFT,
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57

A TOT4ET4— 25 XTIE., Worklight Server [Z$&#5k
L. challengeHandler #& &k L CTRESNF-T7HF T2 — " TAL—
Ux—FHUHLET,

final WLClient client = WLClient.createInstance (this);
client.connect (new MyConnectionListener());

challengeHandler = new AndroidChallengeHandler (this, realm);
client.registerChallengeHandler (challengeHandler) ;

invokeBtn = (Button) findViewById(R.id.invoke);
invokeBtn.setOnClickListener (new View.OnClickListener () {
@QOverride
public void onClick (View v) {
WLProcedureInvocationData invocationData = new
WLProcedurelInvocationData ("DummyAdapter", "getSecretData");

WLRequestOptions options = new WLRequestOptions () ;
options.setTimeout (30000) ;
client.invokeProcedure (invocationData, new MyResponselistener (), options);

JOo—Y v —MOIEUH L T Worklight Server # 1) A—LTF ¥

~ O

LoPFFEEL. FOHER. D XA L challengeHandler 77
DI MR A—ZNFET,
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- CDhL—Z2T - EDaA—ILDOY 2 TILIE, IBM Worklight Foundation &
Web 51 b ( ) D TAM] R—=2IZHYFET,

- A—H—ERIFHRE LT, wluser £ 12345 FAHNLTLIEELN,

i0S Simulator - iPhone Retina (3.5-inch) / i0S... i0S Simulator - iPhone Retina (3.5-inch) / i0S...
Carrier + 1:42 PM 0 Carrier = 1:43 PM 1]
Custom Login Module £ Back
Call protected adapter procedure wluser
Logout 12345 Adapter Response
/*-secure-
Login {"isSuccessful:true,"secretData":"12

3458","WL-Authentication-Success”:
{"CustomAuthenticatorRealm®:
{*userld":"wluser",“attributes":

{"AuthenticationDate":"Thu Jun 19
13:43:23 EEST
20147}, "isUserAuthenticated":
1,"displayName®:null}}}*/

OK
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