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authenticationConfig.xml Z771/LD#E % (1/10)

FREEL JL L% authenticationConfig.xml 274JLD <realms> €93
“IZEML. LDAPRealm ELVSRRIZSTITET,

<realms>
<realm loginModule="LDAPLoginModule" name="LDAPRealm">
<className>com.worklight.core.auth.ext.FormBasedAuthenticator</className>
<onLoginUrl>/console</onLoginUrl>
</realm>
</realms>

FormBasedAuthenticator  <className> TULAVRATHEALET,
:h(‘é:o’C,lZ\%fci UsernamePasswordAuthenticator 124 —2J71—X
MEEINLENLTY,

ZDOLILTIEAOT A2 EFDa2—I)LELT LDAPLoginModule Z{ERALE
I, CNITETEELET,
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authenticationConfig.xml Z771/LD#E A (2/10)

= O A2 -FDa1—)l% <loginModules> 93 avIZEML., Tz
LDAPLoginModule EWLNS & RIZEHTET,

<loginModule name="/DAPI ogintiodule”

<className>com.worklight.core.auth.ext.LdapLoginModule</className>

<{parameter
<{parameter
{parameter
{parameter
<{parameter
{parameter
{parameter
</loginModule>

name="LldapProviderUrl” value="ldap://16.0.1.2"/>

name="ldapTimeoutMs" value="2660"/>

name="ldapSecurityAuthentication” value="simple"/>

name="validationType" value="searchPattern”/>

name="ldapSecurityPrincipalPattern” value="{username }@myserver.com”/>
name="ldapSearchFilterPattern” value="(&amp; (objectClass=user)(sAMAccountName={username })(memberof:
name="ldapSearchBase"” value="dc=myserver,dc=com"/>

= com.worklight.core.auth.ext.LdapLoginModule & <className>
ILAVMATHERLED,
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authenticationConfig.xml Z771/LD#E % (3/10)

= OgA-
LDAPLO

Fa— )% <loginModules> o1 avIZEML., FhiZ
ginModule EWLVARIZTITET S

{parameter

<loginModule name="LDAPLoginModule™>

1assName>
name="ldapProviderUrl” value="ldap://16.0.1.2"/>

>

{parameter
{parameter
{parameter
<{parameter
{parameter
{parameter
</loginModule>

name="LdapTimeoutis” value="2080" />

name="LdapSecurityAuthentication” value="simple"/>
name="validationType" value="searchPattern”/>
name="ldapSecurityPrincipalPattern” value="{username }@myserver.com”/>
name="ldapSearchFilterPattern” value="(&amp; (objectClass=user)(sAMAccountName={username })(memberof:
name="ldapSearchBase" value="dc=myserver,dc=com"/>

= ldapProviderUrl [XAZE/NSA—F—T9 , 2 ld LDAP H—/\—D
URLZEZELFT
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= O A2 -FDa1—)l% <loginModules> 93 avIZEML., Tz

LDAPLoginModule EWLWVS & RTZEFTITET,

<loginModule name="LDAPLogintlodule™>
<className>com.worklight.core.auth.ext.LdapLoginModule</className>
<parameter name="ldapProviderUrl"” value="ldap://16.0.1.2"/>
|<parameter name="ldapTimeoutMs” value="2808"/>
<parameter name="ldapSecurityAuthentication” value="simple"/>
<parameter name="validationType" value="searchPattern”/>
<parameter name="ldapSecurityPrincipalPattern” value="{username }@myserver.com"/>

<parameter name="ldapSearchBase" value="dc=myserver,dc=com"/>
</loginModule>

<parameter name="ldapSearchFilterPattern” value="(&amp; (objectClass=user)(sAMAccountName={username})(memberof;

= ldapTimeoutMs [EAZBE/INTA—R—TYT , CD/\TA—F—[L LDAP

Y—N—DEBERDIALT I, RVREMNT) ERLET,
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10

= O A -FDa1—)l% <loginModules> 93 avIZEML., FhIZ
LDAPLoginModule EWLWVS & RTZEFTITET,

{parameter

{nacameter

<loginModule name="LDAPLogintlodule™>
<className>com.worklight.core.auth.ext.LdapLoginModule</className>

name="LldapProviderUrl” value="ldap://16.6.1.2"/>

name="lLdapTimeoutMs” value="2000"/

{parameter

name="LldapSecurityAuthentication” value="simple"/>

{parameter
<{parameter
{parameter
{parameter

</loginModule>

name="validationType" value="searchPattern”/>

name="ldapSecurityPrincipalPattern” value="{username }@myserver.com"/>
name="ldapSearchFilterPattern” value="(&amp; (objectClass=user)(sAMAccountName={username })(memberof:
name="ldapSearchBase” value="dc=myserver,dc=com”/>

= IdapSecurityAuthentication [FIAE/INFGA—F—TT , CD/INTA—HR—
(X, LDAP H—/N\—HEKRFTELBIEDIITEEEZLET . BEDEIE
simple TI M, BHEIZIGLT, &YEUILG{EZ LDAP EEEICELED
B TLFEELY,
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authenticationConfig.xml Z771/LD#E % (6/10)

1

= O A2 -FDa1—)l% <loginModules> 93 avIZEML., Tz
LDAPLoginModule EWLWVS & RTZEFTITET,

{parameter

{parameter

name="
name="

<loginModule name="LDAPLogintlodule™>
<className>com.worklight.core.auth.ext.LdapLoginModule</className>

LdapProviderUrl™ value="ldap://
LdapTimeoutMs" value="2000"/>

10.0.1.2"/>

ue="simple"/>

{parameter

</loginModule>

name="

<parameter name="ldapSecuritvAuthentication” val
<parameter name="validationType" value="searchPattern”/>
<parameter name="ldapSecurityPrincipalPattern” v
<parameter name="ldapSearchFilterPattern” value=

LdapSearchBase"” value="dc=myser

alue="{username }@myserver.com”/>
“(&amp; (objectClass=user ) (sAMAccountName={username} ) (memberof;
ver,dc=com"/ >

= validationType [JIAZBE/INTA—F—TT , CD/\TA—F3—[L, EITSh
BIREED P11 THEEELET , LdapLoginModule (&, exists.
searchPattern. & custom &LVS 3 DDEFATDREEEE Y R—KL

TWEY,
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12

validationType /\SA—2—[F  LTFTDEOWT I 1 DEZRITRYET,

exists: AT A FEDa—)LIX, BIESIN-BEHRIEHREZERLT LDAP /N>
TAV T BT ACEERTLET NV TAV TN ERICHEII SN - S
T. ERBEHROBEEIIRILI-EREGINET,

searchPattern: A A2+ EY 1 —)LIL., FTxFIZ exists BIEDETEEHITL
F9, CORALPBUILIZET. AT M- EDa1—)LIE,
ldapSearchFilterPattern /A5 A—42—E XU IdapSearchBase /A5 A—42—
[CHE-T. RREE% LDAP —/N\—- O T F AMIRLTHERITLET . 8K
BETI1 DO2UEDEENREINT-6, ERIBEMDIRIEIIHNERGTINET,

custom: COMEIEX, AR LREIA D YO ZEARIRRICT ST-OIZFERALET,
OJ A2 -EDa—)UIE, exists RIEDEITEHITLETS . CORIEARIILT-
BT. A4 a—I)LIE, public boolean

doCustomValidation (LdapContext ldapCtx, String
username) AYYREEVUHLET , COAYYRIE, ARZL Java™ 95X %
Worklight 7B xRN THERL.
com.worklight.core.auth.ext.UserNamePasswordLoginModule
DSREIRT DETH—/IN—FMRTEFT,

AR L LDAP #&REE2 A 712DV TEELLIE, IBM® Worklight® Foundation @
A—H—XETSRL TS,
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authenticationConfig.xml Z771/LD#E % (8/10)

= O A2 -FDa1—)l% <loginModules> 93 avIZEML., Tz
LDAPLoginModule EWLWVS & RTZEFTITET,

<loginModule name="LDAPLogintlodule™>
<className>com.worklight.core.auth.ext.LdapLoginModule</className>

<parameter name="ldapProviderUrl"” value="ldap://16.0.1.2"/>

<parameter name="ldapTimeoutMs" value="2000"/>

<parameter name="ldapSecurityAuthentication” value="simple"/>

<parameter name="validationType" value="searchPattern”/>

<parameter name="ldapSecurityPrincipalPattern” value="{username }@myserver.com”/>
{parameter name="LdapSearchFilterPattern” value="(&amp; (objectClass=user )(sAMAccountName={username})(memberof;
<parameter name="ldapSearchBase"” value="dc=myserver,dc=com”/>

</loginModule>

= ldapSecurityPrincipalPattern [JhZE/NSA—F—TT , CD/I\NTA—Z—
(X, LDAP Fxa!)F4—-TF1)> /3N )L% LDAP H—/N\—ITEETHED
INFI—2FTFELFET, {username} TL—RARILE—%{FERTHE A—
T4 — o2 TR A——REF/B/ATEET,
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14

= O A2 -FDa1—)l% <loginModules> 93 avIZEML., Tz
LDAPLoginModule EWLWVS & RTZEFTITET,

(memberof:

<loginModule name="LDAPLogintlodule™>
<className>com.worklight.core.auth.ext.LdapLoginModule</className>
<parameter name="ldapProviderUrl" value="ldap://10.0.1.2"/>
<parameter name="ldapTimeoutts” value="2000"/>
<parameter name="ldapSecurityAuthentication” value="simple"/>
<parameter name="validationType" value="searchPattern”/>
<parameter name="ldapSecurityPrincipalPattern” value="{username }@myserver.com"/>
<parameter name="ldapSearchFilterPattern” value="(&amp; (objectClass=user)(sAMAccountName={username})
<parameter name="ldapSearchBase” value="dc=myserver,dc=com”/>
</loginModule>

= |dapSearchFilterPattern & IdapSearchBase (&7 73> /35 A—4—
TY ., CNBLD/INTA—F—I[L, searchPattern I REEFA( T IO AHEHIN

35-;—0
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15

Y& a!)F74— T AF% authenticationConfig.xml Z71JLD
<securityTests> oI avIZEBMLET,

DX )TA— TRAMI. THTE2—- TR —Ov—%RETLH=0DIC
FRLET, LI=A'>T. <customSecurityTest> TLAVIEFERALT
<f=aLy,

<cu5£om5ecurityTest name="LDAPSecurityTest">
<test isInternalUserID="true" realm="LDAPRealm"/>
</customSecurityTest>

CDEFA)TA4— TARRIE UBEDODASAFTHEATLHADOT. RATHL
TLI=aly,
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Worklight 77— a3 & ERLET,
ZDOTF7T)5—2aVE UTD 2 20 <div> TLAVRTCHEREINET,

<div id="AppBody"> ILAVKIE, 7TUr—ia3-a0TYD
KRICERESNFT,

<div id="AuthBody"> TL AN, B TJA—LIZFERALET,

|:|L.|:| b\g*é‘hét 77 U/T /3./'3: AppBody ID%/I‘%;E%T' L
T AuthBody TUAVKERTRLET,

it nEh\ETj_%)t 77 \) 57— /3/@:%?&3'5%1_\%1%‘ Lij_
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OSA T YA R DEEFFT R —F 2 FDFERE (2/14)

& #)IZ AppBody #ERLLET,
CHNIZITREARBELEBMNEENTLET,

<div id="AppDiv">
<div class="header">
<h1>LDAPApp</hl>
</div>
<div class="wrapper">
<input type="button" value="Call protected adapter proc" onclick="getSecretData()" />
<input type="button" value="Logout"
onclick="WL.Client.logout('LDAPRealm', {onSuccess: WL.Client.reloadApp})" />
</div>
<div id="resultDiv"></div>
</div>

R 1L, getSecretData 7AL—Uv—DREUHLERT 7O MIERA
LET,
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OSA T YA R DEEFFT R —F D FERE (3/14)

AuthBody TLUAVKZIEZ, UTDYITILAVINEENET,

<div id="AuthDiv" style="display:none">
<div id="loginForm">

Username:<br/>
<input type="text" id="usernameInputField" value=""/><br />
Password:<br/>
<input type="password" id="passwordInputField" value=""/><br/>
<input type="button" id="loginButton" value="Login" />
<input type="button" id="cancelButton" value="Cancel" />

</div>
</div>
[1—H—4% (Username)J A 1T4—ILRET/RRT—F (Password) |
ANBT4—ILF

(B9 4> (Login)J/h R &M F v t)L (Cancel) TR 22

AuthBody M AAAJ)LIL., display:none CEFEEINTULVET , ik,
H—/N\—IZ K> TN BREINDANIR RSN TIELELLELMNETT,
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OSA T YA R DEEFFT N —F 2 FDFERE (4114)

s BRBIZ.FrLoT N\URS—FERLET,
= LITD API ZERALTIDNRT—FERL. N\ FTo—DREEZEZELE T,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name"};

myChallengeHandler.isCustomResponse = function (response)q{
return false;
I

myChallengeHandler.handleChallenge = function (response)q
I

WL.Client.createChallengeHandler Ak
ZFERALTFNYLUD - N\VRS— AT HME

ERLET , LILLABZE/NTGA—E—ELTHERE
LEI,
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OSA T YA R DEEFFT R —F D FERE (5/14)

s BIBIZ.FYLIUT - N\URS—EERLET,
= LITD APl ZERALTIDNRT—FERL. N\ Fo—DHEEZEELFE T,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name"};

myChallengeHandler.isCustomResponse = function (response)q
return false;
I

myChallengeHandler.handleChallenge = function (response)q
¥

Fy LT /\URS—® isCustomResponse BE#k (&

H—N\—D B REEZTRA-VIZFUHINE
T CHORE#MIE. COF YLD - NVRS—IZHET

BT —ANREICEFENTLENEINEZRE T 1=
OIZFERALET . RYIEIX true =1 false THIT
NIXLGYEE A,
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= BRIZ.FrLoT - N\URS—HFERLET,
= LITD APl ZERALTZDNRT—FERL. N R o—DREREZEEELE T,

var myChallengeHandler = WL.Client.createChallengeHandler("realm-name"};

myChallengeHandler.isCustomResponse = function (response)q
return false;
I

myChallengeHandler.handleChallenge = function (response)q
¥

isCustomResponse AVykh true RLT1-15E.
JL—L7J—2I1d handleChallenge BAEZFFEUNHL

9. COB#MIE. REBELGTIAY BIRIX. 7T
—a BEEOIERTR. OTAVBEERDRTREE)
EETITA=HOIZFERLET,
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FL - N\URS—ICE FAREENRELZFNIEGESGNAYYRIZINA.,
FEREBENDEICICCTHERATESHELESENTHET,
submitLoginForm B#IE. INEL-ERIBEHRZIFED URL [TE(E
LET, FAREL. BERNFGA—F— AYF— BLUPI—IL/\vD%EEE
EFHEHTEET,
submitSuccess F?g &‘j:s At nIE7 Dth\IEI%' TLT::&;E

Worklight 7L—L7J—212@*MLET . Worklight IL— LT —DE %
DET, RBELEM) H—L=tDEREBERIIZHKITLET .

submitFailure B#IE., BT OERAN KRR H--2E%
Worklight 7L—L7J—212@*MLET , Worklight IL— LT —DE %
DET, BALEMNAH—LI=TDEREZHELE T,

* 3 ChEDEEBIIHIET ST TI O AWNT SLESBHYET
BIZIL, RDLSICEFLFET

myChallengeHandler.submitSuccess ()

E;L;_)_O)Eﬁyﬂli LD ASARTF YL - N\URS—FEHES A {FE
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OSAFf YA R DEEFFTR—F > FDFERE (8/14)

s FRLD NS —EERLET,

var LDAPRealmChallengeHandler = WL.Client.createChallengeHandler("LDAPRealm");

LDAPRealmChallengeHandler.isCustomResponse
if (!response ||
return false;

}

if (idx >= 0){
return true;

}

return false;

s

= fu
Iresponse.responseText) {

var idx = response.responseText.indexOf("j_security_check");

nction(response) {

Worklight Server M5iRESh 3T J

- LDAPRealmChallengeHandler.handleChallenge
$("#AppDiv').hide();
$C"#AuthDiv').show();
$("#passwordInputField').val('");

};

AILbDOOT A T —LIZ(E
j security check ARG M

EFENTVET, FrLoP-/\UR
S—MZDAN) T EIENTE

24

H9 3&. true Z8LET,
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OSAFf YA R DEEFFTR—F D FERE (9/14)

= FrLoT NS —EERLET,

var LDAPRealmChallengeHandler = WL.Client.createChallengeHandler("LDAPRealm");

H—N\—HOT A - Tr—LEEE
Li= (DFYH—/\—DFREIFERL

- LDAPRealmChallengeHandler.isCustomResponse

=f
if (lresponse || !response.responseText) {
return false;

} TWB) CExIFATUNTT ) r—
AVHRET HE. EDITAT UL

var idx = response.responseText.indexOf("j

if Cidx >= 0){ T INr—2aVEZDET

} return true; AppBody ZJEZRRIZL . AuthBody

return false; Z3k~L. passwordinputField &
}; D)—=2TFvILET,

~|LDAPRealmChallengeHandler.handleChallenge = function(response){
$C"#AppDiv').hide();
$C"#AuthDiv').show();
$("#passwordInputField').val('");

}s
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OSA T2, A RDEEFFI AR —FE D FERE (10/14)

s FRLD NS —EERLET,

$('#loginButton').bind('click', function
var reqURL = '/j_security_check"';
var options = {};
options.parameters

{

b

options.headers = {};

1),

j_username : $('#usernameInputField').val(),
j_password : $('#passwordInputField').val()

LDAPRealmChallengeHandler.submitLoginForm(reqURL, options,
LDAPRealmChallengeHandler.submitLoginFormCallback);

O 1

$("#cancelButton').bind('click', function
$C"#AppDiv').show();
$("#AuthDiv').hide(Q);
LDAPRealmChallengeHandler.submitFailu
1)

ras’ 4> (login)IR22 %5 v59
AHE HTML AAT74—ILEDGS—
H—Z LR —REIELTY —

N—ITEET AN NIH—h

26

3
CCTCERAYA—FEREL. O—IL
INYIEIETET DEMNARETT,
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s FRLD NS —EERLET,

$("#loginButton').bind('click', function O {
var reqURL = '/j_security_check"';

var options = {};
options.parameters = {
j_username : $('#usernameInput¥ield').val(),

j_password : $('#passwordInputField').val()
}s
options.headers = {};
LDAPRealmChallengeHandler.submitLoginForm(reqURL, options,
LDAPRealmChallengeHandler.submitLoginFormCallback);

1),

$C"#AppDiv').show();

B;

— — 7 —

$("#cancelButton').bind('click', function ( 77J__A/\_Z0)7_|—__t,_~/7—-,{/7-_
$C'#AuthDiv').hide(); A—IE, N—Fa—Ta1 T SnT-
LDAPRealmChallengeHandler.submitFailure j Security check URL :*/ﬂ—f

— A2 b FERLES . cOaAVR—

RUNDAVRAIVREERERT

HIEFTEFEE A
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s FRLD NS —EERLET,

j_password : $('#passwordInput .
b [SBERSNFET
options.headers = {};
LDAPRealmChallengeHandler.submitLogin

LDAPRealmChallengeHandler . submi

B;

$("#cancelButton').bind('click', function () {
$C"#AppDiv').show();
$("#AuthDiv').hide(Q);
LDAPRealmChallengeHandler.submitFailure();
1)

— — 7 —

$('#loginButton').bind('click', function ( r#-\:f/-t)}[, (CanceI)Jrl'l‘Sl‘/%b')\y

="'/j i heck"'; S — =~
PR Rl 75 authBody ARy
options.parameters = { - appBody biﬁﬁ?éhs Eﬂ%ﬁb§9&5&

j_username : $('#usernameInput L/T::&iﬁ Worklight 7I/—A'7—7
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s FRLD NS —EERLET,

— — 7 —

LDAPRealmChallengeHandler.submitLoginFormCallback = function(response) {

if (islLoginFormResponse){
LDAPRealmChallengeHandler.handleChallenge(response);

var isLoginFormResponse = LDAPRealmChallengeHandler.isCustomResponse(response);

5 else {

29

b

$C"#AppDiv').show();
$C"#AuthDiv').hide(Q);
LDAPRealmChallengeHandler.submitSuccess();

O— )L/ \YIBEIE. EFENTLVS
Y—/IN—-FyYL DN EEZHRY

BRELET ., FrLoidmtsh
=% & 1. handleChallenge B

BONBUHFUVHEINFET,
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OSA T2, A RDEEFFI AR —FE D ERE (14/14)

30

s FRLD NS —EERLET,

b

- LDAPRealmChallengeHandler.submitLoginFormCallback = function(response) {

var isLoginFormResponse = LDAPRealmChallengeHandler.isCustomResponse(response);
if (islLoginFormResponse){

LDAPRealmChallengeHandler.handleChallenge(response);
} else {

$("#AppDiv').show();

$C"#AuthDiv').hide();

LDAPRealmChallengeHandler.submitSuccess():

H— i‘—r"'xlﬂl‘?'-—‘vb‘/’)fﬁﬁﬁ
TLT—_&’EMIEEL,iTo D5
"\( [X. AppBody hAFTRRINT.

AuthBody MIERRIZIEY, FREEIC
BRI L =2 &hY Worklight 7L—L7

—JI@MENFET,
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7o

LdapLoginModule Mk

authenticationConfig.xml 274 JL D& AL

DIAT b ARDOFRIEAR—

%:I: % G) EE Aty

DR
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ZDL—=25-F
XE Web YAk (

HYFET,

Va—

ILDY T ILIE. IBM Worklight Foundation
) DITAFRIR—D(C

LDAP Login Module

Call protected adapter proc

Logout

LDAP Login Module

Cancel

LDAP Login Module

Call protected adapter proc

Logout

32

Wed May 07 2014 13:01:32
GMT+0300 (Jerusalem Daylight Time)

Secret data - 1234

Response =
{"status":200,"invocationContext":null,"invor
{"responselD":"1" "isSuccessful"true,"secr
Authentication-Success":

{"LDAPRealm":

{"userld":"gooduser" "attributes":
{},"isUserAuthenticated":1,"displayName":'
{"userld":"null","attributes":
{},"isUserAuthenticated":1,"displayName"'
{"userld":"null" "attributes":
{},"isUserAuthenticated":1,"displayName"'
{"userld":"fiBmptub65pkft2ggb4gn6g9ne” "
{}."isUserAuthenticated":1,"displayName"'
{"userld":"previewDummyld" "attributes":
{"mobileClientData":"com.worklight.core.al _
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