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WAR} /WEB-INF/classes/conf @AM EDIF, “For websphere” Ll 53X 2 k
DTFDOLILETAAV LT, UTFOTHFIX DK S IREIZLET

<!-- For ——>

<realm name="WASLTPARealm" loginModule="WASLTPAModule'">

<className>com.worklight.core.auth.ext.WebSphereFormBasedAuth
enticator</className>

<parameter name="login-page" value="/login.html"/>
<parameter name="error-page" value="/loginError.html"/>
</realm>

A7 32& LT, cookie-domain, cookie-name. H& U httponly-
cookie &L") €5 — B3 —Z2HBHENTEFT, FLLIFE, HREMT
LTPAX —t o T 47— —ICET I L a VESHLTIES,
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<!—-— For -——>

<loginModule name="WASLTPAModule'>

<className>com.worklight.core.auth.ext.WebSpherelLoginModule</className>

</loginModule>

e X ZATAY - FEDaA—INWNEERIZZ aAA FENRTWAREELHY EFT,
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Web IRIER 1T DRFEZIT 55 &1L, webSecurityTest /ML E T,
ENAIWIRER ITORFEZIT 55 &1L, mobileSecurityTest ZEMLE T,

<securitvyTests>

<webSecurityTest name=“wasWebSecurity'™>
<testUser realm="WASLTPARealm"/>

</webSecurityTest>

<mobileSecurityTest name="WAS-securityTest'">
<testAppAuthenticity/>
<testDeviceld provisioningType="none" />
<testUser realm="WASLTPARealm"
</mobileSecurityTest>

</securityTests>
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({WAS HOME}/profiles/{your profile}/installedApps/{your
node}/{worklight EAR}/{worklight WAR}) [CRTFELZET,

CORNBZELUTDOIITEHELFET

<html>
<head></head>
<body>
<form action="j security check" method="post">
Username: <input type="text" name="j username" size="20"><br>
Password: <input type="password" name="j password" size="20"><br>
<input type="submit" wvalue="Login">
</form>
</body>
</html>
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({WAS HOME}/profiles/{your profile}/installedApps/{your
node}/{worklight EAR}/{worklight WAR})IZEZEZFT,
loginError.html K=Y, AT AV D ERBEFIZERINET,

COABRZUTDOLIIEELFET,
<html>
<head></head>
<body>
Login 1nvalid.
</body>

</html>
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RDINAD web.xml F7AILERDIT
F9,

{WAS HOME}/profiles/{your
profile}/installedApps/{your
node}/{worklight
EAR}/{worklight WAR}/WEB-
INF/web.xml

I—k- 25 OHRIZ, ZOa—K-H2T)IL
[ZRL=2T%EMLEYT, xLEEL
HixlE. oI EaAE—- TR -R—
AbTBIETT,

INBEDAT(E. WAR 774 L TEARFS
NTLSHER%E WebSphere
Application Server IZELET,

<security-constraint id="SecurityConstraint 1'">

<web-resource-collection id="WebResourceCollection 1'">
<web-resource-name>Snoop Servlet</web-resource-name>
<description>Protection area for Snoop Servlet.</description>
<url-pattern>/*</url-pattern>
<http-method>GET</http-method>
<http-method>POST</http-method>

</web-resource-collection>

<auth-constraint id="AuthConstraint 1'">

<description>Snoop Servlet Security:+:All Authenticated users
for Snoop Servlet.</description>

<role-name>Role 3</role-name>
</auth-constraint>
<user-data-constraint id="UserDataConstraint 1">
<transport-guarantee>NONE</transport-guarantee>
</user-data-constraint>
</security-constraint>
<security-role id="SecurityRole 1">
<description>All Authenticated Users Role.</description>
<role-name>Role 3</role-name>
</security-role>
<login-config>
<auth-method>FORM</auth-method>
<form-login-config>
<form-login-page>/login.html</form-login-page>
<form-error-page>/loginError.html</form-error-page>
</form-login-config>

</login-config>
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WebSphere Application Server M F2EE & #&1H#R T Worklight Console %
{RE€9 HIZId. authenticationConfig.xml Z7AILELTDLIIZ
EELET,

<staticResources> TL AU RET7 A ML, BRIV —ADREEZEN

I2LFET,
Uncomment the next element to protect the worklight console
and the first section 1n securityTests below. -—-=->

<staticResources>

<resource 1id="worklightConsole" securityTest="WorklightConsole">
<urlPatterns>/console*</urlPatterns>

</resource>

</staticResources>

24 © Copyright International Business Machines Corporation 2012, 2014. All rights reserved.
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= <customSecurityTest> TLAVIERFD X)) T4—TAMIEMLET,

<securityTests>
<customSecurityTest name="WorklightConsole'>
<test realm="WASLTPARealm" isInternalUserID="true"/>
</customSecurityTest>

</securityTests>
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=

sampleAppRealmChallengeHandler = WL.Client.createChallengeHandler ("WASLTPARealm") ;

applicationDescriptor.xml Z7A I T, ZTUH5r— 3 UNAEREICXLT
BRTABEOHA L A T4— TR FEEELET.

UTIZHIZRLET,

<common securityTest="WAS-securityTest'"/>

<android version="1.0" securityTest="WAS-securityTest'>
<pushSender key= "keyTest" senderId="senderIdTest"/>

</android>

AT av2%#FEALTT IV =3 E7784 0L, TRAMLEY,, RBEETIE.
WebSphere ppllcatlon Server #%Jﬂzéhfmégﬁﬁﬁt 51— — - LX) —hH
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Login
Call protected adapter proc

getSecretData_Callback response @2 {“status™

200, "invocationContext®:null."invocation Result™:
{"responselD":"2","isSuccessful™:true,"secretData":"123
456"}
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