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= T74I)LETIE. Worklight Server (&, REEBANTZFEAL CIEBHAEEXRITLET,

= JMEOBANTEERT SEL5(Z Worklight Server [Z$8RT 5121,
worklight.properties 7AIZFEHELET,

# You can change the default behavior with regard to CA certificates. You can also implement custom provisioning.

# If you want to change the auto-provisioning mechanism to use different granularity (application, dewvice or group) or a

# different list of pre-required realms, you can create your own customized authenticator, login module and challenge handler.
# For more information, see the "Custom Authenticator and Login Module" Getting Started training module.

#The path to the keystore, relative to the server folder in the Morklight Project, for example: conf/my-cert.jks
#wl.ca.keystore.path=

#The type of the keystore file. Valid values are jks or pkcsl2.

#wl.ca.keystore. type=

#The password to the keystore file.

#ul.ca.keystore. passwords=

#The alias of the entry where the private key and certificate are stored, in the keystore.

#wl.ca.key.alias=

#The password to the alias in the keystore.

#wl.ca.key.alias.password=

#55L certificate keystore location.
ssl.keystore.path=conf/default. keystore

#SSL certificate keystore type (jks or PKCS12)
ssl.keystore.type=jks

#SSL certificate keystore password.
ssl.keystore.password=worklight

= 3¥: wl.ca.keystore.path ZA/NTo—{EIX, Worklight 7Oz HI+D
/server/ THILF—IxT B /AR, T7AMIL - RXT LD /NNZADNT
MMIFTBENTEET,
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& #]1Z. CustomDeviceProvisioningRealm EWLVSERIDL ILLE
authenticationConfig.xml 27 JLIZEBMNLET,

CustomDeviceProvisioningLoginModule Z{#ERELET,

BEJOE a=2 S A —t T4 —4—0 className /A\S5A—4—%
FRLET,

validate-csr-function /NS A—42—%EBMLET .,

CDINFA—E—DEIX. CSR DIREEERTI 575 T2—BE#ZEEL T
WET,

<realms>
<realm name="CustomDeviceProvisioningRealm" loginModule="CustomDeviceProvisioninglLoginModule">
<className>com.worklight.core.auth.ext.DeviceAutoProvisioningAuthenticator</className>
<parameter name="validate-csr-function"
value="ProvisioningAdapter.validateCSR"/>
</realm>
</realms>
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CustomDeviceProvisioningLoginModule ZEB/MLET

BEH7OE 3= s -ad 42D a1—)LD className /ST A—2—%
FRALET,

validate-certificate-function /S5 A—42—%EMMLET,

CDINSA—EF—DIEF. SERAZEDRIAZTETIHT7E T4—BEHZEHEL
TWET,

<loginModules>
<loginModule name="CustomDeviceProvisioninglLoginModule">
<className>com.worklight. core.auth.ext.DeviceAutoProvisioninglLoginModule</className>
<parameter name="validate-certificate-function"
value="ProvisioningAdapter.validateCertificate"/>
</loginModule>
</loginModules>
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= mobileSecurityTest Z{ERLET,

= hJED <testAppAuthenticity/> TAMEEBMLET,
= WAZHED) <testDeviceld/> TAMEEMLET,

* provisioningType="custom" ZHELET,

* realm="CustomDeviceProvisioningRealm" ZIELEYI,

<securityTests>
<mobileSecurityTest name="CustomDeviceProvisioningSecurityTest">
<testAppAuthenticity/>
<testDeviceld provisioningType="custom" realm="CustomDeviceProvisioningRealm"/>
</mobileSecurityTest>
</securityTests>
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function validateCSR({clientDN, csrContent){
WL.Logger.info("validateCSR :: clientDN :: " + JSON.stringify(clientDN));
WL.Logger.info("validateCSR :: csrContent :: " + JSON.stringify(csrContent));

var activationCode = csrContent.activationCode;
var response;

// This is a place to perform validation of csrContent and update clientDN if required.
if (activationCode === "worklight"){
response = {
isSuccessful: true,
clientDN: clientDN + ",CN=someCustomData",
attributes: {
customAttribute: "some-custom-attribute"

y } activationCode [, 5472k
} e'Ls:a { HAFD CSR IZEMTHHREL-TO
response = { INTA4—TY,
isSuccessful: false,
errors: ["Invalid activation code"]
}s

}

return response;
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function validateCSR({clientDN, csrContent){

WL.Logger.info("validateCSR :: clientDN :: " + JSON.stringify(clientDN));
WL.Logger.info("validateCSR :: csrContent :: " + JSON.stringify(csrContent));

var activationCode = csrContent.activationCode;
var response;

// This is a place to perform validation of csrContent and update clientDN if required.
if (activationCode === "worklight"){
response = {
isSuccessful: true,
clientDN: clientDN + ",CN=someCustomData",
attributes: {
customAttribute: "some-custom-attribute"

T3 TA—HEEE (http Web H—E XA~

} DT I ERGE) #FEAL T, CSR 17
}; EREAICEET  CCTIXBMIZT 512
}oelse { O, FRIEET/N—Fa—T12JS

response = { ni=AR)>45 & activationCode A

isSuccessful: false,
errors: ["Invalid activation code"]
b
3

return response;

BECHEIDDAZIRELET
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function validateCSR({clientDN, csrContent){

WL.Logger.info("validateCSR :: clientDN :: " + JSON.stringify(clientDN));
WL.Logger.info("validateCSR :: csrContent :: " + JSON.stringify(csrContent));

var activationCode = csrContent.activationCode;
var response;

// This is a place to perform validation of csrContent and update clientDN if required.
if (activationCode === "worklight"){
response = {
isSuccessful: true,
clientDN: clientDN + ",CN=someCustomData",
attributes: {
customAttribute: "some-custom-attribute"

CSR HEEM R IL =5 & (&,
validateCSR BA#AY clientDN #

}
}; BLET CF: DRBL T —E2TEEZEM
} else { ABDEMTEEY), SHIT, SERAEIZR
response = { FIHNRAILBEFIEET HEEHTSE

isSuccessful: false,
errors: ["Invalid activation code"]

s

return response;

F£9,validateCSR EE#H D
isSuccessful:true MIREINDE.
} Worklight Server N EEBAEE4A L TT
TUr—avIRLET,
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function validateCSR({clientDN, csrContent){
WL.Logger.info("validateCSR :: clientDN :: " + JSON.stringify(clientDN));
WL.Logger.info("validateCSR :: csrContent :: " + JSON.stringify(csrContent));

var activationCode = csrContent.activationCode;
var response;

// This is a place to perform validation of csrContent and update clientDN if required.
if (activationCode === "worklight"){
response = {
isSuccessful: true,
clientDN: clientDN + ",CN=someCustomData",
attributes: {
customAttribute: "some-custom-attribute"

}
};
} else {
resp?:;EcZezsfulz false, CSR @*ﬁ%ﬂf?ﬁ‘\%ﬂﬁbf:%ﬁ(i\
errors: ["Invalid activation code™] iSSUCC@SSfUl false ZRLTIS—
, }; Ay —TUERTTDVLELHYET,

return response;
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" validateCertificate (certificate, customAttributes)

EHERELFTT

function validateCertificate(certificate,customAttributes){
WL.Logger.info("validateCertificate :: certificate :: " + JSON.stringify(certificate));
WL.Logger.info("validateCertificate :: customAttributes :: " + JSON.stringify(customAttributes));

// Additional custom certificate validations can be performed here.

return {
isSuccessful: true

s

) CCTHRALJL—)LIZHE- T, SEBRE
DIRFIZETTEET, 74 T2—HHE
(http Web H—EZX~NDT7 I R713E)

ZEAL T, GlFAZZHRAECTEF I - &k
BRENBGEE (L.
isSuccessful:true ZIRTIHEMN
HUFET,
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EHERELFTT

(certificate, customAttributes)

function validateCertificate(certificate,customAttributes){
WL.Logger.info("validateCertificate ::
WL.Logger.info("validateCertificate ::

// Additional custom certificate validations can be performed here.

return {
isSuccessful: true

b

certificate :: " + JSON.stringify(certificate));
customAttributes :: " + JSON.stringify(customAttributes));

isSuccessful:false ZIRI &I,
TV r—avhMEBTET . 7T

— v EBRESOESa VT BIZIETT
Jr—Sa EBAVAN—ILT HHEMN
HHEFEKRLET,
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</iphone>

T T Tl © A g ©F S oo 17 CHIA g C o F ST A C e iy

<iphone bundleld="com.CustomProvisioningApp'

securityTest="CustomDeviceProvisioningSecurityTest" yersion="1.0" >

<worklightSettings include="true"/>
<security>
<encryptWebResources enabled="false"/>

<testWebResourcesChecksum enabled="false" ignoreFileExtensions="png, jpg, jpeg, gif, mp4, mp3"/>

</security>

s WBIZIGUT., [777r—23 2 58 I REI N —=20 T D a— )L DER
BICE>CT7 IV —a RSt T ANRIZ7Z Y r—a 28 LET,

24
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= PA)5—320@ HTML 274 ILVEBEHLET,

<body style="display: nmone;">
<div id="header™">
<hlx>Custom Provisioning Application</hl:
<fdive

<div_id="wrapper":
<div id="AppBody":
<p id="beforeProv":
Device authentication with custom device provisioning was not complete
<button id="connectToServerButton"” class="gppButton":>Connect to Worklight serwver</button:
</p>
<p id="provisioningError” style="display: none"»</p:
</divz

<div id="ProvBody" style="display: none™:
<p id="provisioningError":
<input id="provisioningCode" placeholder="Enter code” type="text" />
<button id="submitProvCodeButton” class="formButton">Send</button:
< pz
</dive
<fdivz
<script sre="js/initOptions. js"=</script>
<script src="js/main. js" =</ scripts
<script src="js/messages.js"></script>
<script src="js/CustomDeviceProvisioningfRealmChal Len
</body>

AppBody ILAVMZIEX, 77UHr—i3>-a Ty
YDMREENFET , ProvBody TLAVKZIEK, TN/

A TOEYCIZVIBEEDaAVTUOYDMRESNET,
AppBody M connectToServerButton [TFEE
LTLZELY,
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connectToServerButton [ZYURF—ZFEBMLET,
WL.Client.connect () APl Z{EHAL T Worklight Server (2L ET

function wlCommonInit(){
$("#connectToServerButton").click(function(){
WL.Client.connect();

DK
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CustomDeviceProvisioningRealmChallengeHandler.js 774 L& B
LT.INZEASMY HTML 774ILTSEBLET,

TINARTAEDI=Z VT - FrL oD NURS—%2FRATBICIE. ULTDOAYYEE
EETLLENHYET .
handler.createCustomCsr (challenge) — ZMDA*YwEKIX,.CSR IZ1E
MENDHRAL-TANT—ERTZEINHYET, ZZT. activationCode
ARBLTONTA—FBMLET , COTRA/NTa—IL, BID RS/ R TEREAL
=73 T3 —M validateCsR BMITHEAINET . COAVYRIE, RAT4T
OA—RFERIEHNOTA—Z N LIz hRAL-TANT—DUIREEAREIZT B1=
HIEREAIZIZO>TLVET,
handler.processSuccess (identity) — DAYV, SEBAE DKL
M. LIBT3 Lz validateCertificate PR JA—HE#EZFHALTES
[ZETLESSICHFEUHINET,

handler.handleFailure () — CDAYYKRIX, SEFAZEDREEA KL T-
(isSuccessful:false M validateCertificate BA#EMGIRINT:)
GEICHFEUVEHINET,
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‘var customDevProvChallengeHandler =
WL.Client.createProvisioningChallengeHandler("CustomDeviceProvisioningRealm");

- customDevProvChallengeHandler.createCustomCsr = function(challenge){
WL.Logger.debug("createCustomCsr :: " + JSON.stringify(challenge));

$("#AppBody").hide();
$("#ProvBody").show();
$("#provisioningCode").val("");

if (challenge.error) {
$("#provisioningError").html(new Date() +
} else {
$("#provisioningError").html(new Date() + " Enter activation code.");

+ challenge.error);

}

$("#submitProvCodeButton").click(funct
var customCsrProperties = {
activationCode: $("#provisioni
customDevProvChallengeHandler.sub TA—F—ELTHRELFT
s
3

WL.Client.createProvisioningChallengeH
andler () API ZFERALT. T/\1R-TJOED3=Y
}; T FoLoT - NIRS—ZEBLET LILLRZZN
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s TINAR-TAEDAZV Y - FYL D NS —EERELET,

- var customDevProvChallengeHandler =
WL.Client.createProvisioningChallengeHandler("CustomDeviceProvisioningRealm");

‘customDevProvChallengeHandler.createCustomCsr = function(challenge){
WL.Logger.debug("createCustomCsr :: " + JSON.stringify(challenge));

$("#AppBody").hide();
$("#ProvBody").show();
$("#provisioningCode").val("");

if (challenge.error) {
$("#provisioningError").html(new Date() +
} else {
$("#provisioningError").html(new Date() + " Enter activation code.");

+ challenge.error);

}

var customCsrProperties = {

customDevProvChallengeHandler.sub

1 —RUrDRRGEE) #TVET,

};

$("#submitProvCodeButton™).click(funct \WlelddllelnSI=iaE Al A 28wl sl ey o 0 s |
—9 %&. createCustomCsr BEEAFUVHINE

activationCode: $("#provisionifegialopl: st e == Ua@ bRkl Gl st =
35 EENERT. T/AAR-TOESa= 7 g R
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s TINAR-TAEDAZV Y - FYL D NS —EERELET,

- var customDevProvChallengeHandler =
WL.Client.createProvisioningChallengeHc

- customDevProvChallengeHandler.createCustom(
WL.Logger.debug("createCustomCsr :: " + 2Ewit VR e ay al i s d PV A 6 i dbyfe
ZEATEEY,
$("#AppBody").hide();
$("#ProvBody").show();
$("#provisioningCode").val("");

if (challenge.error) {
$("#provisioningError").html(new Date() +
} else {
$("#provisioningError").html(new Date() + " Enter activation code.");

+ challenge.error);

3

$("#submitProvCodeButton").click(function(O){
var customCsrProperties = {
activationCode: $("#provisioningCode").val()
};
customDevProvChallengeHandler.submitCustomCsr(customCsrProperties, challenge);
1
};
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—

\AR-TOESa=oS - FrLoP - N\URS—%2F=HLET,

- var customDevProvChallengeHandler =

WL.Client.createProvisioningChallengeHanc

WBIGHAZ L - TONT4—HYESN =5,

- customDevProvChallengeHandler.createCustomCsi Lottt eGifioe o (f AEa BReia b asep ee]E

WL.Logger.debug("createCustomCsr :: " + 1 W BEUS AT o =0) e ps = o gl =
TY,
$("#AppBody") .hide(); HARZ L TONT—ZFBMUIzKBEWEE (X, ED

$("#ProvBody").show(); JSON AT ST HREINSA—A—LLTIEELET.
$("#provisioningCode").val("");

if (challenge.error) {
$("#provisioningError").html(new Date() +
} else {
$("#provisioningError").html(new Date() + " Enter activation code.");

L L

+ challenge.error);

}

$("#submitProvCodeButton").click(function(){
var customCsrProperties = {
activationCode: $("#provisioningCode").val()
};
customDevProvChallengeHandler.submitCustomCsr(customCsrProperties, challenge);

IDR

b
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= TINAR-TAE A=V - FrL D NRT—EFRELFET,

-|lcustomDevProvChallengeHandler.processSuccess = function(identity) {

WL.Logger.debug("processSuccess :: " + JSON.stringify(identity));

$("#connectToServerButton").hide();

$("#AppBody") .show();

$("#ProvBody").hide();

$("#wrapper").text("Device authentication with custom device provisioning "+
"was successfully complete");

s

- customDevProvChallengeHandler.handleFailure = function(){
WL.Logger.debug("handleFailure");
$("#AppBody") .show();
$("#ProvBody").hide();

$("#wrapper").text("Server has rejec S o 2
"reinstall the application o sehtieetit B, SEBAE A IE R [THRELE

s BB SUISFUHENFT , COBHERALT
Ul ER{ECEET
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= TINAR-TAE A=V - FrL D NRT—EFRELFET,

- customDevProvChallengeHandler.processSuc

WL.Logger.debug("processSuccess :: ' : e T O Ak ST~
$("#connectToServerButton").hide(); [t o BRI SEAEAVIREL (RN T &

" " FUOICHEUEEINET, COBEBEFERLTUI Zi8E
#A B d - h ; O ~ N . ==
ig.,#pﬁgvgoﬁyz)fhgﬁgz); Li=Y. 7745 —32H Worklight Server [Z##% T

$("#wrapper").text("Device authentic SN CLEA—Y—ITRALIYTEFRT .

"was successfully complete”

s

-|lcustomDevProvChallengeHandler.handleFailure = function(){

WL.Logger.debug("handleFailure");

$("#AppBody") .show();

$("#ProvBody").hide();

$("#wrapper").text("Server has rejected your device. You will need to "+
"reinstall the application and perform device provisioning again.");

¥
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Custom Device Provisioning

Custom Device Provisioning

Tap the connect butten to authenticate using Device authentication with custom device
custom device provisioning. Send provisioning was successfully completed.

Connect to Worklight Server
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