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authenticationConfig.xml 774)'/’&9":EL$—5_0

- Eﬁ j_%nrb\nIEl/)bAgthlUT’f_'TXI‘IuLh[I Li-g_

— <mobileSecurityTest> Z{EHALTWSIEHEE
<testAppAuthenticity/> FILAUFEIER BN BNEABHYET .

— <customSecurityTest> ZERALTL\SIEE. <test
realm="wl authenticityRealm"/> ?II/)‘/F% EMN9 HEMN

10

HYFET,

<testDeviceld provisioningType="auto" />
</mobileSecurityTest>

<moh.i i =mobileTest">
<testAppAuthenticity/> —
<testUser realm="MyUserAuthRealm"/> -

<Cu

realm="wl_

<test realm="wl_remoteDisableRealm" step="1"/>

<test realm="MyUserAuthRealm" isInternalUserID="t

<test realm="wl_deviceAutoProvisioningRealm" isIn
</customSecurityTest>
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RIZ,. 7TV r—3>M application-descriptor.xml 774l
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securityTest &1%% Android E£7=(Z iPhone/iPad DIREIL AV
MIEMLET , LTFICHIZRLET,

<android version="1.0" securityTest="customTests'">
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iPhone/iPad BEO7J)r— 3 il BEZE T B2,
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771)5r—23>® bundleld %. Apple Developer R—42JL T
EELEDEFOTKRAIMRICIEELET  LTFIZHZRLET,

i05 App IDs + Q

19 App IDs Total

Mame

l

<iphone bundleId="com.worklight.MyBankdpp”™ version="1.8">
<worklightSettings include="false"/>
<security>
<encrypthebResources enabled="false"/>
<testWebResourcesChecksum enabled="false" ignoreFileExtensions="png, jpg, jpeg, gif, mpd, mp3"/>
</security>
«/iphone>
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L. Application Id ZEMLET,

% =)
= mi worklight.pl =)
Application Descriptor Editor
Overview
type filter text BankApp
v (55 Appication "MyBankApp P Ad
L phone [V
# Optional Features
Th ¢ h s of the Worklight Se
with which the app communicates. When enabled, the settings screen Is accessible using the I0S
device's Settings app
nkAD|
application aul 105 e m U mu fy
I the a Opern

Application Id D{E(X. application id FTA/NFT4—
(worklight.plist Z74ILA) DEIZ—HLTWHERLELHY
F9,
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LLTDEDIZ, application-descriptor.xml ZEEREL
T.applicationId 4% iphone ILAVKMZEMT AIEL
TZF9Y,

<iphone
bundlelId="com.worklight.MyBankApp"
applicationId="MyBankApp"

securityTest="customTests"
version="1.0"
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AHBOMEE. FEITITOIE
%,. Worklight Studio ICAREZh
o4 —FZ2FERALTITIIED
-G%i-d—o

D4 —REFERTBHIZIE:

Z{EA®D Android IBIEDJA LA
—%=659)voL. [AFRERRD
#H (Extract public signing
key)1#ZEIRLFET,

BALT - T7AILDIGFTE/INRT
—rZiEEL. [BXMF7OO—F
(Load Keystore)1&=2')voLZE
ER

debug.keystore dT 7+ JLED
INAJ—KR[landroid 1 T,

714 (Key alias)1ZE%EL.
[’ (Next)1ZED2UvILET,

E.} Add Android public signing key to "application-descriptorxml’ l 5] ihJ

Extract public signing key from keystore

Keystore details

Keystore file: Browse...
Keystore password: Load Keystore
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= FAT7OTHEHE, DRARLARTINET,
= MRT (Finish) 120y o9 5L, NEBED application-

descriptor.xml Z7AILDHZEIaVICBERIIZERY T IToNET,

<?uml version="1.8" encoding="UTF-8" standalone="no"?> (

<!-- Licensed Materials - Property of IBM
5725-I43 (C) Copyright IBM Cgrp. 2@e6, 2813. All Rights Reserved

ﬂ Add Android public signing key to ‘application-descriptorxml’ l =] ﬂ—hj

US Government Users Restricted Rights - Use, duplication or
disclosure restricted by GSA ADP Schedule Contract with IBM Cor . L -
<!-- Attribute "id" must be identica}l to application folder name --> " Add Android public signing key to application descriptor
<application xmlns="http:/ www.worklight.com/application-descriptor” id="MyBai
<displayName>MyBankApp</displaylame>
<description>MyBankApp</descriptions
<authors>
<namerapplication’s author</name:
<email>application author's e-mail</email>
<homepage>http://mycompany.com</homepage>
<copyright>Copyright My Company</copyright>
<fauthor:
<mainFile>index.html</mainFile>
<features/>
<thumbnailImage>common/images/thumbnail.png</thumbnailImage>
<iphone bundleId="com.worklight.MyBankApp" version="1.8" securityTest=_
<worklightSettings include="false"/>
<security>
<encrypthebResources enabled="false"/>
<testWebResourcesChecksum enabled="false” igng
<fsecurity>
</iphone>
<android version="1.8" securityTest="cust

Public Signing Key

MIGFMADGCSqGSIb3DQEBAQUAAL GNADCBIQKBgQDSEfWmidlySWHUNOXaPSnNEatLXZ
PG6/kv/ T/jOGNamjtgTWyz6N6 ck2 OBXRG/KXMET0jSDDN/Z9gl + kZc OweAEGHLZMBQCy

XVQLmMWBIMDYtcYjpQqn3fMSLIE160ByUznjilydil/zXw/RnM3jmCzNbDZGhTgSwAHOTK
HFzwwIDAQAB

Click the Finish button to add this key to MyBankApp/application-descriptorxml

eExtensions="p

<worklightSettings include="false 4

<security>

Next > Finish | [ Cancel
ed="false"/> “

<encryptWebResources

<testWebResourcesCh um enabled="false" ignoreFileExtensions="png, jpg, jpeg, gif, mpd, mp3"/>
<fsecurity>

</android>

</application>

<publicSigningkey>Replace this text with the actual public signing key of the certificate used to sign the APK, available by using the '"Extract publ
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Android BIE O 77— a3 RiIEREZEMIZTBIZIE. LLTD
FIIZLET,

LT D &SI, Application Descriptor Editor (§%5tHE 2—) Z &/
L. Application package name Z#EMLET

5 application-descriptorxml 5 O MyBankAppProject Manifest =0

Application Descriptor Editor

tyme filter text

— = Ta enable an applicatsan authenticity check: please insert the public ssgning key from the
¥ (sl Aaplication "MyBankApp oerific sed 1o 5ig) pp ign bundbe (apk file)
¥ i Android phones and tabl Remowe
ke
3 . pppppp af the Andrald application, This value must be the same as the value in the

kage
* Dptional Features Ao mamfen .

Application package name {fEl&. AndroidManifest.xml
AN <manifest> /—F® package BEMNEFLET,

BEIOLDICEETHB AL, MADBFHCERL - LEH
LT,
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— UTDO&EIIZ, application-descriptor.xml FEZEHmEL

T.packageName #1BMTEHEHTEET,

<android version="1.0" securityTest="customTests">
<worklightSettings include="false'/>
<security>
<encryptWebResources enabled="false'"/>

<testWebResourcesChecksum enabled="false”

ignoreFileExtensions="png, jpg, jpeg, gif, mp4,

<publicSigningKey>MIGfM ..</publicSigningKey>
<packageName>com.MyBankApp</packageName>
</security>
</android>

mp3"/>
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Worklight Console [ZI&, 77— a B LIL LEZ B NENIZT S
FEIAHYFET,

LUT®D 3 DDE—RZHRETEFY

23

A%, FAv*x>24 (Enabled, blocking) - COE—KI(&. 77U —>3
VIR EN BN THLEEEKRLES . 7TV —2aV R ET
T ERZH 5 E. Worklight Server IZZ D7) r—avIc—E X%
RELEEA,

%, H—ERIEH (Enabled, serving) - ZOE—KI&, 7TUr—3
VRRAIMREN AN THAILEEGRLEY , 7V —aVhBRET

~E¥IZIE-TH, Worklight Server (XZFDT7T)r—2 3 —EX

FIRELET,

2 (Disabled) - COE—RIE, 7T — 2 RIHERE LT T
BB EEBHLET
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(2/2)

HelloWorklight HelloWorklight

Last deployed at: 5/15/2014 3:48 PM

@ @] iPhone Version 1.0 @ Active

[ | Lock this version &

Version 1.0 & Active

[ | Lock this version &

® g Android Version 1.0 @ Active

|| Lock this version @

@ Preview as Common Resources

Security Test: customTests
App Authentication: Enabled, blocking
Device Authentication: Default

User Authentication:  Default

Build time: 5/15/2014 3:48 PM
Security Test: customTests
App Authentication: & Enabled, servicing ¥

Device Authentication: Default

User Authentication:  Default

Build time: 5/15/2014 3:48 PM
Security Test: customTests
App Authentication: © Disabled -4

Device Authentication: Default
User Authentication:  Default
Build time: 5/15/2014 3:48 PM

X Delete

24
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Worklight Console [ZI&, 77— a B LIL LEZ B NENIZT S
FEIAHYFET,

LUT®D 3 DDE—RZHRETEFY

25

A%, FAv*x>24 (Enabled, blocking) - COE—KI(&. 77U —>3
VIR EN BN THLEEEKRLES . 7TV —2aV R ET
T ERZH 5 E. Worklight Server IZZ D7) r—avIc—E X%
RELEEA,

%, H—ERIEH (Enabled, serving) - ZOE—KI&, 7TUr—3
VRRAIMREN AN THAILEEGRLEY , 7V —aVhBRET
T~ ERIZH>TH. Worklight Server [(FZF D7) r—avI—E X%
RELET,

#E3h (Disabled) - COE—FKIX. 77V r—2a B ERENESTH
HLTEKRLET,
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