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openSSL.cnf Y2 FIL» T7AJL:

[ req ]

default bits
default keyfile
default md

string mask
distinguished name

[ req distinguished name ]
0.organizationName
organizationalUnitName
emailAddress
emailAddress max
localityName
stateOrProvinceName
countryName
countryName min
countryName max
commonName
commonName max

[ policy match ]
countryName
stateOrProvinceName
localityName
organizationName
organizationalUnitName
commonName
emailAddress

= 2048 # size of keys
key.pem # name of generated keys
shal # message digest algorithm
nombstr # permitted characters

= reg_distinguished name

= Organization Name (company)
Organizational Unit Name (department, division)

Email Address

40

Locality Name (city, district)
State or Province Name (full name)
Country Name (2-letter code)

2

2

Common Name
64

(hostname, IP, or your name)

= optional

optional
optional
optional
optional
supplied

= optional
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UTDEY 3% openssl.cnf 7 7A4ILIZEEMLT, JL—F
CAEH#ZEZty Fr 7y TLFET,

[ root authority ]
basicConstraints =
subjectKeyIdentifier =

CA: TRUE
hash

[ root authority ca config ]

dir =
certs =
new certs dir =
database

certificate =
private key
serial
RANDFILE
policy =

./rootca
$dir/certs
Sdir/newcerts

= S$dir/index.txt
$dir/root ca.crt

= $dir/root ca key.pem
= Sdir/serial
= $dir/.rand

policy match
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# Create a root CA certificate directory structure
mkdir rootca

mkdir rootca/certs rootca/crl rootca/newcerts
touch rootca/serial

export HEXOUT=0123456789ABCDEF
# Create a serial list of random numbers
for vy in {1..2048}

do
export output="";
for i in {1..16}
do
export randomnum=$ ( (RANDOM%16))
export output=$outputS$S{HEXOUT:Srandomnum:1};
done
echo "Soutput" >> rootca/serial
done

touch rootca/index.txt
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Windows DBE. L— FCAD TAILF—BES I UVEHGHZI/ER
LEY,

REM Create a root CA certificate directory structure
MKDIR rootca

MKDIR rootca¥certs

MKDIR rootca¥crl

MKDIR rootca¥newcerts

REM Create a serial list of random numbers for the root CA
openssl rand -hex -out rootca¥serial 8

REM Create index for root CA
COPY NUL rootca¥index.txt
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mAkZFERAL T, RSABXR7ZER L., XRIZJIL— bk CASEBAZEICH
CEZLET., TRAMREBOEHEETH, NAD—FKZtEXa1 743K

2

BERICEROBENHY ETT, UTOHITIE, /NRXT— FIE passRoot
¥

export ROOT CA SUBJECT="Development Root CA"

# Create the RSA key pair

# The parameter, 2048, represents the key length

openssl genrsa -des3 -out rootca/root ca key.pem —-passout
pass:passRoot 2048

# Sign a certificate with the key pair

openssl req —new —-x509 —-nodes —-shal —-days 365 —-key
rootca/root ca key.pem -out rootca/root ca.crt -config
openssl.cnf -subj "/CN=SROOT CA SUBJECT" -extensions
root authority -passin pass:passRoot

© Copyright International Business Machines Corporation 2013, 2014. All rights reserved.



JL— I~ CA DfERE (5/5)

24
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ROLEMRHY FEFT, ULTDHITIE, /NRXRT— Kl passRoot TY,

REM Create the RSA key pair

REM The parameter, 2048, represents the key length
openssl genrsa —des3 —-out rootca¥root ca key.pem —-passout
pass:passRoot 2048

REM Sign a certificate with the key pair

openssl req —new —-x509 —nodes —-shal —-days 365 —-key
rootca¥root ca key.pem -out rootca¥root ca.crt —-config openssl.cnf
—subj "/CN=Development Root CA" -extensions root authority -passin
pass:passRoot
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CNEYBIZERB LTz openssl.cnf 774 ILTHwREL. LLTOER
EMLT, BRACAERA T avE Ly b7y I LET,

[ signing authority ]

basicConstraints = CA:TRUE, pathlen:0
subjectKeyIdentifier = hash
authorityKeyIdentifier = keyid:always, issuer:always

[ signing authority ca config ]

dir = ./signingca

certs = Sdir/certs

new certs dir = Sdir/newcerts

database = Sdir/index.txt
certificate = Sdir/signing ca.crt
private key = Sdir/signing ca key.pem
serial = Sdir/serial

RANDFILE = $dir/.rand

policy = policy match

email in dn = false
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ImRZEERALT, BRCADITAILT—IBELERZERLET,
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# Create a signing CA certificate directory structure
mkdir signingca

mkdir signingca/certs signingca/crl signingca/newcerts
touch signingca/serial

export HEXOUT=0123456789ABCDEF

# Create a serial list of random numbers
for vy in {1..2048}

do

export output="%;

for i in {1..16}

do
export randomnum=$ ( (RANDOM%16))
export output=$SoutputS${HEXOUT:Srandomnum:1};
done
echo "Soutput" >> signingca/serial
done

touch signingca/index.txt
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REM Create a signing CA certificate directory structure
MKDIR signingca

MKDIR signingca¥certs

MKDIR signingca¥crl

MKDIR signingca¥newcerts

REM Create a serial list of random numbers for the signing CA
openssl rand -hex -out signingca¥serial 8

REM Create index for signing CA
COPY NUL signingca¥index.txt
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export SIGNING CA SUBJECT="Development Signing CA"

openssl genrsa -des3 -out signingca/signing ca key.pem -passout
pass:passSigning 2048

openssl req —new -key signingca/signing ca key.pem -out
signingca/signing ca.csr -config openssl.cnf -subj
"/CN=SSIGNING CA SUBJECT" -passin pass:passSigning

openssl ca —in signingca/signing ca.csr —-out signingca/signing ca.crt -
keyfile rootca/root ca key.pem —cert rootca/root ca.crt -config openssl.cnf
—name root authority ca config —-extensions signing authority -md shab5l2 -
days 365 —-passin pass:passRoot
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openssl genrsa -des3 —out signingca¥signing ca key.pem —-passout
pass:passSigning 2048

openssl req —new —key signingca¥signing ca key.pem -out
signingca¥signing ca.csr -config openssl.cnf -subj "/CN=Development Signing
CA" -passin pass:passSigning

openssl ca —in signingca¥signing ca.csr —-out signingca¥signing ca.crt -
keyfile rootca¥root ca key.pem —-cert rootca¥root ca.crt -config openssl.cnf
—name root authority ca config —-extensions signing authority -md shab5l2 -
days 365 —-passin pass:passRoot
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[ server identity ]
basicConstraints
subjectKeyIdentifier
authorityKeyIdentifier

CA:FALSE
hash
keyid:always;issuer:always
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mARZHERAL T, RSABARTZAER L., 4 CA THHRIAAZIZEAS
LET ., COEBAENY—/\— IDEIAETY, ZDHITIE
passServer /AT —FELTHEALET, EXToLY M —
MNELUTOaATY REETLEY,

# Use the full hostname of your Worklight Server. SSL will break if the full hostname
is not provided, or if an IP address is used as the hostname.

export SERVER FULL HOSTNAME=dev.yourcompany.com

mkdir server

# Create the RSA key pair and generate a CSR

openssl genrsa -—-des3 -out server/server key.pem -passout pass:passServer 2048

openssl req -new -key server/server key.pem -out server/server.csr -config openssl.cnf
—-subj "/CN=$SERVER FULL HOSTNAME" -passin pass:passServer

# Sign the CSR with the signing CA

openssl ca —-in server/server.csr -out server/server.crt -keyfile
signingca/signing ca key.pem -cert signingca/signing ca.crt -config openssl.cnf -name
signing authority ca config -extensions server identity -md shab5l2 -days 365 —-passin
pass:passSigning
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passServer #/NATJV—FELTEHEARALET, EXRTALY M) —NH
BTN FEZEITLET,

REM Use the full hostname of your Worklight Server. SSL will break if the full
REM hostname is not provided, or if an IP address is used as the hostname.

SET HOSTNAME=dev.yourcompany.com

mkdir server

REM Create the RSA key pair and generate a CSR
openssl genrsa —des3 —-out server¥server key.pem -passout pass:passServer 2048

openssl reqg —-new —-key server¥server key.pem -out server¥server.csr —config openssl.cnf
-subj "/CN=%HOSTNAMES%" —-passin pass:passServer

REM Sign the CSR with the signing CA

openssl ca —-in server¥server.csr -out server¥server.crt —-keyfile
signingca¥signing ca key.pem -cert signingca¥signing ca.crt -config openssl.cnf —-name
signing authority ca config -extensions server identity -md sha5l2 -days 365 —-passin
pass:passSigning
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mEREZFEAL T, IOSEESE Android RED FS X k-7 oh—
(JL—FCA) ETCORELIMAEF z—FEELFT, SFAE
TJ7ANE SR T72oh—(L—FCA) IZERETEET,

# Create a chain for the signing CA
cat signingca/signing ca.crt rootca/root ca.crt >
signing ca chain.crt

# Create a chain for the server certificate

cat server/server.crt signingca/signing ca.crt
rootca/root ca.crt > server chain.crt
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Windows DiE4S. IOSEE L Android B BED FS A k-7 oh—
(JL—FCA) ETCORELIMAEF z—FEELFT, SFAE
TJ7ANE SR T72oh—(L—FCA) IZERETEET,

REM Create a chain for the signing CA
COPY rootca¥root ca.crt+signingca¥signing ca.crt
signing ca chain.crt

REM Create a chain for the server certificate
COPY

rootca¥root ca.crt+signingca¥signing ca.crt+server¥server.crt
server chain.crt
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EL CARADMEHELIAESZ pl2#X M7 - J7A4JLIZCTHI R
R— b LT, $HHIAH PKI MEBE R CA TA—H—SIBHEIZELKTE
5E3IZLET,

openssl pkcsl2 -export —-in signingca/signing ca.crt -inkey
signingca/signing ca key.pem -out signingca/signing ca.pl2 -
passin pass:passSigning —-passout pass:passSigningPl2
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H—/V—SFBFEFHD PKCS12 714 ILDI I F— A

H—/N\—FOMERLIIAE: pl2BX L7 - J74A4I)LIZCTI X
R—brLT, Y—N\—DBEN LGS —/N\—FEBHEZX I 54T bIC
EETESLLDICZLET,

openssl pkcsl2 —-export —-in server chain.crt —-inkey
server/server key.pem —-out server/server.pl2 -passout
pass:passServerPl2 —-passin pass:passServer
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LLTDEDIZ, ss1-1.0 8LV appSecurity-2.0 #EEEX
server.xml Z7AILTEHEMZLET,

<featureManager>

<feature>ssl-1.0</feature>
<feature>appSecurity-2.0</feature>

</featureManager>
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HEREINT=0 472 FMERREICX L TEBEZHEILTIVLENHY T,
FELCIE. UTFTZESELTCESLY,

LRNZER SN .p12 T7AIL (server.pl2) #FERIT L L 5 I2H—
IN—DRANTEEY FTYITLET,

VRIICERR SNtz .p12 D74 ) (signing ca.pl2) ZFEAT AL SIS
FSRMR T EEY FTYITLET,

B—N—DHTTP TV FRA Y hEEBRRL, V5472 k- Y4 FEEBA
EZHALET (FEZLEREILFEA), COERZTERT HICIE.

Liberty SSLTL A2 T
clientAuthenticationSupported="true" ZANT 4 —Z2FAHL F

9,
FEEGHIZOWNTIX, RDATA4 FTRLET,
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LUTOHIE. BHED SSLEERZRLTLET,

<!-- default SSL configuration 1s defaultSSLSettings -->
<sslDefault sslRef="defaultSSLSettings" />

<ssl clientAuthenticationSupported="true" id="defaultSSLSettings'
keyStoreRef="defaultKeyStore" trustStoreRef="defaultTrustStore"
/>

<keyStore id="defaultKeyStore" location="server.pl2"
password="passServerP12" type="PKCS12" />

<keyStore id="defaultTrustStore" location="signing ca.pl2"
password="passSigningP12" type="PKCS12" />

45 © Copyright International Business Machines Corporation 2013, 2014. All rights reserved.



T o8

M=
AR &Y
A—H—SFBAEFOEBRAIZDUNT
X.509 FEBAE & ER5Em (CA)
JL— bk CA. E4 CA. iIHZEDERK
JL— k CA DERK
24 CADERK
H—/N—EERRZEDERL
HY—/N\—SIBAERDHEF T — 2 DERK
ZZ CAFHDPKCS12 274 ILDITH AKR—
H—/\—EFBRZEAM PKCS12 774 ILDITH AR— k

IBM WebSphere Application Server Liberty 78 7 7 4 JL (Liberty) D&k
authenticationConfig.xml M #§ Rk

application-descriptor.xml M #& X

iOS & Android ~DJ)L—F CADA VX k=L
TIVr—2avDA VA R—ILETR L

TR DR

46 © Copyright International Business Machines Corporation 2013, 2014. All rights reserved.



authenticationConfig.xml| D#&sE (1/3)

47

authenticationConfig.xml 7 7 4 JL® [User Certificate Login
Module] o< a>matrr &4 LET,

<!-- Login Module for User Certificate Authentication -->

<loginModule name="WLUserCertificateLoginModule">
<className>com.worklight.core.auth.ext.UserCertificateLoginModule</className>

</loginModule>

wl userCertificateAuthRealm 93 >®OaA2 FzZEsL
£9,

<-- For User Certificate Authentication -->

<realm name="wl userCertificateAuthRealm" loginModule="WLUserCertificateLoginModule">
<className>com.worklight.core.auth.ext.UserCertificateAuthenticator</className>
<parameter name="dependent-user-auth-realm" value=“SampleAppRealm" />
<parameter "name=pki-bridge-class"

value="com.worklight.core.auth.ext.UserCertificateEmbeddedPKI" />
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embedded-pki-bridge-ca-pl2-file-path TL A2 FDEZ.
EH CA.pl2 T7AINDHEFNRIZEFHFLET,

embedded-pki-bridge-ca-pl2-password TL XA Y FDEZ.
pl2 Z7AIDERRICHER L -/AXT—F (passSigningP12) IZ
BEHLFT,

dependent-user-auth-realm T LAV FDEZE. EFHIT SR
LILL (SampleAppRealm) [CEFLET,

LILLi% (wl userCertificateAuthRealm) [FEBRTEFFREA,
I REGHICONTIER, RORAZA4 FTERLFET,
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LTOHIE. BIORZA4 FTYRMLEEHFHRNEZRLTUVET,

<!-- For User Certificate Authentication -->
<realm name="wl userCertificateAuthRealm" loginModule="WLUserCertificateLoginModule">
<className>com.worklight.core.auth.ext.UserCertificateAuthenticator</className>
<parameter name="dependent-user-auth-realm" value="SampleAppRealm" />
<parameter name="pki-bridge-class"
value="com.worklight.core.auth.ext.UserCertificateEmbeddedPKI" />
<parameter name="embedded-pki-bridge-ca-pl2-file-path"
value="YOUR BASE DIRECTORY/signing ca.pl2" />

<parameter name="embedded-pki-bridge-ca-pl2-password" value="passSigningP12" />
</realm>

wl userCertificateAuthRealm ZERHIT dt*alT1s— T
ALEEZRLFET,

<customSecurityTest name="customx509Tests">
<test realm="wl antiXSRFRealm" step="1" />
<test realm="wl authenticityRealm" step="1" />
<test realm="wl directUpdateRealm" mode="perSession" step="1" />
<test realm="wl userCertificateAuthRealm" isInternalUserID="true" step="1" />
<test realm="wl deviceNoProvisioningRealm" isInternalUserID="true" step="2" />
</customSecurityTest>
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iOS IRIE F 7= 1 Android IREEA Worklight 7 1) r—< 3 V2B
SN EZHERELFT,

ARBAL - tEFa)T4—-TRALEFERALT, 7FV5—> 3y
FRREZRELFT,
<android securityTest="customx509Tests" version="1.0">

<iPhone bundleId="com.SampleApp" securityTest="customx509Tests"
version="1.0">

TIVG—30E7HTA—%E/L L. Worklight Server [ZT
a4 LET,
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= T84 AN SSL 4 L T Worklight Server Z{E%89 A(Z(X. LIFID
ATYITTERLIEIL—FCAZISAT UL TNARIZTA VR L
— VT HRENHY FI, root ca.crt 77L& E A—)LTEE
TEIMNKRAML, TINAMRETZOT7A4ILVERHAETET, SAZEZF
B TA VAR =ILLED ETHE, I0OS BELU Android T/ AM 5

maERDLNFET,

No Service = 3:59 PM 0+
Cancel Install Profile
sample.test.com
QN Not Trusted | Install
Signed sample.test.com
Received Nov 13, 2013
Jontains Certificate
More Details

I0S
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Name the certificate

certimcate name:

TestRootCA

T m o3 # ' adals ¢
& pacKkage contains.

one CA certificate

Cancel

Android
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FIYor—o3 D42 F—=/LETX A (12)

7 7)) &r—3< 3 % Worklight Server [ZT 704 LET,
[%E4T] -> [<server name> Lt T31T (Run on <server name>) |
HTTPS 7784 - 23—y hEEHLET,
[E1T] > TELFRESLUTIAA - 2—4 v k..(Build
Setting and Deploy Target...) ]

[thad Worklight —/N\—ELEET B LKIICT7 TV 5r—arv sk
EJL F9 3 (Build the application to work with a different
Worklight Server)] F w9 - Ry RIZT—9 &+ 1+FT,

HB—/N—HTTPS 7 FLRZAALZFET,
https://<host>:<https port #>

FIVr—23r-avTxR - RREZAALET,
/<path>
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LE9,

(171 -> [T RTHDIREDE /L K (Build All Environments) |
EERIET7Z7 IV r— 3V EERTLET,
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ZHOTEHABRIZ, OTA Y - TA—LDBRRTIND Z LR
LE¥J, main.js 774 J)LTWL.Client.connect (YDA XAk
LG E. 77V 5—2 a3 ORBKEICOTA Y « D4 —LN
RERSNFT, AAVLEHALTOEWNESE, 74 T4—0OUH
LRICATA Y - Jr—LERERTBICIE, PEAT2—TAY—
U —ZHEUHTRIICZ. WL.Client.connect () ZMEUHTHEMN
HYET,

MELUILLZEZERALTOVA VT 5HE A—F—DERICEHF SN
R EERTBUNRENTF T2—FUE LIRENET,

FNLUBEDQY—N—EHETIE, 22— —»"nJdq42xkoond
ElFGE, PETE—HUHLALEREICRENREINET,
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