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Feature overview (1 of 2)

By using Worklight Server to authenticate external resources, you
can use Single Sign-On (SSO) between IBM Worklight Foundation
and external services.

This feature protects those services through the Worklight Security
Framework.

Worklight Server acts as an authorization server and issues an
access token that can be validated by the external service.

Client applications request the access token from Worklight via token
endpoint and send it to the external services.
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Feature overview (2 of 2)

The scope of the access token is a security test that is defined inside
a Worklight project.

Each scope has a timeout property that determines the lifetime of the
token. For example, if the token timeout is configured to be 30
seconds, the token remains valid for 30 seconds after Worklight
Server has issued it. After that time, the token is rejected by the
external service and a new token must be requested and issued.
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Worklight authentication by using an access token
over OAuth 2.0 - Overview

The OAuth 2.0 authorization framework enables an application from
independent software vendors (also called “third-party application”) to obtain
limited access to an HTTP service.

The implementation uses three roles of the OAuth protocol:

Resource Server: third-party server

The server that hosts the protected resources. It can accept, and respond
to, protected resource requests by using access tokens.

Client: app
An application that requests protected resources.
Authorization Server: Worklight Server

The server that issues access tokens to the client after it has successfully
authenticated the resource owner and obtained authorization.

Quick flow:

The client requests a token from the authorization server, receives it, and
with that token, accesses the protected resource on the resource server.
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Worklight authentication by using an access token

over OAuth 2.0 (1 of 8)

Overview of the Resource Server component

The IS an external
server that hosts the available
resource.

One use-case is that of services that
are deployed on a cloud, such as
MbaaS. But this flow is not restricted
to that case and works with any third-
party server.

Token Lib

Resource
Server

The Token lib library is provided for
use with the :

The public key that is necessary to
verify the token must be configured
for this component.

Java™ and node. js libraries are
provided for offline validation.
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Worklight authentication by using an access token
over OAuth 2.0 (2 of 8)

Overview of the client component

D Client

External Worklight

SDK SDK
The External SDK is used to access The WL SDK exposes the following API
the resource server. It must be able to for both hybrid and native code:
attach a header to the request. 1. Request the access token from
2. Get the last access token (local).
Token Lib 3. Analyze error
response to obtain the required
scope.

Resource
Server
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Worklight authentication by using an access token

over OAuth 2.0 (3 of 8)

Overview of the Worklight Server component

i

Token Lib

Resource
Server

10

Client

External Worklight
SDK SDK

uses the
authentication infrastructure
to issue an access token for
the requested scope (WL
security test).

The Validation Endpoint is a REST
APl exposed under the path
/oauth/validation.s

It can be used by

or by the reverse proxy for online
validation.

The Token Endpoint is a REST API
exposed under the path
/oauth/token.

Token Validation
Endpoint Endpoint

Worklight
Server
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Worklight authentication by using an access token
over OAuth 2.0 (4 of 8)

Component overview of token format
{

version: 1.0 (of token)

scope: <the security test that the token authenticated>
expiration: <time in msec since epoch>
data: {

: <authenticated user, for example, shachor(@il.ibm.com>,
: <device id as known by worklight server>,
: <identity of the app>

}
The token is signed by the Worklight Server instance.

Clarification for the data field:

The field is added only if the security test has a user realm.

The field is added only if the security test has a device realm.
The field is always added.

11
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Worklight authentication by using an access token

over OAuth 2.0 (5 of 8)

Flow Step 1 — The application developer attempts to access a
protected resource on a remote server.

i

In case the user already
has a previous token, the
user adds an
"Authorization” header with
the token as value.

External
SDK

Client

Worklight
SDK

NOTE:;
The flow that is
demonstrated uses a

Token Lib

Resource
Server
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provided Another
possibility is to use a
custom filter with the
Validation Endpoint.

Token
Endpoint

Worklight
Server
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Worklight authentication by using an access token = =~ |
over OAuth 2.0 (6 of 8)

Flow Step 2 - If the request does not have a token, or the token
IS not valid, Resource Server returns 401/403 via the supplied

lib.
_ The response has the “WWW-
Client Authenticate” header with the

following format:

External Worklight

SDK SDK
The <scope> is the security
test that protects the resource.
Token Lib Token
Endpoint
Resource Worklight
Server Server
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Worklight authentication by using an access token = =~ |

over OAuth 2.0 (7 of 8)

Flow Step 3 - The application developer parses the response
and obtains the access token by using Worklight SDK.

i

External
SDK

Client

Worklight
SDK

The WL SDK is called with the
optional scope parameter.

If the scope is not specified,
the security test of the

Token Lib

Resource
Server
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application is used.

Token
Endpoint

Worklight
Server
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Worklight authentication by using an access token
over OAuth 2.0 (8 of 8)

Flow Step 4 - If some realms are not authenticated yet, Worklight
Server sends challenges back to the client and the client

responds.

D Client Challenges have the same
flow as the standard
authentication.

External Worklight
A St Example in the next slide
ne

yY

Token Lib Token
Endpoint

Resource Worklight

Server Server
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Worklight authentication by using an access token
over OAuth 2.0 - Challenge flow example (1 of 6)

D Client WL Server E

Request sent to token endpoint

v

The scope is a two-step security test:
1) wl_authenticityRealm
2) wl_deviceAutoProvisioningRealm
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Worklight authentication by using an access token
over OAuth 2.0 - Challenge flow example (2 of 6)

D Client WL Server E

Request sent to token endpoint

401

Challenges: {wl_authenticityRealm: {*“WL-Challenge-Data™: <data>}, ..}

The scope is a two-step security test:
1) wl_authenticityRealm
2) wl_deviceAutoProvisioningRealm
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Worklight authentication by using an access token
over OAuth 2.0 - challenge flow example (3 of 6)

D Client WL Server E

Request sent to token endpoint

401

Challenges: {wl_authenticityRealm: {*“WL-Challenge-Data™: <data>}, ..}

Resend request
fw|_authenticltyRaalm: <challenge response data>}

The scope is a two-step security test:
1) wl_authenticityRealm
2) wl_deviceAutoProvisioningRealm
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Worklight authentication by using an access token
over OAuth 2.0 - Challenge flow example (4 of 6)

D Client WL Server

Request sent to token endpoint

401

Challenges: {wl_authenticityRealm: {*“WL-Challenge-Data™: <data>}, ..}

Resend request
fw|_authenticltyRaalm: <challenge response data>}

v

401

Challenges: jwl_deviceAuthProvisioningRealm: <challenge data>}

The scope is a two-step security test:
1) wl_authenticityRealm
2) wl_deviceAutoProvisioningRealm
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Worklight authentication by using an access token
over OAuth 2.0 - Challenge flow example (5 of 6)

D Client

Request sent to token endpoint

WL Server

401

28

Challenges: {wl_authenticityRealm: {*“WL-Challenge-Data™: <data>}, ..}

Resend request

fw|_authenticltyRaalm: <challenge response data>}

401

Challenges: jwl_deviceAuthProvisioningRealm: <challenge data>}

Resend request

fwl_deviceAuthProvigloningRealm: <challenge response data>}

The scope is a two-step security test:
1) wl_authenticityRealm
2) wl_deviceAutoProvisioningRealm
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Worklight authentication by using an access token ==~ ~
over OAuth 2.0 - Challenge flow example (6 of 6)

D Client WL Server

Request sent to token endpoint

401

Challenges: {wl_authenticityRealm: {*“WL-Challenge-Data™: <data>}, ..}

Resend request
fw|_authenticltyRaalm: <challenge response data>}

401

Challenges: jwl_deviceAuthProvisioningRealm: <challenge data>}

Resend request
fwl_deviceAuthProvigloningRealm: <challenge response data>}

v

200
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Worklight authentication by using an access token

over OAuth 2.0 (1 of 2)

Flow Step 5 - After all relevant realms are authenticated,
Worklight Server returns an access token to the client.

i

External
SDK

Client

Worklight

SDK

The returns a JSON
object

with the following format:

{

scope: <actual scope> *

token_type: "Bearer"

access_token: <encrypted token
string>

Token Lib

Resource
Server

22

}

* different than given scope only if
default scope requested

Token
Endpoint

Worklight
Server
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Worklight authentication by using an access token

over OAuth 2.0 (2 of 2)

Flow Step 6 — The application developer now resends the
original request, adding an "Authorization" header with the

retrieved token.
After it has validated, the

token lib updates the client D
Context object with the

following data from the
access token:

app_id, user_id, device _id

The token lib validates the

token in this order:
Check signature.

External
SDK

Client

Worklight

SDK

1.
2. Check expiration.
3. Check scope.

Token Lib

Resource
Server

23

Token

Endpoint

Worklight

Server
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Worklight project configuration - Configuring the
scope for the access token (1 of 2)

The scope of an access token must be a predefined security test in a
Worklight project. You configure it in this file:
<WL Project>/server/conf/authenticationConfig.xml.

The default lifetime for each token is 60 seconds. You can override this
timeout by adding the AccessTokenExpirationSec attribute to the
security test.

For example, if you want to configure a security test, called

“SampleSecurityTest”, with a lifetime of 15 seconds, edit the
authenticationConfig.xml as follows.

From the source view:

<securityTests>
<customSecurityTest name="SampleSecurityTest'" AccessTokenExpirationSec="15">
<test realm="SampleRealm" isInternalUserID="true"/>
</customSecurityTest>
</securityTests>
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Worklight project configuration - Configuring the
scope for the access token (2 of 2)

From the design view:

123 authenticationConfig.xml 2

%
type filter text SampleSecurityTest
= : - ec: 15
v B3 Login Configuration Add...
> & Login Modules e

> (£ Realms
v E Security Tests

» /7 Custom Security Test
> s, Static Resources

26 © Copyright International Business Machines Corporation 2014. All rights reserved.



Worklight project configuration - keystore

To use this feature, preferably use or create your own keystore and
configure the Worklight Server to use it.

For an example in an unrelated context, see
in the product documentation.

Using the default Worklight Server keystore is NOT secure!
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External service configuration

29

For your external service to accept the access token, you must add a
validation library to your service, which must be able to validate the
token with either online or offline validation.

Two libraries are provided for this purpose:

worklight-access-token-validator.jar —Javalib

worklight-access-token-validator.tgz — node.js module

For Worklight Server installation — You can find the libraries in:

<installation dir>/WorklightServer/external-server-libraries

For the Worklight Studio — When you create a new project, you can
find the libraries in:

<project dir>/externalServerLibraries

© Copyright International Business Machines Corporation 2014. All rights reserved.



External service configuration - Using Java

30

The purpose of this module is to enable offline validation of access
tokens that are generated by Worklight Server for Java web
applications.

Validation of access tokens that are generated by Worklight Server is
also possible for node.js servers.

To use the Java library, you need two files:

Certificate — For the associated sample, the certificate that has
been exported from the Worklight Server Keystore. You can use
the Java keytool. In production, preferably use your own keystore
as explained in slide

Worklight-access-token-validator.jar
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External service configuration - Using Java: servlet
filter (1 of 3)

31

Add the worklight-access-token-validator. jar file to the

class path of your web application and use the filter class
com.worklight.security.WLAccessTokenValidationFilter aS
shown below.

Example of a filter definition:

Filter name = FilterName:

Choose an name you want for the filter.
URL = /some/protected/url

The prefix for all the resources that you wish to protect.
Scope [Optional] = securityTestName

The name of the security test, as defined in the authenticationConfig.xml file, which is needed
to authenticate against to gain access to the protected resources. If the scope is not specified, the filter
accepts any valid token that is provided by Worklight Server.

CertificatePath = certificateLib/WorklightServerCeriificate.cert.

The path to the certificate of Worklight Server, relative to the WEB-INF folder.
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External service configuration - using Java: servlet
filter (2 of 3)

= |n addition to the previous parameters, write the following code for
the web . xml file of your external server:

<web-app ..>

<filter>
<filter-name>FilterName</filter-name>
<filter-class>com.worklight.security.WLAccessTokenValidationFilter</filter-class>
<init-param>
<param-name>worklightCertificateFile</param-name>
<param-value>certificatelLib/WorklightServerCertificate.cert</param-value>
</init-param>
<init-param>
<param-name>scope</param-name>
<param-value>securityTestName</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>FilterName</filter-name>
<url-pattern>/some/protected/url</url-pattern>
</filter-mapping>

</web-app>
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External service configuration - Using Java: servlet
filter (3 of 3)

33

After successful validation, the filter updates the clientContext

object that the service can use to access user, application, or device
identities that are contained in the access token.

Example of ClientContext usage:

ClientContext context = ClientContext.getlInstance();
String appld = context.getApplication();
String userld = context.getUser()

String devicelId = context.getDevice();
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Use of the client-side API: which methods are
allowed (1 of 4)

The Worklight WL.. C1ient API provides built-in support for using
Worklight access tokens for the following platforms:

Hybrid — JavaScript™
Android
I0S

The methods included in this API provide the following services:
Obtaining and caching a token for a specified scope
Getting the last obtained access token

Getting the required scope from the external service response

See the following slides. For more information, see also
in the
product documentation.
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Use of the client-side API: which methods are
allowed (2 of 4)

Obtaining and caching a token for a specified scope

In JavaScript, the method is called obtainAccessToken.

The WL.Client instance requests a new token from the Worklight
Server instance. To obtain the token, the client must be authenticated

in all realms of the requested scope (which is represented by a security
test in the Worklight Server AuthenticationConfig.xml

configuration file). Thus, calling this method triggers an authentication
seqguence for all realms for which authentication is still required.

This method is asynchronous in all platforms. It does not return a value
but, instead, triggers a response handler.

Note: It is not necessary to parse the response from the server
in the response handler. The token is automatically parsed and
cached inside the WL..Client instance and can be retrieved

by using the next method.
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Use of the client-side API: which methods are
allowed (3 of 4)

Getting the last obtained access token

In JavaScript, this method is called getLastAccessToken.

The WL .Client instance returns the last access token for a
certain scope as a string. Alternatively, if no scope is specified,
the last obtained token is returned. This capability is useful
when an application is using one scope

Add a header named "Authorization" and for the header
content, add "Bearer ", followed by the token. For example,
when issuing an Ajax request, you can write the following code:

var token = WL.Client.getLastAccessToken ()
S.ajax ({

type : "GET",

url : MY URL,

headers : {"Authorization" : "Bearer " + token}

})

© Copyright International Business Machines Corporation 2014. All rights reserved.



Use of the client-side API: which methods are allowed
(4 of 4)

Getting the required scope from the external service response

In JavaScript, this method is called getRequiredAccessTokenScope.

When a request to the external service fails, the WL.Client
Instance can identify the cause of the failure.

If the failure is related to access token issues, the client returns
the name of the scope that is required to access the service. In
this case, it is necessary to obtain a new token for the returned
scope. For example, the token does not match the required
scope, or the token has expired.

If the error is not related to access token issues, the method
returns null.
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Use of the client-side API: JavaScript example

(1 of 2)

39

This JavaScript example shows how to use the client-side API for
access to an external service.

function callProtectedRestAPI (retries) {

// You must be able to call this method
// recursively, because in some cases it is
// necessary to obtain a new token and try a
// second time.
if (retries == 0) {

return;
}
// Get the last obtained access token.
// On the first call, the token can be null.
var token = WL.Client.getLastAccessToken() ;
var headersObject = (token != null) ?
{"Authorization" : "Bearer " + token} : {}:

(Continued on the following slide..)
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Use of the client-side API: JavaScript example (2 of 2)

S.ajax ({
type : "GET",
url MY EXTERNAL SERVER URL,

headers : headersObject

}) .done (function (response) {
showResult (response) ;

}) .fail(

function (response) {
// Need to extract this header from

// the response to know the scope.
response.getResponseHeader ("WWW- Authenticate");

WL.Client.getRequiredAccessTokenScope (response.status, header);

var header =
var scope =
|

if (scope != null) {
// The failure 1is related to the access token. Get a new one.

WL.Client.obtainAccessToken (scope, getTokenSuccess,getTokenFailure);

} else {
showErrorResult ("request failed");

1)
function getTokenSuccess (response) {
// Obtained a token. Try to access the external server one more time.

callProtectedRestAPI (retries - 1);
}i
function getTokenFailure (response) {
showErrorResult (response) ;

}s
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Exercise (1 of 3)

See the project worklightAsAuthorizationServer.zip. YOU can
find the sample for this training module from the Getting Started page
of the IBM® Worklight Foundation documentation website at

The WorklightAsAuthorizationServer project contains two
items.

REST-Caller IS a standard Worklight project.

Project REST-Caller contains the REST-Server folder. This
folder contains the REsT-Server. zip archive, which contains a
Java web application.
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Exercise (2 of 3)

43

In Eclipse, select File > Import and then in the wizard,
select Existing Projects into Workspace.

Click the Select archive file option, navigate to your
current workspace project REST-Caller, and import the

REST-Server.zip file.

To deploy the REST-Caller Worklight App, select the Run
on Worklight Development Server command.

© Copyright International Business Machines Corporation 2014. All rights reserved.



Exercise (3 of 3)

To deploy the REST-Server Java web application, right-
click the project and select Run On Server, then
Worklight Development Server.

E.} Run On Server =

[
&3

Run On Server = ‘

Select which server to use

How do you want to select the server?
@ Choose an existing server
Manually define a new server

Select the server that you want to use:

type filter text
Server State
4 = localhost
&) Worklight Development Server fi» Started
Lightweight profile for WebSphere Application Server, e

Always use this server when running this project
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information and are required for session management. Additionally, persistent cookies may be randomly
generated to recognize and manage anonymous users. These cookies also contain no personally
identifiable information and are required.

If the configurations deployed for this Software Offering provide you as customer the ability to collect
personally identifiable information from end users via cookies and other technologies, you should seek
your own legal advice about any laws applicable to such data collection, including any requirements for
notice and consent. For more information about the use of various technologies, including cookies, for
these purposes, see IBM’s Privacy Policy at and IBM’s Online Privacy
Statement at the sections entitled “Cookies, Web Beacons and Other
Technologies” and the “IBM Software Products and Software-as-a-Service Privacy Statement” at
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For the entire IBM Worklight documentation set, training material and online forums where you can post questions, see the IBM website at:

http://www.ibm.com/mobile-docs

Support

Software Subscription and Support (also referred to as Software Maintenance) is included with licenses purchased through Passport
Advantage and Passport Advantage Express. For additional information about the International Passport Advantage Agreement and the
IBM International Passport Advantage Express Agreement, visit the Passport Advantage website at:

http://www.ibm.com/software/passportadvantage

If you have a Software Subscription and Support in effect, IBM provides you assistance for your routine, short duration installation and
usage (how-to) questions, and code-related questions. For additional details, consult your IBM Software Support Handbook at:

http://www.ibm.com/support/handbook

Comments

We appreciate your comments about this publication. Please comment on specific errors or omissions, accuracy, organization, subject
matter, or completeness of this document. The comments you send should pertain to only the information in this manual or product and
the way in which the information is presented.

For technical questions and information about products and prices, please contact your IBM branch office, your IBM business partner,
or your authorized remarketer.

When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute your comments in any way it believes
appropriate without incurring any obligation to you. IBM or any other organizations will only use the personal information that you supply
to contact you about the issues that you state.

Thank you for your support.
Submit your comments in the IBM Worklight Developer Edition support community at:

If you would like a response from IBM, please provide the following information:
Name
Address
Company or Organization
Phone No.
Email address
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