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<securityTests>
<customSecurityTest name="SampleSecurityTest'" AccessTokenExpirationSec="15">
<test realm="SampleRealm" isInternalUserID="true"/>
</customSecurityTest>
</securityTests>
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<web-app ..>

<filter>
<filter-name>FilterName</filter-name>
<filter-class>com.worklight.security.WLAccessTokenValidationFilter</filter-class>
<init-param>
<param-name>worklightCertificateFile</param-name>
<param-value>certificatelLib/WorklightServerCertificate.cert</param-value>
</init-param>
<init-param>
<param-name>scope</param-name>
<param-value>securityTestName</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>FilterName</filter-name>
<url-pattern>/some/protected/url</url-pattern>
</filter-mapping>

</web-app>
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ClientContext D{sEFHH:

ClientContext context = ClientContext.getlInstance();
String appld = context.getApplication|();
String userlId = context.getUser();

String devicelId = context.getDevice();
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WL.Client 4 Y AR VX I&, Worklight Server 1 > X2 U X[IZx LT
=DV VFERLET, b=V 2VFEWRBIHICIE. V953472
(. (Worklight Server @ AuthenticationConfig.xml ¥k~ 7 A1

LMNADEXFI)TA— TAITCRINFE)EBRROA—TDITRTD

LILLATREESNTWAIRENHYET, LEAH>T, TOAVYYE
ZHEUHT &, FEFBANBDELGINRTOLUIILLAIZH L TERIEY—7
DAMBRYH—ENFET,

DAYy RIE, IRTOTSY b IT7+—LTIERETY, EFERL
FEAMN. KbYIZ, BNV KS—%2 M) AH—LZET,

ERBNY RS —TH—N\—DoDIEE BT HAINEELH
UErHA, b—7 VIZBEEIRIZERT SN T, WL.Client 4

AR VARIZxF Yy 2ENB=H, ZOAYy FEFEAL
THRH/TEET,
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OSAL T, - Yo FAPI DEFGTE 7S h s
X YVw F(3/4)
BERICHEBLET72EX - F—92 2 0WE

JavaScript TlZ. TD A Y v K& getLastAccessToken &FFE[XALTLY
F9,

WL.Client 4 VARV RIF. BERI—TDOREDT7 VLR - F—5
VEAR)UGELTRLES, HAHAWE, Ra—TZFEELAEMOT-
Ge. REICIREGLE- =Y U REINFET, ZOHREIT., 7T r—
vavh1oOoORa—F ERALTWSIGEEICRIZCIIBET,

[Authorization] EWWOIAYF—ZFEBIML, AV F—DRHRBEELT, T
Bearer] IZEWNT h—o U ZFEBMLET, HlAIX, Ajax EXRZF=FHKITY
BBE. LTOO—FOLSICEERTEET,

var token = WL.Client.getLastAccessToken ()
S.ajax ({

type : "GET",

url : MY URL,

headers : {"Authorization" : "Bearer " + token}

})
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NP —EXEELSDRELZZAI—TOIREF

JavaScript TlX, ZdD* Y v Fl& getRequiredAccessTokenScope &
FEENTLET,

NEH—EXADERMNELBKLIZEES. WL.Client 41 Y RAA X
IERMDIERZHETEET,

TOREDNT VR - b=V VORBRBICEELTWAIEEE., ¥
—ERICTIVERTHEOITBERRI—TDRARMMERLET,
COHE. RENERAA—TOHFR—U V[T IBELD
DEF, FIZIEX, BBEGRI—TIZTr—I N —HLGMEED
f—0 DOENHARMIINTNSIEZEETY,

IS—h7O€R b= DOBREIZEBRLTULEWNMES., D
AYw KlEnull 2 RLET,
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LI JavaScript DHITIE. NI —EXRIZT7 VR T BHRIZH S
A7k -4 FAPI 2RI HHEZTRLET,

function callProtectedRestAPI (retries) {

// You must be able to call this method
// recursively, because in some cases it 1is
// necessary to obtain a new token and try a
// second time.
if (retries == 0) {

return;
}
// Get the last obtained access token.
// On the first call, the token can be null.
var token = WL.Client.getLastAccessToken() ;
var headersObject = (token != null) ?
{"Authorization" : "Bearer " + token} : {}:

(RDRZA FiZHi< ..)
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S.ajax ({
type : "GET",
url : MY EXTERNAL SERVER URL,
headers : headersObject

}) .done (function (response) {
showResult (response) ;
})y . .fail(

function (response) {
// Need to extract this header from

// the response to know the scope.
response.getResponseHeader ("WWW- Authenticate");

WL.Client.getRequiredAccessTokenScope (response.status, header);

var header =
var scope =
|

if (scope != null) {
// The failure is related to the access token. Get a new one.

WL.Client.obtainAccessToken (scope, getTokenSuccess,getTokenFailure);

} else {
showErrorResult ("request failed");

});
function getTokenSuccess (response) {
// Obtained a token. Try to access the external server one more time.

callProtectedRestAPI (retries - 1);
}i

function getTokenFailure (response) {
showErrorResult (response) ;

}i
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BEEDHLE

OAuth2.0 Zf+ LF=7U X - b—% % {HER L f= Worklight D253
Worklight 7B x5 DR

NEH—E XD

93472k -H4 FAPI OEA

B
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JOoox ok WorklightAsAuthorizationServer.zip =SB LT
K&V, SORL—Z2T - EDa—)LOY U TILIE, IBM®
Worklight Foundation 3X & Web 41 | (

YD TAFR] R—=TIZHYFET,

WorklightAsAuthorizationServer JAY T Y X2 DD7
A TLBNEENTULET,
REST-Caller &, 12#E Worklight Joozy bTY,

702 x4 b REST-Caller IZIX. REST-Server 7 # LA —MEE
NTWET, COTAHILF—IZIX., P—HA T REST-Server.zip
NEENTEY. FOH(Z(ZJavaWeb 7 TUH5— 3 08 H Y

x99,
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BEE (213)

Eclipse T. 741 > T4 oR— k] ZERLTH
5, D4 —FT, TBRETOAD Y FET—HYRAR—
AN] EERLFET,

[P—hAT - IT74IDER] AT 30%501) 97
L. REODT—I9AR—X - TJAI TS b REST-
Caller IZFE#4S—Fk L. REST-Server.zip 774l
M oiRk—kLET,

REST-Caller Worklight 7 74— 3 %7704 9 %
[Z1%. a< >k TWorklight Development Server T3
T (Run on Worklight Development Server)] Z:&iRL
F9,
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REST-Server JavaWeb 7 74— 3 v&=T A4 9
51CIF, 7oz pEHV )Y LT [B—N—T=E
1T (Run On Server)] ZZEIRLTHM . TwWorklight
Development Server] ZEIRLET,

E.} Run On Server = || B | &2

Run On Server =

Select which server to use

How do you want to select the server?

@ Choose an existing server
Manually define a new server
Select the server that you want to use:
type filter text

Server State

4 = localhost
&) Worklight Development Server fi» Started

Lightweight profile for WebSphere Application Server, Tl

Always use this server when running this project

'/:?' < Bac Mext = | [ Finizh ] | Cancel
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