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The Wonders of Cloud Computing
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Globalization and Globally Available Resources —————— CLOUD
- Instrumented, Interconnected, Intelllgent COMPUTING
B.|II|ons of mc_)blle CUSTOMER ACCESSING
devices accessing the PORTAL SERVICES
Web FROM SMARTPHONES —
EG IPHONES, ANDROID
DEVICES

Access to _streams of
information in the Real
Time
ITS ALL
ABOUT
SOFTWARE!

Mew Forms of Collaboration
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Customer Concerns with Cloud Computlng

LOSS OF GOVERNANCE

- TRUST in the provider is paramount.

COMPLIANCE RISKS
ISOLATION FAILURE

Hard to have “Personalized” Security Features

DATA HANDLING
- DATA PROTECTION
- INSECURE or INCOMPLETE DATA DELETION:

MANAGEMENT INTERFACE COMPROMISE
Monitoring & reporting difficulties
MALICIOUS INSIDER

- Or incompetent / careless insider / operator

* 2009 European Network and Information Security Agency (ENISA)
Cloud Computing: Benefits, risks and recommendations for information security

4

Gartner

* Implement and maintain a
security program.

* Build and maintain a secure
infrastructure.

* Ensure confidential data
protection.

* Implement strong access and
identity management.
 Establish application and
environment provisioning.

* Implement a governance and
audit management program.

e Implement a vulnerability
and intrusion management
program.

e Maintain environment testing

and validation.
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We Audit It Once a
Quarter with Pen Testers

Applications are constantly
changing

We Have Firewalls
and IPS in Place

Port 80 & 443 are open
for the right reasons

S —

We Use Network
Vulnerability Scanners
Neglect the security of the

software on the network/web
server

7

We Use SSL Encryption

Only protects data between
site and user not the web
application itself
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have overridden security
concerns. In some cases,
the business has bypassed
internal functions altogeth-
er and contracted directly
with cloud suppliers.”

The result? Corporate se-

04 AUG 2010

In 2009, the IC3 re-
ceived more than 336,000
complaints, up 22.3 per
cent over 2008.

“The total loss linked to
online fraud was US$559.7
million, up from US$265

scape, but they reported
that they are well-placed to

address these security is-
sues. :

“Cloud computing has

proved to be a compelling
business proposition and

hind the technical cloud
model. Organisations can
face significant problems in-
providing secure access for
their staff across many dif-
ferent cloud providers, and
in demonstrating regulato-

curity functions are battling

million in 2008,

the IC3

has become the preferred

R Lizl

ry compliance.”

the solution

world.international
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Hackers break into Nasdaq Web service

‘Suspicious files’ detected
on exchange’s Directors
Desk, where 300 firms
share info with directors

NEW YORK: Hackers broke into a Nasdag
service that handles confidential commu-
nications for some 300 corporations, the
company said = the latest vulnerability ex-
posed in Lhe computer systems thal Wall
Street depends on,

Lile Peauls Fahfacis cen

TODAY @ PCWORLD

{ RRSRSRRRE AN S

IMF Hacked; No End in Sight to

mial snunlg mul:ilum:g. syslems, we de-
tected suspicious files on the US servers
unrelated to pur trading systems.”

Masdag said its Internet-based Direc-
tors Desk, which allows publicly traded
companies and their boards to communi-
cate and exchange information onling,
was “polentially affected” by the breach.
The breach was discovered at the end of
last year, said Mr DeMaria.

Forensic companies and faderal law en-
forcement, in an investigation, found no
evidence that customer information had
besn accessed by hackers. and the intro-
sions did mot affect Nasdag's stock trad-
i Tl gyt

Security Horror Shows

By lan Paul, PCWorld  Jun 12, 2011 2:22 PM

reports.

Graphiz: Diego Aguims

data.”

The recent online intrusion into Infernational Monetary Fund servers may have been
the work of malicious hackers warking for a foreign government, according to online

The IMF is reportedly reluctant to disclose where it believes the attacks came from
since 187 of the world's 194 nations (as recognized by the U.S. Department of State)
are members of the fund. The hack's perpetrators obtained a "large quantity of
including e-mail and other documents during the intrusion. according to Bloomberg.

with more than 2,600 lsted companies.

A federal official said that the hackers
had broken into the service repeatedly
over more than a year. Investigators are
trying to identify them. he added.

The motive 15 unknown. The official
spoke on condition of anonymity, be-
cause the inguiry by the Federal Burean
of Investigation and the Secret Service is
still ongoing.

Directors Desk helpa comg
documents with directors for
board meetings. It also allow:
midke use of online discussion
conferencing.

Home

great value for insider trading,

Mr DeMaria said the Justice Depart-
ment had asked the company to keep si-
lent en the intrusion until next Monday
at least, But The Wall Street Journal re-
ported the investigation on its website
late last Friday, prompting Nasdag to is-
sue 3 statement and notify ils customers.

Mr m?-iar::: said N.m]aq OMX had de

Sanbad sl s lear i

On in Techno News
Technology News Today

GAGDET NEWS

GAMES NEWS

times been a back door for systems that
are not directly connected to the Web.
The presence of files on the system,
and the claim that no customer informa-
thon was compromised could indicate
that the hackers were able to get in bul
not complete their attack, he added.
Computer securily experts have long
warned that many companies are not do=-

ing ool o weakent comeltioa data and

HARDWARE NEWS

ISF lists these
steps for compa-
a security strate-
d computing.

and hmw existing

INTERNET NEWS 5CI

PLAYSTATION NETWORK, HACKER USING A SIMPLE
SQL INJECTION VULNERABILITY FOR ATTACK SONY

1 2, Zo11 | (1 Filed under: GAMES NEWS

Playstation Network, The hacker organisation which took over a website of PBS NewsHour final
week end has returned to a initial adore — hacking Sony.

LulzSec voiced Thursday it hacked servers during Sony Pictures as well as Sony BMG. The

“Seinfeld — We're Going to Del Boca Vista!®
AutoTrader, as well as a Sony competition to foster a

organisation posted what crop up to be a stolen e-mail addresses as well as passwords of about
50,000 consumers who'd purebred for a single of 3 Sony promotional sweepstakes: final year's
giveaway, a Jan competition Sony conducted with
movie Green Hornet.
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'Some UOB operations

hit by computer glitch

I By Francis Caan

A COMPUTER. glitch dis-
rupted some branch pro-
cesses and halted Internet
banking operations for a
couple of hours at United
Crverseas Bank (LUOE) ves-
terday.

The hardware fault in a

server was detected at
about 10am and resolved
by lunchtime, according
to the bank.

“This problem caused
an intermittent slowdown

in the system that sup-

ports branch operations  UOB ATMs and cash deposit machines were not atfected by
and UOE personal Inter-  the temporary breakdown yesterday. BT FILE PHOTO

net banking,” it said.

“Our engineers immedi-
ately investigated, identified and izolat-
ed the fault, and resolved it by noon.”

A UOE spokesman said there was
somme impact on customer services.

For instance, large cash withdrawals
al branches were carried out on a
case-by-case basis and the personal In-
ternet banking site was offline.

But customers could still use ATMs
and cash deposit machines, which were
not affected by the temporary break-
dowr.

Last month, DES Bank carned a re-
buke from the Monetary Authority of

Singapore when its banking network
crashed in July,

The system failure had left DBS and
POSE customers without access to more
than 1,000 ATMs and Internet and mo-
hile banking services for seven lours.

DES was later ordered by the regula-
tor to make key changes, conduct re-
views and set aside $230 million as a
buffer against operational risks such as
the breakdown.

Unlike DBS, which has outsourced
some of its information technology func-
tions, UOR and OCRBC Bank run most of
their IT operations in-house.
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Its always
the
hardware?!

Maybe the
network?!
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How Do Hackers Attack Web Applications

- Applications can be CRASHED to
reveal source, logic, script or U

infrastructure information that can give a Explmts sotneaded o atEekva D es
hacker intelligence > Einor # 5 con

77 | Bl f share BEE

R

« Applications can be COMPROMISED to  a&fi
make it provide unauthorised entry % £
access or unauthorised access to read, '
copy or manipulate data stores, or reveal
information that it otherwise would not.

— Eg. Parameter tampering, cookie
poisoning

Javascript is Disabled in Acrobat Reader

s 1. open "empty.pdf”, just a normal POF file.
- werify Javascript is Disabled

2. open evil "ownit.pdf”
- prompted by aAcrobat Reader, we control displa
= Must Click Through to work
3. Reopen ”emEty pdf’
- PDF has been mad1f1ed with Launch object dire
user to sudosecure.net

ALL DOME!

- Applications can be HIJACKED to make [
it perform its tasks but for an authorised
user, or send data to an unauthorised
recipient, etc.

— Eg. Cross-site Scripting, SQL Injection




©3 500 Internal Server Error - Mozilla Firefox

Ble Edt Vew G0 Bookmaks Took Help £
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S00 Internal Server Error

java. lang.NullPointerException
at FlectWatch.fwcontrol . dobet (fucontrol . java:r3s6)
8t javad.servlet.hoop.HoopServler.gervice (HoopServlet. jawvs: 740)
at jowvax.servlet.http.Hotplervlet.service (HotpSerwlet . Javaz 853 )
8L com.evermlnd[Cracle Appllcation Ferver Contalnersa Lor JEZEE 109 [9.0.%.2.0)].2erver.htip.ServletRegueatlisapatcher .. invoke (ServletRegqueatiapaccher ., 38w
at com.evermind[Oracle Application Serwver Contaimners for JEZEE 10g (2.0.4.2.0)] .secver.http.SecvletBequestlispatcher. forvardInternal (FerviletRequestDispa
at com.evermind[Cracle Appllioation Server Contalnerd for JEEE 1O [2.0.%.2.00] -gcever.bhtop. HEopRegquestHandler . procesaRequest (HotpRequestHand ler - Jowe: 75
arb com.evermind[Cracle Application Jerwver Containers Loy JEEE 104 [9.0.#£.2.0)] .2erver.hetp. LIPRequestHandler .. tun { AJPRequestHand ler . jawas: 208)
at com.evermind[Oracle Application Server Containers for J2EE 10g (9.0.4.2.0)]) .secver.htcop. WPRequestHandler . tun (AJFRequestHandler. jawra: 125)
ac com.ewvermind[Oracle Application Jerver Cohtalnera Tor JEZEE 10g [9.0.%.Z.0)1].util.ReleasableResour cePooledExecunor § AYTorKet . tun (Re leasak leResouccePoo

at jawva. lang. Thread.run(Thoead. jawra: 532)

These are real examples —

Hackers love these error message pages

al | 0

| Dors

.Ej"‘.iiartl | & 500 Internal Serve.. B M DOS | £ Philippine Ajrlines -, OB 212aM




tuntime Error - Microsoft Internet Explorer provided : B L1 =

G_"E;‘ - IEI b/ : o El |45 | % ' |.E-‘," Live Search |

| File Edit View Favorites Tools Help

<z Favorites @ Runfime Error [ [ % - B - o #~ Page~ Safetyr Toos~ @+ &

Server Error in '/Portal’ Application.

Runtime Error

Description: An apphication &ror accurred on the server. The currént custom arror settings for this apphication prevent the datails of the application &rror from Being viewsd remotely (for sscurity reagens). it could, however, ba viswad by browasrs
running on the lpcal server machins.

Details: To enabie the defais of this specific error meszage to be viewable on remete machines, please create a <customErrors> tag within a “web.cenfig” configuration file located in the root directery ef the current web application. This <custemErrors>
tag should then have itz "meds” alribute sette "0

«i-- Web.Config Configuration File --»

«configuration:
<system.web>
<customErrors mode="0FfF" />

</system.web=
«/configuration>

Motes: The current arror page you are seeing can be replaced by a custom errer page by madifying the "defaultRedirect™ attribute of the application’s <customErrorss configuration tag te point to a custom error page URL.

«l-- Web.Config Configuration File --»

<configurations
<gyeten, webx
<customErrors mode="Remotelnly” defaultRedirect="mycustompage,htm” />
</systen, wabs
«/configuration=

Version Information: Microsoft NET Framswaork Wersion:2.0.50727.1433: ASP.NET YWersion:2.0.50727.1433

“Self-inflicted” Social Engineering?!



% Generic Error Page - Google Chrome
Fttpes: fve L buysub, com Error jepfods mag code =MWORd=12710567111528ermar =

cné@ An error has occurred.

A Hearst national Service for Renewal of Paper-mailed Magazine Subscription

Error Description:

java.lang.HullPointerException at
com.cds.nm.gemini.parsers.GiftsRequesiParser.getParameter|GiftsRequestParser.java(Compiled Code)) at
com.cds.nm.gemini.servlets.GeminiBase Servliet. buildErrorURL{GeminiBase Serviet.java(Compiled Code)) at
com.cds.nm.gemini.servlets.GeminiBase Servlet. processEmor[GeminiBase Serviet.java|Compiled Code)) at
com.cds.nm.gemini.servlets.GeminiBase Serviet.processEmor{GeminiBase Serviet.java|Compiled Code)) at
com.cds.nm.gamini.serviets. GifCard Serviet. doPost|GiftCard Serviet.java: 160) at
com.cds.nm.gamini.servlets. GiftCard Serviet. doGet{GiitCard Servlet.java:68) at

javax.serviet.hitp. Hitp Serviet.service|Http Serviet.javal(Compiled Code)) at
com.cds.nm.gemini.serviets.session. Hitp Serviet.service(Hip Servliet.java(Compiled Code)) at
com.cds.nm.gemini.servlets. GeminiBase Servliet.service{GeminiBase Serviet.javalCompiled Code)) at
javax.serviet.hitp Hitp Servlet.service|Http Serviet.java|Compiled Code)) at

cam.ibm.ows.weabcontainersarvlet. ServietWrapper.sarvica| ServietWrapper.java(Compiled Code)) at

com.ibm.ws. webcontainer.servlet. ServietWrapper.service|ServlietWrapper.java(Compiled Code]) at
com.ibm.ows.webcontainer.filter. WebAppFilterChain.deFilterWebAppFilterChain.java(Compiled Code]) at
com.ibm.ws.webcontainer.filter. WebAppFilterChain._doFilter{WebAppFilterChain.java|Compiled Code)) at
com.ibm.ws.webcontainer.servlet. ServietWrapper.handle Request{ServietWrapper. java|Compiled Code)) at
com.ibm.ws.webcontainer.servlet.Cache ServletWrapper.handleRequest{Cache ServletWrapper. java|Compiled
Code)) at com.ibm.ws.webcontainer.WebContainer.handleRequest{\WebContainer.javalCompiled Coda)) at
com.ibm.ws.webcontainer.channeLWCChannelLink.ready(WCChannelLink.java{Compiled Code]) at

com.ibm.ws, http.channel.inbound.impl.HtplnboundLink.handleDiscrimination(HitpinboundLink. java(Compiled
Code]) at

com.ibm.ws. http.channelinbound.impl.HttplnbeundLink. handleNewlnformation(HttpinboundLink. javalCompiled
Code)) at

com.ibm.ws. hitp.channelinbound.impl.HitplCLReadCallback.complete(HttplCLReadCallback.java|Compiled Code))
at

coam.ibm.ws.ssl.channel.impl. 55LRead ServiceContexti S 5LReadCompletedCallback.complete| S 5LRead ServiceConte xt. jav
Code)) at com.ibm.ws.tcp.channelimpl.WorkQueueManager.requestComplete(WorkQueuelManager.java(Compiled
Code)] at com.ibm.ows.top.channelimpl.WorkQueueManager.atte mptlO{WorkQueuelanager.java(Compiled Codea))
at com.ibm.ws.tcp.channel.impl. WorkQueueManager.workerRun[WorkQueuelManager.java{Compiled Code)) at
com.ibm.ws.tcp.channelimpl. WorkQueueManageriWorker.run(WorkQueueManager.java(Compiled Code)) at
com.ibm.ws.util. ThreadPool$Worker.run|{ThreadPool java[Compiled Code))




ff Welcome to vPOST - Windows Internet Explorer

EE

6'.\-—_;' - Iﬁl https: ffwww, vpost,com, sgfvpostivauthenticate

jlﬁl :?';_: |_;| I'Cu:-sgle SGEP

2

File Edit View

Favorites

Tools: Help

& g

T~ B - B o Page - G Toos -

£ | Welcome to vPOST »

e | ]

T

CJVvPOST | vPOSTUSA | £ vPOSTJAPAN| £) vPOSTEUROPE| ) vCONCIERGE |
| Apply for GOOD | LOGOUT |

Secured Eﬁ 28bit S5L

BILLS

gPay Shipping Charge

Compilation of
‘Iprograms/beaifuser_projects/vpostdomain/vpostserver/.wlnotdelete/vpostserver vpost 3878766/jsp_servlet! mainContent.java’
failed:

-vPOSTUSA
-vPOSTJAPAN
-¥POSTEUROPE
gPayr Bills
gi.ﬁew Bills

gPaym ent History

gPost Payments

FROFILE

gProﬁie

gPersonaiiwﬁon

g{l‘r\ange Password

gContact us

/programs,/bea’/user_projects/vpostdomain/vpostserver/.wlnotdelete/vpostaerver vpost 3878766/jsp servlet/ meinContent.]
cannct resclve symbol

probably cccurred due to an error in /mainContent.jap line
ClesnUTRABIEUtility utklutil = new CleanUTABLEUCilityi);

(31}

1380:

fprogrens,/bea7/user projects/vpostdomain/vpostserver/.
cannoct resolwve symbol

probably cccurred due to an error in /mainContent.jsp line 1380:
CleanUTABLEUtility utklutil = CleanUTABLEULili

CleanlilEs ityih;:

wlnotdelete/vpoatserver vpost 3878766/jsp servlet/ mainContent.

EW

/progrens,/bea’¥/user projects/vpostdomain/vpostserver/.wlnotdelete/vpostaerver vpost 3878766/jsp servlet/ meinContent.]
uses or overrides a deprecated AFPI.

(31}

Full compiler erroris):

/programs /bea? fuser_projects /vpostdomain/vpostserver/.wlnotdelete/vpostserver_vpost_3878766/jsp_serviet/__mainContent.

symbol : class CleanUTABLEULiTity

location: class jsp_serviet.__mainContent
CleanUTABLEUtiTity utblutil = new CleanUTABLEUtiTity () /[ /mainContent.jsp; Line: 1380]
A

Jprograms /bea? /user_projects/vpostdomain/vpostserver/.winotdelete/vpostserver_vpost_3878766/jsp_serviet/__mainContent.

symbol : class CleanUTABLEULi Tity

Tocation: class jsp_serviet.__mainContent
CleanUTABLEUtiTity utblutil = new CleanUTABLEUtiTity();: /[ /mainContent.jsp; Line: 1380]

M

Mote: Sprograms/bea’/user_projects/vpostdomain/vpostserver/.winotdelete/vpostserver_vpost_ 3878766/ jsp_serviet/__mainCont

Mote: Recompile with -deprecation for details.

2 errors




Attackers use directory traversal attacks to read arbitrary files on web servers, such as SSL private keys and password files

Py
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E http:/fweb.ebay.co.uk/ i

™

- Buy 5ell MyeBay Communi
a CO.UK yyeicome! Sign in or register

- Advanced Search

Categories v | Shops | eBay Motors gsafm

Home = Business Centre = Changes in 2008 = Changes to Pricing

# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.loca
localhost =1 localhosta.localdomainé localhosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-ma
Production database vip 10.3.164.17 PRODDE.ebaydevelopment.co.uk PRODDE # Serverfarm - BDM 10.3.166.11 eby-pr-

wb1l ebaydevelopment.co.uk eby-pr-wb1l 10.3.166.12 eby-pr-wbl2.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-f
wb13 ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wbld.ebaydevelopment.co.uk eby-pr-wbld 10.3.166.15 eby-f
whb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wbl6.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-
whb17.ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wb18.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-f
wb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-f
wb21.ebaydevelopment.co.uk eby-pr-wb21 10.3.166.22 eby-pr-wh22 ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - et
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-wbz
10.3.166.33 eby-pr-wb33.ebaydevelopment.co.uk eby-pr-wb33 10.3.166.34 eby-pr-wb34.ebaydevelopment.co.uk eby-pr-wb3
# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.locs
localhost @1 localhostt.localdomaing localhosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-mz
Production database vip 10.3.164.17 PRODDEB.ebaydevelopment.co.uk PRODDE # Serverfarm - BON 10.3.166.11 eby-pr-

whb11l.ebaydevelopment.co.uk eby-pr-wb11 10.3.166.12 eby-pr-wb12.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-
whb13.ebaydevelopment.co.uk eby-pr-wbl13 10.3.166.14 eby-pr-wbl4.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-;
whb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wbl6.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-;
wh17.ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-whb18.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-{
whb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-|
wh21.ebaydevelopment.co.uk eby-pr-wbh21 10.3.166.22 eby-pr-wb22 ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - el
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-wh:

10.3.166.33 ehv-nr-wh33 ehavdevelnnment.co.uk ehv-nr-wh33 103166 .34 ehv-nr-wh34 ehavdevelnnoment .co.nk ebv-nr-wh=
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W & Hotel Rﬁervaﬁon Cnline - Transacton ... ] ‘

N
Hotel Reservation Online

Dear Mt | stin,

As aresult of your reservation 2001200
at the hotel Mikko Resort And Spa /Bali / Indonesia

for 5 nights (from Jan 18 2006 to Jan 23 2006 ) I

we processed a credit card transaction on Jan 03, 2006.
The credit card transaction was successful.
The details of your transaction are as follows:

Reservation number: 2001200

Card Holder Mame: Justin fsmsmm—es
CreditiDebit Card: xoo-000-000-4688
Expiration Date: 032007

Amount: 506.61 USD

Date: Jan 03, 2006

Billed as: HRTNEGEE———

You can print this transaction slip

Another customer’s transaction
and personal info are revealed

Please note that this is not an invoice. An invoice will be issued 10 days after your check-out date.,

You can get vour invoice following this ”[\ﬂj)

We hope you will have a nice stay at this hotel !
We are looking forward to making a new resenvation for you !
With our thanks,

Even HttpS “Golden Lock” not
safe from software attacks!

Ihttps Afvewy I i = b reser 10 = 20012008 mail= I Shotmail cor L & Internet




Web Application Attacks are a Business

Application Threat

Issue

Negative Impact

Potential Business Impact

Buffer overflow

Denial of Service (DoS)

Site Unavailable; Customers
Gone

Cookie poisoning

Session Hijacking

Larceny, theft

Hidden fields

Site Alteration

Illegal transactions

Debug options

Admin Access

Unauthorized access, privacy
liability, site compromised

Cross Site scripting

Identity Theft

Larceny, theft, customer
mistrust

Stealth
Commanding

Access O/S and
Application

Access to non-public personal
information, fraud, etc.

Parameter
Tampering

Fraud, Data Theft

Alter distributions and transfer
accounts

Forceful Browsing/
SQL Injection

Unauthorized Site/Data
Access

Read/write access to customer
databases




Top 10 OWASP Critical Web Application Security I=%5 #

Issues www.owasp.org
2009 2010

1 Unvalidated Input 1 Injection

2 Broken Access Control 2 Cross-Site Scripting (XSS)

3 Broken Authentication and 3 Broken Authentication and Session

Session Management Management

4 Cross Site Scripting Flaws 4 Insecure Direct Object References

5 Buffer Overflows 5 Cross-Site Request Forgery (CSRF)

6 Injection Flaws 6 Security Misconfiguration

/7 Improper Error Handling 7 Insecure Cryptographic Storage

8 Insecure Storage 8 Failure to Restrict URL Access

9 Denial of Service 9 Insufficient Transport Layer Protection

10 Insecure Configuration 10 Unvalidated Redirects and Forwards

Management
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WHY CAN HACKERS ATTACK WEB APPLICATIONS?

- Developers are mandated to deliver functionality on-time and Volumes of
on-budget - but not to develop secure applications applications

. continue to be
— Developers often short on training, budget, resources, deployed that

timeline, companies do not have secure software policy are riddled with

+ IT Security professionals usually from network/infra side security flaws...
— They are usually not knowledgeable or interested in programming

- -
[

— Network scanners won’t find application vulnerabilities and are non
— Developers are usually not interested in network or security compliant with
« Product innovation is driving development of increasingly industry
complicated software for a Smarter Planet (apps >200,000 iines) regulations
OUR GCAL T5 TO WRITE 1 HOPE TM GONNA
BUGFREE SOFTWARE. THLS WRITE ME A

T'LL PAY A TEN-DOLLAR
BONUS FOR EVERY BUG
YOU FIND AND FIRK.

DRIVES NEW SUV CHEAP

FAST

THE RIGHT THIS AFTER- |Goop
BEHAVIOR. NOON!

S Adtis E-mali: SCOTTADAMS@®AOL.COM
I'u"‘.l"-"} © 1965 United Festure Syndicate, Inc {NYC)
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Security as an Intrinsic PropertK of the Development Process
Design Phase

*Consideration is given to security requirements of
the application

*Issues such as required controls and best practices

are documented on par with functional requirements '\@nne;%er,

Development Phase Doty
»Software is checked during coding for:

» Implementation error vulnerabilities

» Compliance with security requirements

Functional Spec

»Testing begins for errors and compliance with
security requirements across the entire application

=Applications are also tested for exploitability in
deployment scenario

cing
Partner

Software
*Configure infrastructure for application policies

*Deploy applications into production

=Continuously monitor applications for appropriate
application usage, vulnerabilities and defend against

kattmkg )




APPSCAN - A professional software solution that SCAN THE APPLICATION to

Identify Vulnerabilities

il AppScan 7.3 Demo Scan 1.scan - Watchfire AppScan

File Edit View

Scan

Tools  Help

D B k= @ © 5can - ) Stop EﬂManual Explore

Wiew

&

Security Issues

)

Remediation Tasks

&

Application Data

x Scan Configuration

i~ Scan Log 9-) [iil Repert & Update

f;j My Application (53)

=% hittp://demo testfire.net/ (53)

E

A3

@ cgiexe (1)

] comment.aspx (2)
@ default aspx

@ disclaimer htm

@ feedback aspx (1)
@ search.aspx (1)
@ SEMVENSTOr. aspx
@ subscrbe aspx (3)
|#£] subscribe swf

@ survey_guestions .aspx

H-C3) admin (1)
H-7) bank (40)
7-IC7) images (1)

| ,_:l...i' Scan is Incomplete

Mare Information »

Amanged By: Severty  Highest on top
|ﬂ| 53 Secunty Issues (368 vanants) for "My Application’

= @ Blind SAL Injection (4)
hitp://demo testfire net/bankaccount aspx (1)
hitp://demo testfire net/bank.dogin.aspx (2)
hitp//demo testfire net/bank.Aransaction asme (1)

@ Cross-Site Scripting (5)

@ Fomat String Remote Command Execution (1)

@ HTTP Response Splitting (1)

@ 5S0L Injection (6]

@ XPath Injsction (1)

S/ Cookie Poisoning SGL Injection (1)

| »

m

| 1) Advisary | %] Fix Recommendation | ?4 Request/Response |

Variant: 4 1of2 ~ E Original | abb ,J

Properties

@ Show in Browser [ Report False Positive |- Manual Test 9% Delete Variant @ Set as Non-vulnerable

POST /bank/account.aspx HTTP/1.0

Cookie: amCreditOffer=CardType=Gold&Limit=10000&Inter —
Content-Length: 35 |_|
Accept: =/=

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win32]
Hozt: demo.testfire.net

Content-Type: application/x-www-Torm-urlencoded
Referer: http://demo.testfire.net/bank/main.aspx

[listAccounts=0%2B0%2B1001160141%2B0

HTTP/1.1 200 OK

Content-Length: 11744

Connection: close

Date: Thu, 05 Apr 2007 15:03:34 GMT
server: Microsoft-II5/6.0
X-Powered-By: ASP.NET
K-AspNet-Version: 2.0.50727
Cache-Control: no-cache

Pragma: no-cache

Fvnireas = -1

4 b

,ﬁ Warart Detailz | =] Screenshot
ID: 9234

Difference:

The following changes were
applied to the original request:

» Set parameter Tist Accounts’s
value to '0%2B0%
2B1001160141%2B0°

m

Reasoning:

This test uses several different

HTTP requests in order to verify

the existence of a Blind SQL

Injection \I'U|ﬂE|EbI|I‘t‘)" The resutting E|

e ° ST —
EI'ItBr adu:lrtu:unal c:u:ummenL- fl:lrtl'"-\.l -
vanant.

[£] Visited URLs 108/108

(1] Completed Tests 14194/14134

|E'|'| 53 Securty lssues

013 Wes L2 DI




w»Rich Report Options

44 Regulatory Compliance Standards, for Executive, Security, Developers, PLUS customizable test

criteria.
¥
Create Report
Security Report Industry Standard F‘.Egu|at0r_}' Compliance Delta Analysis

| Detailed Findings

Vulnerable URL: htip:/ifake/fake.aspx
Total of 2 findings in this URL

Report Type | Layout |

Template: | Executive Summany M

Min. Severity: | Informational

t] Test Type:

A |w

= [+] Report Content
Executive Summary (Entire Scan)
=[] Securty lssues
=[] Varants
[ ] Request/Response
[ ] User Comments
[] Show Validation in Response
[[] Screenshots
= [] Advisories and Fix Recommendations
[].NET
] J2EE
[ ] Remediation Tasks
= [[] Application Data
[] Application URLs
[ ] Script Farameters
[ ] Broken Links
[ ] Comments
[ ]JavaScripts
[ ] Cookies

Help Preview ] l_ﬁa\re Report... ] [ Close

]

. L

Severity: High Advizory & Fix Recommendation: See Appendix 1

Vulnerable URL: hitp.Jifake/ffake.aspx (parameter = fake)

Remediation:
Sanitize user input

Variant 1 of 4 [ID=2416]

Thiz test variant was constructed from the original request by applying the following change{s):

¢  Set parameter 'uid's value to "="==script=alert{'Appacan%20-%20C55%20attack %
20may%a20be%:20used)</script="

* Set parameter "uid's value to "="=<=script=alert( Appscan®%20-%20C35%20attack%
20may%20bet20used)</script="

Request:

GET /bank/login.aspx?uid=>"»><script=alert(’ Appscan¥%20-%¥20C55%20attack¥zomays20bek

2oused )</ script=&passw=Demol234dx=&Ly= HTTP/L.0

Cookie: ASP.NET_SessionId=3bg3jsupvfrjfoisbphlorgl

Host: bern

Accept:

ACcept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE E.Gj Windows NT E.0)
referer: http://hern/hank/ Ingin.sspy

Variant 2 of 4 [ID=2418]

This test variant was constructed from the criginal request by applying the following changa{s):

+ Set parameter "uid's value to "="=<=script=alert{' Appscan%20-%20C55%20attack%
20may%20be%20used)</scrpt='

* Set parameter "uid's value to "="=<=script=alert( Appscan®%20-%20C35%20attack%
20may%20bet20used)=/script='

Request:

CFET fhank Mandn aorwPodid-—"wrsocrrintwalart ' Anncran NP NCESR I Nattar P ima v Pnho




WY Q-0 0@ @ @Pees o156 Q @ AL [G]RE #

gﬂﬂ Compliance Scan Results Eg if bank, listed co, govt dept
| 75 unigue issues detected across 49 sections of the requlation:
Section No. of lssues
1. Implement Internet Protocol {IP}) masquerading to prevent your internal address from 4

being translated and revealed on the Internet.
(Requirement 1.5)

2. Do not use vendor-supplied defaults for system passwords and other security 19

parameters.
{Requirement 2)

3. Always change the vendor-supplied defaults before you install a system on the network. 13
(Requirement 2.1)

4. Develop configuration standards for all system components. Make sure these standards 16
address all known securty vulnerabilities and industry best practices.
(Requirement 2.2)

5. Disable all unnecessary and insecure services and protocols. 13
(Requirement 2.2.2)

6. Configure system security parameters to prevent misuse. 13
(Requirement 2.2.3)

7. Remove all unnecessary functionality, such as scripts, drivers, features, subsystems, file 16
systems.
(Requirement 2.2 4}

8. Encrypt all non-console administrative access. Use technologies such as S5H, VPN, or 3
SSUTLS for web-based management and other non-console administrative access.
(Requirement 2.3)

9. This section applies to hosting providers only — Hosting providers must protect each 36

entity's hosted environment and data.
(Requirement 2.4)

10. This section applies to hosting providers only — Protect each entity's (that is a2 merchant, 17
service provider, or other entity) and ensure that each entity only has access to own
cardholder data environment
(Requirement A.1.1)




And Most Important :

Actionable Fix Recommendations

. AppScan 7.5 Demo Scan 1.scan - Watchfire AppScan [E=FESC),
Eile Edit View 5can  Tools Help ¢
D @ [ Q © 5can - ) stop EﬂManual Explore RScan Configuration Scan Log ;.) [iil Repert & Update
View : f:[qwﬁap"caﬂ“” (53) | jj Scan is Incomplete Maore Information X
=" hitp://demo testlire net/ (53)
o —— A3 @anged By: Severty  Highest ontop
ﬁ ..... cgiexe (1) ﬂ B3 Security Issues (368 variants) for "My Application’
Security Issues || [ ;:fmm:ﬂt.aspx 2) = @ Blind SQL Injection (4) -
""" g ;U_ 'asﬁ hitp://dema testfire net/bank./account aspx (1)
""" f;id:lmc:. o ; http://demo testfire net/bank.ogin.aspx (2] =
a """ seard’? as;xsp[?]i ) hitp://dema testfire net /bank Aransaction.aspx (1)
- ; @ Cross-Site Scripting (5)
Remediation Tasks | STETF'EW . @ Format Sting Remote Command Execution (1)
::: :Eb:;b:::?i ) @ HTTP Response Spitting (1)
R || sury u.estionsa ) Neeoen )
r({ iy dmsﬁ% e @ ¥P=th Injection (1)
Application Data - bark (40) W Lok Guorg S BRI il
®-IC3) images (1) i)

\07 Blind SQL Injection

'

= FiXx Recommendation

Build the

* General
knO Iedge among There are several issues whose remediation lies in sanitizing user input.
By verifying that user input does not contain hazardous characters, it is possible to prevent
the t am malicious users from causing your application to execute unintended operations, such as

|
I
launch arbitrary SCL queries, embed Javascript code to be executed on the client side, run
various operating system commands eic.
ltis advised to filter out all the following characters:
[11] (pipe sign}
[2] & (ampersand sign)
[3]; (semicolon sign) -
1 1 | 3

[] Visited URLs 108/108 [/ Completed Tests 14194/14134 {7 53 Security lssues 01 Y4 S22 @I
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Rational Appscan - Web Application Security by QA

« Cloud services today are expected to have the usual security solutions:
Firewall, IPS, authentication ... etc

— Hackers know this too, so they need to find a new way to attack and steal
data

— Hence they are attacking SOFTWARE APPLICATIONS today

« Firewalls etc do not stop application attacks
— The cloud is one big rich software environment to attract hackers
— in the cloud there is no way to monitor and stop hacker activities

— THE APPLICATION MUST DEFEND ITSELF
« APPSCAN VALUE PROPOSITION

— A professional software solution tool that

SCANS THE APPLICATION TO FIND BUGS, FLAWS, CODING
IMPERFECTIONS

Flags the errors — types, priorities, locations, quantities
Generate a variety of reports
Offers instruction to developers on how to fix the applications

— Appscan “hardens” the application to make it resistant
to hacker attacks.



conrerence 2011
Powered by Impact & Innovate 2011 ﬁ
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