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The Wonders of Cloud Computing

Its All 

About 

Software!



Globalization and Globally Available Resources

- Instrumented, Interconnected, Intelligent

Access to streams of 
information in the Real 

Time

Billions of mobile 
devices accessing the 

Web

ITS ALL 
ABOUT 

SOFTWARE!

Welcome to THE SMARTER PLANET

CLOUD
COMPUTING
CUSTOMER ACCESSING 
PORTAL SERVICES 
FROM SMARTPHONES –
EG IPHONES, ANDROID 
DEVICES



Customer Concerns with Cloud Computing
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� IBM Corporation

� LOSS OF GOVERNANCE

- TRUST in the provider is paramount. 

� COMPLIANCE RISKS

� ISOLATION FAILURE

� Hard to have “Personalized” Security Features 

� DATA HANDLING

- DATA PROTECTION

- INSECURE or INCOMPLETE DATA DELETION:

� MANAGEMENT INTERFACE COMPROMISE

� Monitoring & reporting difficulties

� MALICIOUS INSIDER

- Or incompetent / careless insider / operator

* 2009 European Network and Information Security Agency (ENISA)
Cloud Computing: Benefits, risks and recommendations for information security

• Implement and maintain a 

security program.

• Build and maintain a secure 

infrastructure.

• Ensure confidential data 

protection.

• Implement strong access and 

identity management.

• Establish application and 

environment provisioning.

• Implement a governance and 

audit management program.

• Implement a vulnerability 

and intrusion management 

program.

• Maintain environment testing 

and validation.



We Use Network 
Vulnerability Scanners

Neglect the security of the 
software on the network/web 

server
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Application Security Myth: “Our Site Is Safe”

We Have Firewalls 
and IPS in Place

Port 80 & 443 are open 
for the right reasons
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We Audit It Once a 
Quarter with Pen Testers

Applications are constantly 
changing
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We Use SSL Encryption

Only protects data between 
site and user not the web 

application itself
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Its always 

the 
hardware?!

Maybe the 
network?!



How Do Hackers Attack Web Applications
• Applications can be CRASHED to 

reveal source, logic, script or 

infrastructure information that can give a 

hacker intelligence

• Applications can be COMPROMISED to 

make it provide unauthorised entry 

access or unauthorised access to read, 

copy or manipulate data stores, or reveal 

information that it otherwise would not.

– Eg. Parameter tampering, cookie 

poisoning

• Applications can be HIJACKED to make 

it perform its tasks but for an authorised 

user, or send data to an unauthorised 

recipient, etc. 

– Eg. Cross-site Scripting, SQL Injection



These are real examples –

Hackers love these error message pages
…



“Self-inflicted” Social Engineering?!



International Service for Renewal of Paper-mailed Magazine Subscription







Real Example : Travel & Hotel Reservation Site
Reading another user’s transaction – insufficient authorization

Another customer’s transaction 
and personal info are revealed

Even HttpS “Golden Lock” not 
safe from software attacks!



Web Application Attacks are a Web Application Attacks are a BusinessBusiness
IssueIssue

Misdirect customers to bogus site

Application Threat Negative Impact Potential Business Impact

Buffer overflow Denial of Service (DoS) Site Unavailable; Customers 
Gone

Cookie poisoning Session Hijacking Larceny, theft

Hidden fields Site Alteration Illegal transactions

Debug options Admin Access Unauthorized access, privacy 
liability, site compromised

Cross Site scripting Identity Theft Larceny, theft, customer 
mistrust

Stealth 
Commanding

Access O/S and 
Application

Access to non-public personal 
information, fraud, etc.

Parameter 
Tampering

Fraud, Data Theft Alter distributions and transfer 
accounts

Forceful Browsing/

SQL Injection

Unauthorized Site/Data 
Access

Read/write access to customer 
databases



Top 10 OWASP Critical Web Application Security 
Issues www.owasp.org

1  Unvalidated Input

2  Broken Access Control

3 Broken Authentication and 

Session Management

4  Cross Site Scripting Flaws

5  Buffer Overflows

6  Injection Flaws

7  Improper Error Handling

8  Insecure Storage

9  Denial of Service

10 Insecure Configuration 

Management

2010

1  Injection

2  Cross-Site Scripting (XSS)

3 Broken Authentication and Session 

Management

4  Insecure Direct Object References

5  Cross-Site Request Forgery (CSRF)

6  Security Misconfiguration

7  Insecure Cryptographic Storage

8  Failure to Restrict URL Access

9 Insufficient Transport Layer Protection

10 Unvalidated Redirects and Forwards

2009



WHY CAN HACKERS ATTACK WEB APPLICATIONS?

• Developers are mandated to deliver functionality on-time and 
on-budget - but not to develop secure applications

– Developers often short on training, budget, resources, 
timeline, companies do not have secure software policy

• IT Security professionals usually from network/infra side

– They are usually not knowledgeable or interested in programming

– Network scanners won’t find application vulnerabilities

– Developers are usually not interested in network or security

• Product innovation is driving development of increasingly 
complicated software for a Smarter Planet (apps >200,000 lines)

Volumes of 
applications 

continue to be 

deployed that 
are riddled with 
security flaws…

…and are non 

compliant with 
industry 

regulations

CHEAP 

FAST 
GOOD



Design Phase
�Consideration is given to security requirements of 
the application

�Issues such as required controls and best practices 
are documented on par with functional requirements

Development Phase
�Software is checked during coding for:

� Implementation error vulnerabilities
� Compliance with security requirements

Build & Test Phase
�Testing begins for errors and compliance with 
security requirements across the entire application

�Applications are also tested for exploitability in 
deployment scenario

Deployment Phase
�Configure infrastructure for application policies
�Deploy applications into production

Operational Phase
�Continuously monitor applications for appropriate 
application usage, vulnerabilities and defend against 
attacks
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Manage,
Monitor

& Defend
Design

Develop

Build & Test

Deploy

Make Applications Secure, by DesignMake Applications Secure, by Design
Security as an Intrinsic Property of the Development Process

Outsourcing 
Partner

Functional Spec

Software



APPSCAN – A professional software solution that SCAN THE APPLICATION to

Identify Vulnerabilities



With Rich Report Options
44 Regulatory Compliance Standards, for Executive, Security, Developers, PLUS customizable test 

criteria.



Eg if bank, listed co, govt dept



And Most Important :

Actionable Fix Recommendations

Build the 

knowledge among 
the team



Summary: 
Rational Appscan - Web Application Security by QA

• Cloud services today are expected to have the usual security solutions: 

Firewall, IPS, authentication … etc

– Hackers know this too, so they need to find a new way to attack and steal 

data

– Hence they are attacking SOFTWARE APPLICATIONS today

• Firewalls etc do not stop application attacks

– The cloud is one big rich software environment to attract hackers

– in the cloud there is no way to monitor and stop hacker activities

– THE APPLICATION MUST DEFEND ITSELF

• APPSCAN VALUE PROPOSITION

– A professional software solution tool that

• SCANS THE APPLICATION TO FIND BUGS, FLAWS, CODING 
IMPERFECTIONS

• Flags the errors – types, priorities, locations, quantities

• Generate a variety of reports

• Offers instruction to developers on how to fix the applications

– Appscan “hardens” the application to make it resistant 
to hacker attacks.
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