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The Value of Integration 
Dramatically Differentiating  

IBM Security Solutions vs. our competition 
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Security can be a complex landscape… 

85 tools from 45 vendors 
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Expand the value of security solutions through integration 

Integrated intelligence 
Correlate and analyze siloed information  

from hundreds of sources to automatically detect  

and respond to threats 

Integrated protection 
Enhance security with security solutions that 

interact across domains to provide cohesive,  

easy to manage protection 

Integrated research 
Incorporate the latest information on vulnerabilities, 

exploits and malware into intelligent security 

solutions across domains 
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IBM delivers intelligence, integration and expertise across a 
comprehensive framework 

Intelligence 

Integration 

Expertise 
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Integration Increases security, collapses silos, and reduces complexity 

J
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Consolidate and  

correlate siloed 

information from  

hundreds of sources 

Stay ahead of  

the changing  

threat  

landscape 

Link security and 

vulnerability  

information  

across domains 

Integrated Intelligence. Integrated Research. Integrated Protection. 
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Integration Reference Document – 15 Páginas de descripciones 

IBM internal and Business Partner use only – Please do not share with customers until May 5, 2014 
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Ready for IBM Security Intelligence 

IBM internal and Business Partner use only – Please do not share with customers until May 5, 2014 
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Ready for IBM Security Intelligence 

IBM internal and Business Partner use only – Please do not share with customers until May 5, 2014 
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Ready for IBM Security Intelligence 

IBM internal and Business Partner use only – Please do not share with customers until May 5, 2014 
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DeveloperWorks 

IBM internal and Business Partner use only – Please do not share with customers until May 5, 2014 
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Developer Works 

IBM internal and Business Partner use only – Please do not share with customers until May 5, 2014 
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Integration Highlight (Multiple Controls): IBM Threat Protection System 

Open Integrations 

Ready for IBM Security 

Intelligence Ecosystem 

Trusteer Apex Endpoint  

Malware Protection 

IBM Security Network 

Protection XGS 

Smarter Prevention 

IBM Security QRadar  

Security Intelligence 

Security Intelligence 

IBM Emergency 

Response Services 

IBM Security QRadar 

Incident Forensics 

Continuous Response 

IBM X-Force  

Threat Intelligence 

New real-time sharing of  
Trusteer  threat intelligence 
from 100M+ endpoints with 
X-Force 

Global Threat Intelligence 

New functionality from 
partners including FireEye, 
TrendMicro, Damballa and 
other protection vendors 

1 2 3 

5 4 

Java Lockdown Protection - 
granular control of untrusted  
code, cloud-based file inspection, 
and QRadar integration 

NEW 

Advanced Threat Quarantine 
integration from QRadar and  
third-party products, inclusion  
of Trusteer intelligence into XGS 

NEW 

Data Node appliance, new flow 
and event APIs, and QRadar 
Vulnerability Manager scanning 
improvements 

NEW Integrated forensics module with  
full packet search and visual 
reconstruction of relationships 

NEW 

NEW NEW 

Increased global coverage  
and expertise related to malware 
analysis and forensics 

NEW 

IBM internal and Business Partner use only – Please do not share with customers until May 5, 2014 
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Integration Highlight (Multiple Controls):  
IBM Security Access Manager for Mobile 

IBM internal and Business Partner use only – Please do not share with customers until May 5, 2014 
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Integration Highlight (Intra-Control):  
XGS 

IBM internal and Business Partner use only – Please do not share with customers until May 5, 2014 

Ensure appropriate 

application and network use 

Understand the  

Who, What and When for all 

network activity 

Extensible, 0-Day protection 

powered  

by X-Force® 

PROVEN SECURITY ULTIMATE VISIBILITY COMPLETE CONTROL 

IBM Security Network Protection XGS 5000 

builds on the proven security of IBM intrusion prevention solutions 

by delivering the addition of next generation visibility and control 

to help balance security and business requirements 

NEW WITH XGS NEW WITH XGS 
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Security Intelligence, Threat Intelligence and Advanced Threat Protection  Integration is 

core to the IBM Security market value 

 

Security Intelligence Platform 

Threat  
Intelligence 
Data Feed 

Hundreds of IBM and third-

party sources 

Integration Highlight (Security Intelligence):  
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IBM X-Force® Research and Development 

Expert analysis and data sharing on the global threat landscape 

The IBM X-Force Mission 

 Monitor and evaluate the rapidly changing threat landscape  

 Research new attack techniques and develop protection for tomorrow’s security challenges 

 Educate our customers and the general public 

 Integrate and distribute Threat Protection and Intelligence to make IBM solutions smarter 

Vulnerability 
Protection 

IP 
Reputation 

Anti-Spam 

Malware 
Analysis 

Web 
Application 

Control 

URL / Web 
Filtering 

Zero-day 
Research 
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Identify and mitigate  

Web application security risk  



© 2014 IBM Corporation 

IBM Security 

18   

 Security analyst performs automated security 

assessments of new or already deployed Web 

applications 

 Security analyst reviews findings and identifies 

vulnerabilities 

 Application development team are notified about security 

vulnerabilities 

Check your applications for security vulnerabilities with AppScan 



© 2014 IBM Corporation 

IBM Security 

19   

 Security analyst publishes application security 

vulnerabilities information to SiteProtector 

 Vulnerable application assets are identified and made 

visible 

 Network analyst is notified 

Publish security vulnerabilities information to SiteProtector 

• IP address 

• Port 

• Vulnerability type 

• Vulnerable URL 

• Parameters 
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 Network analyst reviews application security vulnerabilities 

 Network analyst monitors vulnerable application assets 

SiteProtector displays application security vulnerabilities 
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 IDS/IPS real-time malicious HTTP traffic is correlated with vulnerable 

application assets 

 SiteProtector alerts network analyst when attacks are likely to 

succeed 

 Network analyst takes action 

SiteProtector SecurityFusion™ module provides security intelligence 

! 
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Until application fix is available, mitigate risk with IBM Security IPS 

 Network analyst creates a virtual patch by turning on IBM Security IPS Web application protection policy 

 Network analyst enables protection categories in the policy based on the types of discovered vulnerabilities 

with AppScan 

Protection categories 
•  Client-side attacks 

•  Injection Attacks 

•  Malicious File Execution 

•  Cross-site Request Forgery 

•  Information Disclosure 

•  Path Traversal 

•  Authentication 

•  Buffer Overflow 

•  Brute Force 

•  Directory Indexing 

•  Miscellaneous Attacks 
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 Quickly identify application vulnerabilities with AppScan 

 Raise visibility of security risk by publishing vulnerabilities information to IBM Security SiteProtector 

 Monitor vulnerable application assets and raise threat alerts using the SiteProtector SecurityFusion™ 

module 

 Take action for mitigating risk by configuring virtual patches with IBM Security IPS until application security 

updates are available 

Summary of benefits 



© 2013 IBM Corporation 

IBM Security Access 
Manager integration with 
Trusteer Secure Mobile 
Browser 
Scenario Walkthrough 

 
IBM Security Access Manager PIP for Trusteer Mobile App and Mobile 

SDK downloadable files 

http://www.ibm.com/support/docview.wss?uid=swg24036993
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Scenarios 

 

 

 Scenario 1:  

– Preventing non-secure browsers from connecting 

 

 Scenario 2:  

– Mobile Malware & high-risk device detection and enforcement 
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Scenario 1: Preventing non-
secure browsers from 
connecting 
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Scenario 1: Preventing non-secure browsers from connecting 
 

 Value: 

– Decreasing the risk of malware, customize user experience & no application changes required. 

 

 Simple policy can be authored that directs users to a page notifying them 

that a secure browser is required. 

 

 

Mobile Chrome Browser 

(non-secure) 
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Scenario 2: Mobile malware & 
high-risk device detection and 
enforcement 
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Scenario 2: Mobile malware & high-risk detection and 
enforcement 

 Value:  

– Reduce the risk of malware collecting sensitive data. 

 

 The Trusteer Secure Browser when connecting with registered web 

applications will transmit in the HTTP request details about the connecting 

mobile device. 

 IBM Security Access Manager for Mobile will extract the details into a set of 

context attributes that are ready to be included in a policy. 
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Architecture 
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Architecture 

ISAM 

Proxy 

 

 

 

 

 

 

ISAM Policy & Runtime Mgmt. 

 

 

 

 

 

 

 

Policy Server  (PAP) 

 

 

Runtime Services (PDP) 

 

 

 

Authentication 

Framework 

Access Policy Authoring 

On / Off Premises  

Applications and Data 

Trusteer Context 

Context based access (SSO / FSSO) 

WAF 

Identity & 

Access 

PIP 

Framework 

Trusteer 

Others 

Mobile SDK 

Secure Browser 

• Device attributes 

• Malware infected 

• Jail broken 

• … 

Policy Authoring using 

Trusteer context 
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www.ibm.com/security 

© Copyright IBM Corporation 2014. THE INFORMATION IN THESE MATERIALS ARE PROVIDED "AS IS" WITHOUT ANY WARRANTY, 

EXPRESS OR IMPLIED, INCLUDING WITHOUT ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE 

AND ANY WARRANTY OR CONDITION OF NON-INFRINGEMENT. IBM products are warranted according to the terms and conditions of 

the agreements under which they are provided.  Nothing contained in these materials is intended to, nor shall have the effect of, 

creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable 

license agreement  governing the use of IBM software. These materials are current as of the initial date of publication and may be 

changed by IBM at any time. Not all offerings are available in every country in which IBM operates.  Product release dates and/or 

capabilities referenced in these materials may change at any time at IBM’s sole discretion based on market opportunities or other 

factors, and are not intended to be a commitment to future product or feature availability in any way.  IBM, the IBM logo, ibm.com and 

other IBM products and services are trademarks of International Business Machines Corp., registered in many jurisdictions worldwide. 

Other product and service names might be trademarks of IBM or other companies.  A current list of IBM trademarks is available on the 

Web at "Copyright and trademark information" at www.ibm.com/legal/copytrade.shtml  

Statement of Good Security Practices:  IT system security involves protecting systems and information through prevention, detection 

and response to improper access from within and outside your enterprise.  Improper access can result in information being altered, 

destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.  

No IT system or product should be considered completely secure and no single product, service or security measure can be completely 

effective in preventing improper use or access.  IBM systems, products and services are designed to be part of a comprehensive 

security approach, which will necessarily involve additional operational procedures, and may require other systems, products or 

services to be most effective.  IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR 

WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY. 

http://www.ibm.com/security
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Security Talk: zSecure & QRadar Integration 

Jamie Pease CISA, CISM, CISSP, MBCS CITP 

System z Security Specialist 

 

Robert Kennedy  

WW Sales Enablement Lead 
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Security intelligence automated offense identification for System z  

Guardium 

DB2 

IMS 

VSAM 

 zSecure 
z/OS 
RACF 
ACF2, TSS 
CICS 

Extensive Data Sources 
Deep  

Intelligence 
Exceptionally Accurate and  

Actionable Insight + = 
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Integration 
zSecure (Alert & Audit) 

integration 
Legacy z/OS integration 

Real Time Event Capture Yes, via Alert No, only historical SMF data 

Extended User/Resource Information Yes No 

Inputs: 

• RACF Yes Yes 

• ACF2 Yes Yes 

• Top Secret Yes Yes 

• DB2 Yes No 

• CICS Yes No 

• z/OS UNIX Yes No 

• FTP, Telnet Yes No 

• Dataset Access Yes No 

• PDS Member updates Yes No 

Mainframe QRadar Integration:   zSecure vs. legacy integration 

 zSecure provides real time input;  Legacy only accesses historical SMF datasets 

 zSecure adds descriptions to events, Legacy provides no descriptions 

 zSecure provides a wide range of input;  Legacy only provides RACF records 

 zSecure provides more comprehensive input, improving the quality of the analysis 

 Bottom line:  the customer gets what they pay for. 
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Value of zSecure integration with QRadar 

 Plugs a hole in the Enterprise Security Monitoring practice 

 

 Provides a holistic, centralised approach for Security Monitoring 

 

 Supports separation of duties – stop the legacy practice of self-policing! 

 

 Maximise QRadar capabilities for: 

– Log management  

– Anomaly detection 

– Incident forensics 

– Configuration Management 

– Vulnerability Management 

– Risk management 

 

 Enhances the monitoring experience with graphical displays and user friendly reporting 

 

 Extend best practices and comply with regulatory/legal/compliance requirements 
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Demoing to customers  

 zSecurity and QRadar Client Technical Professionals (CTPs) have access to a demo 
cookbook/recording (click here) . . . 

 

 Demo environments available . . .  

 Laptop based (no internet access, faster response, canned) 

 Live server (internet access, feed live events, highly adaptable) 

 

 Depending on your audience, zSecurity and QRadar CTPs should co-present at customer 
meetings/workshops . . . For example:- 

 

 A QRadar CTP may require support in front of a System z audience 

 A zSecurity CTP may require a QRadar CTP to be present where detailed SIEM knowledge is required 

 

 10 minute zSecure/QRadar integration demo recording available from next week 

– Can be used in customer meetings 

 

 

 

 

 

 

 

 

https://ibm.biz/BdFRNK
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Demo walkthrough 
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How about if you could transform this . . .   
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Into this . . .   
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Scenario # 1 – Inappropriate access to sensitive data on z/OS   

System Programmer 

accesses a Payroll file on 

System z 
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Scenario # 1 – Monitoring inappropriate access to sensitive data   

Who accessed the 

sensitive resource 

What they accessed 
Resource is sensitive 

for read access 
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Scenario # 1 – Monitoring inappropriate access to sensitive data   

Drill down into event detail 

zSecure has enriched event data – assists the 

Security Officer to understand the user involved 

and what they accessed 
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Scenario # 2 – Privileged User Activities occurring on System z   

Assigning 

powerful RACF 

attributes 

Modifying the 

Trusted 

Computing Base Logon with 

powerful 

emergency user 

IDs 
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Scenario # 2 – Monitoring Privileged User activities in QRadar  

Events sent to 

QRadar, seconds 

later 

Collected and 

sent to QRadar 

by zSecure Alert 
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Scenario # 2 – Monitoring Privileged User activities in QRadar  

Drill down into event detail 

Detailed information alerts us to the fact that an 

emergency user ID has been used – big problem 

for mainframe customers! 
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Scenario # 3 – Security Administrator activities occurring on System z  

Executing RACF 

Commands  

Security Administrator is 

creating new security 

definitions on the mainframe 
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Scenario # 3 – Monitoring Security Administrator activities   

A view of the RACF commands that have been 

executed over a 24 hour period – mainframe customers 

typically run this type of report on a daily basis! 
Event data 

collected by 

zSecure Audit 
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Scenario # 3 – Monitoring Security Administrator activities   

Drill down 

The actual RACF 

command that was 

executed by the 

Security Administrator  
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Scenario # 4 – Monitoring your System Programmers   

Highly sensitive 

resource – keys to the 

kingdom! 

Could be used to 

circumvent system 

security 
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Scenario # 4 – Monitoring your System Programmers   

Drill down 
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Scenario # 5 – Daily (scheduled) reporting   Customers typically run 

scheduled monitoring 

reports 
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Scenario # 5 – Daily (scheduled) reporting   

Schedule a report to monitor 

who has been reading your 

sensitive files 
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Casos Combinados 

IBM internal and Business Partner use only – Please do not share with customers until May 5, 2014 
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The ever expanding number of endpoints, applications, 

databases and network devices create multiple attack 

surfaces 

Hardening environments is difficult and growing increasingly complex 

          ANALYZE             DETECT    HARDEN 

   Integrated Defense Strategy 

Endpoints Networks 

Databases Applications 

• Validate endpoint patch 

status 

• Prevent web application 

vulnerabilities 

• Lock down database usage 

• Secure network traffic 

Hardening challenges: 

• Mobile device proliferation and 

adoption of BYOD  

• Adoption of hybrid and public cloud  

• Rapid growth of big data  

• Continued exploitation of SQL 

injection and cross site scripting 

vulnerabilities 
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Scan assets for vulnerabilities, prioritize the severity of each 

vulnerability, and patch or block the most critical  

6 

22 

102 

AT RISK 

CRITICAL 

BLOCKED 

Harden through integrated security solutions 

IBM QRadar 
Vulnerability Manager / Risk Manager 

IBM X-Force 
Research and Development 

          ANALYZE             DETECT    HARDEN 

   Integrated Defense Strategy 

IBM Endpoint Manager 
IBM Security 

Network Protection XGS 

IBM InfoSphere Guardium IBM Security AppScan 

75 

50 

5 

SQL injection 

Cross-site scripting 

Unusual database requests 

• Validate endpoint patch 

status 

• Prevent web application 

vulnerabilities 

• Lock down database usage 

• Secure network traffic 
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How hardening works: practical steps 

The security administrator… 

• Performs real-time 

vulnerability scans  

• Ensures hardened  network 

device configurations  

• Views prioritization of 

vulnerabilities in context 

• Addresses the most critical 

risks first 

IBM QRadar 

Vulnerability Manager / Risk Manager 

Find and 

Prioritize 

Vulnerabilities 

• Manage hundreds of thousands of endpoints 

• Automatically enforce security baselines across 
all endpoints 

Harden  

Endpoints 

IBM Endpoint Manager 

Harden 

Applications 

IBM AppScan 

• Leverage multiple source code scanning 
technologies 

• Scan production web apps to detect vulnerabilities 

Harden 

Databases 

IBM InfoSphere Guardium 

• Scan database for security exposures  

• Identify behavioral vulnerabilities 

• Virtually patch detected vulnerabilities  

• Filter internet traffic according to security 
policies 

Harden 

Network 

Traffic 
IBM Network Protection XGS 
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Integrated products provide rich context for vulnerability risk scoring 

Risk score adjusted +10 on  
data from XGS and X-Force,  
the asset has communicated  
with malicious IPs 

Risk score adjusted -10 on 
context from Endpoint Manager, 
the asset is scheduled to be 
patched 

Risk score adjusted +50 on  
context from QRadar Risk 
Manager, the asset is not  
protected by firewall or IPS 

• QRadar Vulnerability Manager conducts native 

vulnerability scan and incorporates from other 

vulnerability sources 

• Each vulnerability is given a base risk score,  

in this case 10 
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Multiple identity stores and increasing connections from 

outside the enterprise complicate identity security 

Hardening people is essential and becoming more complex 

          ANALYZE             DETECT    HARDEN 

   Integrated Defense Strategy 

Validate Identity 
Prevent Insider Threat  

and Identity Fraud 

Manage Identity Integrate Identity 

• Determine who is who 

• Unify “Universe of identities” • Enable identity lifecycle 

management  

• Secure shared identities and 

prevent targeted attacks 

Identity hardening challenges: 

• Multiple user access points a  weak 

link for attackers to break-in 

(employees, contractors, partners) 

• Extending identity security to mobile, 

cloud and social interactions  

• Highly privileged insiders have 

access to the “crown jewels” 

• Compliance exposure from multiple 

identity silos and fragment user data  

• Increasing security demands for real-

time user activity data 
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Simplify identity silos to safeguard mobile, cloud and social 

interactions, mitigate insider threat and deliver intelligent 

identity and access assurance 

 

 

 

  

Define a new  perimeter with threat-aware Identity and Access Mgmt 

          ANALYZE             DETECT    HARDEN 

   Integrated Defense Strategy 

IBM Security Access  

Manager 

IBM Security 

Privileged Identity Manager 

IBM Security  

Identity Manager 

IBM Security Directory  

Server and Integrator Create a secure perimeter around 
identities 

• Manage all users connecting from 
within and outside the enterprise 

• Defend web applications against 
targeted web attacks 

• Enhance user activity monitoring  
and security intelligence across 
security domains  

 

• Determine who is who 

• Unify “Universe of identities” • Enable identity lifecycle 

management  

• Secure shared identities and 

prevent targeted attacks 
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Integrated products provide user activity and anomalies detection 

• Identity and Access Manager event logs offers rich  

insights into actual users and their roles 

• IAM integration with QRadar SIEM provides  

detection of break-ins tied to actual users & roles 
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Threat Research 

          ANALYZE             DETECT    HARDEN 

   Integrated Defense Strategy 

Patient, sophisticated attackers make detection a challenge 

Detect subtle anomalies across domains and correlate 

them to create a cohesive picture of threat activity 

Network Traffic 

• Blocks exploits as they 

traverse the network 

• Blocks attacks before they 

reach applications 

Application Access Endpoint Protection 

• Dynamically detect and block  

endpoint malware 

Privileged Users 

• Sends privileged user details 

to correlate with user’s activity 

Detect challenges: 

• Attackers modify signatures to 

bypass signature based detection 

• Users connect from new devices 

and locations 

• Lack of control over privileged users 

passwords and access 

• Increasing number endpoints, 

device types and operating systems 
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IBM X-Force 
Research and Development 

          ANALYZE             DETECT    HARDEN 

   Integrated Defense Strategy 

Integrated capabilities enable real-time discovery and blocking 

Detect and block malicious activity across networks, users, 

applications and endpoints 

IBM Security 
Network Protection  XGS 

• Blocks exploits as they 

traverse the network 

• Blocks attacks before they 

reach applications 

Creates an activity baseline to 
detect anomalous activity 

• Intelligent correlation of events, 
flows, assets, topologies, 
vulnerabilities and external threats 

• Produce actionable intelligence 

IBM QRadar 
Security Intelligence 

IBM Security Access Manager IBM Trusteer Apex 

• Dynamically detect and block  

endpoint malware 

IBM Privileged Identity Manager 

• Sends privileged user details 

to correlate with user’s activity 
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Email with 
malicious link 

SQL 
injection 

Email with 
malicious file 

Defend against persistent attacks with integrated capabilities 
IBM QRadar 

SIEM 

Trusteer Apex 

Privileged Identity 
Manager 

X-Force Research 

Network Protection 
XGS 

AppScan 

SiteProtector 

• XGS blocks zero-day exploit from malicious link  
after incorporating X-Force security content 

• XGS natively creates network flow activity  
for QRadar to detect additional anomalies   

• Access Manager blocks SQL injection from 
web application and alerts QRadar 

 

• Based on QRadar alert, analyst runs                
AppScan to find the application vulnerability  

• AppScan creates virtual patch in SiteProtector 
to block the attack at the network level  

• SiteProtector deploys policy to Network 
Protection XGS devices 

• Apex detects and block the zero-day 
exploit using application state context 

• Privileged Identity Manager detects anomalous 
privilege escalation  

• Privileged Identity Manager records the  
session and sends the escalation event to QRadar 

Network Protection 
XGS 

Security Event 

Security Event 

Security Event 

Security Event 
Network Flow 

 Event correlation 

 Historic forensics 

 Real-time analysis 

 Predictive analytics 

Investigate 

Alerts 

Access Manager 
AMP 5100 

Privilege 
escalation 
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Incorporate the latest threat intelligence 

IBM X-Force research is utilized  
in Network Protection XGS  

Network Protection XGS console showing 

security policies 

X-Force URL reputation data incorporated  

by category 

Policy on XGS set to reject connections to 

malicious URLs 

2 

3 

1 
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Access Manager flags a SQL injection, alerts 
QRadar and then… 

Integrate to prevent web application exploits at the network level 

Analyst runs AppScan and finds the SQL 

injection vulnerabilities 

SiteProtector creates virtual patch to block 

the SQL injection at the network level while 

the vulnerabilities are patched 

AppScan sends vulnerability  

details to SiteProtector 
2 

1 

3 

Types of Protection 

• Client-side attacks 

• Injection attacks 

• Malicious file execution 

• Directory indexing 

• Miscellaneous attacks 

 • Cross-site request forgery 

• Information disclosure 

• Path traversal 

• Authentication 

• Buffer overflow 

• Brute force 

Policy deploys to Network 

Protection XGS devices 
4 
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Monitor privileged users to detect malicious activity 

An attacker steals system administrator 
login credentials then grants increased 
permissions to invalid user 

Privileged Identify Manager sends 

QRadar details of the privilege escalation 

Security analyst views a recording that 

shows compromised administrator granting 

a user rights outside of the formal process 

Security analyst revokes compromised account access 

to prevent further malicious action 

QRadar notifies a security analyst 2 

3 

1 
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Assets 

          ANALYZE             DETECT    HARDEN 

   Integrated Defense Strategy 

Security analysis is a big data problem 

Security analysts are overwhelmed by a variety of data 

and lack of visibility 

Flows 

Events 

Analyze challenges: 

• Rapid growth in the volume of 

security data 

• Incompatible information from 

diverse data sources  

• Multiple, siloed security systems 

each with its own dashboard 

• Lack of application, configuration 

and user context 
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Assets 

          ANALYZE             DETECT    HARDEN 

   Integrated Defense Strategy 

Integrated IBM solutions provide actionable security intelligence  

QRadar SIEM correlates and analyzes millions of events with 

contextual data to produce a detailed view of key offenses 

• Network traffic with user 

and application context 

from IBM Network 

Protection XGS devices 

Flows 

Events 

• Database context and activity 

from IBM InfoSphere Guardium 

• Endpoint 

status from  

IBM Endpoint 

Manager 

• User context from  

IAM integration 

• Network 

topology from 

IBM QRadar 

Risk Manager 

• IBM QFlow and  VFlow 

Advanced analytics combine network 
and contextual data to perform: 

• Event correlation 

• Activity baselining 

• Anomaly detection 

• Offense identification 

IBM QRadar 
SIEM 

IBM X-Force 
Research and Development 

• Security events from 

IBM Network Protection 

XGS devices 
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Security 

Event 

Security 

Event 

Correlate events across security domains to gain visibility 

IBM QRadar 
SIEM 

6 days ago, the user 
connected to an unknown IP 
located in a suspicious region 

5 days ago, the user’s 
machine began opening 
suspicious connections 

User requested access  
to sensitive DB 

Users accessed 
unannounced quarterly 
financial results 

3 other users have connected  
with similar suspicious traffic 

All compromised users  
have latest browser patches 

Security 

Event 

Investigations… 

IAM 

XGS 

QFlow 

Guardium 

Endpoint 
Manager 

IAM 

Guardium • User accesses database outside 

normal business hours 

• User connects from country where 

company does not do business 

• Unusual network traffic identified 

QRadar correlates 3 security events 

and triggers an offense 

• Update XGS to block malware 

command and control 

• Alert security team to remove the 

endpoint malware 

• Produce sensitive data access 

report 

 

2 

3 

Results… 

Lookup all activity  
from user’s IP address 

Look for recent changes in 
the user’s permissions  

Determine which DBs  
and records these users 
accessed in last 6 days 

Find other users who 
connected to the same 
suspicious IP 

Check patch status of 
compromised  machines 

Remediation 

1 

XGS 
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What was 

the attack? 

Who was 

responsible? 

How many 

targets 

involved? 

Was it 

successful? 

Where do I 

find them? 

Are any  

of them 

vulnerable? 

QRadar integrates data to answer the important questions 

How valuable  

are the targets  

to the business? 

Where is all  

the evidence? 


