Security Intelligence.
Think Integrated.

The Value of Integration

Dramatically Differentiating
IBM Security Solutions vs. our competition
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Security can be a complex landscape...

85 tools from 45 vendors

2 © 2014 IBM Corporation



vy
Y ) g

@55 IBM Security

Expand the value of security solutions through integration

Integrated intelligence

Correlate and analyze siloed information

from hundreds of sources to automatically detect
and respond to threats

Integrated protection

Enhance security with security solutions that
interact across domains to provide cohesive,
easy to manage protection

Integrated research

Incorporate the latest information on vulnerabilities,
exploits and malware into intelligent security
solutions across domains

0 7~ LA
Third-party Ecosystem
e | e ".-; »®

() . A ’
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# IBM Security

IBM delivers intelligence, integration and expertise across a

comprehensive framework

Strategy, Risk and Compliance

Security Intelligence
and Analytics

' Advanced Fraud
- Protection

Q Advanced Security
and Threat Research

Managed, Cloud,
and Professional Services

Intelligence

Integration

Expertise

© 2014 I1BM Corporation
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Integration Increases security, collapses silos, and reduces complexity

Integrated Intelligence.

=y bt

r:,ec‘" ity Intelli Qenc

Consolidate and
correlate siloed

information from
hundreds of sources

N A/

N

Integrated Research.

5e0“'“y lntelligence

IRER
Stay ahead of
the changing

threat
landscape

Integrated Protection.

gecurity Intelligen,

Vanced Resear®™

Link security and
vulnerability
information
across domains

N _/
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Integration Reference Document — 15 Paginas de descripciones

1B 5

IBM Security Product Integration Reference

-
L Thirdgarty Ecosysiem © o @
L e
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1BM'z security products are highly
integrated — across 1BM solutions and with
nan-1BM salulions via standard s adoption .

Where integration standards exist, we
followthem (and often make significant
contributionzto those standards). Where
they don'texist, we developtechnologies
to drivefenhance integration and
interoperability. Considerthe examplesof
both types afintegration in the table that
followes.

Blue-highlightedtext indicstes areas
where [BMW iz deliveringintegrationor
interoperabilitythat iz unigueinthe
industry.

Following thiztable ofintegration
examples are 2 appendixes:

Appendix Ahighlights a major area afintegration focus within IBM Security Systems —

the|BM Threat Protection System.

Anpendix Bplacesthe integration examplesin the context ofthe CAMS categories—
Cloud, &nalytics, Mobile and Social .. thereby providing examplesofhowthis
integration helps customers benefit from security integrationin CAM S

projectsfoutcomes.

BCUrity
Framework
Seament

standards-Based
Imtezration Examplks

* OPfadarsuppeors a wide mnge of 2wvent
collction sEndamds - sy=kpg SNMP, O poa,
SOEE. IDEBCand othars.

— * OPadar 5 unique in t=rms of the d=pth te
Sec urity which itcan add to the coll=cted s=curity
Intelige nce intzlligznce and factor it into a mare

accurte picture of atac kstatus and what
to do about it. b & expe nda ble with event
processor, flow processar and co mbinad
avantand flow processorapplances, tcan
diracthy colbect NatFlow, J- Flow, s Flowand
IPFI datm.

# MOadareumms cbe the IRMAD e ndamd e

Proprietany
Integration Examples

* Device suppert modukes [DSMs) hawve Ezen writtzn
to allow the O Padar petfermto accapt, analyza and
derive meaning fremaventand audit kg
information originating froma vastarmy of
hardware and softagne sounces, including both =
rmainfame and ditributed sounces. Forthe bpest
letof prod ucts suppe rted by O Padar SIEM DSMs,
saa tha “IEM S=curity O Padar DSM Configumtion
Guid=" on th= “IEM S=curity O Padar SIEM Product
Documentation for 721" mps

Fromthe pzrspectivs of imzgratic n across IEM
security preducts, OPadar D5Ms are avaib bl for
Trustear Apzwx, IBM S=curity dccess Manager. IEM

|B I Security
Framawork
Sagme nt

Peapl=
[dentityand

Arocess
Wiarmg= m=nt]

=tandards- Based
Imtegration Examples

The LDAFR 43 standard & impkmant=d in
highlyscabhble, highty 2aib bl IEM
Security Directory S=reer product, which &
delivered in many [BM security.
trnsactional.and otharsolutions today.

|IEM Z=curity Dirzctorp Sz rvar 5 The Open
Group LOAP w2 cartified, and s bst
Commen Crite ria ce rtification was atan
EAL d Jaual.

Access Manager for Webcan wo rk with
|IEM S=curity Dir=ctory = rearorwith mamy
other, LDAP W3-complant regstries
Beceass Manager for We b =supports 550 and
Wabdzcass Manag=mant (WAM) t- Wahb
and application senvers as wellas Karbaros
and J2ZEE=nvironments and can supmprta
bread mng= of single sign-on matheds,

SAM ES50 supports 3 broad army of mu ki
factarauth=ntication davices, inchding:

=1

-]
-]
=1
-]
-]
=1
-]
-]
=1
-]
-]
=1

Charermathics USE Key [smartcamd)
HID ProxCands

HID iChss Camds

Indak Cards

Mifar= Cards

RFID=as" iTag

EM Camds

Ayloc Cards

RFID=as pcProx-Sanar

UPEE fing= rprint readers
DigitalP=rsona fingzrprint readers
L=naowa ThinkPad fing=rprint readam
Other Bio &Pl complant readers,
subject to tast cartifiation

Other BID-key supparted rmdems,
subj=ct to test cartifigtion

WASCO OTP tokens

Authenaw OTF [OATH] ta ke ns
Other 2ATH complant to ke ns,
subject to tast cartifiation

Call phane authanticatian

Smart camds compatible with

Gema o, Charsmatics and Saf=5ign
coartifi=d midd bewa e

* frcass Manager's suppertfor HTTR 1.1
=ssantally makes it int=ro p=a b= with any
of today's browsem, whathearona
warkstation, Bptop. t hletar ma hile
phone

etan

Integration Examplks

Customears attempting to accessan Acce== Manaper
protactad rascurcacan be required to maa
TrusteerS=cure Browsear foraccess.

The Truste=r Ma hile Browsarcan make docms
Manag=raware of the s@tus of the connecting
mehil= davica, pravanting. for =amphe, connactomns
frominfected or gikbroken phones.

A prirmary str=ngth of the decem= Manager family of
preducts & it=s integrRticn with 3 wealth of mget
applicaticns, dirsctories and 2 nwirc nmznts. The
imprass e 5 p=c ifis behind this ar= covared in the
IEM Z=c urity Intepmtion Rctory mEe.

The 1M portfolic & sandadzing on Cognos
raporting. At prasant dantity Manag=rand
Federated Hentity Manager use Cognos re porting.

IEM"s Accass Manag=m=nt Applance [phy=icaland
wirtual) ar= threataware, thanks to the Wehb
application subset of ¥-Force’s Protoco | Anabsi
Madul= [FAM] being impl=m=nted in the
applances. X-Force feads provide docess Manager
clstomerm with the Btest protaction agminstweh
application attacks.

Hantity Managar's robe-osad manag=mant
integrates s=ambess by with an Acces Managar for
Web's satof greupdefinitionsand corres nding
access rubes. He=ntity Managarcan crete) manags
becass Manager for Web's groups.

He=ntity Managercan synchronics Access Managar
forWeb msswods

Hentity Manager includes an Sccem Manager for
Wahbadaptar. Tharefors allof tha valus accruing o
the automated lif=cyc b= manage ment of Dentity
Manag=r's workflow and its reconcilationy
racartification ca mhilities 2 pply to Accms Managsr
forWeband its ag=tapplications.

The Wb 550 that Access ManagerfarWeh
prewdes can include 550 for Hentity Managzr
adminstRte s inta the Hantity Managsr
adminstater GUI

Arcmss Managersupports NET A5P NET, 15,

Sha re Point, Bac hange and Office 365,

IEM Z=curity Directory IntegRtor's connectors form
tha ‘fitand fineh ' glu= coda for countles dantity
and access manag=ment imple mentations. s
purpess & interoperbilityand it 5 used Emong
many othar=xamples] t> buid e ntity Manag=r
adapters, to build dentity warzhouses in Access
Manag=r. to handle dentity to ken mapping in
Fad=rat=d Hantity Manag=r.and much mar=.
Through its flexibility. Directory Integrtorallows

IBM internal and Business Partner use only — Please do not share with customers until May m
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Ready for IBM Security Intelligence

]BM Parmngorld Program Products Solutions Services Shortcuts

Ready for IBM Security Intelligence

B Overview OVG I'VI ew

Get started

Ready for IBM Security Intelligence helps pramote a vibrant ecosystem to nurture and support Business Partner
‘Walidated Business

Partnar solutions products that extend the core value of IBEM Security solutions for the design, development, and delivery of software

IBM products eligible far and systems to support new security capabilities for our custamers.

integration . . . ) . )

\BM Security Systems A\ | !/ Technology collaboration and integration helps to increase security coverage, collapse silos of
~ r

information, and increase situational awareness and insights. With the Partnerarld program
and Ready far Security Intelligence validation, IBM supports collaboration with our Business
Fartners to enable the integration of product capabilities and improved security capabilities for
our mutual customers,

Product resources

Technical validation
rESOUrCRS

Sign in or join -—

ou are not signed Achieving Ready for IBM Security Intelligence shows clients that your solution has been
m in to Partnertorld validated against IBM specifications far integration with IBM Security products, enabling
you to differentiate your offering from the competition. After you successfully complete the
validation and marketing criteria, you can display the Ready for [BM Security Intelligence
mark on your gualified afferings.

Ready For
Security Intelligence

o= Sign in here

= Join Partnerworld

Contact us 5 ¥ IBM products eligible for integration

= Learn about the walue of validating your salution with Ready for IBM Security Intelligence

+ Freguently asked guestions

7 IBM internal and Business Partner use only — Please do not share with customers until May 5, 2014 © 2014 I1BM Corporation
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IBM Security

Ready for IBM Security Intelligence

8

IBM PartnerWorld

Program Products

Owerview
Get started

Walidated Business
Partner zalutions

B IBM products eligible for

integration
IBM Security Systerms
Product resources

Technical validation
resources

Sign in or join -

You are not signed
in to Partneniord

©&x Sign in here

=2 Join PartnerWorld

Contact us +

Sohfions Services Shortcuts

= e Al SOIULIONS 1N The meady 10F 15y
A Subscribe to the Ready for IEM Security Intelligence R3S solutions feed

BCUMTY INTelligence solUulion showCase

IBM products eligible for integration
= |EM InfoSphere Guardium

= |EW QORadar Log Manager

= |BM QRadar SIEM

= |EM Security Access Manager for Enterprise Single Sign-On
= |EM Security Access Manager for Maobile

= |EM Security Access Manager for Web

= |Bi Security AppScan Enterprise

= |Bi Security AppScan Source

= |Bi Security AppScan Standard

= |Bh Security Directory Integrator

= |BM Securnty ldentity Manager

= |BM Security Metwork Protection

= |BM Securty FPrivileged Identity Manager

= |BM Security QRadar Incident Farensics

= |EM Tivoli Federated Identity Manager

= Learn more about product integration opportunities

IBM internal and Business Partner use only — Please do not share with customers until May 5, 2014
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Ready for IBM Security Intelligence

9

& tas informacion acerca de IBM Security Intelligence

Soluciones validadas Ready for IBM Security Intelligence

Consulte las soluciones Ready for IBM Security Intelligence en las dreas siguientes o todas las

saluciones:

= Analisis e inteligencia y seguridad (31)
Las soluciones de inteligencia y sequridad de IEM aprovechan la infarmacian relacionada con
la sequridad en toda la arganizacion y utilizan inteligencia avanzada para agilizar la deteccidn
de armenazas, priorizar los riesgos de forma mas eficaz v automatizar las actividades de
canfarmidad.

= Personas (1)
Las soluciones de seguridad de IBEM permiten a las arganizaciones mitigar los riesgos del

acceso no autorizado y mantener una estrategia eficaz de gobiermo de |a gestion de accesos
g identidades.

= Aplicaciones (4)
Las soluciones de seguridad de aplicacidn de IEM le permiten distribuir y mantener
aplicaciones web y mdviles sequras gracias a la creacidn de varias capas de proteccidn a lo
largo de todas las fases del ciclo de vida de desarrallo v operaciones.

= Infraestructura (1)
Las soluciones de proteccidn de la infraestructura de IBM proporcionan una sdlida seguridad

en toda |a red, los senidores, los senidores virtuales, los sistemas principales v los puntos
finales.

< Ver todas las soluciones de Ready for IBM Security Intelligence (85)

IBM internal and Business Partner use only — Please do not share with customers until May 5, 2014

© 2014 I1BM Corporation
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DeveloperWorks

= el vowaw,ibm.com)developerworks|

Pl 3 & -9

c

| E ~ finding an strategic voice ibm

|2l Mast visited FastPass YIRUS Computer Eme... m IBM Security Framew... IBM Standard Softwa... SWHG PartFolio Naviga...

151

developer\Works

Connect

with developers.

® [

Develop

your coding skills.

Discover

new technical resources.

o A

| IBM Internal Help Ho. . [} windows 7 - How can ... IBM Business Transfo... I6M Home Page »

in (o

&
Big data & analytics » Cloud computing » DevOps » Mohile development » Security » More topics » Sl &
Spotlights
Send push netifications automatically with Node-RED and the IBM Bluemix "4
oo o Get Cognitive.
. Add the Push service in Bluemix to application instances that aren't the mabile
boilerplate, and learn to send notifications successfully via the service.
[¥Web development]
Mike Spitz / og October 2014
Accelerate your innovation with IBM Bluemix
‘ In this webcast replay, Chris Ferris and Sanjay Joshi show how IBM Bluermix REGISTER NOW
changes the game for developers. [Cloud computing]
Multiple authors [/ 22 September 2014 2 BM Bluemix IBM Watson
. =

10 IBM internal and Business Partner use only — Please do not share with customers until May 5, 2014
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IBM Security Access Manager - Integrations

IBM Security Access Manager Integrations developed and published by the Integration Factory. Please note that the integrations provided below are subject to the terms
of uge ofthe domain that maintains their content.

ltems are ordered by releasef/modified date.

1B Security Access Manager for Microsoft Applications (Updated: 30 September 201 4)

IBM Security Access Manager Folicy Information Paoint for Fiberlink Maa3360 (New: 30 September 2014)
Trusteer FinFoint Mahvare Detection policy information point (Mew: 30 September 2014)

1B Security Access Manager Extended Trust Association Interceptor Flus (ETAD (Update: 15 September 201 4)
1B Security Access Manager for Oracle Siebel (Update: & September 2014)

1BM Security Access Manager for Qracle WebLogic Server {Update: 5 Septermber 20143

IBM Security Access Manager for Apache Tomeat (Update: 29 August 2014)

1B Security Access Manager for IBM Worklight(Update: 29 June 2014)

IBM Security Access Manager for [BM Cognos (Update: 3 June 20143

BN Security Access Manager for JBoss Enterprise Application Platform (Update: 3 June 2014)

IBM Security Access Manager FIP for Trusteer Mobile App and Mobile SDE

1BM Tivali Access Manager for Microsoft Met

1B Tivali Access Manager for PeopleSoft PeapleTools

1BM Tivali Access Manager CA Directory Integration

1BM Tivali Access Manager for Operating Systems' Agent far Solaris Zones and ARDWPARS

B0 Tivali Access Manager Oracle E-Business Suite Integration Adapter

IBM Tivoli Access Manager SAF Metweawer ABAR 7.0 (20045) and 7.1 Integration

1BM Tivali Access Manager OpenlLDAR Integration

1BM Tivaoli Access Manager SAF Metweaver AS Java Integration Adapter

IBM Security Access Manager - How To Guides and Demonstrations

IBM Security Access Manager how-to articles published by the Integration Factory. These articles are intended far information anly and are not supported as formal
integrations.

Integrating IBM Security Access Manager with SAF BusinessOhjects for Sinale Sign On

11 IBM internal and Business Partner use only — Please do not share with customers until May 5, 2014 © 2014 I1BM Corporation



(LY

\!, :)/
'}%i IBM Security

Integration Highlight (Multiple Controls): IBM Threat Protection System

0 Smarter Prevention

Trusteer Apex Endpoint Trusteer
Malware Protection

Java Lockdown Protection -
granular control of untrusted
code, cloud-based file inspection,
and QRadar integration

IBM Security Network
Protection XGS A

Advanced Threat Quarantine
integration from QRadar and
third-party products, inclusion
of Trusteer intelligence into XGS

e Open Integrations

Ready for IBM Security

g Security Intelligence

IBM Security QRadar
Security Intelligence

Radar

Data Node appliance, new flow
and event APIs, and QRadar

Vulnerability Manager scanning
improvements

Detect
v &
Prevent @ Respond

Threat Intelligence Network

Continuous Response 9

IBM Security QRadar
Incident Forensics Radar

w Integrated forensics module with
full packet search and visual
reconstruction of relationships

IBM Emergency
Response Services %

Increased global coverage
and expertise related to malware
analysis and forensics

Intelligence Ecosystem

New functionality from

partners including FireEye,
TrendMicro, Damballa and H
other protection vendors

DYNAMIC PROTECTION AND ANALYTICS PLATFORM
NETWORK | ENDPOINT PHYSICAL | VIRTUAL | CLOUD

Global Threat Intelligence a

IBM X-Force -

Threat Intelligence EI%I!
New real-time sharing of
Trusteer threat intelligence

from 100M+ endpoints with
X-Force

SECURITY PARTNER ECOSYSTEM

12 IBM internal and Business Partner use only — Please do not share with customers until May 5, 2014
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Integration Highlight (Multiple Controls):
IBM Security Access Manager for Mobile

Security Access Manager for Web Security Access Manager for Mobile
v Coarse grained authorization v Policy based multi-factor authentication
v Built-in Web Application Firewall v Risk- and context-based access using
) built-in mobile device fingerprinting, geo-
v Highly Scalable Reverse-Proxy (Web location and IP Reputation
Application Gateway) v Mobile application access administration,
self service & integration with WnrkLight_ B

e ¥ 8ingle Sign-On and centralized session management -
o v Security Intelligence integration with IBM QRadar SIEM -
“"~.__ ¥ Highly scalable, sasy to deploy & manage -

-

Available in virtual or hardware form factors

13 IBM internal and Business Partner use only — Please do not share with customers until May 5, 2014 © 2014 I1BM Corporation
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Integration Highlight (Intra-Control):
XGS

PROVEN SECURITY ULTIMATE VISIBILITY COMPLETE CONTROL

Extensible, 0-Day protectior+ Understand the
powered Who, What and When for all
by X-Force® network activity

Ensure appropriate
application and network use

IBM Security Network Protection XGS 5000
builds on the proven security of IBM intrusion prevention solutions

by delivering the addition of next generation visibility and control
to help balance security and business requirements

14 IBM internal and Business Partner use only — Please do not share with customers until May 5, 2014 © 2014 IBM Corporation
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Integration Highlight (Security Intelligence):

Th.reat Hundreds of IBM and third-
Intelligence party sources
Data Feed

Security Intelligence Platform

Security Intelligence, Threat Intelligence and Advanced Threat Protection Integration is
15 core to the IBM Security market value © 2014 1BM Corporation
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Expert analysis and data sharing on the global threat landscape

IP
Reputation

Zero-day 3 URL / Web
Research Filtering

Web
Application
Control 4

Malware
Analysis

Vulnerability

Protection

The IBM X-Force Mission

Monitor and evaluate the rapidly changing threat landscape

Research new attack techniques and develop protection for tomorrow’s security challenges
Educate our customers and the general public

Integrate and distribute Threat Protection and Intelligence to make IBM solutions smarter

16 © 2014 I1BM Corporation
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Check your applications for security vulnerabilities with AppScan

18

v' Security analyst performs automated security
assessments of new or already deployed Web

applications

v' Security analyst reviews findings and identifies

vulnerabilities

v' Application development team are notified about security
vulnerabilities

[T AppScan. Enterprise Edition

Rob Calendino | Help | Support | About | Log Out

Training || Jobs & Reports | Administration

Jobs & Reports > AppScan 8.0 Beta Demo > Security Dashboard

Security Dashboard - Executive Summary

. AppScan. Enterprise Edition

Commion ASE Service Account | Help | Support | Abaut | Log Out

Training | Jobs & Reports | Administration

Jobs &Reports > Default » Demo Testfire Site > Demo Testfire Site > Security Issues

Security Issues [l i 5| [#Eexports bdEmail » & i@
Last Updated: 10/13/2011 1:45:34 PM
Summary Group Show  Search  Layout il
There are 21 issues of 13 different types across 11 URLS
Allitems | Group: Issue Type Xf
Ttems 1-13 of 13 Gotopage:  lofl
| |
| TssueType | Quantity |
B[] @ Crosssite Scripting 3
| 1 status Issue  |TestURL Element  Source File APL Threat Class  Type | 1
9 open 23905*  hitp:/fdemo.test... txtSearch Cross-site Scripting Applic...
@ Open 23790%  htip:/jdemo.test... name Cross-site Scripting Applic...
@ Open 23779%  htip:/jdemo. test... Cross-site Scripting Applic...
(3 Ttems Total)
] @ Bind SQL Injection 1
[ @ sqQLInjection 1
[7] @  Unencrypted Login Request 1
[7] "% Dbirectory Listing z b
[[] " LinkInjection (faciltates Cross-Site Request Forgery) 2
[T %  Pphishing Through Frames L
[F] <&  Database Error Pattern Found 3
[F] <%  rHidden Directory Detected 2

@ 1tispossble to persuade 3 naive user to supply sensitve information such as userame,

[ Bxport + GdEmail v & @
Last Updated: 5/3/2010 12:28:34PM
Executive Summary Details OWASP C i HIPAA Cs i PCI Cf i GLBA Ci i
Report Pack Filter: "4l Report Packs v | Apply
[5, Issue Severity by Report Pack - All Report Packs
et - opscan sure cacon I | v aptcannone
Testsite [l ¥ ApScan 3.0 Beta Demo\Applcations
Test s 2| I ¥ AppScan 8.0 beta Demo\pplcations
Altoro Mutual AppScan 5.0 eta Demo Applcations
op oo
Altoro tutual - staging [l ¥ AppScan 8.0 beta Demo\pplcations
Altoro Mutual Web Services [l] V' ApScan 5.0 Beta DemoVAppications
[o © @ 2 e
(i, Security Issues by Severity - All Report Packs Lii, Breakdown by Security Risk - All Report Packs
O v 8o Itis posshie to stesl or manipLiate customer session and cookies, which might be used to
@ impersonate a legitimate user, alowing the hacker to view or alter user records, and to perform 35
@ Medum = transactions as that user
» @ 1tis possile to vien, modlfy or delete database entries and tables 12
Low 114
o Itis possble torun the web server. 1
[ Information 13 compromise of the server and its contents
@ 1tis possble to upload, modify or delete web pages, scripts and fles on the web server 31

© 2014 I1BM Corporation
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Publish security vulnerabilities information to SiteProtector

Common ASE Service Account | Help | Support | About | Log Out

Training Jobs & Reports | Administration

AppScan. Enterprise Edition

Jobs & Reports > Default > Demo Testfire Site > Demo Testfire Site > Security Issues

Security Issues Bl b 9 | [Export~ BdEmail - & @

S Hrons v' Security analyst publishes application security

] 7o ExcebiL

Summary Gowp Show  Search _tayout |0 vulnerabilities information to SiteProtector

] To XML

. =Jrorer v" Vulnerable application assets are identified and made

"]To Detailed Security Issues PDF Report

There are 2 issues of 1 different types across 1 URLs

Ttems1-20f 2

poge: Tt 1 [T visible
T e S v Network analyst is notified

|Issue |IssueTv|)eA ‘Tﬁtuﬂl Element | Source file | APL ‘l‘llmat(]ass \va: |
& Open 23549  sQL Injection http:/fdemo.te... passw SQL Injection Applic....
& Open 23649*  5QL Injection hittp: ffdemo. te... uid 5QL Injection Applic....

Legsl Disclsimer

SiteProtector sl X
Object Edit View Action Tools Help

v dfldmanvdds i hubaui (X Far— -l .
| & Sy S5106147 54 AOVE W |

J’(;véuvf = | agentEvent History By Day SWH TodwsTopSEventsperseversyTyps S @ A
I ey pumter ool 1a 2] e £, Ui seane acem 1171 au [ reuseSucestens (e iaes 40403110 AN
-3 Business it oy Ewccname Stermy Ty IS
e 45 | | S A g 4 -
‘; :;f‘rmw , 3" febiistorrancal | AMh 3
. = T Ay 2

& 2 Foarce
5 ) Puman Resources E ]| FoRC0RT A

B 3 1T Systeens Suppet "o i & ooy R A 2
« |P address S e BEaElle | o S

- 3 Operaticrs.

) Seks o 3«».‘»\)"».\_;1\ = Medum :
B [ e wi] ey Bioim | B
° POft j:"'f":‘ System Heaith mmmg“-,‘."_‘
ih :j:‘::-:'u Seurce PSaurce... ¢ B 0 Componsnts ars Unbaathy
* Vulnerability type e PR R s
b 2 ES-Garke 1zza8, | S D [ S ] @ 4 Compenents e Haamy
e ® [0 G-Geries A28, 1 2 i <k — —
* Vulnerable URL T 1 2t i@
& 1 Pow 12228, o iR (@ A
3 ungrouped Assets prrAN | 3 2 hn 3
zaa i 2 PE S —
* Parameters q ™ iimoal %

m
3
e

2

wops &0 Methcatons

19 © 2014 IBM Corporation
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SiteProtector displays application security vulnerabilities

 SiteProtector

Object Edk  View Acion Tooks Help

bwr BO BRSNS S« IEBOLE

] Report : 65.196.147.50 () | [ Analysis : 65.196.147.50 : Rational p... [

X My Sites
= B es.19.147.50
= (3 SP2001
() Geographical
- Organizational
= 3 Internal Finance
&) ERP
=T WebServices
14 Online Banking
24 Protection Solutions
& ) ES-Series

m

20

@ AppScan - Security Issue Detail (Agent) Load View Save View

Data Fitters (3 applied)

Time Filter Tag Name Fiter Source IP Filter Target I
This Manth v

#Scan Name + + Tag Name 4 Ohbject Name

Tine * Target IP Agent Name

= Sean Name: Sean of http:fjdems,

2009-07-15 15:08:06 EDT

. Severity: Madium (4 kems)

# W Severity: Low (8 items)

[# Object Name: bttp:ffdemo. testfire. netcomment. aspe (2 kems)
(= Chject Name: http:fidema.testfire.netfsearch. aspx (1 items)

@ Tag Marne: Database_Error_Pattern_Found (2 items)

= Tag Mame: SQL_Injection {2 items)
(& Olbject Name: http:ffdemo.testfire.net/bankftransaction.asps (2 ikems)
# Cbject Name: httpifjdema.testfire.net/bankitransfer. aspe (2 Rems)

& Tag Mame: Windows_File_Parameter_Alteration (1 kems)

& Tag Mame: XPath_lnjection (1 Rems)

# Tag Mame: Cross-Site_Request_Forgery (6 ibems)

Tag Marne: Directory_Listing (1 iterns)

L Object Name: bttp:ffdemo.testfire.net/bankf {1 kems)

TP_Response_Splitting {1 bems)

71152009 3:07 PM) (3 ems)

X vulnerable 65.61.137.117 Rational Appscan

| vuberable 65.61.137.117 Rational AppScan

v" Network analyst reviews application security vulnerabilities
v" Network analyst monitors vulnerable application assets

© 2014 I1BM Corporation
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SiteProtector SecurityFusion™ module provides security intelligence

/ Tag Mame

HTTP_POST_SQL_UnionSelect
HTTP_POST_SQL_UnionSelect
HTTP_POST_XP_Cedshell
HTTP_QuikStore
HTTP_repeated_character
HTTP_Server_ID
HTTP_Share_Point_XS5
HTTP_Shells_Perl_Exe

HTTP testcqi

HTTP _Translate_F_SourceRead
HTTP_Twiki_Image_Inchude_CmdExec
HTTP_Unify_UploadServelet
HTTP_Unix_Passwords
HTTP_URL_BackslashDotDot
HTTP_URL_dotpath

HTTP_URL_Many _Slashes
HTTP_URL_repeated_char
HTTP_URL_Repeated_Dot
HTTP_URLscan
HTTP_Webplus

Status

* | Detected event
@ Attack Failure (blocked by Proventia appliance)
7| Detected event
@ attack Failure (blocked by Proventia appliance)
@ Attack failure (blocked by Proventia appliance)
| Detected event
% Detected attack {vuln not scanned recently)
¥ Detected attack {vuln not scanned recently)
@ Attack failure (blocked by Proventia appliance)
@ attack Failure (blocked by Proventia appliance)
@ attack Failure (blocked by Proventia appliance)
@ Attack Failure (blocked by Proventia appliance)
| Detected event
¥ Detected attack {vuln not scanned recently)
| Detected event
@ Attack failure (blocked by Proventia appliance)
7| Detected event
@ Detected attack (vuln not scanned recently)
7| Detected event
@ Attack Failure (blocked by Proventia appliance)

HTTP_'I"."inU S

s 3 AT T

LI 1 SUCC

Attack likely successful (w.inerable

Severity

| Medium
| Medium
A High
| Medium
| Medium
W Low
1 Medium
L Medium
A High
| Medium
A High
A High
A High
A High
W Low
| Medium
| Medium
| Medium
1 Medium
L Medium

Event Counk
3

21

Source Count
]

Y et e e Tl T e e e = S =

v IDS/IPS real-time malicious HTTP traffic is correlated with vulnerable
application assets

v SiteProtector alerts network analyst when attacks are likely to

succeed

v Network analyst takes action
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Until application fix is available, mitigate risk with IBM Security IPS

| [ ||
Il
il
i

v" Network analyst creates a virtual patch by turning on IBM Security IPS Web application protection policy

v" Network analyst enables protection categories in the policy based on the types of discovered vulnerabilities
with AppScan

Ewﬁnpﬁmﬁmmtetﬂm:dmm:ml(mmtwﬂ

Web Protection | Shared Tu-'.-.gl

Protection Domain: |EEE "l
—Web Probection Cateqgories
7 | m
Enabled Category
F f;;";':';:mtm \\ Protection categorles
r Malicious File Execution \ o H i
o R oy TESRE) CI.|ent_ side attacks
[ Enformation Disdosure * Injection Attacks
'dl raversal 0o o -

[ Authentication » Malicious File Execution
r Buffer Overflow .
—{"Brute Fore  Cross-site Request Forgery
[ Directory Indexing . I i
L Directory Index Information Disclosure

| » Path Traversal

» Authentication

» Buffer Overflow

* Brute Force

* Directory Indexing

* Miscellaneous Attacks
22 © 2014 I1BM Corporation
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v" Quickly identify application vulnerabilities with AppScan
v' Raise visibility of security risk by publishing vulnerabilities information to IBM Security SiteProtector

v' Monitor vulnerable application assets and raise threat alerts using the SiteProtector SecurityFusion™
module

v' Take action for mitigating risk by configuring virtual patches with IBM Security IPS until application security
updates are available

23 © 2014 I1BM Corporation
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IBM Security Acces
Manager integration with

Trusteer Secure Mobile
Browser \

Scenario Walkthrough

IBM Security Access Manager PIP for Trusteer Mobile App and Mobile
SDK downloadable files

Pulse?014

The Premier Cloud Conference

February 23 - 26
MGM Grand — Las Vegas, Nevada © 2013 IBM Corporation


http://www.ibm.com/support/docview.wss?uid=swg24036993
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27 IBM Security

= Scenario 1:

— Preventing non-secure browsers from connecting

= Scenario 2:

25

— Mobile Malware & high-risk device detection and enforcement

© 2014 I1BM Corporation
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Scenario 1: Preventmg non-
secure browsers from
connecting

Pulse?014

The Premier Cloud Conference

February 23 - 26
MGM Grand - Las Vegas, Nevada
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Scenario 1: Preventing non-secure browsers from connecting

= Value:

— Decreasing the risk of malware, customize user experience & no application changes required.

= Simple policy can be authored that directs users to a page notifying them
rowser is required

i * Rules (3
Mobile Chrome Browser @)
(non-secure)

(?) Precedence: First « (7 Attributes: Optional

1.  If not (trusteer.agentKey is present)

ee0COo ATRT = *4 AM ¥ 93% W)

Then @ Deny with Obligation Trusteer Secure Browser Required
[ & N |
- ‘ % 101 .demos.lbm.com‘ =

V

Auth Level: 1
Login

Please enter your username and password. :>

Username: | testuser]

A Trusteer Secure Browser is required

A Trusteer Secure Browser is required to be installed on your device and used to access this resour

Password: [ escsceee }

Trusteer
[ Submit F

ration
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Scenario 2: Mobile malware &
high-risk device detection and
enforcement

Pulse?014

The Premier Cloud Conference

February 23 - 26
MGM Grand - Las Vegas, Nevada

A\

28
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Scenario 2: Mobile malware & high-risk detection and
enforcement

|l
il
i

| [ ||
K]
lIn

1l
T

= Value:
— Reduce the risk of malware collecting sensitive data.

» The Trusteer Secure Browser when connecting with registered web
applications will transmit in the HTTP request details about the connecting
mobile device.

= |BM Securlty Access Manac

2. If trusteer.infectedDevice = True or

trusteer.jailBrokenDevice = True

3 79% EED)
n

Then @ Deny with Obligation Trusteer Detected Malware or Jailbroken

Return

IBM Demo App -
- https://isam01.demos.ibm.com/app1/i4...C,
Password ——— AU Lovel 1 User testuser
Please enter your username and password. :> -
zas . Checking device .

lease enter your username and pass

Username:

Devices that are jail broken or infected are not allowed access
. sither been infactad my malicious software or is jail broken.
safety Username: | testuser

PaTrusteer
&l s |

IBM Demo App
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Architecture

Pulse 014

The Premier Cloud Conference

Febru y2326
MGM Grand — Las Vegas
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Architecture

Trusteer

Company

Secure Browser

Trusteer

an |IBM Company

On / Off Premises
Applications and Data

ISAM
Proxy

Identity &
Access

Context based access (SSO / FSSO) H J ? )
8%

Trusteer Context

Policy Authoring using
Trusteer context

ﬁSAM Policy & Runtime Mgmt.

Policy Server (PAP)

Mobile SDK
Trusteer

31

-

Device attributes
* Malware infected
Jail broken

Access Policy Authoring

Runtime Services (PDP)

Authentication PIP
Framework Framework

Trusteer

Others /

© 2014 I1BM Corporation



Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection
and response to improper access from within and outside your enterprise. Improper access can result in information being altered,
destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be completely
effective in preventing improper use or access. IBM systems, products and services are designed to be part of a comprehensive
security approach, which will necessarily involve additional operational procedures, and may require other systems, products or
services to be most effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR
WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

A

www.ibm.com/security

© Copyright IBM Corporation 2014. THE INFORMATION IN THESE MATERIALS ARE PROVIDED "AS IS" WITHOUT ANY WARRANTY,
EXPRESS OR IMPLIED, INCLUDING WITHOUT ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
AND ANY WARRANTY OR CONDITION OF NON-INFRINGEMENT. IBM products are warranted according to the terms and conditions of
the agreements under which they are provided. Nothing contained in these materials is intended to, nor shall have the effect of,
creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable
license agreement governing the use of IBM software. These materials are current as of the initial date of publication and may be
changed by IBM at any time. Not all offerings are available in every country in which IBM operates. Product release dates and/or
capabilities referenced in these materials may change at any time at IBM’s sole discretion based on market opportunities or other
factors, and are not intended to be a commitment to future product or feature availability in any way. IBM, the IBM logo, ibm.com and
other IBM products and services are trademarks of International Business Machines Corp., registered in many jurisdictions worldwide.
Other product and service names might be trademarks of IBM or other companies. A current list of IBM trademarks is available'on the
Web at "Copyright and trademark information" at www.ibm.com/legal/copytrade.shtml
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Security Talk: zSecure Radd) Integratiop

Jamie Pease CISA, CISM, CISSP, MBCS CITP G
System z Security Specialist

Robert Kennedy
WW Sales Enablement Lead

Pulse?014

The Premier Cloud Conference

February 23 - 26

MGM Grand — Las Vegas, Nevada © 2013 IBM Corporation



4 zSecure
=z/0OS
=RACF
=ACF2, TSS
=CICS

~

-

Guardium
=DB2
=IMS
=\VVSAM

-

~

34

Network and virtual activity

Data activity

Embedded
Intelligence

Extensive Data Sources + Int e[I)I(iageepn ce =

Suspected
Incidents

Prioritized Incidents

————

Exceptionally Accurate and
Actionable Insight

© 2014 IBM Corporation



vy
N ey

27 IBM Security

rd

35

Real Time Event Capture
Extended User/Resource Information
Inputs:

RACF

ACF2

Top Secret

DB2

CICS

z/OS UNIX

FTP, Telnet

Dataset Access

PDS Member updates

AR NI NI NN

Yes, via Alert
Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

No, only historical SMF data
No

Yes
Yes
Yes
No
No
No
No
No
No

zSecure provides real time input; Legacy only accesses historical SMF datasets
zSecure adds descriptions to events, Legacy provides no descriptions

zSecure provides a wide range of input; Legacy only provides RACF records
zSecure provides more comprehensive input, improving the quality of the analysis
Bottom line: the customer gets what they pay for.

© 2014 I1BM Corporation
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Value of zSecure integration with QRadar

36

Plugs a hole in the Enterprise Security Monitoring practice

Provides a holistic, centralised approach for Security Monitoring

Supports separation of duties — stop the legacy practice of self-policing!

Maximise QRadar capabilities for:

Log management
Anomaly detection

Incident forensics
Configuration Management
Vulnerability Management
Risk management

Enhances the monitoring experience with graphical displays and user friendly reporting

Extend best practices and comply with regulatory/legal/compliance requirements

© 2014 I1BM Corporation
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37

» zSecurity and QRadar Client Technical Professionals (CTPs) have access to a demo
cookbook/recording (click here) . . .

» Demo environments available . . .
v’ Laptop based (no internet access, faster response, canned)
v’ Live server (internet access, feed live events, highly adaptable)

= Depending on your audience, zSecurity and QRadar CTPs should co-present at customer
meetings/workshops . . . For example:-

» A QRadar CTP may require support in front of a System z audience
» A zSecurity CTP may require a QRadar CTP to be present where detailed SIEM knowledge is required

= 10 minute zSecure/QRadar integration demo recording available from next week
— Can be used in customer meetings

© 2014 I1BM Corporation
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Audit Reporting Suite 30Junld4 09:30 to 13Julld4 16:30
RACF Command Actiwvity

Count Date Time RACF cmd
69

30Jun 09:30 ALTUSER PEASEJ SPECIAL

30Jun 09:39 ALTUSER PEASEJ SPECIAL

30Jun 12:32 ALTUSER PEASEJ SPECIAL
1Jul 10:35 ADDUSER DEMOUSER AUTHORITY (USE) DFLTGRP (SYSPROG) N
1Jul 10:35 ALTUSER DEMOUSER NOOIDCARD MOPASSWORD RESUME
1Jul 10:35 CONNECT DEMOUSER AUTHORITY (USE) GROUP (SYSPROC) NOA
1Jul 10:35 ADDSD 'DEMOUSER.WORK.x' NOSET OWNER (SYSPROG)
1Jul 10:35 PERMIT 'DEMOUSER.WORK.x*' ACCESS (NONE) CLASS (DATASE
1Jul 10:35 ALTDSD 'DEMOUSER.WORK.x*' UACC (NONE)
1Jul 10:35 RDEFINE SURROGAT (DEMOUSER.SUBMIT) LEVEL (0)
1Jul 10:35 RALTER SURROGAT (DEMOUSER.SUBMIT) OWNER (DEMOUSER)
1Jul 10:35 PERMIT DEMOUSER.SUBMIT ACCESS (READ) CLASS (SURROGAT

39 © 2014 I1BM Corporation
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Into this . . .

Top 10 Event Name Results By Count

55%

23%/

¥ Legend

CONNECT Mo violations detected  [MIALTUSER No violations detected [IIPERMIT No violations detected
M RDEFINE Mo violations detected [IIRDELETE No violations defected DELUSER No violations detected
Il RALTER No violations detected  [IADDGROUP No violations defected DELGROUP No violations detected
M REMOVE No violations detected

Log Source Time

Event Name Command (Unique Count) - Username (Unique Count)
(Minimum)
CONNECT No violations det... Multiple (33 711114, 11:35:28 AM PEASEJ
ALTUSER No violations det... | Multiple (6) 711114, 11:35:28 AM Multiple (2)
PERMIT No violations detec...  Multiple (3 711114, 11:35:29 AM PEASEJ
RDEFINE No violations dete...  Multiple (3 711114, 11:35:30 AM Multiple (2)
RDELETE No violations det... = Multiple (2 711114, 11:35:31 AM Multiple (2)
DELUSER No violations det... | DELUSER DEMOUSER 71114 11:35:32 AM PEASEJ

40

8

71114 11:15 AM - 7/14/14 11:15 AM

m | »

1

Top 10 Event Name Results By Count

40

20

0

¥ Legend

CONNECT No violations detected [l ALTUSER Mo violations detected [EIPERMIT No violations detected
Ml ROEFINE No violations detected [IIRDELETE No violations detected
Il RALTER No violations detected  [IADDGROUP No violations detected
Ml REMOVE No violations detected

Hide Charts)

Log Source (Unique Count)

JAZ703 RACF
JA7703 RACF
JAZZ03 RACF
JAZ7703 RACF
JAZZ03 RACF
JAZ7703 RACF

Multiple (32
Multiple (3’
Multiple (3
Multiple (3

Multiple (2)
DEMOUSER

RACF profile (Unique
Count)

Descriptor (Unique Count)

Success
Success
Success
Success
Success
Success

DELUSER No violations detected
DELGROUP No violations detected

Low Level Category

(Unique Count)
User Account Changed
User Account Changed
Policy Change
Policy Change
Policy Change
User Account Removed

8

71114 11:15 AM - 7/14/14 11:15 AM

n_|»

4

Count v

=M W

© 2014 I1BM Corporation
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System Programmer
accesses a Payroll file on
System z

BROWSE
Command

PAYROLL.EMPLOYEE.SALARY Line DOOOREOO Col 001 O8O
===) Scroll ===> CSR

KK K KKK KKK K KKK KKK XK KXk XX x xxxxxx Top OFf Data & %% KKK K KK K K KK K K K K KK K K KK K K K K KK K K KK K

41

UB66ABC
UBB6ACC
UBB6ACD
UBBBCXZ
U866HJJ
UBBBHYT
UBBBIKY
U866JKO
U866JPD
U866KYU
UBBBNAY
UBBBNAZ
UB6603A
UBB6UNH

b B g O g b g A A g i e g b S g O g g g O O e i S Y

GB0R46466
GBDT73535
GBO89985
GBDR27363
GBO71333
GBDR22372
GBR99324
GBDB3372
GBCON883
GBD15553
GBBE55521
GBO35772
GBO53533
GBR11413

YN
YN
YN
YN
YN
YY
YN
YN
NN
YN
YY
YN
YN
YN

63525
63525
63525
63525
63525
58774
58774
45841
45841
69844
23777
23777
23777
23777

Payroll

Payroll

Payroll

Payroll

Payroll
Internal Audit
Internal Audit
IT Operations
IT Operations
Postal Services
Fraud
Fraud
Fraud
Fraud

Team
Team
Team
Team
Bottom of

London
London
London
London
London
London
London
Leeds

Edinburgh

London

Cardiff
Cardiff
Cardiff
Cardiff

£1,000, 440

£
£
£

500, 888
276,222
172,142

£2,320, 440

£
£
£
£
£
£
£
£

£

442, 888
76,222
72,345
10,192
55, 388

1,333, 440

500, 891
272,255
175,132

Data %K%K KK KK KK KK KK KX KX KX KK KX KX KXEKXK

© 2014 I1BM Corporation
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Scenario # 1 — Monitoring inappropriate access to sensitive data

Top 10 Username Results By Count

100 %
¥ Legend

PEASEJ

Person name (
Count)
JAMIE PEASE

Username

PEASEJ

ye Event Name (Unique Log Source Time
Count) (Minimum)

RACHECK Successf... | 7/15/14 12:10:08 PM  JAZZ03 RACF DATASET

Who accessed the
sensitive resource

42

C] Top 10 Username Results By Count

71414 1:21 PM - 7/15/14 1:21 PM

7.5

5

2.5

0

¥ Legend
Hide Charts)
Log Source (Unique ~ SAF Class (Unique SAF resource name (Unique
Count) Count)

AYROLL.EMPLOYEE.SALARY

What they accessed

7114114 1:21 PM - 71151

PEASEJ

Access intent (Unique Access allowed
Count) (Unique Count)
Multiple (2 ALTER

Resource sensitivity
(Unique Count)
Sens read

Resource is sensitive
for read access

© 2014 I1BM Corporation
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Scenario # 1 — Monitoring inappropriate access to sensitive data

/\

Resource
sensitivity Sens read
Ncustom)
e
SAF Clags—————"_
(custom)

Drill down into event detail

/

SAF resource
name
(custom)

PAYROLL EMPLOYEE.SALARY

SNA terminal
name
(custom)

ISZ004

Sensitive
groups

(custom)}——

MIA
\

’ﬂnsitive

user
privileges

~&ustnm]

special auditor

43

v

T

zSecure has enriched event data — assists the
Security Officer to understand the user involved
and what they accessed

© 2014 I1BM Corporation
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Assigning
powerful RACF
attributes

zS5ecure Admin+Audit for RACF - Cog
Command

Confirm or edit the following command
altuser US66ABCS special i

SETPROG APF, ADD, DSNAME=PEASEJ.LOADLIB, SMS
CSV4101 SMS-MANAGED DATA SET PEASEJ.LOADLIB ADDED TO APF LIST

Modifying the
Trusted
Logon with Computing Base

powerful
emergency user 1S0/E LOGON

IDs ‘[KJ56714H Enter current password for EMERGO1

Enter LOGON parameters below: RACF LOGON parameters:

Userid ===>» EMERGO1

Password ===> Mew Password ===>

44 © 2014 I1BM Corporation



IBM Security

Scenario # 2 — Monitoring Privileged User activities in QRadar

Records Matched Qver Time
7114114 1:15 P - 711514 1:15 PN
5
2.5
2:00PM 4:00 PM 6:00 PM 8:00PM 10:00 PM 12:00 AM Jul1s 4:00 AM 6:00 AM 8:00 AM 10:00 AM 12:00 PM
Update Details
(Hide Charts)
Event Name Log Source Start Time ¥ Low Level Category Username AlertMsg
Logon_Emergency JAZZ03 Alert 7115114, 1:13:26 FM Admin Login Successful EMERG Alert: Emergency user EMERGO1 log...
Grant_Priviege_System JAZZ03 Alert 711514, 12:55:26 PM User Right Assigned PEASEJ Alert: System authority granted to PE. ..
APF Data Removal JAZZ03 Alert 7115114, 12:54:26 PM System Canfiguration A Alert: Data set removal from APF list ...
Change APF_List Added JAZZ03 Alert 7115114, 12:53:27 PM Successful Configuration Modification  N/A Alert: Data set added to APF list usin...
Change APF_List Removed JAZZ03 Alert 715114, 12:53:27 PM Successful Configuration Modification  N/A Alert: Data set removed from APF list...

45

Collected and
sent to QRadar
by zSecure Alert

© 2014 IBM Corporation
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Scenario # 2 — Monitoring Privileged User activities in QRadar

| Drill down into event detail

Event Information

e
Event Name / Logon_Emergency \ /
Low Level Categc(ry Admin Login Successful )
Event Description Logon by Emergency user.
Magnitude (2) | Relevance 1
Username ( EMERGD1 >
Start Time Jul 15, 2014, 1:13:26 PM Storage Time Jul 15, 2014, 1:13:26 PM
AlertMsg (custom) Alert: Emergency user EMERGO1 logged o@l logon or job submit with a userid meant for emerge@

Source and Destination Information

Source IP E=0.212.143.76 Destination IP E=0212.143.76

Detailed information alerts us to the fact that an
emergency user ID has been used — big problem
for mainframe customers!

46 © 2014 I1BM Corporation
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adduser demouser owner (sysprog) dfltgrp(sysprog) pass(1234yuds)
altuser demouser resume nopass nhooid
connect demouser group (sysproc)

password user (demouser) interval (30)

addsd 'demouser.work.x’ owner (sysprog)

permit 'demouser.uwork.x' id(demouser) acc(none)
altdsd 'demouser.work.x' uacc(none)

rdefine surrogat demouser.submit

ralter surrogat demouser.submit owner (demouser)
permit  demouser.submit class(surrogat) id(sysprog)
addgroup testrob9 owner [sysprog) supgroup (sysprog)
altgroup testrob9 data(' test group’)

connect demouser group (testrob9)

Security Administrator is
creating new security
definitions on the mainframe

Executing RACF
Commands

© 2014 I1BM Corporation
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Scenario # 3 — Monitoring Security Administrator activities

Top 10 Event Name Results By Count D Top 10 Event Name Results By Count D
4% \ THANAT3TPM-THENA 13RI ¢ 7114114 1:31 PM - 7115114 1:31 PM
4% 28%
1% <
5
4%
4% !
4% 2 ' '
. \ .
C N O H EE =
¥ Legend ¥ Legend
CONNECT Mo violations detected [JADDUSER No violations detected [IDELUSER No violations detected j« CONNECT No violations detected [l ADDUSER No violations detected  [IDELUSER No violations defected ul
[ PERMIT No violations defected  IRDEFINE No violations defected RDELETE No violations defected ‘: ‘ W PERMIT Mo violations detected [ RDEFINE No violations detected RDELETE Mo violations detected ‘: ‘
B RALTER No violations detected  [IJADDGROUP No violations detected DELGROUP No violations detected ; [ RALTER No violations detected [ ADDGROUP No violafions defected DELGROUP No violations defected ;
B REMOVE No violations detected A B REMOVE Ho violations defected A
Hide Charts)
. Log Source Time . . RACF profile (Unique . . Low Level Category
Event Name Command (Unique Count) (Minimum) Username (Unique Count) Log Source (Unique Count) Count) Descriptor (Unique Count) (Unique Count] Countv
CONNECT No violations det...  Multiple (4) 71414, 5:48:04 PM PEASEJ JAZZ03 RACF Muttiple (3) Success User Account Changed
ADDUSER Ma violations det... Multiple (3) 71414, 5:48:03 PM PEASEJ JAZZ03 RACF Muttiple (3) Success User Account Added
DELUSER No violations det... Muttiple (3) 71414, 5:48:42 PN PEASEJ JAZZ03 RACF Muttiple (3) Success User Account Removed
PERMIT No violations detec...  Multiple (2 7115114, 12:50:26 PM PEASEJ JAZZ03 RACF Muttiple (2 Success Policy Change
RDEFINE No violations dete... RDEFINE SURROGAT (DE... 7/15/14, 12:50:26 PM PEASEJ JAZZ03 RACF DEMOUSER.SUBMIT Success Policy Change

A view of the RACF commands that have been
executed over a 24 hour period — mainframe customers
typically run this type of report on a daily basis!

Event data
collected by
zSecure Audit

48 © 2014 IBM Corporation
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Scenario # 3 — Monitoring Security Administrator activities

Cow Lovel Drill down i
owLeve < User Account Added >
Category /
Event ADDUSER No violations detected /1
Description
Magnitude (2) | Relevance 1 Severity 1 Credibility 5
Username PEASEJ
Start Time | Jul 15, 2014, 1:03:38 PM Storage Time | Jul 15, 2014, 1:03:38 PM #i“rﬂes”“":e Jul 15, 2014, 12:50:24 PM
Access
allowed MNIA
(custom)
Access intent NIA
(custom)
Access of unix
ACL group MNIA
(custom)
Access of unix
ACL user MNIA
(custom)
Application
name MNIA
(custom)
Command ADDUSER DEMOUSER AUTHORITY(USE) DFLTGRP(SYSPROG) NOADSP NOAUDITOR NOCLAUTH NOGRPACC NOOQIDCARD NOOPERATIONS
(custom) NORESTRICTED NOSPECIAL OWMNER(SYSPROG) PASSWORD(=password=) UACC(NONE)
The actual RACF
command that was
executed by the
Security Administrator
49 © 2014 I1BM Corporation
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Scenario # 4 — Monitoring your System Programmers

Top 10 Resource sensitivity:Person name:Username:Data set name Results By Count [:] Top 10 Resource sensitivity:Person name:Username:Data set name Results By Count C]
0% ] 6/1/14 2:03PM - 7/15/114 2:03 PM K 6/1/14 2:03 PM - 7/15/14 2:03 PM
6% —— |

7%
4K
44%
2K
3% e
. -
¥ Legend ¥ Legend
APF library-JAMIE PEASE GB TIV-PEASEJ.CENTER VTAMLIB  [IAPF lirary KRYSTAL CARRINGTON U866JPD-CENTER VTAMLIB APF library JAMIE PEASE GB TIVPEASEJ.CENTER VTAMLIE [l APF library KRYSTAL CARRINGTON-U866JPD:CENTER VTAMLIB
[l APF library KRYSTAL CARRINGTONN/A-CENTER VTAMLIS  [BlAPF library-JAMIE PEASE GB TIV:N/A‘CENTER VTAMLIB [ APF library KRYSTAL CARRINGTONN/A-CENTER VTAMLIB [l APF library JAMIE PEASE GB TIV N/A:CENTER VTAMLIB
[l APF library-JAMIE PEASE PEASEJ PEASEJ LOADLIB [l APF library JAMIE PEASE: PEASEJ PEASEJ LOADLIB
Hide Charts)
s Person name Username Data set name Access intent (Unique\  Access allowed (Unique Log SPt.!rce Time Log Source (Unique Job name (Unique Count ¥
Count) Count) (Minimum) Count) Count)
APF library JAWE PEASE GB TIV PEASEJ CENTER VTAMLIB UPDATE ALTER 8/21/12, 6:39:10 PN RIBM RACF 3 PEASEJ 4,374
APF library KRYSTAL CARRINGTCON  U8g6JPD CENTER VTAMLIB UPDATE ALTER 8/22/12, 41416 PN RIBM RACF 3 UBe6.PD 4,338
APF library KRYSTAL CARRINGTON ~ N/A CENTER.VTAMLIB UPDATE ALTER 6/24/14, 4:30:39 AM RIBM RACF 3 UBe6JPD 668
APF library JAMIE PEASE GB TIV N/A CENTER VTAMLIB UPDATE ALTER 6/24/14, 4:30:22 AM RIBM RACF 3 PEASEJ 631
JAMIE PEASE PEASEJ PEASEJ.LOADLIB UPDATE ALTER 712/14,10:20:15 A JAZ703 RACF PEASEJ 1
Highly sensitive Could be used to
resource — keys to the circumvent system
kingdom! security

50 © 2014 IBM Corporation
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Resource sensitivity

Scenario # 4 — Monitoring your System Programmers

Drill down

{custom) APF library
SAF Class (custom)  DATASET
< SAF resource name PEASE. LOADLIB
~custom)
\'|\

SNA terminal name 1S7004
(custom)

Sensitive groups N/A
(eustom)—— |

Sensitive user . i

L special auditor

weges (custom)

Submitted by (custom)

N/A

System SMF id
(custom)

ZT01

System/job (custom)

ZT01 2 Jul 2014 08:07:42.72 PEASEJ

UNIX access origin

(custom) NIA

UNIX function

(custom) NIA

UNIX path name

(custom) NIA

Unix ACL group N/A

(custom)

Unix ACL type N/A

(custom)

Unix ACL user N/A

(custom)

Volume serial . .

(custom) SMS
Source a

Source IP
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Scenario # 5 — Dally (scheduled) reporting

: Report Name & Group Schedule
Access to Payroll files Security Daily
Alerts from previous day Security Daily
RACF Commands Security Daily
RACF Violations Security Daily
Sensitive Dataset Updates Security Daily

L./ RACF Commands-1.pdf - Adobe Reader

File Edit View Window Help

Customers typically run
scheduled monitoring
reports

Tools

& P2 ZF Bl e |[1]aca | [ ox[-]]| 7] =
[l

RACF Commands

Generated: Jul 2, 2014, 2:90:12 PM

AACF Carmmands
F-RACF Commands

Count

Jul 1, 2004, 12:00 A GMT+2 — Jul 2, 2014, 12200 AM GMT =2

qid
B ALTGROUE Mo wial,
- O REMDVE Mo wiolai...

O ALTURER Ke violak
B COMNECT Mo wial.
W FERMIT Mo wiolasi...

. W ADOSE0 Ho vislabe,
B DELDSD Mo wiolasi...

O AL TESD S siadati
B AODUSER Mo wiola

B DELGRCHIF Mo vl

RACF Commands
FZ-RACF Commands
2014, I2:5000:000 A

B ADDGROUP Mo v

O RALTER Mg wvigdati
B AOELETE Mo visdail

B OELUSER Foowiolab
B ROEFIME ko oviolail

Jeud 2, 2014, I12:00:00 AM - Jul 2,
Ewent Hame | Commmand [0 LTog T T==rnam= [0 Cog Sour =7 Tk o ™ T [Cowr Cewel Ca Count
nigue Countl | ce Time (M | nigue Coundd ce [Unig Hle= {l.lr-'ljl migque Countl | begory (Uni
inl 3 f— ] e Coaun quie L]
[ELTU=ER Mo wicl [alophs 120 0n 30, 2014, 10 |[FEASE] [AFT03 RACF Im =1 Gcoesz li=er Acoount Ch |5
stons detected t30:00 A R
|CoMMECT Mo vio ulopls 21 pul 1, 2014, 11:3 |PEASE) AFF D3 FACF DERDUSER e Wr=er Account Ch |2
Etors detected S:28 &M =nged
FERMIT No wiolat [alopls 27 ul 1. 2013, 11:3 [FEASE IAFT o3 RACF Mu i uoo=ss Folicy Change =
ons detected IS.25 &M
[ACDED Mo violsk [ADDED TDEMOU Pl 1, 2014, 11:3 |FEASE IAFFOE FACF CEMIUSER. WD =t wooess Permrn L
ions o SER.WORE T MO |S5:29 R
SET OWHERISYS
PROHMG]
DELDSD Mo vial |DELDSD "DEMD ul 1, 2013, 11:3 |[FEASE |AFF I3 FACF CEMDUSER. WO uCoess Policy Chang= iy
ations deteched JUSER. WORK. T IS:.=1 &M ™
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Scenario # 5 — Dalily (scheduled) reporting

53

Access to Payroll files
Jul 15, 2014, 1:00 AM GMT+2 - Jul 15, 2014, 7:30 PM GMT+2
Count

Schedule a report to monitor
who has been reading your
sensitive files

userMame
O PEASE)
Events
Access to Payroll files
Jul 15, 2014, 1:00:00 AM - Jul 15, 2014, 7:30:00 PM
Person Event Log Log SAF Access | Access | Resource
name Name Source Source Class SAF resource name intent | allowed | sensitivity
Username . . . . . . B . . Count
(Unique | (Unique Time (Unigue | (Unique (Unique Count) (Unique | (Unique | (Unique
Count) Count) | (Minimum) | Count) | Count) Count) | Count) Count)
Jul 15,
RACHECK .
JAMIE 2014, JAZZ03 Multiple
PEASE] PEASE ilcj:::g:sful 12:10:08 RACF DATASET| PAYROLL.EMPLOYEE.SALARY @ ALTER Sensread |6
PM
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Casos Combinados

IBM internal and Business Partner use only — Please do not share with customers until May 5, 2014
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Hardening environments is difficult and growing increasingly complex

The ever expanding number of endpoints, applications, Integrated Defense Strategy

databases and network devices create multiple attack --
HARDEN

surfaces

K Endpoints

Validate endpoint patch
status

k Applications

Prevent web application
vulnerabilities

i

Hardening challenges:

K Networks

. . . . Secure network traffic
Mobile device proliferation and

adoption of BYOD

Adoption of hybrid and public cloud

Rapid growth of big data

Qpntmued epr0|tat|qn of SQL \ Databases
injection and cross site scripting
vulnerabilities Lock down database usage

55
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Harden through integrated security solutions

Scan assets for vulnerabilities, prioritize the severity of each

vulnerability, and patch or block the most critical

Integrated Defense Strategy

HARDEN

( IBM Endpoint Manager |

 Validate endpoint patch
status

( IBM Security AppScan }

* Prevent web application
vulnerabilities

IBM QRadar
Vulnerability Manager / Risk Manager

22 | CRITICAL :

102

SQL injection
Cross-site scripting

Unusual database requests

IBM X-Force

Research and Development

IBM Security \
Network Protection XGS

» Secure network traffic

( IBM InfoSphere Guardium \

+ Lock down database usage

56
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How hardening works: practical steps

« Manage hundreds of thousands of endpoints

W - Automatically enforce security baselines across
Endpoints all endpoints

( IBM Endpoint Manager )

~ £

IBM QRadar
kVuInerability Manager / Risk Manager

b

W,

 Leverage multiple source code scanning
technologies

Harden
Applications

( IBM AppScan )

N

« Scan production web apps to detect vulnerabilities
™

/

* Virtually patch detected vulnerabilities
Harden e _ _ _
NEonea ° Filter internet traffic according to security

oy Polices
( IBM Network Protection XGS )

» Scan database for security exposures

Harden

« |dentify behavioral vulnerabilities
Databases

( IBM InfoSphere Guardium )

AN

)

57

M  Find and

@ Frioritize

Vulnerabilities

The security administrator...

* Performs real-time
vulnerability scans

* Ensures hardened network
device configurations

* Views prioritization of
vulnerabilities in context

» Addresses the most critical
risks first

© 2014 I1BM Corporation
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Integrated products provide rich context for vulnerability risk scoring

Vuinerability PCI Severity Risk CVEld Risk

| | ~ Scorev |
ostbyname Buffer Overflow Issue (920683) ~ High High 2006-3440 60.00 2013
ostoyname Buffer Overflow Issue (920683} High High 2006-3440  60.00 2013
2Ip Could Allow Remote Code Execution - (KB896358) Urgent High 1 2005-1208 | 60.00 2013
ostbyname Buffer Overflow Issue (920683) High High 2006-3440  60.00 2013

~

2lp Coul ‘Score:

ion - (KH Environmental score:
ion - (K re:

Risk score adjusted +10 on
data from XGS and X-Force,
the asset has communicated
with malicious IPs

ting Se
3lp Coul{’s

Risk score adjusted -10 on

x adjustments ‘ context from Endpoint Manager,
e - Codg Asset communicating with malicious IPs (ves) +10 (+100% the asset is scheduled to be
ostoynal Lower DDOS risk due to end point protection (no) 0 (0%) _ patched

ing Sen| End point system patching (ves) -10 (-100%)

Risk score adjusted +50 on

12— O (e ——————— context from QRadar Risk
.P Client Service Remote Code Execution Issue - Urgent | Manager, the asset is not

protected by firewall or IPS

irewall and IPS not protecting from internet threats {yes) +50 (+500%])

* QRadar Vulnerability Manager conducts native
vulnerability scan and incorporates from other
vulnerability sources

+ Each vulnerability is given a base risk score,
in this case 10
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Hardening people is essential and becoming more complex

| [ ||
8]
[{[T]

Multiple identity stores and increasing connections from Integrated Defense Strategy

outside the enterprise complicate identity security --
HARDEN

, validate Identity K Prevent Insider Threat
\ Identity hardening challenges: and Identity Fraud
Determine who is who ltiol : K Secure shared identities and
Multiple user access points a wea prevent targeted attacks
link for attackers to break-in

(employees, contractors, partners) G

fal
il
‘_:_) Extending identity security to mobile, ﬂ

cloud and social interactions

K Integrate ldentity Highly privileged insiders have K Manage ldentity
access to the “crown jewels”
Unify “Universe of identities” Enable identity lifecycle
Compliance exposure from multiple management

identity silos and fragment user data

Increasing security demands for real-
time user activity data

59 © 2014 I1BM Corporation
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Define a new perimeter with threat-aware Identity and Access Mgmt

Simplify identity silos to safeguard mobile, cloud and social

. . " _— . . . Integrated Defense Strategy
interactions, mitigate insider threat and deliver intelligent

identity and access assurance et >

~ IBM Security Access "‘\ IBM Security 3

. Manager F 1 Privileged Identity Manager
+ Determine who is who + Secure shared identities and

prevent targeted attacks

e

( IBM Security Directory ( IBM Security '\

Server and Integrator Create a secure perimeter around Identity Manager

+ Unify “Universe of identities” identities - Enable identity lifecycle

- Manage all users connecting from management
within and outside the enterprise

- Defend web applications against
targeted web attacks

- Enhance user activity monitoring
and security intelligence across
security domains

60 © 2014 IBM Corporation
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Integrated products provide user activity and anomalies detection

+ ldentity and Access Manager event logs offers rich
insights into actual users and their roles

-

Top Log Sources (Event Count) 65 X
Zoom: max 2012-Feb, 19/18:59 - 20/00:59
6000
s | | |
4000 | ; ‘ |
: [ [ | ] ﬂ

Crr Dashtoard € Delete Dashooard | Add tem.. ¥ Retesh Pauses: 000020 b @
My Offenses 08 Flow Bias (Total Bytes) 008
Zoom: max 2012-Feb, 19/18:59 - 20/00:59
No results were returned for this item.
500000
400000
£
@
200000
o.r.b.'--.( ....... Py pp——
19:30  20:30 21:30 22:30 23:30  00:30
© Legend
@ Other

102511961

=]

* |AM integration with QRadar SIEM provides
detection of break-ins tied to actual users & roles

Isx03n0S

9§12 129.19.128

Top Local Destinations

No mmwwmm—l

61
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Patient, sophisticated attackers make detection a challenge

Detect subtle anomalies across domains and correlate

them to create a cohesive picture of threat activity -

( Network Traffic

Detect challenges: k Privileged Users

Blocks exploits as they . . Sends privileged user details
traverse the network Attackers m0d|fy signatures to to correlate with user’s activity

bypass signature based detection

Users connect from new devices g

and locations

Lack of control over privileged users

passwords and access _ _
\ Application Access | k Endpoint Protection

Increasing number endpoints,

Blocks attacks before the . .
Y device types and operating systems

reach applications

Dynamically detect and block
endpoint malware

ol

T

oo

Threat Research
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Integrated capabilities enable real-time discovery and blocking

Detect and block malicious activity across networks, users,

applications and endpoints

Integrated Defense Strategy

DETECT

IBM QRadar

: IBM Security 3 ’
Network Protection XGS 74 Security Intelligence

\ QBM Privileged Identity Manager '

- Blocks exploits as they
traverse the network

L, || et iy | 355

.. £ :
. B

&IBM Security Access Manager \

e

Creates an activity baseline to

" Blocks attacks before they detect anomalous activity

reach applications
- Intelligent correlation of events,

flows, assets, topologies,

vulnerabilities and external threats

Produce actionable intelligence

IBM X-Force

Research and Development

-

- Sends privileged user details
to correlate with user’s activity

& IBM Trusteer Apex

+ Dynamically detect and block
endpoint malware

63
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Defend against persistent attacks with integrated capabillities

oA

Email with
malicious link

injection

Privilege
escalation

Email with

malicious file

64

( X-Force Research )

( Network Protection )
XGS

XGS blocks zero-day exploit from malicious link
after incorporating X-Force security content <. ity £vent

XGS natively creates network flow activity ¢/ Flo

for QRadar to detect additional anomalies

AMP 5100

( Network Protection )
\ XGS

/( Access Manager )

( AppScan )
( SiteProtector )

Access Manager blocks SQL injection from \
web application and alerts QRadar

AppScan to find the application vulnerability Security Eve

Based on QRadar alert, analyst runs :>
nt

AppScan creates virtual patch in SiteProtector
to block the attack at the network level

SiteProtector deploys policy to Network
Protection XGS devices j

( Privileged Identity
Manager

Privileged Identity Manager detects anomalous

privilege escalation _
Security Event

Privileged Identity Manager records the
session and sends the escalation event to QRadar

( Trusteer Apex )

Apex detects and block the zero-day

exploit using application state context il [BdET

i IBM QRadar
SIEM

M Investigate

AR ~eris

v Event correlation
v Historic forensics
v Real-time analysis

v Predictive analytics

© 2014 I1BM Corporation
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@ tew v | Dot | X Dolete |
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""" Onder  Enable  Seurce Desteatan Agpication Action. At mpectisn Schedite Comment
P B [ [N Gambing ed @ Buwct Ewtloy R Dot PS5
h 0 I d | 2 P B B FRON Qaw  lemin  Rowars
IBM X-Force research iIs utilize B 8 e b s Mt i L S M
(@ &-Commerce . LI Y- B @ Auctons wd @ Astwrticate | | Emetloy R Ostwa S

[ Ganblg and Lottery &
R Yacking and Seftware Pracy

[ Y B =1 8 Aswscued R o

in Network Protection XGS

wwwwww

Network Protection XGS console showing
security policies

-1 L= URL Categones
7 jgnonymom Proxies @

(3] Botnet Command and Control &
(s E-Commerce

Y Gambling and Lottery @

(8] Hackang and Software Pracy
[y Job Search

X-Force URL reputation data incorporated
by category

@ New | © | X t
....... Order Enable  Source Destination Apphcation Action
8 I - B Any [N Prohivited URt @ Reject
. - . 9 r B Ay B Any (& Botnet Comen: @ Reject
Policy on XGS set to reject connections to =T 5 e g e
malicious URLSs =
r [ Unknown URL @ Reject
¥ 5 any @ Accept

1-130f13 items 1012 |50 | 100 | 20
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Integrate to prevent web application exploits at the network level
2899 E

obs &Reports > Default > Demo Testfire Site > Demo Testfire Site > Security Issues

‘Commion ASE Service Account | Relp | Support | About | Log Out

[EETTEEIN Appscan. Enterprise Edition

Security Issues B & & | [®eport. EdEmail~ & @

Last Updated: 10/19/2011 1:45:34PM

Access Manager flags a SQL injection, alerts || g« o= s e o i

There are 21 issues of 13 different types across 11URLs

QRadar and then... PP

Ttems 1-13 of 13 Gotopage: 1of1
mm‘ o= kI o Excel I?IDEII;I‘
Analyst runs AppScan and finds the SQL SR 0 s i

jobs &Reports > Default > Demo Testfire Site > Dema Testfire Site > Security Issues

Injection vulnerabilities

Security Issues B w & | [*export~ bl Email ~+ & @
Last Updated: 5/29/2011 2:25:43 PM 170 xcel
8] To Excel¥mL
Summary | Group  Show  Search  Layout B
7o
There are 2issues of 1 different types across 1URLs B
=JToPDF

Allitems | Issue Type: SQL Injection *§

2170 Detailed Security Issues PDF Report

AppScan sends vulnerability

Ttems 1-2of 2 page: lufl

= a Action: Export to Excel - I:“:”:“:l
details to SiteProtector e e e el e i =i
@ Open 23549%  5QL Injection http://demo.te... passw 5QL Injection Applic. ..

SiteProtector
ect Edit View Action Tools Help
vaflomnvwddxnIuBouE comdd smary ~] »|

I sommary smasedTze a0 W

SiteProtector creates virtual patch to block
the SQL injection at the network level while

Agent Event History By Day
Pumeer seoma{14 %] I ircioe x. Lot seae acem 11 A I et Excaprons L8t ipae 4T403 1171 AN

the vulnerabilities are patched - l S 2%

 Em my N
EEEENEREE

F I B

[mheon S utecten o]

| & Web Appiication Protection : demao : version
Web Protection | shared Tuning |

Protection Domain: |Eee] ~

~wieb Protection Catsgories

Today's Event Summary By Sourse Gome

Policy deploys to Network
Protection XGS devices

0 0 Componsnts ara Unbaathy
W 1 Compansnt has 2 warneg
P Datedagse

© 4 Compnarts are Hasey

== Types of Protection

Client-side Attacks
Injection Attacks
s e e sl © Client-side attacks » Cross-site request forgery < Authentication * Directory indexing
e mation Dedosure * Injection attacks * Information disclosure » Buffer overflow  « Miscellaneous attacks
L = - Malicious file execution < Path traversal « Brute force

Brute Force \

ol Miscellaneous Aﬁnds ) [ Withaut Raw | F [ Nane | m )
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Monitor privileged users to detect malicious activity
899

67

An attacker steals system administrator
login credentials then grants increased
permissions to invalid user

Low Level Category

Misc System Event
User Login Success

User Account Changed
General Audit Event

Password Change Succeeded
User Account Added

N User Login Failure

User Right Assigned

Source IP

Multiple (4)
Multiple (3)
Multiple (2)
Multiple (2)
591271387

E59127.13.87

Multiple (2)
E=9127 12111

Destination IP

127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

Privileged Identify Manager sends

Event Information

QRadar details of the privilege escalation Event Nams: | ADD_ROLE
Low Level . .
Category: User Right Assigned
Event
Description: Add role to user
Magnitude: (2) | Relevance: 1
Username: ga.encentuate.combouncy15

Q Radar notifies a secu rlty an alySt Start Time: | Oct 9, 2013 3:56:45 PM Storage Time: Oct 8, 2013 3:56:45 PM

Changed
User ga.encentuate.comibouncy17
(custom):

Security analyst views a recording that
shows compromised administrator granting
a user rights outside of the formal process

Security analyst revokes compromised account access
to prevent further malicious action

© 2014 I1BM Corporation
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Security analysis is a big data problem

Security analysts are overwhelmed by a variety of data

and lack of visibility -
&

Analyze challenges:

Rapid growth in the volume of
security data

Incompatible information from
diverse data sources

Multiple, siloed security systems
each with its own dashboard

Lack of application, configuration
and user context

68 © 2014 I1BM Corporation
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Integrated IBM solutions provide actionable security intelligence

QRadar SIEM correlates and analyzes millions of events with Integrated Defense Strategy

contextual data to produce a detailed view of key offenses Anaiie

- Network traffic with user
and application context

from IBM Network (, IBM QRadar 3

Protection XGS devices SIEM

- Database context and activity
from IBM InfoSphere Guardium

* IBM QFlow and VFlow

« User context from
IAM integration

Advanced analytics combine network
and contextual data to perform:

« Event correlation

< Activity baselining

- Anomaly detection

- Offense identification

+ Security events from
IBM Network Protection
XGS devices

* Endpoint * Network
status from topology from
IBM Endpoint IBM QRadar IBM X-Force
Manager Risk Manager Research and Development
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Correlate events across security domains to gain visibility

N\ 4 IBM QRadar
Security » User connects from country where ( IAM SIEM
Event company does not do business
Sl - User accesses database outside ( Guardium QRadar correlates 3 security events
Event normal business hours and triggers an offense
Segurity  Unusual network traffic identified ( XGS
vent

-

A Look for recent changes in ‘ User requested access
the user’s permissions to sensitive DB

]
Investigations... Results...
[ ] g

6 days ago, the user
connected to an unknown IP
Lookup all activity located in a suspicious region

XGS from user’s IP address , e ‘3 ﬂ
5 days ago, the user’s - Remediation

~

machine began opening
suspicious connections

Find other users who
QFlow connected to the same
suspicious IP

3 other users have connected » Update XGS to block malware
with similar suspicious traffic command and control

* Alert security team to remove the

Determine which DBs Users accessed .
Guardium and records these users unannounced quarteHy endeInt malware
accessed in last 6 days financial results « Produce sensitive data access
Endpoint ) Check patch status of ' All compromised users gEpon
Manager compromised machines have latest browser patches
\ Z . W,
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QRadar integrates data to answer the important questions

Offense 3063 8] Summary @i Attackers (G Targets [T Categories [Z] Annotations I Networks [1] Events | Flows [C]Rules Actions ¥ ¢ Print

Magnitude Relevance | 0 | Severity | 8 | Credibility 3
Target Vulnerable to Detected Exploit |

beserpion | BrE e e e e Dpenteount | 1428 events n 2 categones \
preceded by Recon - External - Potential Metwork Scan Wh at WaS

Attacker/Src | 202,153 48 66 ,) tart 2009-09-29 16:05:01 \

Target{s)/Dest| Local (F17 th e atta'c k b luration 1m 32s \

Network(s) Multiple (2} \ssigned to Mot assigned y ‘ﬁ

Notes Vulnerability Correlation Use Case lllustrates o i ion of vulnerability data with IDS alerts An attacker originating from China (202 WaS It ing the
Conficker worm exploit (CVE 2008-4250). TI

— Who was successful?
er Summary g Dstsils .
Magnitude responSIble? User Karen

Description 202.1 Asset Name Unknown

Vulnerabilities 0 MAC ” 4
Location China hstheig:l /L\ HOW Val uable

Top 5 Categories (=) camsmies Where do | are the targets

Buffer Overflow | ﬂd; ) __ find them? to the bUSineSS?
Misc Exploit HOW many  — 3
Metwork Sweep targets 716 1417 09-29 16:05:01

Top 5 Local Targets (©) Targets / |nvo|Ved’)

IP/IDHNS Hame / . ained User | QC Location Veight
Windows AD Server U' \ main 8
10.101.3.3 Unknown Are any main 0
10.101.3.4 Linknown main 0
DC106 Yes Mo main 10
10.101.3.11 Linknown Mo | O Of them main 0
Top 10 Events [] Events VUInerabIe

Event Hame Magnitude Category Destination Dst Port Time

Misc Exploit - Event CRE — — — Custom Rule Engine-8 :: gradar-vm Misc Explaoit 10.101.3.15 445 09-29 16:06:33
MNETBIOS-DG SMB vd srvsvc MetrpPathCo —— Snort @ 10.1.1.5 Buffer Overflow 10.101.32.10 445 09-29 16:06:28
METBIOS-DG SMB w4 srvsvc MetrpPathCo... A5 / \3.15 445 09-29 16:06:33
Misc Exploit - Event CRE — Where |S a” 3 445 09-20 16:06:31
Metwork Sweep - QRadar Classify Flow - Flow Classification 0 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5 2 grad 1 f) 15 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5 - grad the eVIdence . 10 445 09-29 16:05:01
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