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IBM X-Force 
is the foundation for 

advanced security and 

threat research across 

the IBM Security 

Framework. 
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 Monitor and evaluate the rapidly changing threat landscape  

 Research new attack techniques and develop protection for tomorrow’s security challenges 
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 Integrate and distribute Threat Protection and Intelligence to make IBM solutions smarter 
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Monitor - X-Force has the skills and infrastructure for collecting and 
analyzing changing threats 

Internet 

Global Data Center 

Threat Intelligence  
Databases 

Online Services 

X-Force Threat Intelligence Data capture  
• Crawler robots search 

the web in parallel 

• Honeypots &  
darknets capture 
information 

• Spamtraps obtain  
Spam IPs and samples  

Analysis 
• Server clusters analyze 

the data acquired  

• Insights for different 
threats are gleaned from 
the data and stored in an 
efficient manner 

• Over 12 years of experience 

• Over 17 Billion pages and addresses catalogued 

• Databases dynamically updated on a minute-by-minute basis 
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Monitor - Intelligence integrated into products for better accuracy 

Web Crawler 
• Crawlers collect image and text  

data from the Internet 24x7x365 

• Every day, hundreds of thousands  

of changes to customers 

• Indexed into 80+ categories 

• Extended to Application Control 

IP Reputation 
• Malicious IPs 

• Malware hosts 

• SPAM sources 

• Dynamic IPs 

• Anonymous Proxies 

• and more… 
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Research - We analyze them all - X-Force Database (XFDB) 

Most comprehensive 

Vulnerability Database in the 

world  

• Updated daily by a dedicated 

research team 

• Entries date back to the 1990’s 

• Over 80,000 unique vulnerabilities 
 

Research also turns into 

innovative product “engines” 

• Protocol Analysis Module 

• Shellcode Heuristics 

• Web Injection Logic Engine 

• Java and JavaScript Heuristics 
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The disclosure of the Shellshock bug in September 
brought immediate exploit attempts. 

1992 2014 

26 Sep 2014 

IBM MSS observes 

800% increase 

above average of 

the attack 

signature 

Command_Shell_ 

Injection across 

customer base 

1992 

Vulnerability 

in Bash shell 

introduced in 

Linux v1.14 

Patching the original vulnerability was complicated by the development of 

additional exploit techniques, resulting in additional CVE numbers created. 

24 Sep 2014 

Shellshock 

vulnerability 

disclosed in CVE 

2014-6271 

Vendor patch for 

CVE 2014-6271 

found 

insufficient. 

Add’l CVE 2014-

7169 created. 

25 Sep 2014 

X-Force 

elevates 

ThreatCon 

level to a 3 

Additional 

CVEs 

created to 

document 

Shellshock, 

bringing 

total to 6 



© 2014 IBM Corporation 12     IBM Security 



© 2014 IBM Corporation 13     IBM Security 

Shellshock 
CVE 2014-6271 

MS IE Remote 

Exploit 
CVE-2012-4781 

Java JRE 

Code 

Execution 
CVE-2013-2465 

Cisco ASA  

Cross-Site 

Scripting 
CVE-2014-2120 

Symantec Live 

Update SQL 

Injection 
CVE-2014-1645 

Behavioral-based detection blocks attacks that have  
never been seen before Disclosed IBM Protection 

December 2012 6.8 years  ahead 

94 vulnerabilities covered 

March 2013 

8 vulnerabilities covered 

March 2014 November 2008 

5.5 years ahead 

8,500+ vulnerabilities covered 

March 2014 June 2007 

6.9 years ahead 

9,000+ vulnerabilities covered 

2006 2014 

5 months ahead 

Cross_Site_Scripting 

Java_Malicious_Applet 

SQL_Injection 

JavaScript_NOOP_Sled April 2006 

October 2012 

Sept 2014 June 2007 

7.3 years ahead 

10 vulnerabilities covered 

Shell_Command_Injection 
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X-Force Threat 

Intelligence Quarterly 

Review 
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Threat Intelligence Quarterly 
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More than 

half a billion records 
of personally identifiable information (PII) were leaked in 2013. 
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After Heartbleed was disclosed, MSS witnessed over 300,000 attacks in 24 hrs, and 
average of 3.47 attacks per second for more than hundreds of customers! 
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MSS continues to average 7k attacks per day – mostly from malicious hosts. 
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Rather than a single IP address 
executing the attack repeatedly, many 
of the attacks used a distributed 
method. 

This enabled attackers to have a 

large, diversified attack surface 

and the flexibility to overcome 

rudimentary blocking strategies.  
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One-day attack methods demonstrate how quickly attackers rush to exploit a 
vulnerability like Heartbleed. 
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X-Force noted this trend was similar to a 2012 disclosure of a Java vulnerability. 
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There was a decline in vulnerability disclosures in the first half of 2014; this could 
be the first reduction since 2011. 
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It is difficult to point to any one factor that has contributed to the decline in the 
number of vulnerability disclosures in 2014. 

A decreasing number of vendors consistently reporting vulnerabilities might be 

contributing to the recent decline in total overall vulnerabilities disclosed. 
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Plug-ins are responsible for 90% of total CMS vulnerabilities disclosed. This 
heightened risk leads to mass infection. 
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Does current CVSS scoring represent actual risk to networks and systems? 

Heartbleed 

existed for two 

years and 

received a 

CVSS medium 

base score of 

5.0. 



© 2014 IBM Corporation 

IBM Security Systems 

26 

What can you do to mitigate these threats? 

Keep up with threat intelligence. 

Maintain a current and accurate asset inventory. 

Have a patching solution that covers your entire 
infrastructure. 

Implement mitigating controls. 

Instrument your environment with effective 
detection. 

Create and practice a broad incident response 
plan. 
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Connect with IBM X-Force Research 
& Development 

 

IBM X-Force Security Insights blog at 

force-www.SecurityIntelligence.com/topics/x 

 ibmsecurity@Follow us at 
ibmxforce@and  

Download IBM X-Force Threat 
Intelligence Quarterly Reports 

http://www.ibm.com/security/xforce/ 

http://blogs.iss.net/
http://www.securityintelligence.com/topics/x-force
http://www.securityintelligence.com/topics/x-force
http://www.securityintelligence.com/topics/x-force
http://www.twitter.com/ibmsecurity
http://www.twitter.com/ibmsecurity
http://www.twitter.com/ibmxforce
http://www.twitter.com/ibmxforce
http://www.ibm.com/security/xforce/
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www.ibm.com/security 
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