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QRadar Incident Forensics — Hands-on Workshop

= QRadar Overview — 10min
* |nstructor Tutorial — 20min
» Search Case #1 — 30min

» Search Case #2 — 30min

= Wrap-up

A
LA
Sp
a
1]

r
a
S
"8
£
e
o)
0

© 2014 I1BM Corporation



vy
E,

%’ IBM Security Systems

Traditional customer challenges employing network forensics

Critical gaps exist in available forensics and threat mitigation offerings to recover from an incident

Difficulty identifying true incidents hidden in 'Wl

mounds of data Tsmgm
Dependency on specialized skills to conduct mms
detailed investigations wSKILLS

Disparate tools with limited intelligence inhibit
productivity and efficacy in analysing incidents

Security teams must reduce the time to detect and respond to
threats. Confusion and wasted time aid the attacker.
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Ponemon Institute LLC Research Findings

Network forensics industry benchmarks

Average time required to complete one
Investigation regarding a suspected
security breach?

Average time required to complete one
forensic investigation from detection to
containment for a security breach?

Percentage of organizations using a
particular member of the IT security
team for investigations?

Percent of forensic
investigators/analysts employed with
advanced degrees?

* 58.7 hours
* 6.8 days

* /1%

* 56%
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IBM QRadar Security Intelligence Platform

An integrated, unified architecture in single web-based console

Log
Man ag em ent IBM Security QRadar SIEM
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Security
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All My Offenses Top Category Types
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Management
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Big Data approach to automated offense identification

Extensive Data Sources

Suspected
Incidents

Security devices

E% Network and virtual activity

e Data activity
Application activity

Configuration information

Embedded

Vulnerabilities and threats
Intelligence

Users and identities

3§ Global threat intelligence
© 2014 IBM Corporation
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Answering questions to help prevent and remediate attacks

Offense 909

[ What was the attack?

] ( Is the attack credible?

[8)Summary Display ¥ [I;]Events  Connections (j Flows [l ViewWtack Path Actions ¥ (=, Print (2]

Magnitude

Status| € & .+ | Relevance |8 |Severity |5 |Credibi|ity |4

Description Fotential Data Loss

Offense Type Source IP

Event/Flow count 111 events and 1.042 flows in 13 categories

Source IP(s) 10.0.110.221 (dhcp-221-users-2.acme.com) Start Oct18, 2013 12:28:02 PM

Destination IP{s) Local (2) Remote (376)

Duration 40100 42m 75 How valuable are the

Network(s) Multiple (3}

Dffense Source Summary

P 10.0.110.221

Aesigned o — | targets to the business?

Location Users.Users-2

Magnitude

Vulnerabilities 0

Username compliance

MAC Address 00:0E:0C:B4:DEEE

Host Name dhop-221-users-2.acme.com

Asset Name dhop-221-users-2.acme.com

for the attack?

VWeight

Who was responsible
[ Where are they located? JE

Dffenses a

| EventsiFlows

Last 5 Notes

FPotential data loss detected, forensics case created

Forensics Reconstructions

Case Collection
DatalLoss Dataloss

Top 5 Source IPs

Source
P
dhc... Users.Users-2

Magnitude Location

Ei Motes [y Add Note

Username Creation Date

What was stolen and Oct 21, 2013 6:39 AW
where is the evidence?

Status
10.0.110.221 312712014 3:31:00 PM 312712014 4:31:00 PM SUCCESS

‘ Sources
Vulnerability User MAC Destination(s) Last Event/Flow EventsiFlows
compliance 00:0E:0C:B4:D8EE 0 15,310

Are any of the assets How many targeted
vulnerable? assets are involved
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Extend clarity around incidents with in-depth forensics data

Suspected
Incidents

| Prioritized Incidents

Embedded
Intelligence

——— e
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IBM Security QRadar Incident Forensics Radar®
Intuitive investigation of security incidents Incident Forensics

IBM Security QRadar SIEM

Drastic reduction of

Dmabiboard Offsnses  Log Acthvly Hebwork Acthvity Asssta I S U- W Reporis sk  Vuinembiimiss Admis 5

Investigation time
& L |iﬂr\t|nrc-oﬂ-utm-l H:I =

Evidence gathering against Sewcnng 5.4 s
malicious entities suverer B tparsens epon B vianen
Root cause identification of i@ i wamgeoriTam e
successful breaches - N T
“Research findings indicate enterprise Win the
organizations want increased awareness of race
advanced threats without the need for additional _
resources and forensics expertise. ” against

Jon Oltsik, Enterprise Systems Group (ESG) time
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Better clarity into network activity

From session data analysis yielding

basic application insights

‘ Flow Information
Protocol: tep_ip Application: Web.FacebookApplication
Magnitude: (| Relevance: 5 | severny:
First Packet Time: 2010-10-04 01:00:17 End Time: 2010-10-04 01:00:17
Event Name: WelFacehook Applicalion
Low Level Category: Weh
Event Descri Application detected with HTTP decoder damain lookup
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e To full visualization of extende
HTTP GET Request (custom): fprofile. php?id=100001252874890 HTTPA 1

HITP Content-Type (custom applicationtejavaseript charset=utf-8

. relationships and embedded content

HTTP Server (custom): A
FBUsername (custom): rAnewman23665 %4 0hoimail.com
5 Text | Ahioutes | Notes
HTTP Version (custom: 11 == [,
‘ Source Payload Destination Payload hing 60 T documents bookrnar pae twwwiexril
Wt | hee | basesd ut | hex | basess PR Date Protocst Descrption Relevancy (1) 2
200104/24 03:34:14 bixs Emad Message '
Clwrap Text Clwrap Test ! g
200804724 03:24:14 P e Emed Message '
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Client example: U.S. financial organization shortens investigations
backlog with integrated network forensics

Accelerate incident investigations

Prior network forensics point solution
averaging

Hours

to investigate an incident as either false
positive or true threat reduced to

Minutes

using integrated capability

Business challenge
= Completing daily lists of QRadar offense investigations to avoid building backlogs

= Quickly ruling out false positives to spend more time on true threat remediation plans
= Eliminate outsourcing of forensics analysis

IBM Security Solutions (QRadar SIEM, QRadar QFlow, QRadar Incident Forensics)

Single console Web-based interface provides clear direction regarding potential scope and risk for
identified incidents. Right-click integration and Forensics dashboard provide ultimate clarity revealing

underlying conditions supporting offense.
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Find out more on Incident Forensics

12

— —— L Visit our website :
B == === www.ibm.com/software/products/en/
- ¢ gradar-incident-forensics

Read our expert perspectives:
www.securityintelligence.com

Keep up to date with our latest news:
@IBMSecurity
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

www.ibm.com/security
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