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Why Mobile Security Should be 
a Strategic Imperative
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“Enterprise mobility will continue to 
be one of the hottest topics 
in IT, and high on the list of 
priorities for all CIOs.”
Ovum

“IT organizations will dedicate at least 

25% of their software budget to 

mobile application development, 

deployment, and management by 

2017.”

IDC

Enterprise Mobile Trends

The number of 

smartphone 

users 

worldwide will 

surpass 2 

billion in 20161

Mobile 

downloads will 

increase to

268 billion
by 20172

http://www.ovum.com/press_releases/ovum-predicts-enterprise-mobility-to-be-top-of-the-cio-agenda-in-2015/
https://w3-03.sso.ibm.com/marketing/mi/compdlib.nsf/weball/36CD524158C756B985257DB700686316
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As Mobile Grows, So Do Security Threats

387 new malware
threats every 

minute, or more 

than 6 every 

second -- half-

billion samples 
by Q3 20153

Mobile devices 

& apps under 

attack 97% top 

Android, 87% 

top iOS mobile 

apps have been 

hacked4

“With the growing penetration of 

mobile devices in the enterprise, 

security testing and protection of 

mobile applications and data 

become mandatory" Gartner

“Enterprise mobility … new systems of 

engagement. These new systems 

help firms empower their customers, 

partners, and employees with 

context-aware apps and smart 

products.” Forrester

https://w3-03.sso.ibm.com/marketing/mi/compdlib.nsf/weball/F5BFC64E9423A8E485257D2A005743E5
https://www.forrester.com/Enterprise-Mobility
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Top Issue Experienced in Mobile Deployments?
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Roadmap to Effective Mobile Security

The State of Mobile Security Maturity
Findings from the ISMG Survey Sponsored by IBM

Link to report

http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?subtype=WH&infotype=SA&appname=SWGE_WG_WM_USEN&htmlfid=WGL03065USEN&attachment=WGL03065USEN.PDF


© 2015 IBM Corporation

IBM Security

7 IBM Security Systems

Mobile Apps Continue to Explode in the Enterprise
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Mobile Changes the Way We View Perimeter 

Security is no longer controlled and enforced through 

the network perimeter
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IBM Mobile Security Framework
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IBM MobileFirst

ENGAGE YOUR CLIENTS 

IN NEW WAYS

TRANSFORM

YOUR BUSINESS

BUILD, INTEGRATE AND 

SCALE

PROTECT MOBILE DEVICES, 

APPS AND CONTENT
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MobileFirst

Protect (MaaS360)

AppScan, Arxan, Trusteer M; 

bile SDK

IBM Mobile Security Framework

AirWatch, MobileIron, Good, 

Citrix, Microsoft, Mocana
HP Fortify, Veracode, Proguard CA, Oracle, RSA

• Manage multi-OS 

BYOD environment 

• Mitigate risks of lost 

& compromised 

devices

• Separate enterprise 

and personal data

• Enforce compliance 

with security 

policies

• Distribute & control 

enterprise apps

• Build and secure 

apps & protect them 

“in the wild”

• Provide secure

web, mobile, API 

access control

• Meet ease-of-use 

expectation

Extend Security Intelligence

• Extend security information & event management (SIEM) to mobile platform

• Incorporate mobile log management, anomaly detection, configuration & vulnerability mgmt

Protect Devices

Secure Content & Collaboration

Safeguard Applications & Data

Manage Access & Fraud

Extend Security Intelligence

DATA

Personal and 
Consumer

Enterprise

Manage Access 
& Fraud

Safeguard
Applications & Data

Secure Content 
& Collaboration

Protect 
Devices
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Comprehensive Approach            Integrated Solutions                    Scalable Security          

Executing a Strategy with IBM Mobile Security

Protect Devices

Secure Content & Collaboration

Safeguard Applications & Data

Manage Access & Fraud

Extend Security Intelligence

DATA

Personal and 
Consumer

Enterprise

IBM MobileFirst Protect 

(MaaS360)
IBM MobileFirst Platform 

IBM Security AppScan

IBM QRadar Security Intelligence Platform

IBM Security Access Manager

IBM Security Trusteer

Arxan Application 

Protection for IBM Solutions

IBM Mobile Security 

Services

IBM DataPower Gateway
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Enterprise Mobility 
Management Suites

June 2014

Client Management
Tools

May 2014

Managed Mobility 
Services
July 2014

Mobile Application 
Development Platforms

August 2014

Application 
Security Testing

July 2014

Security Information 
and Event Management

June 2014

Enterprise Content 
Management

September 2014

IBM is the ONLY Leader in 8 Gartner Mobile Magic Quadrants

Enterprise Mobility 
Management Suites

June 2014

Client Management
Tools

May 2014

Managed Mobility 
Services
July 2014

Mobile Application 
Development Platforms

August 2014

Application 
Security Testing

July 2014

Security Information 
and Event Management

June 2014

Enterprise Content 
Management

September 2014

Identity, Governance, 

Access

August 2014
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IBM Mobile Security Solutions
Address Real Problems
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• Challenge: Businesses need flexible and efficient ways to promote their mobile 

initiatives while protecting data and privacy

Deploy, manage and secure devices, apps 

and content in the enterprise

• Key Questions To Consider:

 What happens if an employees mobile device is lost or 
stolen? 

 How do you prevent your employees from using 
unauthorized mobile applications?

 How do you define and enforce mobile security polices? 

MobileFirst Protect (formerly MaaS360) EMM
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• Challenge: Businesses need flexible and efficient ways to promote their mobile 

initiatives while protecting data and privacy

Deploy, manage and secure devices, apps 

and content in the enterprise

• Key Questions To Consider:

 What happens if an employees mobile device is lost or 
stolen? 

 How do you prevent your employees from using 
unauthorized mobile applications?

 How do you define and enforce mobile security polices? 

In a BYOD 

environment why are 

you concerned if an 

employee’s mobile 

device is lost or 

stolen?

MobileFirst Protect (formerly MaaS360) EMM
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1,175+
different security policy 

settings and controls

You Can't Manage What You Don't Measure
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IBM Deploys MobileFirst Protect

Users migrated 
in one month

Users registered within 
24 hours

Users registered 
in 15 days

Devices enrolled per 
minute*

*at high point

Help Desk calls – less 
than ½ of 1%

Solutions must scale…

… must be ease to deploy
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• Challenge: Compromised or vulnerable devices (jailbroken/rooted) AND malicious 

mobile applications create security risk for users and enterprises

Detect & Action Device Risk

• Key Questions To Consider:

 How do you determine the risk posed by employee owned 
devices to enterprise data and systems? 

 How do you determine if a device has been compromised 
(jailbroken/rooted/malware)?

 If a device has been compromised how do you mitigate the 
risk to enterprise apps, content and backend systems? 

IBM Security Trusteer Mobile Solutions
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• Challenge: Compromised or vulnerable devices (jailbroken/rooted) AND malicious 

mobile applications create security risk for users and enterprises

Detect & Action Device Risk

• Key Questions To Consider:

 How do you determine the risk posed by employee owned 
devices to enterprise data and systems? 

 How do you determine if a device has been compromised 
(jailbroken/rooted/malware)?

 If a device has been compromised how do you mitigate the 
risk to enterprise apps, content and backend systems? 

Do you understand 

the risk to your apps 

& data on jailbroken 

devices?

Do you know if the 

employee device has 

been compromised?

IBM Security Trusteer Mobile Solutions
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• Jailbreak / Root detection, malware 

detection

• Provides device risk awareness within 

Mobile Apps, Mobile Device 

Management, Mobile Identity & Access

• Enables enforcement of app 

functionality, content wipe/delivery and 

enterprise access based on device risk

• Prevents deployment of containers into 

jailbroken or rooted device

MobileFirst Protect Mobile Threat Management
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• Challenge: Mobile app development fast paced; need automated tools to identify 

security risk and protect “applications in the wild”

Secure and Protect mobile applications

• Key Questions To Consider:

 How do develop secure mobile applications to ensure they 
do not leak enterprise or sensitive user data?

 How do you keep pace with the constant mobile updates?

 How do you protect your mobile apps from reverse 
engineering and repackaging with malware?

IBM Security AppScan & Arxan Application Protection
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• Challenge: Mobile app development fast paced; need automated tools to identify 

security risk and protect “applications in the wild”

Secure and Protect mobile applications

• Key Questions To Consider:

 How do develop secure mobile applications to ensure they 
do not leak enterprise or sensitive user data?

 How do you keep pace with the constant mobile updates?

 How do you protect your mobile apps from reverse 
engineering and repackaging with malware?

How do you develop 

secure mobile 

applications?

How do you protect 

your mobile app IP and 

safeguard apps from 

malware?

IBM Security AppScan & Arxan Application Protection
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 Data leakage

– Attack from malware

– Account info. on 

mobile device

 Cracking mobile apps

– Easy access to 

applications

– Reverse engineering

 Little to no App control

– BYOD

– Consumer devices

 Threat from Malware
- Trojans and Spyware

 Phishing

 Fake Marketplace
- Malware added to app

 Unauthorized Use of:
- Contact DB

- Email

- SMS (text messages)

- Phone (placing calls)

- GPS (public location)

- Data on device

User Enterprise

Mobile Application Security Risk
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Reverse Engineering & IP Theft Risk

• 97% of top paid Android apps have been hacked

• 87% of top paid iOS apps have been hacked

• 80% of the most popular free Android apps have been hacked

• 75% of the most popular free iOS apps have been hacked

Source: State of Security in the App Economy 

- “Apps Under Attack” (Dec 2014)
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OWASP Mobile Top 10 Risks (RC 2014 V1)

https://www.owasp.org/index.php/Projects/OWASP_Mobile_Security_Project_-_Top_Ten_Mobile_Risks
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• Challenge: Providing secure access to mobile apps and APIs in order to prevent 

malicious, fraudulent, or unauthorized activities in both B2E and B2C scenarios

Improve security & user experience with 

context-aware mobile access control

• Key Questions To Consider:

 How do you determine if access to applications from a 
mobile device is high risk?

 If you determine there is risk, how do you adapt your 
authentication and access policies to strengthen security?

 What do you say to users who complain about entering 
multiple passwords to access enterprise systems & data?

IBM Security Access Manager 
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• Challenge: Providing secure access to mobile apps and APIs in order to prevent 

malicious, fraudulent, or unauthorized activities in both B2E and B2C scenarios

Improve security & user experience with 

context-aware mobile access control

• Key Questions To Consider:

 How do you determine if access to applications from a 
mobile device is high risk?

 If you determine there is risk, how do you adapt your 
authentication and access policies to strengthen security?

 What do you say to users who complain about entering 
multiple passwords to access enterprise systems & data?

How are you 

adapting your

authentication & 

access policies to 

strengthen security 

on Mobile? 

IBM Security Access Manager 
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Identity:
Groups, roles, credential attributes, organization

Endpoints:
There are various unique attributes (device fingerprint).

Screen depth/resolution, Fonts, OS, Browser, Browser plug-in, device model & UUID

Environment:
Geographic location, network, local time . . . etc

Resource / Action:
The application being requested and what is being done.

Behavior:
Analytics of user historical and current resource usage. 

User activity monitoring, specific business activity monitoring

What is Context?
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Authentication Changes Based on Context 

User attempts transaction 

from unexpected location
Strong authentication 

challenge
Transaction completes

• Transactions performed near users home – normal

• Try to transfer funds in another state or another country 

– requires an OTP for strong authentication
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Summary

 Enterprise Mobility Management is needed & necessary

 MDM is a good place to start but additional security required

 Need to account for device risk

 Must build secure mobile apps & must secure apps “in the wild”

 Identity & Access security must be adaptive – contextually aware

 Think of mobile security more holistically

 Broader than MDM

 Think… Device, Content, Application, & Access

 More than a collection of point products

 Must scale to address enterprise requirements

Comprehensive                    Integrated                             Scalable
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www.ibm.com/security
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