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Preface

This document describes the procedural steps that are required to achieve
password synchronization between IBM® Tivoli® Directory Integrator and a
number of IBM and third party products.

The chapters in this guide cover all the plug-ins available for password
synchronization at the time of publication. Please see the IBM Tivoli Directory
Integrator Web site for any later plug-ins or updates.

This document assumes that both Tivoli Directory Integrator and the products to
be integrated are already installed, configured and running on your network. No
details are provided regarding the installation and configuration of these products,
except where necessary to achieve integration.

Who should read this book

Tivoli Directory Integrator components are designed for network administrators
who are responsible for maintaining user directories and other resources.

This document assumes that you have practical experience installing and using
both IBM Tivoli Directory Integrator and the product to be integrated.

Publications

Read the descriptions of the IBM Tivoli Directory Integrator library and the related
publications to determine which publications you might find helpful. After you
determine the publications you need, refer to the instructions for accessing
publications online.

IBM Tivoli Directory Integrator library

The publications in the IBM Tivoli Directory Integrator library are:

[BM Tivoli Directory Integrator 6.1.1: Getting Started|
A brief tutorial and introduction to IBM Tivoli Directory Integrator 6.1.1.

IBM Tivoli Directory Inteqrator 6.1.1: Administrator Guidd
Includes complete information for installing the IBM Tivoli Directory
Integrator. Includes information about migrating from a previous version
of IBM Tivoli Directory Integrator. Includes information about configuring
the logging functionality of IBM Tivoli Directory Integrator. Also includes
information about the security model underlying the Remote Server APL

IBM Tivoli Directory Integrator 6.1.1: Users Guide]
Contains information about using the IBM Tivoli Directory Integrator 6.1.1
tool. Contains instructions for designing solutions using the IBM Tivoli
Directory Integrator tool (ibmditk) or running the ready-made solutions
from the command line (ibmdisrv). Also provides information about
interfaces, concepts and AssemblyLine/EventHandler creation and
management. Includes examples to create interaction and hands-on
learning of IBM Tivoli Directory Integrator 6.1.1.

© Copyright IBM Corp. 2006,2007 vii



[BM Tivoli Directory Integrator 6.1.1: Reference Guide|
Contains detailed information about the individual components of IBM
Tivoli Directory Integrator 6.1.1 AssemblyLine (Connectors, EventHandlers,
Parsers, Plug-ins, and so forth).

IBM Tivoli Directory Integrator 6.1.1: Problem Determination Guide
Provides information about IBM Tivoli Directory Integrator 6.1.1 tools,
resources, and techniques that can aid in the identification and resolution
of problems.

[[BM Tivoli Directory Integrator 6.1.1: Messages Guide|
Provides a list of all informational, warning and error messages associated
with the IBM Tivoli Directory Integrator 6.1.1.

IBM Tivoli Directory Integrator 6.1.1: Password Synchronization Plug-ins Guidd
Includes complete information for installing and configuring each of the
five IBM Password Synchronization Plug-ins: Windows Password
Synchronizer, Sun ONE Directory Server Password Synchronizer, IBM
Directory Server Password Synchronizer, Domino Password Synchronizer
and Password Synchronizer for UNIX® and Linux®. Also provides
configuration instructions for the LDAP Password Store and MQe
Password Store.

[[BM Tivoli Directory Inteqrator 6.1.1: Release Notes)
Describes new features and late-breaking information about IBM Tivoli
Directory Integrator 6.1.1 that did not get included in the documentation.

Related publications

Information related to the IBM Tivoli Directory Integrator is available in the
following publications:

* IBM Tivoli Directory Integrator 6.1.1 uses the JNDI client from Sun
Microsystems. For information about the JNDI client, refer to the Java™ Naming
and Directory Interface’™ 1.2.1 Specification on the Sun Microsystems Web site at
[http:/ /java.sun.com/products/jndi/1.2 /javadoc/index.html|

* The Tivoli Software Library provides a variety of Tivoli publications such as
white papers, datasheets, demonstrations, redbooks, and announcement letters.
The Tivoli Software Library is available on the Web at: lhttp:/ /www.ibm.com /|
[software /tivoli/library /|

* The Tivoli Software Glossary includes definitions for many of the technical terms
related to Tivoli software. The Tivoli Software Glossary is available on the
World-Wide Web, in English only, athttp://publib.boulder.ibm.com/tividd /|
[glossary /tivoliglossarymst.htm|

Accessing publications online

The publications for this product are available online in Portable Document Format
(PDF) or Hypertext Markup Language (HTML) format, or both in the Tivoli
software library: Ihttp:/ /www.ibm.com /software/ tivoli/library|

To locate product publications in the library, click the Product manuals link on the
left side of the Library page. Then, locate and click the name of the product on the
Tivoli software information center page.

Information is organized by product and includes READMEs, installation guides,
user’s guides, administrator’s guides, and developer’s references as necessary.
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Note: To ensure proper printing of PDF publications, select the Fit to page check
box in the Adobe Acrobat Print window (which is available when you click
File->Print).

Accessibility

Accessibility features help a user who has a physical disability, such as restricted
mobility or limited vision, to use information technology products successfully.
With TDI 6.1.1, you can use assistive technologies to hear and navigate the
interface. After installation you also can use the keyboard instead of the mouse to
operate all features of the graphical user interface.

Accessibility features
The following list includes the major accessibility features in TDI 6.1.1:
* Supports keyboard-only operation.
* Supports interfaces commonly used by screen readers.

* Discerns keys as tactually separate, and does not activate keys just by touching
them.

* Avoids the use of color as the only way to communicate status and information.
* Provides accessible documentation.

Keyboard navigation

This product uses standard Microsoft®Windows® navigation keys for common
Windows actions such as access to the File menu, copy, paste, and delete. Actions
that are unique to TDI use TDI keyboard shortcuts. Keyboard shortcuts have been
provided wherever needed for all actions.

Interface Information

The following points include accessibility features of the TDI 6.1.1 user interface
and documentation:

* Steps for changing fonts, colors, and contrast settings in the Config Editor (CE):

1. Type AIlt-F to access the CE File menu. Using the downward arrow, select
Edit Preferences and press Enter.

2. Under the Appearance tab, select Theme settings to change the font.

3. Under Theme Colors, select the colors for the CE, and by selecting colors,
you can also change the contrast.

e The TDI 6.1.1 Information Center and its related publications are
accessibility-enabled for the JAWS screen reader and the IBM Home Page
Reader. You can operate all documentation features using the keyboard instead
of the mouse.

Vendor software

The IBM Tivoli Directory Integrator installer uses the FLEXnet Publisher
Installation Module (FNPIM).

Related accessibility information

Visit the IBM Accessibility Center at |http:/ /www.ibm.com /able| for more
information about IBM’s commitment to accessibility.
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Contacting Software Support

Contact IBM Software Support by using the methods described in the IBM Software
Support Guide at the following Web site:

Ihttp:/ / techsupport.services.ibm.com / guides /handbook.html|

The guide provides the following information:

* Registration and eligibility requirements for receiving support

* Telephone numbers, depending on the country in which you are located

* A list of information you should gather before contacting customer support

For more information, see|Appendix C, “IBM Software Support,” on page 119]

Tivoli technical training

For Tivoli technical training information, refer to the IBM Tivoli Education Web
site: |http:/ /www.ibm.com/software/ tivoli/education]

Conventions Used in this Book

The following typeface conventions are used in this book:

Bold Lowercase commands or mixed case commands that are difficult to
distinguish from surrounding text, keywords, parameters, options, names
of Java® classes, and objects are in bold.

Italic ~ Variables, titles of publications, and special words or phrases that are
emphasized are in italic.

Monospace
Code examples, command lines, screen output, file and directory names
that are difficult to distinguish from surrounding text, system messages,
text that the user must type, and values for arguments or command
options are in monospace.
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Chapter 1. Introducing Password Synchronization Plug-ins

This chapter introduces the range of password synchronization plug-ins for IBM
Tivoli Directory Integrator . It describes standard concepts, components and
procedures.

This chapter contains the following sections:

. ”Overview"l

* [“Building blocks”]|
« |“Available specialized components” on page 2|

+ [“Password Synchronization Architecture and Workflow” on page 3|

Overview

The IBM Tivoli Directory Integrator provides an infrastructure and a number of
ready-to-use components for implementing solutions that synchronize user
passwords in heterogeneous software environments.

A password synchronization solution built with the IBM Tivoli Directory Integrator
can intercept password changes on a number of systems. The intercepted changes
can be directed back into:

* The same software systems, or

A different set of software systems.

Synchronization is achieved through the IBM Tivoli Directory Integrator
AssemblyLines, which can be configured to propagate the intercepted passwords
to desired systems.

Building blocks

The components that make up a password synchronization solution are:

Password Synchronizers
Components which are deployed on the system where password changes
occur. They are responsible for intercepting plain (unencrypted) values of
the passwords as they are changed.

Password Stores
Components that receive the intercepted passwords, encrypt and store
them in locations that can be accessed by the IBM Tivoli Directory
Integrator .

Connectors
These are either standard or specialized IBM Tivoli Directory Integrator
Connectors. They connect to locations where the intercepted and encrypted
passwords are stored and are able to retrieve and decrypt the passwords.

AssemblyLines
The AssemblyLines use Connectors to get the intercepted passwords and
then build custom logic for sending the passwords to other software
systems.

© Copyright IBM Corp. 2006,2007 1



EventHandlers (optional)
The use of EventHandlers can further automate or schedule the password
synchronization process.

Building the solution

The Password Synchronizers, Password Stores and Connectors are ready-to-use
components included in the IBM Tivoli Directory Integrator . As a result,
implementing the solution that intercepts the passwords and makes them
accessible from IBM Tivoli Directory Integrator is achieved by deploying and
configuring these components.

For the part of the solution that consolidates passwords intercepted from different
sources and feeds these passwords into systems that need to be synchronized, a
custom AssemblyLine must be implemented. The look of the AssemblyLine
depends mostly on the custom environment and the requirements for the
particular solution. IBM Tivoli Directory Integrator does not include these
AssemblyLines; they are implemented by the customer.

A password synchronization AssemblyLine usually uses Iterator Connectors to
retrieve passwords from the Password Stores. The AssemblyLine then uses other
standard Connectors to set these passwords into other systems. If the systems that
are synchronized have custom requirements for setting user passwords, these
requirements must be addressed in the AssemblyLine and the Connectors that set
these passwords. Such customization might consist of setting certain Connector
parameters, for example, turning on the Auto Map AD Password option in the
LDAP Connector to set user passwords in Active Directory. In more complex cases,
scripting might be necessary.

A password synchronization solution might include IBM Tivoli Directory Integrator
EventHandlers to automate the process of synchronization. For example, an
EventHandler might listen for changes in the repository where a Password Store
component stores the intercepted passwords and trigger the synchronization
AssemblyLine whenever a new password is intercepted. Another example might
be using a Timer EventHandler that starts the synchronization AssemblyLine on a
schedule.

Represented here are some basic and common steps. Each of the components
mentioned previously provides interfaces which facilitate the tuning of behavior.
Also, the various components can be combined with each other to create custom
solutions. These key features provide flexibility for building solutions that meet
custom requirements and limitations. The password synchronization suite is mostly
comprised of the specialized components that intercept the passwords and make
them accessible for the IBM Tivoli Directory Integrator . Once the IBM Tivoli
Directory Integrator can access the intercepted passwords through its Connectors,
the whole flexibility and openness of the IBM Tivoli Directory Integrator
architecture can be leveraged in organizing the process of password retrieval and
propagation to other systems.

Available specialized components

2

The following sections describe the specialized password synchronization
components that are currently available.
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Password Synchronizers

Password Synchronizer for Windows 2000/2003/XP
Intercepts the Windows login password change. See [Chapter 3, “Windows|
[Password Synchronizer,” on page 15

Password Synchronizer for IBM Tivoli Directory Server
Intercepts IBM Tivoli Directory Server password changes. See |Chapter 4,|
[“Sun ONE Directory Server Password Synchronizer,” on page 25.|

Password Synchronizer for Sun ONE Directory Server
Intercepts Sun ONE Directory Server password changes. See |Chapter 5,|
[“IBM Directory Server Password Synchronizer,” on page 35,

Password Synchronizer for Domino®

Intercepts changes of the HTTP password for Lotus® Notes® users. See
Chapter 6, “Domino HTTP Password Synchronizer,” on page 45/

Password Synchronizer for UNIX and Linux
Intercepts changes of UNIX and Linux user passwords where PAM is
enabled. See [Chapter 7, “Password Synchronizer for UNIX and Linux,” on|

|Eage 63.|

Password Stores

LDAP Password Store
Provides the function necessary to store the intercepted user passwords in
LDAP directory servers. See [Chapter 8, “LDAP Password Store,” on page]

MQ Everyplace® Password Store
Provides the function necessary to store user passwords into IBM
WebSphere® MQ Everyplace. See [Chapter 9, “MQ Everyplace Password|
[Store,” on page 85

Specialized Connectors

MQe Password Store Connector
Provides the function necessary to retrieve password update messages
from IBM WebSphere MQ Everyplace and send them to IBM Tivoli
Directorir Integrator. See [Chapter 9, “MQ Everyplace Password Store,” on|

Tivoli Identity Manager Integration

This guide also details the steps required for integration between Tivoli
Identity Manager and the following Password Synchronizers:

* Sun ONE Directory Server Password Synchronizer,
* IBM Directory Server Password Synchronizer,

* Domino HTTP Password Synchronizer, and

¢ Password Synchronizer for UNIX and Linux.

See |Chapter 10, “Tivoli Identity Manager Integration,” on page 111

Password Synchronization Architecture and Workflow

There are several layers in the IBM Tivoli Directory Integrator Password
Synchronizer architecture.

Chapter 1. Introducing Password Synchronization Plug-ins 3



Target System ~ Password Storage | IBM Tivoli Directory

Integrator
Password
Synchronizer
Plain password
Password Storage f IBM Tivoli
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; Storage 3 Connector ‘ Systems
Password Store Encrypted j Encrypted
password password

Figure 1. Tivoli Directory Integrator Password Synchronizer architecture

Target System on the diagram designates the software system where we want to
intercept password changes. The Password Synchronizer component hooks into
the Target System using custom interfaces provided by the Target System. The
Password Synchronizer component intercepts password changes as they occur in
the Target System and before the password is hashed irreversibly.

Also, a Password Store component is deployed on the Target System. Once the
Password Synchronizer intercepts a password change it immediately sends the
password to the Password Store. The Password Store encrypts the password and
sends it to a Password Storage.

The Password Storage is the second layer in the architecture and represents a
persistent storage system (for example, an LDAP directory, or WebSphere MQ
Everyplace) where the intercepted and already-encrypted passwords are stored in a
form and location that are accessible from the IBM Tivoli Directory Integrator . The
Password Storage can reside on the Target System machine or on another network
machine.

The third layer of the architecture is represented by the IBM Tivoli Directory
Integrator . The IBM Tivoli Directory Integrator uses a Connector component to
connect to the Password Storage and retrieve the passwords stored there. Once in
the IBM Tivoli Directory Integrator , the passwords are decrypted and made
available to the AssemblyLine that synchronizes them with other systems. The IBM
Tivoli Directory Integrator can be deployed on a machine different than the Target
System and Password Storage machines.
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The next layer in the architecture (in the data flow direction) is represented by the
systems whose passwords are synchronized with the Target System. The password
synchronization AssemblyLine is responsible for connecting to these systems and
updating the passwords there.

The Password Store Interface

A key element of the IBM Tivoli Directory Integrator password synchronization
architecture is the Password Store Interface. The Password Store Interface
mediates between the Password Synchronizer and the Password Store components.
Password Store components implement this interface and Password Synchronizer
components use this interface to interact with the Password Stores. This enables
using any Password Synchronizer with any Password Store.

Also, the Password Store used by a Password Synchronizer can be easily changed
when necessary. For example, a Password Synchronizer for IBM Tivoli Directory
Server is deployed and configured to use the LDAP Password Store. After time it
is decided that you need to use MQe Password Store. Then you need to configure
the MQe Password Store, change a single property of the Password Synchronizer,
and restart the IBM Tivoli Directory Server. New password changes are stored in
MQ Everyplace. It is not necessary to install the solution again.

Architecture options

For simplicity, the previous diagram shows password interception on a single
Target System. Actually, a password synchronization solution might need to
intercept password changes on several Target Systems. This is where the layered
password synchronization architecture brings additional value in terms of
scalability and customization options:

* The Password Store components of several Target Systems can be configured to
store the intercepted passwords in the same Password Storage. The IBM Tivoli
Directory Integrator AssemblyLine uses a single Connector to connect to the
Password Storage and is not affected by the number of Target Systems whose
passwords are intercepted and stored in this Password Storage.

* The AssemblyLine can be configured to connect to several Password Storages
(using several Iterator Connectors). This is useful when different Password
Storages have to be used, or distinction of the Target Systems on IBM Tivoli
Directory Integrator is necessary.

In either (or both) of these previous approaches, it is possible to add, remove or
change Target Systems in an already existing solution by focusing mainly on the
new functionality without affecting the rest of the solution.

On the other end of the data flow, where passwords are updated in systems that
you want to keep synchronized, the password synchronization architecture benefits
from the inherent scalability of the IBM Tivoli Directory Integrator . Updating
passwords on yet another system might be as easy as adding a new Connector in
the password synchronization AssemblyLine.

In the case where the Target System is also one of the systems updated with the
intercepted passwords from other systems, special care must be taken to avoid
circular updates. The implementation on the IBM Tivoli Directory Integrator side
must build logic that does not update a system with passwords intercepted on that
same system.

Chapter 1. Introducing Password Synchronization Plug-ins 5
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Security

Public-private key infrastructure is used to provide secure transport and
intermediate storage of password data.

The Password Store components use a public key to encrypt password data before
sending it on the wire and storing it in the Password Storage. The IBM Tivoli
Directory Integrator AssemblyLine or specialized Connectors have the
corresponding private key and use it to decrypt password data retrieved from the
Password Storage.

An additional layer of security is added by Password Store components supporting
SSL.

The installation folder of each password synchronizer and all files in it must be
protected against non-trusted users on the host operating system. The preferred
way to achieve this is by setting proper file system permissions — non-trusted users
and groups must not have any access (read, write, execute) to the installation
folder or the files of the password synchronizer.

Reliability

Functionality for preventing and dealing with possible password
de-synchronization is built into the password synchronization workflow.

The Password Synchronizer and Password Store components together provide
functionality to deal with cases where an external storage system is not available
or malfunctions.

The Password Store always reports to the Password Synchronizer whether or not
the password was successfully stored into the Password Storage. The Password
Synchronizer component can do the following to prevent or handle possible
password de-synchronizations:

e The Password Synchronizer can cancel the password change in the Target
System after the Password Store reports that the password is not stored into the
Password Storage (due to availability or other reasons), where enabled.

* Where the Target System does not enable cancel or rollback on the password
change (which you want to do on unsuccessful storage), the failure is logged
with information about the user whose password is not stored in the Password
Storage. An Administrator can inspect the log and resolve de-synchronized
passwords.

IBM Tivoli Directory Integrator: Password Synchronization Plug-ins Guide



Chapter 2. Installing the Password Synchronization Plug-ins

This chapter describes the installation of the Tivoli Directory Integrator Password
Synchronization Plug-ins.

Before You Install

Before you install, please read the following sections and make sure your system
meets the minimum requirements.

Disk Space Requirements

The IBM Tivoli Directory Integrator Password Synchronization Plug-ins Solution
Installer requires 450 MB of temporary disk space during installation. Additionally,
the following disk space amounts are required for Tivoli Directory Integrator
components that will remain on the system after installation is complete.

Disk space requirements by platform for an installation in which all components
are selected:

* Windows (32 and 64 bit): 170 MB
e Linux: (32 and 64 bit) 180 MB

« AIX® 170 MB

* Solaris: 250 MB

* HP-UX: 300 MB

Memory Requirements

The IBM Tivoli Directory Integrator Password Synchronization Plug-ins Installer
requires 512 MB of memory. The precise amount of required memory after
installation depends on the components you choose to install.

Most plug-ins will run within the memory space of the product relevant to the
plug-in. On other words, the IBM Directory Server password catcher plug-in will
execute within the memory space of the IBM Directory Server. The memory space
requirements listed below for the plug-ins on each operating system platform, are
in addition to the memory requirements of the integrated product.

Memory space requirements by platform for an installation in which all
components are selected:

* Windows (32 and 64 bit): 128 MB
* Linux: (32 and 64 bit) 128 MB

* AIX: 128 MB

* Solaris: 128 MB

* HP-UX: 128 MB

Platform Requirements

Platform requirements for each Password Synchronization Plug-In is documented
in the “Supported Platforms” section of the chapter for each Password
Synchronization Plug-In.
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Root or Administrator Privileges

On Windows platforms, the installer requires that the user ID used to install IBM
Tivoli Directory Integrator Password Synchronization Plug-ins be the Administrator
ID or a member of the Administrators group. On UNIX platforms, the installer
requires that the user be root. The installer will fail if the user ID used to install
IBM Tivoli Directory Integrator Password Synchronization Plug-ins does not have
these privileges.

Launching the appropriate installer

You can launch the IBM Tivoli Directory Integrator Password Synchronization
Plug-ins Installer by using either of the following methods:

* Launch the installer from the Launchpad, or
* Launch the installer directly.

For more information about the Launchpad method, see the IBM Tivoli Directory
Integrator Administration Guide.

To launch the installer directly, using the installation executable:
1. Locate the install executable file for your platform in the plugins_installer
directory on the product CD:

Windows Intel®
install_tdiv6llplugins_win32.exe

Windows AMD64/EM64T
install_tdiv6llplugins_amd64windows.exe

AIX  install_tdiv6llplugins_aix.bin
Linux install_tdiv6llplugins_linux.bin

Linux AMD64/EM64T
install_tdiv6llplugins_amd641inux.bin

Solaris
install_tdiv6llplugins_solaris.bin

HP-UX
install_tdiv6llplugins_HPUX.bin

2. Double-click the executable, or type the executable name at the command
prompt. This launches the installer. For information on how to use the installer,
see ["Using the platform-specific IBM Tivoli Directory Integrator Password]
[Synchronization Plug-ins installer.”|

Once you have launched the installer (using the Launchpad or by starting the
platform-dependent installer directly), you are ready to begin the process of
installing Tivoli Directory Integrator.

Note: In order to install the product, you will require Administrator privilege.

Using the platform-specific IBM Tivoli Directory Integrator Password
Synchronization Plug-ins installer

1. The "Welcome" panel of the IBM Tivoli Directory Integrator Password
Synchronization Plug-ins Installer provides you with information about IBM
Tivoli Directory Integrator Password Synchronization Plug-ins. Click Next to
continue.
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2. After reading the Software license agreement, select I accept the terms in the
license agreement if you accept its terms. Click Next to continue.

3. You are then prompted to specify the Destination Path for the installation. You
may edit the default path shown, or use the Browse button to browse to the
desired path. After you have specified the Destination Path, click Next to
continue, or click Back to go back to the previous screen.

4. The next screen allows you to select which features to install. Each feature
represents one Plug-in. You may install one or more plug-ins for installation.

5. If the plug-ins you selected to install includes the Domino Server plug-in, then
the next screen will prompt you for two Domino related directories, the
Domino Data Directory, and the Domino JVM (Java Virtual Machine) Directory.
You need to enter a valid directory name for each of these on this screen. When
you have entered both directories, click Next to continue, or click Back to go
back to the previous screen.

6. The next one or more screens prompt you to select the Storage Method for each
plug-in you are installing. You will be presented with one of these Storage
Method selection screens for each Plug-In. On each Storage Method selection
screen, you must select between using WebSphere MQ Everyplace or LDAP for
password storage. After selecting the Storage Method for each Plug-In, click
Next to continue, or click Back to go back to the previous screen.

7. A dialog is shown while certain system checks are performed. When that
activity is complete, a screen prompts for confirmation of the installation. Click
the Install button to install the selected Plug-Ins with the selected password
stores, or click Back to go back and make changes to your selections.

8. Installation of your selected Plug-Ins may take several minutes to complete.

Installing using the command line

The following command line options are supported by the IBM Tivoli Directory
Integrator Password Synchronization Plug-ins Installer:

-console
Specifies to use the console interface mode, where messages during
installation are displayed on the Java console and the wizard is run in
console mode. For example:

Windows
install_wizard\install_tdiv6llplugins_win32.exe —console

Linux
install_wizard/install_tdiv6llplugins_linux.bin —console

Note: The following messages might be displayed when you
install Tivoli Directory Integrator 6.1 using the -console
option on an HP-UX operating system:

rm: java not removed. Text file busy

rm: directory PA_RISC2.0 not removed. Directory not
empty

rm: directory bin not removed. Directory not empty

rm: 1ibhpi.s1 not removed. Text file busy

rm: directory native_threads not removed. Directory
not empty

rm: 1ibjvm.s1 not removed. Text file busy

rm: directory server not removed. Directory not empty

rm: libjava.s1 not removed. Text file busy

rm: libnet.s1 not removed. Text file busy

rm: libnio.s1 not removed. Text file busy

rm: libverify.s1 not removed. Text file busy
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rm: libzip.s1 not removed. Text file busy

rm: directory PA_RISC2.0 not removed. Directory not
empty

rm: directory 1ib not removed. Directory not empty

rm: directory jre not removed. Directory not empty

rm: directory _bundledJRE_ not removed. Directory
not empty

rm: directory /tmp/istemp8353117173137 not removed.
Directory not empty

You can safely ignore these messages, which do not cause
the installer to fail.

-options-record

Specifies that the IBM Tivoli Directory Integrator Password
Synchronization Plug-ins Installer should automatically generate a response
file for the project after the completion of the installation or uninstallation.
For example (one line):

Windows
install wizard\install tdiv6llplugins_win32.exe
—options-record response_file_name

Linux
install wizard/install_tdiv6llplugins_linux.bin
—options-record response_file_name

-options

-silent

Specifies that a response file be used to execute the installation or
uninstallation of IBM Tivoli Directory Integrator Password Synchronization
Plug-ins. A response file is usually used when a silent. For example:

Windows
install wizard\install_tdiv6llplugins_win32.exe
—options response_file_name

Linux

install wizard/install_tdiv6llplugins_Tinux.bin
—options response_file_name

Specifies to install or uninstall the product in silent mode, where the
installation or uninstallation is performed with no user interaction. The
-options command line option is use to specify what response file to use.
For example:

Windows
install_wizard\install_tdiv61llplugins_win32.exe
—silent response_file_name

Linux
install wizard/install_tdiv6llplugins_linux.bin
—silent response_file_name

-is:javahome

Specifically tells the Installer the home directory location of the Java Virtual
Machine (JVM) to use. The JVM that is specified must be at the 1.4.2 level
or higher. For example:

Windows
install_wizard\install_tdiv61lplugins_win32.exe
—is:javahome c:\javal.42

Linux
install_wizard/install_tdiv6llplugins_linux.bin
—is:javahome /opt/IBM/javal.42
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-is:log Specifically tells the Installer to use the specified file for logging the
installation progress. This can be useful if reporting problems to IBM
support. For example:

Windows
install_wizard\install_tdiv61lplugins_win32.exe
—is:log c:\temp\log.txt

Linux
install_wizard/install_tdiv6llplugins_linux.bin
—is:Tog /tmp/log.txt

-is:silent
Prevents the display of the Launcher Ul to the end user. This does n