i
THE HACKER’S NEW | 14
TARGET — SOFTWARE
APPLICATIONS

PCTY2010 %%

Pulse Comes to You

Anthony Lim

MBA CISSP CSSLP FCITIL

Director Asia Pacific, Software Security
Solutions, IBM

Singapore Tue 13 Apr 2010



The Wonders of Cloud Computing

Cia
eresory o LAWS@N Sesrely j
On Premise Office

amazon.com =
Windlows L MAPQUEST
Internet ﬂ ikl e E‘:’
\

Cloud

Computing Gouogle

Platform as a Service

&
Google e.com, I

PC Laptop / Netbook Thin Client Mobile Device



Welcome to THE SMARTER PLANET =

Globalization and Globally Available Resources *Web 2.0

Billions of mobile T « SOA
devices accessing the
Web - CLOUD

Access to streams of
information in the Real
Time

New
Possibilities..

Mew Forms of Collaboration © 2009 IBM Corporation



PWC 2010 CIO-CSO INFOSEC SURVEY

— Some Highlights

Some 2010 CIO-CSO IT Security Priorities

— Web Content Filters
— Data Leakage Prevention
— Web 2.0 Security
— *Stronger yet Simpler Authentication
- Biometrics
- Disposable Passwords
- Tokens & Smartcards
- Reduced Single Sign On
- |IDentity Management
Trends:
(1) Promise and Peril of SOCIAL NETWORKING
(2) Jumping into the CLOUD (w/o parachute)
(3) INSOURCING Security Management
(4) NEW CORPORATE COMMITMENT

(5) ATTACKS ON DATABASES

TheGLOBAL ST |
of IN FOIIHII'I'IOH
SECURITY

Cur Annual Global Information Security Survey
underscores therising risks from social media and doud compurting.
The good news: mare support from business leaders,

AJointResearch
Projectof Ci0and CS0

inpartnershipwith
PRICEMATERHOUSE(COPERS

Reprntedwith permission of
CX0Medla, Copyright 2009
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Regl.IIatiOn & Compliance SARBANES-OXLEY, HIPAA, BASEL Il ...

» ltis part of doing business

» Business Continuity
= An environment of TRUST

— For doing business

— Ensure Orderliness in Internet
world

— Promote Economic growth

= More than just
Confidentiality, Integrity
and Availability

= Privacy

3rd Party Customer Data

SEMD THE SALARY
SPREADSHEET TO
HUMAN RESOURCES.

COMTENT.

www. dilbert.com  scottadams®acl.com

DON'T LET ANYONE
ELSE SEE IT. THAT
SORT OF INFORMA-
TION COULD SOW)
THE SEEDS OF DIS

WE'D HAVE MASSIVE
DISLOYALTY, FIGHTS,
VAMDALISM, MAYBE
EVEN RIOTS.

#-1v-o 23004 5oot Adame, Inc/Diet. by UFS, Inc.

O UFS, Ing.



The Myth: “Our Site Is Safe”

We Have Firewalls

and IPS in Place

Port 80 & 443 are open
for the right reasons

We Use Network
Vulnerability Scanners

Neglect the security of the
software on the network/web

server

Ny

We Audit It Once a
Quarter with Pen Testers

Applications are constantly
C

We Use SSL Encryption

Only protects data between
site and user not the web
application itself

© 2009 IBM Corporation



SOMETHING IS STILL OUT THERE

slBlc] PN One-Minute World News
. @ NEWS.com

News Front Page Lo5tUpdated: Tuesday, 21 August 2007, 10:01 GMT 11:01 UK L e

BB E-mazil this to = friend & Printable version
April 6, 2007 4:39 PM POT

Asus Web site harbors threat

Bosted by Joris Evers

Monster attack steals user data

usS job website Monster.com
; has suffered an online attack
Americas  with the personal data of
Asia-Pacific hundreds of thousands of users
Europe Stolen, says a security firm.

Middle East
South Asia A computer program was used to
u  2ccess the employers' section of
) the website using stolen log-in
Business  cradentials.
Health

Africa

My Monster | Find Jobs | Post Resume It iz not 2uch a Good Friday for ASUStsk Computsr.

The main VWeb site of the Taiwaneze hardware maker, known for t2 Asus branded PCs and maoth
been rigged by hackers to 2erve up malicious softwars that attempts to expleit a critical Windows
experis =aid Friday.

The attackers added an invizible frame, a so-called iframs, to the front page of the Azuz.com Wel
the site, a victim's browser wil gilgntly cennect to another VWeb site that tries to install a3 malicious

o ’ i Monster is 2 leading online jobs
Science/Nature  Symantec said the log-ins were  =ervice
Technolngyl used to harvest user names, e-
Entertainment Mail addresses, home addresses and phone numbers, which

We've just confirmed multiple reports about Asus.com, a very well known hardware manufactur
compromised,” a researcher with Kazpersky Lab wrete an the cempany’s Viruslist.com site.
MY PAPER TUESDAY MARCH 3, 2009
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SINGAPORE

Glitch spills UBS clients’ infc CAME

Mr Tan Teik Guan, chie
ecutive of Data Security Sys

TIRAITS TIMIE  PHIDAY FRBOUARY 1. 2ans E‘Tﬁ
el i

VER

ing to the incident and has im-

Wealthy customers saw details of others’ online plemented measures to prevent

accounts, but bank says number affected is small

TECHNICAL glitch at
A Swiss bank UBS gave its

wealthy customers in Sin-
gapore and Hong Kong a shock
last week when they logged on
to their online accounts.

The private-banking clients
found confidential details of ath-
er clients’ bank statements and
account information instead of
their own. Clients’ online ac-
counts, though; do not indicate
their names.

When contacted, a UBS
spokesman confirmed the inci-
dent and said the bank was tak-
ing it very seriously.

Asked how many clients
were affected, all she said was
that “some limited account infor-
mation concerning a small
number of UBS wealth-manage
ment elients was accessible by a
very limited number of other sys
temn users”. She added that few-
er than five accessed the infor-
mation.

She told my paper the glitch
occurred “as a result of an inad
vertent technical error followi
an information-technology
tem upgrade over the weekend
of Feb 21°.

The bank immediately took
steps to rectify the issue. UBS re
viewed the cireumstaneces lead-

a similar occurrence in the fu-
ture.

The bank also reported the in-
cident to the banking authori-
ties here and in Hong Kong: the
Monetary Authority of Singa-
pore (M and the Hong Kong
Monetary Authority (HEMA).

Asked about what MAS
would be doing, its spokesman
said that “we are following up
with the bank”, but did not elab
orate.

The HKMA said it is “follow-
ing up with the bank on any im-
pact... and the remedial meas-
ures that should be taken”.

Its spokesman added: “We
have requested the bank to sub-
mit an investigation report to
the HKMA and will examine
the matter in detail once the re
port is available.”

Solutions, said such accidi
leaks of confidential info
tion could lead to “embarra
situations for clients and rej
tion risks for banks™.
“Intentional leakages
more serious as the d:
(could be) used for more 1
cious activities,” he said.

fennyc@sph.com.sg
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Cloud Computing Security — The Soft Spot

Application Security Issues

= Applications can be CRASHED to reveal

source, logic, script or infrastructure

information that can give a hacker Exploits not needed to attack via PDF files

. . 3y Elinor Mills A ocon
intelligence pi— -

-PBF WormBemo - No JavaScrlptReqmred ——

= Applications can be COMPROMISED to S
make it provide unauthorised entry access
or unauthorised access to read, copy or
manipulate data stores, or reveal
information that it otherwise would not.

—Eg. Parameter tampering, cookie
poisoning

Javascript is Disabled in Acrobat Reader

1. apen empty pdf”, just a normal POF file.
rify Javascript is Disabled

2. open evil "ownit.pdf”
- pPrompted by Acrobat Reader, we control displa
= Must Click Through to work

3. Reopen "empty.pdf”
- PDF has been modified with Launch object dire
user to sudosecure.net

ALL DONE!

= Applications can be HIJACKED to make it e e sessse s et o
perform its tasks but for an authorised user,
or send data to an unauthorised recipient,
etc.

—Eg. Cross-site Scripting, SQL Injection

© 2009 IBM Corporation



Cloud Computing - Dangers and Vulnerabilities

- The Soft Spot

Security is to save data and program from

Dangers -

« Disruption of Services.

- Lack of Control

« Theft /Damage of Information.
* Loss of Privacy.

Vulnerabilities -

Fri, Mar 19, 2010
Reuters

New password-stealing virus targets
Facebook

BOSTON, US - Hackers have flooded the Internet with virus-tainted spam that
targets Facebook's estimated 400 million users in an effort to steal banking
passwords and gather other sensitive information.

The emails tell recipients that the passwords on their Facebook accounts have been
reset, urging them to click on an attachment to obtain new login credentials,
according to anti-virus software maker McAfee Inc.

- Hostile Applications eg bot, malware, trojan
« Hostile people giving instructions to good applications
- Bad guys corrupting or eavesdropping on communications

© 2009 IBM Corporation



WORST CREDIT CARD IDENTITY THEFT CASE

- DONE BY A SOFTWARE ATTACK! (“saL Injection”)

prime.news

STRAITS TIMES SINGAPORE 19AUG09

THE STREAITS TIMES WEDNESDAY, ADGGOST 19 200 PAGE LR

Hacker accused of stealing
130 million credit card numbers
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Poking holes in computer security

ALEERT Gomslex and ik
ronspEa o seviewned beis of Fortome
S0in comepanii 0o Secide Wik
corputabione Lo Like b ol

Then e wacn dislbad thids wleten
I mordior which paysesd oyl
IRey nsed amd Hreir wulncrd bl
oS eoRdnTs stk

The omlse aifacks book sdvaniage
o faws In ke 3100 programming
lanpeage. which s commonly nsed for
dalahases.

Proseculoss sabd b peleredanls
nieed Trallicioes =of wame kmoem ==
b and so-caled Ehallon
slzings 10 2185 Lhe dongrldees i
alel dala,

Thay craalad snd placal “sniffare®
T ETd e 2 |'\.'rTIIr1|.-: netesiiris; e

livoking fom asvessible wiraless Inbarnet
alprub.

{-omzakes Fapes o poesshle B senlante
IF eomariebed i 1Be 2 Her 2 pe,

Risbatiranis are dm o, Uhe sl com
man Barpels or Backers, experlssaid, he-
e ey od%en £l o ugsd &t [helr askiv-
iy st wrs and of her Cmpu LT ey
syl e

proprams miereepted credil card
Izdimecst 1Eshin In radl Lifms ai Uy
marved thromgh Hhe competer
nelwiiks.

Thase programs tramamit el the
mmnbers Lo eomputers thal the
dhalufidais had Liissd bh the Usilad
flgles, the Melberiomds wend Ukratne.

The hsckeas Tsed Inslamd
messaging services Lo asviss mach
DIREr o T i |'I.|'|'ui-'|r e gpafEms,
decreding 8o [he isdickmani.

The tonspivaturs aliemplad 1o
ebane all Egital Metpieata ol by Thaie
attacks

They programmiad madwars e
evade defection by anbivirns soflwars
and erase fles thal meiphd detert 1ls
prresani, prissciloes wabed,

THE HEW YORK TIMEE. BLDOUSERE

My Scetl Chrishs, 3 formor bederal
it eesior now In pelyvads podeiios, caid
ke iise sl thal despils Tha Bkl of
forls hy compasies fo profeci dats priva-
£y, there remdaim indhviduas ¢apatie ol
aneaking In.

‘Cages liks (his o canse compumies Lo
il up amd Lake nofice fhal 1BIs is o peoon-
beini and Toeode mesds Bo be Sene,” e sdd.
AEEOCITED PELES. REUTERS

© 2009 IBM Corporation



Straits Times. Singapore. Monday 13 Apr 09

THE STEAITE TIMER MNDAY. AFEEL I3 20079 #AGE OF
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School website tests
show up security lapses
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©3 500 Internal Server Error - Mozilla Firefox

Fi= Edt View G0 Bockmarks  Took  Help 3

R A A T, T ——————— =] @ oo [[GL¥ apeds pbppines
[+1 G, .. |-“55:|u,.. | H ... | H #s... ]wa ]wa... | [ E ! H v ]wa | | ; | H ... Iwa | H ... | H v=... IHW.' ] H . | H v | H vee... ] Hww.. []s5o00. | B

S00 Internal Server Error

java. lang.NullPointerException
at FlestWatch. fwvcontrool . doGet (fucontrol . Java:36)
an javax.servlet.hoop.Hoopdervlet.service (HoopServlet. java: 7490)
at jovax.servilet.http.Hotplerviet.secvice (HotpServlet . Jjava: 853 )
8L com.evermlnd[Cracle Appllcation Ferver Contalnersa Lor JEZEE 109 [9.0.%.2.0)].2erver.htip.ServletRegueatlisapatcher .. invoke (ServletRegqueatiapaccher ., 38w
at com.evermind[Oracle Application Serwver Containers for JEZEE 10g (2.0.4.2.0)] .secver.http.SecvletBequestlispatcher. forvardInternal (FerviletRequestDispa
at com.evermind[Cracle Appllioation Server Contalnerd for JEEE 1O [2.0.%.2.00] -gcever.bhtop. HEopRegquestHandler . procesaRequest (HotpRequestHand ler - Jowe: 75
at com.evermind[Oracle Application Jerver Containsers for JZEE 10g [9.0.2.2.0)].zerver.hrop. AJPRequestHandler . run (AJPRequestHandler . jawva: 208)
at com.svermind[Oracle Application Server Containers for J2EE 10g [(9.0.4.2.0)) .secver.htop. WIPRequestHandler . tun { AJPR=questHandler. jawrs: 125)
at com.ewermind[Oracle Application Server Cohtalmera for JEZEE 104 [9.0.4.2.001].util.ReleasableResour cePooledExecunor § Aydor ket . tun | Re leasak leResourcePoo

at jawva. lang. Thread.roun(Thoead. java: 532)

These are real examples — hackers

Love these error message pages ...
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{~ Rumtime Error - Windows Internet Explorer . _EE tﬂ

ﬁ?}@ - Ig_. hito: sl BNEIEAEIom (errors /404, aspxPasprerrorpath = Default.aspx - !EH:H._“ |Pi|
Fie Edit View Faverites Toodls Help £) - 9.0 minutes saved
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Server Error in '/' Application.

Runtime Error
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+1-- web, Config Configuration Fite --»

acpet o rat Tons
<z yEhem, web s
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«/EVETET, wels
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Wavke: Tree casrrent wa0] page jou areeeing can be neabced by s emor page i modtying Te deledRedisect” sfrinde of e applcaiinm s sousnmSress oonngrration g o poinl D 2 cosiom esTor mage URL

<l== ek, Confip ConfFiguration Fila --»

<cont igarat tonz>
<5 VST, Wal» :
sCUsTorErrers moge="0n" gefauitRadi rect="myCusTorpace, NTm /=
</5ystem webs
w/configuratims

Why is your debug tool shown to the world?
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,f_'.i Procedure ‘car_Get_JobOpeningsKeyword' expects parameter "@type’, which was not supplied. - Windows Internet Explml:r = | |5|

i /fresources, SN pcarecr_job_opening.aspx w| s Google SGP | :,
L http b 1| X 5 P
File Edit View Favorites Tools Help
rocedure 'car_Get_JobOpeningsKeyword' expects p... ? i |
4 4 @ Procedure ‘car_Get_JobOpeningsKeyword expects it
e
Procedure 'car_Get_JobOpeningskeyword' expects parameter '@type’, which was not supplied. —I
. 1
Server Eerr N /Ca re;htn:n:,-",r'resuurces.: ' .com/career fcareer_job_opening. aspx
e

Procedure 'car_Get JobOpeningsKeyword' expects parameter '@type’, which was not supplied.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the grror and whers it originated in the code.

Exception Details: System.Data.SqlClient.SglException: Procedure 'car_Get_JobOpeningsKeyword' expects paramster '@type’, which was not zupplisd.

Source Error:

An unhandled exception was generated during the execution of the current web reguest. Information regarding the origin and
location of the exception can be didentified using the exception stack trace below.

Stack Trace:

[5qlException: Procedure 'car_Get_JobOpeningsKeyword' expects parameter '@type’. which was not supplied.]
Career.Career.Select_JobOpeningsBvword(5tring strDBConn, String strKeyword)
Career. careers_job_opening. BindGrid()

Career. careers_job_opening. Page_Load{Ohject sender. Eventidrgs e)
System.wWebh. UL.Control.OnLoad(Eventirgs &) +&7

System. Web. UL.Control.LoadRecursive() +35

System. web. UIL.Page. ProcessRequestMain) +750

Version Information: Microsoft MET Framework Version:1.1.4322 2300; &3P NET Wersion:1.1.4322 2300

More information to entice a would-be hacker?!
=

o

. T T T T T (@ mtemet [ 100% -
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_r"ﬂ.:' Soya bean stall explosion injures six - Windows Internet Explorer

f-'l-.‘_-l-\ - - - ] o, | e—
"Q_}"" tﬁ" v I@ http: /news, asiaone, comMews /Asia0ne % 2BMews /Singapore Story /A 15tory 200906 25- 150944, Ritml ﬂ 1‘fi| A | E'_;'-' Live Search

Fie- Edit View Favoribtes Tools Help
vs Favorites 25| -| ggacia... | | |G-B-=a

@ LG
s \WIN ONE ARENA PHONE aDAY!  ARENN

Sign up for RBS
Platinum Card

TERMS AND CONDITIONS APPLY

siaone1BWS
!.._L _L.._!_L_._A_._L Bookmark us | About us | Advertise | Login | Register

| ASIA | WORLD | BUSINESS | CRIME | SHOWBIZ | SPORTS | TECH | HEALTH

i

Message from webpage

' While attempting to load module “com.mavenlab,sph. vbintegration.vBIntegration3”, property “user.agent” was set to the unexpected valus

Allowed values: gecko,gecko 1 8,ie6,opera,safari

© 2009 IBM Corporation



| = Index of
File Edit

Up = Bac

* drexx®LOADSERVER:~

Go D hatp fwww bighank .com/EDI-CGI/LS

Name

Last modified

Size Description

Print Save As Find

Search the web: ¥

a Parent Dlirectory

Ej 0301290228

B gs201077/
B3 240403/
Ej 101361080

Q) avrercsss/

=] »
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L

=
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]
E

e

«' 00000000000
[] FEEEE

@

27-5ep-2006
18-Sep-2006
20-5ep-2006
23-Sep-2006
15-5ep-2006
02-0ct-2006
25-5ep-2006
19-Sep-2006
26-5ep-2006
26-5ep-2006
21-5ep-2006
02-0ct-2006
1d-Hep-2006
27 =5ep=-2006
21-5ep=-2006
27 =5ep=-2008
27 =5ep=-2008
26~-5ep-2006
25-Sep-2006
21-5ep-2006
25-Sep-2006
27-Sep-2006
20-5ep-2006
26-5ep-2006
22-Sep-2006
14-Sep-2006
29-Sep-2006
02-0ct-2006
22-Sep-2006
28-8en-200/

0&:
04:
17:
21
11:
165:
0%
14:
15:
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22z
0
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14:
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154
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56
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44
16
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17
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36
28
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13
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44
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@ [Gmail - Label: Bankers & .

@ Index of (s

A File List in
HTML session?!

. | B drex® LOADSERVER:~

-
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Real Example: Online Travel Reservation Portal

A __ i

Tranzaciion sup «2031959 - Windows Internet Explorer

%*rn

/= Hotel Reservation Online -

—

(€ ISP A=) /i cceipt phpPreserD= 2003195

»

W | & Hotel Reservation Crline - TTarsacion ... | | f - B - ™ - [=hPage ¥ & Tools »

»»

Hotel Reservation Online Change the reserID to 2001200

Dear MRS am,

As aresult of your resenvation 200319549

atthe hotel Le Meridien / Jakarta / Indonesia

for 2 nights (from Jan 23 2007 to Jan 25 2007)

we processed a credit card transaction on Jan 15, 2007,
The credit card transaction was successfiul.

The details of your transaction are as follows:

Reservation number: 20031958
Card Holder Name: Sam [l
CreditDebit Card: xo0-000-000-2196
Expiration Date: 06/2007

Amount: 240.00 3GD

Date: Jan 15, 2007

siled o

Y OU CROFA T n
Flease note that this is not an invoice. An invoice
You can get your invaice following this link.

{l be issued 10 days after your check-out date.

We hope you will have a nice stay at this hotel !
We are looking forward to making a new resenvation for you !
With our thanks,

Cione Lg &8 Internet

1005

-




Real Example . Parameter Tampering

Reading another user’s transaction — insufficient authorization

£= Hotel R=z=i~vation Online - Transaction Slip 2001200 - Windows Internet Exzivrer E@]@

Q + |8 https! /www._eceipt.php?rese v 3|4 x i
W AN\ & Hotel Réservation Orline - Transaction ... fh - ® - [srPage v G Tooks v i

L
Hotel Reservation Online Another customer’s transaction

slip is revealed, including the
email address

Dliear Me———— | st

As aresult of your reservation 2001200

at the hotel Nikko Resort And Spa/ Bali / Indonesia

for 5 nights (from Jan 18 2006 to Jan 23 2006) I
we processed a credit card transaction on Jan 03, 2006.

The credit card transaction was successful.

The details of your transaction are as follows:

Resenvation number: 2001200

Card Holder Name: Justin M
CreditiDebit Card: xoo-oea-o00-4688
Expiration Date: 082007

Amount 506.61 USD

Date: Jan 03, 2006

Billed as: HERE—_—

You can print this transaction slip
Pleaee-TTOTE (hal this is not an invoTeeadgvoice will be issued 10 days after your check-out date.
| You can get vour invoice following this Iir\ﬂ_ﬁ)

We hope you will have a nice stay at this hotel !
We are looking forward to making a new resenvation for you !
With our thanks,

hitps: /Ao I i< php 7reser ID=20012008email= IR @hotmal cor § @ Internet 4000, -
© 2000 IBM Corporation




Parameter Tampering Reading another user’s invo

{= Hotel Reservation Online - Invoice 2001200 - Windows 'k"lternet Explorer,

& s
LW | B Hotel Reservation Online - Invoice 200, .. - @ - |FPage ¥ ¥ Tools
e
The same customer invoice
that reveals the address and
contact number
To .. . ustin
Company
Address 23 T - stralia
Fhone 61
RECEIPT/ TAX INVOICE #2001200
Date Jan 30 2006
Description Nights Rate Amount
Booking reference 2001200 at hotel ;
Mikko Resort And Spa / Bali/ Indonesia
Period :
From Jan 18 2006 to Jan 23 2006 (5 night(s))
Ocean View Room, Breakfast Included 5 138 690.00 ALID
2 adult(s), 0 child(ren}, 0 infant(s)
TOTAL AMOUNT 506.61 USD
The Payment, billed as HIIIINININIIIENEGEGEGEEEEEEEEEEEEEEEEEEEEEEEEEEEEE - =ccived by credit card, on Jan 03, 2008, to our account from
. i - —e——— :
Card Holder Mame Justin IE——
CreditDebit Card H0-000-00n-4688
Expiration Date 0812007
We hope you had a nice stay at this hotel !
We are looking forward to making a new resensation for you !
With our thanks, =
Done L& € Internet ¥ A009s -




“Active” (Web) Man-in-the-Middle Attack

Server returns a
response

Attacker adds an IFRAME
referencing an “interesting” site

Victim browses to
a “boring” site

Attack transfers the
request to the
server

|

= The attacker a
= The IFrame coul

ively diyects the victim to an “interesti
invisible
Who stole the
cookies?

Active attacks from
frusted web sites -
Even trusted web
sites can leave your
computer
vulnerable to
attacks

Automatic request sent to the
interesting server

A
Adi Sharabani at OWASP

https://www.research.ibm.com/haifa/info/200902 OWASP.shtml ©2009 [BM Corporation




Since 2008 - Web Threats Take Center Stage

= Web application vulnerabilities

—Represent largest category in vulnerability disclosures (55% in 2008)
— 74% of Web application vulnerabilities disclosed in 2008 have no patch to fix them

Other
45.1°
No Patch Patches
Available Available
74% 26%

Web
Applications
54.9%

Figure 22: Percent of 2008 Web Applic ation Vulnerabilities with No Vendor-Supplied Patch Available
at the End of 2008

© 2009 IBM Corporation



WHY DO HACKERS TODAY TARGET

APPLICATIONS?

» Because they know you have firewalls
— So its not very convenient to attack the network anymore
— But they still want to attack ‘cos they still want to steal data ...

» Because firewalls do not protect against app attacks!
— So the hackers are having a field day!
— Very few people are actively aware of application security issues

» Because web sites have a large footprint
— No need to worry anymore about cumbersome IP addresses

= Because they can!
— It is difficult or impossible to write a comprehensively robust application
» Developers are yet to have secure coding as second nature
Developers think differently from hackers

Cheap, Fast, Good — choose two, you can’t have it all

It is a nightmare to manually QA the application

Many companies today still do not have a software security QA policy or resource

© 2009 IBM Corporation



Software Application Development Pressures

Today I’'m being asked to:

* Deliver product faster (a lot faster!)
 Increase product innovation

* Improve quality

* Reduce cost

_ » Cheap
* Deliver a secure product (?) . Fast
 Good
-> Choose 2
OUR GOAL T5 TO WRITE E| L HOPE  TM GONNA
BUGFREE SOFTWARE . £l THIS WRITE ME A

T'LL PAY A TEN-DOLLAR
BONUS FOR EVERY BUG
YOU FIND AND FIN.

DRIVES NEW sUV
THE RIGHT  THIS AFTER-
BEHAVIOR. NOON!

S. AYs E-mall: SCOTTADAMSS®AOL.COM

i1fi3 © 1988 United Festure Syndicat




Top 10 OWASP Critical Web Application Security:E5

Issues ‘09

Unvalidated Input

Broken Access Control

Broken Authentication and Session Management
Cross Site Scripting Flaws

Buffer Overflows

OO WODN =

Injection Flaws
Improper Error Handling
Insecure Storage
Denial of Service
0 Insecure Configuration Management

- O 00 N O

WWW.owasp.org

© 2009 IBM Corporation



= IT security solutions and professionals are normally from the

network /infrastructure /sysadmin side

— They usually have little or no experience in application development
— And developers typically don’t know or don’t care about security or networking

= Most companies today still do not have an application

security QA policy or resource

— IT security staff are focused on other things and are swarmed
» App Sec is their job but they don’t understand it and don’t want to deal with it
» Developers think its not their job or problem to have security in coding
« People who outsource expect the 3" party to security-QA for them

= It is cultural currently to not associate security with coding

— “Buffer Overflow” has been around for 25 years!

— “Input Validation” is still often overlooked.

Back then coding was
done by engineers ...

Then came Y2K ...

Dotcom boom ... etc
© 2009 IBM Corporation



DON’T TRY THIS AT HOME!

You LT3

India

English

Broadcast Yourself™ Home Videos Channels
|app|icati0n hacking | |Videus M[ Searcl
“application hacking” videc results 1 - 20 of about 1,490
Channels  Playlists 200" . iy an

Hacking Internet Banking Applications

Source: http/video hitb.org/2005 html The general public
sentiment is that the banks, having always been the guardians ...
[more}

How to hack pets facebook application

Click more
http:frapidshare. comfiles/A75585880/Mackpetsfinal . wimv Crignal
video, (much clearer and sounds normal) Easy ... (mers)

How to download Hacking Application
This videao is a part of httpwww . youtube . comfwatch v=_ cl-=ZZkxklo
this video and httpAwwwow youtube. comswatch?y ... (more)

How 1o Hack Facebook

Detailed Instructions Below: Tool needed: Internet Browser (| used
firefox with google toolbar) Facebook Account Mood ... (more)

Flayllst Results Tor application hacking

frienster myspace facebook hackers (15 Videos)

b | e 5 ———— F'_Iay all
e e T L ——-[-_= videos
- o ] o
hacking frisndstsr hacking frisnd=ster Mwspace Account
#PART 1 #HPART 2 Hacking

Hacking SQL Server

In this presentaticn at the Jacksonville SQL Server Ulsers Group,
Bayer White plays the part of a developer protecting his ... (mors)

Added:8 monthz ago
From: pefim
Views:5 293

e e e

07:40

Added:1 yvear ago
From: wimeupte100
Wiews 24, 283
e

01:438

Added:2 months ago
From: utubevideo=00
Wiews:9 607
e

02:42

Added:1 year ago
From:toenyl=0S
Wiew s 428 275

T e i

04:28

Updated: 3 day=s ago
From: kizezha

Added:1 year ago
From:dbaguyjax
Wiews 44 517

L o &

g9:53

© 2009 IBM Corporation



Conclusion: Application QA for Security

*The Application Must Defend Itself
— “Traditional” FIREWALLS AND IPS WILL NOT STOP APPLICATION ATTACKS
—YOU CANNOT STOP AN APPLICATION ATTACK FROM HAPPENING
— The best way to protect against an application attack is to ensure the

robustness of the application, that its written properly, if not defensively,
that it’s Q.A’ed for bugs, vulnerabilities, logic errors etc

= Bridging the GAP between Software development and Information Security

= QA Testing for Security must now be integrated and strategic
— We need to move security QA testing back to earlier in the SDLC
— at production or pre-production stage is late and expensive to fix
— Developers need to learn to write code defensively and securely

Lower Compliance & Security Costs by:

® Ensuring Security Quality in the Application up front
 Not having to do a lot of rework after production

e Automated software security scanning & remediation solution backed
by world class R&D

© 2009 IBM Corporation



You need a professional solution to

ldentify Vulnerabilities

i | AppScan 7.5 Demo Scan 1.scan - Watchfire AppScan E=TEEA )

Eile Edit View

D @ H @ © 5can - O stop Eﬂl‘v‘lanual Explore XScan Configuration

View

a

Security Issues

9

Remediation Tasks

.

Application Data

Scan TJools  Help

Scan Log p [il Report & Update

ﬁj My Application (52)
B -.g http://demo testfire net/ (53)
. [/ (3
@ cgiexe (1)
@ comment aspx ()
default aspx
=] disclaimer htm
feedback aspx (1)
search.aspx (1)
SEMVErSmor.asps
subscribe.aspx (2]
| subscribe swf
- || survey_guestions aspx
H- @ admin (1)
0-123) bank (40)
7-IC7) images (1)

| L) Scanis Incomplete

Mare Information

Amanged By: Severty  Highest on top

ﬂ 53 Security Issues (368 variants) for "My Application’

= @ Blind SQL Injection (4)
http://demo testfire net/bank/account.aspx (1)
http://demo testfire net bank Aogin.aspx (2)
http://dema testfire net bank Aransaction.aspx (1)
@ Cross-Site Scripting (5)

@ Format String Remote Command Execution (1)
@ HTTP Response Splitting (1)

D S0L Injection (8)

@ ¥Path Injection (1)

S Cookie Poisoning SGL Injection (1)

| i Mvisoryl %] Fix F{ecommendationl %% Request/Response |

Variant: 4 10of2 » P Original | abb 4

Properties

13 Show in Browser [ Report False Positive (1 Manual Test 9 Delete Variant ) Set as Non-vulnerable

POST /bank/account.aspx HTTP/1.0

Cookie: amCreditOoffer=CardType=Gold&Limit=10000&Inter —
Content-Length: 35 U
Accept: =/*

Accept-Language: en-us

User-Agent: Mozilla /4.0 (compatible; MSIE 6.0; Win32}
Host: demo.testfire.net

Content-Type: application/x-www-Torm-urlencoded
Referer: http://demo.testfire.net/bank/main.aspx

list Accounts=0%2B0%2B1001160141%2B0

HTTP/1.1 200 OK

Content-Length: 11744

Connection: close

Date: Thu, 05 Apr 2007 15:03:34 GMT
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727
Cache-Control: no-cache

Pragma: no-cache
Evniras- -1

< [ 3

(&' Variant Details | = Screenshot
1D: 5294 [=]

Difference:

The following changes were
applied to the orginal request:

= Set parameter TistAccounts’s
value to 0L2B0%
2B1001160141%2B0

Reasoning:

This test uses several different

HTTP requests in order to verify

the existence of a Blind SQL

Injection vulnembﬂrty The resuhmg |:|
Erter addtional comments forthis
varart.

[ Visited URLs 108/108

[£'] Completed Tests 14194/14134

I} 53 Security lssues

018 Wi H2 @9

© 2009 IBM Corporation



win RiCh Report Options

44 Regulatory Compliance Standards, for Executive, Security, Developers.

[

Create Report E

1

i

Security Repart

9
Industry Standard Regulatory Compliance

Report Type | Layout |

Delta Analysis

£l

Template:

|Exec1.rti\re Summarny
Min. Severity: |Irrforrnatiunal

A x

Test Type:
= [+] Report Content

Executive Summary (Entire Scan)
=[] Securty lssues
=[] Variants
[ ] Request/Response
[ ] User Comments
[ ] Show Validation in Response
[] Screenshots
= [] Advisories and Fix Recommendations
[].NET
[]J2EE
[] Remediation Tasks
=[] Application Data
[ ] Application URLs
[] Script Parameters
[ ] Broken Links
[] Comments
[ ]JavaScripts
[ ] Cockies

Help Preview | [ Save Repot... | |

Close

Detailed Findings

Vulnerable URL: hitp+/fake/fake.aspx g

Total of 2 findings in this URL

C . _—
Severity: High
Vulnerable URL: hiip:/ffake/fake.aspx (parameter = fake)

Advisory & Fix Recommendafion: See Appendix 1

Remediation:
Sanitize user input

Variant 1 of 4 [ID=2415]

This test variant was consfructed from the original request by applying the following change(s):

* Set parameter 'vid's value to "="==script=alert(’Appscan%20-%20C55%20attack%
20may%20be%20used’)=/script='

* Set parameter 'vid's value to "="=<script=alert(’Appscan%20-%20C35%20attack
20may%20be%20used’)=/script='

Request:

GET /bank/login.aspxfuid=s'><script=alert{ Appscan¥20-%20C55%20attacky¥20mays20beX
20used” ) </script>&passw=Demol?34&x=4y= HTTP/1.0

Cookie: ASP.NET_SessionId=3bg3jsupvfrjfoisbphlorgl

Host: bern

Accept: */®

Accept-lLanguage: en-us

Us:r—agent: Mozillas4.0 (compatible; MSIE 5.5j Windows NT 5.00

Referer: httn://harn/hank /Ingin.aspy

Variant 2 of 4 [ID=2418]

This test variant was constructad from the original request by applying the following change{s):

*  Set parameter "uid's value to ="==script=alert{'Appscan%20-%20C55%20attack
20may%20be%20used ) =/script="'

*  Set parameter "uid's value to ="==script=alert{'Appscan%20-%20C55%20attack
20may%20be%20used’)=/script='

Request:

GFT (hank flaadn sznvPidd— sesrrintaalart s Anncran¥ TN NCSSEIN 3 Frark I Nma v 2 nha

© 2009 IBM Corporation



And Most Important :

Actionable Fix Recommendations

i | AppScan 7.5 Demo Scan 1.scan - Watchfire AppScan

File Edit View 5can  Tools Help

D B =] @ °Scan - ) Stop EﬂManualExplore }&Scan Configuration Scan Log ;.) Ii] Report é Update

View | &Y My Appication (53)

a

Security Issues

V)

Remediation Tasks

.

Application Data

=4 hitp://demo testfire.net/ (53

SEMVErSTor 3spx

subscribe aspx (3)

; subscribe swf
survey_questions aspx

£-{3) admin (1)

H-IC3) bark (40)

1-13) images (1)

i) Scanis Incomplete Mare Information

Amanged By: Severty  Highest on top

ﬂ 53 Security |ssues (368 variants) for "My Application’

= @ Blind SGL Injection (4)

http://demo testfire net/bank /account aspx (1)
http://demo testfire net/bankAogin.aspx (2)

! http://demo testfire net/bank. transaction.aspx (1)

@ Cross-Site Scripting (5)

@ Fomat String Remote Command Exscution (1)

@ HTTP Response Splitting (1)

O 50L Injection (6)

O ¥Path Injection (1)

W Cookie Poisening SGL Injection (1)

i) Advisary |;

\07 Blind SQL Injection

“ Fix Recommendation

w General
There are several issues whose remediation lies in sanitizing user input.
By verifying that user input does not contain hazardous characters, itis possible to prevent
malicious users from causing your application to execute unintended operations, such as
launch arbitrary SQOL queries, embed Javascript code to be executed on the client side, run
various operating system commands etc.

Itis advised to filter out all the following characters:
[1]1 {pipe sign)
[2] & (ampersand sign)
[3]; (semicolon sign)

b

| Visited URLs 108/108

E‘j Completed Tests 14154/147134

) 53Secuitylssues @18 W4 D2 @9

© 2009 IBM Corporation



AppScan Enterprise — Dashboards and Metrics

AppScan. Enterprise Edition

Jim (Analyst) | Help | Support | About | Log Out

Training ‘Jobs & Ilepofts Administration

Jobs & Reports = Acme Hackme > Analysts

Folders @ | | Analysts - Graphical 2 i 2@
I T IEdit I o - Last Updated: 9/11/2007 12:55:50 PM
=~ Acme Hackme = Details Graphical
EI[:I Analysts =]
0 Feank Report Pack: Al Report Packs 7| | Apply I
(1 Jm Issue Severity History Issue Management History
2§ Developers
(1] Admin All Report Packs All Report Packs
-0 Andrew 5000 I High 2000 I Fixed
= Medium = In Progress
-] Chris CLow F000 I Reopened
-1 Jennifer 4000, A [ information I Open
G 6000 [ Active
Templates
3000 £ VA\ 5000
| 4000
Current
20005 I 3000 Active:
aY;
b a 2000
1000 S /‘—C/’— 3:"—;\%—
y ' 1000
0 0
Jan24  Feb17 Mar1d  Apr07  MayD2 Jan24  Feb17  Mar14  Apr07  MayD2
Issue Severity by Report Pack WASC Threat Classification
Total All Report Packs
o 2000 4000 6000 8000 10000 12000
il _l;l ‘ [ information [ Low = Medium I High
4 ¥
Recently Viewed (2] Support
%Analysm = On-Demand Services b
_ Applications

Store
:: Security Issues (Investment Banking)

9 Report Pack Summary (Investment Ban
Sarbanes-Oxley Act (SOX) (Investment
@ Activity Log (Test Admin) Intranet
8| Report Pack Summary (Test Admin)
Personal Banking |

Main Website

Movies

B
B

= Authentication ] Command Execution
[ Authorization I Information Disclosure:
W Ciient-side Attacks [0 Logical Attacks

Policies

Controls

Compliance
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| ||
1
i
[N
.|||i
Tl

AppScan - CQTM & RQM In’[egration Protect Your Investment

&= ClearQuest - localhost_rev2.scan_1180471626035_COTM - Eclipse Platform - C:\wflabs\eclipsewspaces\COTM_IDE_Integration

File Edit Mavigate Search Project ClearQuest Watchfire Tomcat Run Window Help

Assetl

M- 4-2-6f-R- @ A Q- i~ i@ i H-BH-owe- H 4@k
ClearQuest Mavigator (IEE Test Manager - Pla... &3 localhost_rev2.scan_ 1180471626035 : =0
_ -5 E ¢ 0| Testlog » ¢ -9 | BE ||
EID Asset Registries Ll ~
P o= E— « Events F

El [:l Test Plans « Watchfire AppScan Regression Results
] EI |_| 1 b message S
8 [] message
= E. Tél [] message Show in AppScan Update Baseline
ScanTest
‘ ! App w [1 message View Delts Analysis Report
H H :@ CrainTest1 L

F i | [+] message

it al = — [1 message

Planning | Execution g =

| = [1 message - Extended Properties
E Console B2 Properties = ml [ message i
e P ti

ClearQuest [ message il

= [] message MName Value

EN: N = i e g
uu...p:%u_u. ::I_u. Oy O DO O T T = [ message baseFileMame Voconboy-xpl2Y,.. .
i oo E message =
Action: Watchfire AppScan Message Attachments
Scanning: Visited(63) Unvisited{17) Tested(3034) Untested(14 Watchﬁre AppScan Event — - - -
Completed: Wednesday, May 30, 2007 9:48 AM bt Mame Size Type Oper
============================== e

Owerview | E'u'entsj

Action: Watchfire AppScan Message

Scanning: Visited (63) Unvisited(17) Tested(3838) U”t‘fstﬁdﬁg Task5|ProblemsiclearQuest Record Details ( TestResults &2 X -1
Completed: Wednesday, May 30, 2007 9:49 AM
1 E Result Test Type Verdict Descri... | ID Headline Test Script File Low
w ||| [ElUncommitted ...
< i | W Configure... E:I AppScan fail SAMPLO0ODO007FS  AppScanTest Vecconboy-xpl2t,.. Vi
= = Recently Com...
(5] |
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