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Tradicni zalohovani a obnova dat ze strany virtualniho stroje

= Instalace zalohovaciho agenta na OS a zalohovani jako u klasického fyzického
stroje coz prinasi tyto nevyhody:
» Nasazeni, sprava, enormni zvysovani poctu agentu
» Jakakoliv zaloha ma dopad na CPU, pamét a I/O zdroje
» Zaloha probiha pouze po LAN siti

VMware ESX / ESXi Server

Hypervisor

Virtualni stroje

Tl »

-

T

 E—

)

|I|| o |
=

I «
=
!‘ °
e

/
é

Backup
e Server O
Virtualni 000
disky —»/ Ulozisteé

e

Tivoli.



© 2011 IBM Corporation

IBM TSM a historie zalohovani VMware ESX/ESXi

TSM Verze On-host backup | On-host backup | Off-host backup | Off-host backup
(Wlndows (ON)) (Llnux (ON)) IERIEYZED) (image level)

Technologie Technologie
nedostupna nedostupna

5.3 Ano Ano VCB VCB
(experimentalni (experimentalni
integrace) integrace)

54 Ano Ano VCB (externi VCB (externi
modul) modul)

5.5 Ano Ano VCB VCB (externi

modul)

6.1 Ano Ano VCB VCB

6.2 Ano Ano vStorage API VCB

6.2.2 Ano Ano vStorage API vStorage API (full)

Klicové pozadavky
v'Efektivni backup:
Pfimé &teni a zapis do/z VMware prostredi pro "image level" backup (Zadna cache nebo
konvertor), rozdilova zaloha "data-block level" a dedpuplikace
v'Jedina zaloha pro vS§echny typy obnovy:
Plna image nebo pouze vybrané adresare a soubory

Tivoli.
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TSM for Virtual Environments (nové ohlaseni)

Prosinec 2010

TSM 6.2.2 B/A Client - Zaloha "image backup" na vSech podporovanych VMware
systémech z TSM B/A klienta plné integrovaného s VMware vStorage API pro
zalohovani s témér "nulovym" dopadem (TSM VADP).

Q1 2011

TSM for VE 6.2 ohlaseno: 22. Unora
http://www-01.ibm.com/common/ssi/rep ca/8/897/ENUS211-028/ENUS211-028.PDF

TSM 6.2.3 B/A Client - Pfidana funkcionalita stalé rozdiloveé zalohy z ,image
backup® (automaticky otevieno pfidanim licence TSM for VE)

TSM for Virtual Environments 6.2 - Specialni klient, ktery umozni z plnych a
rozdilovych zaloh celych virtualnich stroju (image level) obnovit jednotlivé
adresare, soubory Ci jednotlivé disky na platformé MS Windows ¢i Linux.

- | Tivoli.
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TSM for Virtual Environments 6.3

-Centralné spravovana ochrana data pro VMware
Hypervisor/ESX stroje. Eliminuje potfebu samostatného agenta na
jednotlivych strojich.

Rychla a efektivni rozdilova zaloha "block-level" vyuZivajici
VMware vStorage API "Data Protection and Changed Block
Tracking" (sledovani zménénych datovych bloku z pIné zalohy).
-Automatické nalezeni a zalohovani nové vzniklych virtualnich
serverdu.

‘Vyuziti funkcionality VMware Snapshot pro rychlou zalohu dat z
kopie virtualniho stroje.

-Schopnest zalohy vice virtualnich stroji nebo komunikace s vice
Hypervisor/ESX servery najednou.

VMware ESX / ESXi Server

Hypervisor

Virtualni stroje

=

=

-Schopnost pokryti vSech pozadavku na obnovu z jedné plné
zalohy “image level"
*Obnova jednotlivych souboru
*OkamZita obnova celého disku (obnova na pozadi)
*Obnova celého virtualniho stroje
‘PIna integrace s vlastnostmi TSM feSeni
*Redukce objemu dat (komprese &i deduplikace) ke snizeni
pozadavkl na pfenosovou linku a cilové ulozisté.
*Variabilnost TSM serveru a Sife podporovanych ulozist.
«Zalohovani do cilového ulozisté pres sit LAN &i SAN.
*Centralni automatizace a aktualni ¢i historicky reporting.

g
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Virtualni
disky

TSM
vStorage API Backup
(VADP) Server

vStorage
Backup
Server
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TSM for Virtual Environments 6.2 (komponenty)

vStorage Backup Server
» Stroj, kde je TSM B/A klient instalovan

» Virtualni Ci externi dedikovany server

TSM 6.2.3 B/A Client

» Instalovan na jednom z n vStorage Backup serverech
» vStorage backup server muze mit jeden Ci n instanci TSM klienta

» Slouzi pro plnou/rozdilovou zalohu (data-block) virtualniho stroje

TSM 6.2 Data Protection for VMware Recovery Agent

» Centralni souborova obnova pro virtualni stroje (Windows, Linux)

» Centralni okamzita obnova padlého disku (obnova na pozadi)

» Centralni obnova celého virtualniho stroje z rozdilové zalohy

. | Tivoli.
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TSM for VE (instalovan na externi dedikovany stroj)

Vytvoreny ,vStorage Backup server miuze byt fyzicky hardware
= Duplika¢ni procesy (inkrementalni ,snapshot®) zafizuje VMware Hypervisor/ESX server
= Maximalni rychlost zalohy pfi vyuziti vysokorychlostni sité SAN

= Konfigurace datovych cest:
» VADP: LAN ¢i SAN
» TSM API: LAN ¢i SAN

VMware ESX / ESXi Server

Backup

. VSt
Hypervisor Orage Ap,
Server

TSM API

Virtualni stroje
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TSM for VE (instalovan na virtualni stroj)

Vytvoreny ,vStorage Backup server® muze byt virtualni hardware
» Neni pozadovan dodatecny stroj
» Lze vyuzit jiz existujici virtualni prostredi
» Konfigurace datovych cest:
— VADP: LAN ¢i pfimé napojeni
— TSMAPI: pouze LAN

VMware ESX / ESXi Server

Hypervisor

Virtualni stroje
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Block-Level & Incremental Image-level backup®

Podporované prostiedi
» Zaloha vSech podporovanych OS ze strany VMware (Windows, Linux)

» TSM B/A spustén na vStorage Backup Server: Windows 2003, Windows 2008,
Windows 2008 R2 (32 and 64 bit)

» TSM Server verze: 5.5,6.1a6.2
» vSphere 4.0 and 4.1 (ESX/ESXi) and VI3 (ESX/ESXi 3.5)
» Doporu¢en VMware vSphere 4 and 4.1 (ESX / ESXi) and VMware HW level 7
(vyZadovan pro sledovani zménenych datovych bloku od posledni image zalohy)
Datové prostory vStorage / vSphere APls
» Minimalni dodatecny datovy prostor pro Hypervisor/ESX servery
» ,Changed Block Tracking*“

o Rozdilové zélohy (po provedeni piné) — Zadny sken na souborovém systému
e Zalohuji se pouze zabrané datove prostory na virtualnich discich

LW 4

Konzistentni zaloha na ,zijicim“ (spusténém) virtualnim stroji
e Primé napojeni na VSS (Windows Shadow Copy)
e Dostupnost skriptt pfed- a po- pro off-line aplikacni zalohu
e Poznamka — online aplikaCni zaloha stale pozaduje TSM for .. agenty

Tivoli.
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TSM B/A klient: Instalace podpory VADP

& IBM Tivoli Storage Manager Client - InstallShield Wizard

Setup Type

Zhoose the setup tvpe that best suits vour needs,

Please select a setup tvpe,

" Typical

i& IBM Tivoli Storage Manager Client - InstallShield Wizard
Maost commonly used program Features will be installed.
Custom Setup

Select the program Features yvou want installed,
_ Click on an icon in the list below to change how a feature is installed.
@ Choose which program Features wou wank installed and where they

will be installed. Recommended for advanced users,

- Feature Description

Backup-archive Client GUI Files ;I i Backun Tol
ware Backup Tools

Backup-Archive Client \Web Files
Client APT {&4-bit) Runtime Files
Client APT {32-bit) Runtime Files

Client APT SDK Files

Installshield This Feature requires S7ME on

Administrative Client Command Lir wour hard drive,
< Back I Mest = I Logical Yolume Snapshat Agent
= YMware Backup Tools =
< | | ©

Install to:

F:\Program Files) Tivoli TSk Change. .. |
Installshield
Help I Space < Back I Mexk = I Cancel |

Tivoli.
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TSM B/A klient: Obnova celého virtualniho stroje

+ EoL| bons Uines wiew_tiop 1. Administrator spusti TSM B/A

Backup

Welce DackupRomain Lnager Click below to perform a task. kl I en ta y Vyb ere éa SO Vy

Backup Domain imana

0 e = okamZik z rozdilovych zaloh a
m/EERA E obnovi do pavodni/nové

4 Archive Packa Restee | Ostons | pointinTme | i
> Rerieve Pack 7 2
e Pack = T I T T T i lokace pod puvodnim/novym
MookorToM) ?Egj""‘:““"‘"“ o 2 hydralisk 200302 - IyGralisk__ hydralis (4252008033236 0 Slorage uscalbm.com 769 26 M8 _ 502a1330-051a-féa-3ac3-20ea0690930 ,
F g" V ENOT 20032 ¥ alise 26 $55:84 torage uscaid 4B [502a1930-5fa-¢ab-acd-2bea0694a3t H
T jménem.
g cooes
_— (g trore
(@ droreciorw10
(@ dronecinstt
Q@ droveckents
(G drerecken1s [SearchiFiter Ciiterio Search Results
(@ dreneckns?
BI@ dronecknes n'igmj 1 makhes undmesth ZERILING
D@ dronecknsd Vituad Machines ¥ Name Nime W Hestame Bachpdle i Stw . sy
QG epsion3 . myd Wi id-mg mp3 C0ZEE dora sh:rage.usca.bm com anerSle 2_ TSM B/A kllent Se Spoj, S
2@ eurcps |Search All Objects Jd g(omm win200364 - lorghom  lenghem 0H2008003045 corastrageuscabmeom 38508 S02aSTIBEATS
JLg gammece Sttpan 3 @ ganmes winZ00264 - Garmesa garymide AL ATNILE _ranchas ey b e A8 _E 2272027141 H
& sk ae W00 - Restore Destination G 127641465
S S o e ESX/ESXi serverem a
S— g mes Fﬁ O Bt WAI00D642-bos  bus Select tor bj | 122080047% . s
g hd 3 & wmsaas 110 vmsobss 86 1atesden
j[zm"sk s 4 g:"?“""n :nxnmmm mm % Restore fo m;;:ug? p rovede nap O-I eni
0@ optrnus Search B myalnk W00 - sk hpdralsk & Original 1900 7
Lemioias B0 B gt o s oo eres: obnovovaného serveru
@ 6 epms WNZ00D32-comus  opioes location FEET
I s g gmn WnZ006L - i mii Fﬂo‘;\:me e Jaeck-958%- a tomat-ck
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) mu::n enm::e dm‘a:lm:k Datacenter TholARCIab J:mus:: u I y
q @ B eronecon? cronedon? dromadicae? e Hratinets05:
@ B conzcione13 @ronecions 19 dronacinetd Host. boots storage usca lbm.con 1049612402
[oviect hydralisic @ O conclorat®  cronecions 13 drovackne’d Datastore’ ds4700_sq Dato01 5
7 8 croneciomt cronacions 11 drovacknet! = 2050219204
Z g croneclont10  croneclons 10 droenclae10 203765308 1
4 B aone Wnz003r2 - drore drone [ [ 1a82ee182¢
- st ” [ Restore | [ Cancel | [ Heip | %
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TSM

VMware ESX / ESXi Server
Server

Hypervisor
T~ Virtuaini stroje
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TSM Data Protection for VMware Recovery Agent

Obnova pres virtualni disky

» Rychle pripojeni zalohy jako lokalni virtualni ¢i externi ISCSI disk
primo z TSM serveru.

» Obnova soubort a adresart bez nutnosti celkové obnovy
zalohovanych dat.

» Administratorské rozhrani: Grafické ¢i prikazova radka

Obnova disku na pozadi

» Obnova jakékoliv disku béhem jedné minuty (kromé systémové
partition)

» UmozZniuje okamzity pfistup k datam ikdyz zaloha na pozadi stale
probiha!

» Administratorské rozhrani: Pouze grafické rozhrani

4 | Tivoli.
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TSM Data Protection for VMware Recovery Agent: Instalace

= Obnova pfres virtualni disky a obnova na pozadi je vloZzena v
instalacnim balicku TSM for VE 6.2 PID

= Dvé samostatné instalacni rozhrani

e Windows (32 and 64 bit)
e Linux (32 and 64 bhit)

= |nstalagni rozhrani Windows lze spustit a konfigurovat na
vStorage Backup serveru (s jiz instalovanym TSM 6.2.3. B/A
klientem) nebo na virtualnim Windows stroji.

= |nstalaéni rozhrani Linux lze spustit a konfigurovat na
dedikovaném nebo virtualnim Linux stroji.

12 |

Tivoli.
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TSM Data Protection for VMware Recovery Agent: Instalace

= IBM Tivoli Storage Manager for ¥irtual Environments Data Protection for ¥Mwar...

Setup Type

Choose the setup type that best suits vour needs,

Please select a setup tvpe.,

* Complete
e Custom Setup

All program Features will be installed. {Requires t
space.) Select the program Features wou want installed,

" Custom Click on anicon in the list below to change how a feature is installed,

ﬁ Choose which program Features yvou want install

= Feature Description

- ) Dakta Protection for YMware
Daka Protection For YMware Command Line Maunt: (64hit)

Documents
Data Protection for YMware Enablement File

will be installed. Recommended For advanced wsi Data Prokection For YMware Mounk

This Feature requires 14ME on

Installshield
wour hard drive,

< Back I I

4| | ]

Inskall to:
C:\Program Files (=860 Tivalit TSMY TDPY Mwareh Change... |
Installshield

Help Space < Back I Mext = I Cancel I

= | Tivoli.
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Data Protection for VMware: Souborova obnova
Souborova obnova pres virtualni disky (Windows a Linux)

1. Administrator spusti TSM for VE GUI pro vytvoreni

Falders

x virtualniho disku ze zalohy

@ Desktop
Bl B My DoCUmEnts
[ Tivali
=] 9 My Computer
eﬂ 32 Floppy (A:)
% Local Disk ()
L2 o Drive (D)
(2 REP_E(E)
(2 REPF(F)
B- Contral Pang!
2 [ron IBM-SCES2191B79
2 £ on I6M-0CES2191679
x F on 16M-3CES2191679
g My Metwork Places
@J Recycle Bin

a) Provede autentikaci s centralnim TSM
serverem
b) Vybere zalohu virtualniho stroje a jeho disk
c) Spusti vytvoreni virtualniho disku
2. Virtualni disk se ukazuje jako klasicky lokalni disk
(Tento Pocitac)
3. UZivatel kopiruje = obnovuje soubory a adresare dle
svych poZadavku

\

Server

VMware ESX / ESXi Server

Hypervisor

Virtualni stroje

=

I

-

Tivoli.
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Data Protection for VMware: Obnova disku na pozadi
Okamazita obnova padlé partition (Windows a Linux)

1. Administrator spusti TSM for VE GUI a provede
autentikaci s TSM serverem. Vybere Cas inkrementalni
. zalohy a disk k obnove.

“““““““““ : 2. Obnova disku na pozadi se spusti a b&€hem minuty je
- vytvorena struktura disku.

S & 3. Disk je pfistupny pro Cteni i zapis, i pfesto ze na
pozadi dobiha celkové obnova dat.

\indaws Serve > Mount

::::::

______ S s % VMware ESX / ESXi Server
Agent instalovan Hyperwsor
TSM na pozadovany Virtualni stroje
Server virtualni stroj.
E éﬁ|gé|gé|gé|éé|gé|éé|

5

Tivoli.




TSM for VE + FCM: Integrace do vSphere Client GUI

2 SABER"-vSphere Client

IBM Corporation

File Edit View Inventory Adminiskration Plug-ins  Help

ﬁ |@ Home |- Q Solutions and Applications B @ Tiwoli Storage Manager [ @ MEGATROMN | =| Search Inventary |Q|
= = | Datastores [e]
= g8 SABER

= B TivoliARClab

= g7 ds4300_swt
[':'5 win2008x64 - pure
= 7 ds4700_swi2
['5 RHELS .4 for DOM - george

[[& win2003x32 - soldier
21 7 essB00_swi3new

[._'3 theld - sviwas

[[5 win2003%32 - optimus
Bl Sandbox

Recent Tasks

Restore

What is FlashCopy Manager?

IBM Tivoli Storage FlashCopy Manager
software provides fast application-aware
backups and restores using the snapshot

technologies of IBM storage systems.

Reports

Configuration

Tl Smor iz Flim boConovpm W oo g

fant

|

s
Das

O ==+

=

What do you want to do?

? Define a backup task ...
Run arestore ...
&)

View current backup status ...

st B Thl Slorags i age -
L .
Fisexiors cown b pariorrred y
L ool respmcho wersion = ra
acrigs M by

=
Lol dweparce
s

Explore Further

-1 Understanding backups

-/ Understanding restores

=

x

Mame | Target | Status Details f'IniEi'atéd by r vZenter Server Requested Start Ti.., I Start Time | Completed Time T
] Tasks @ Slams | |Evaluation Mode: 24 days remaining | Admiriistrator é

Tivoli.
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