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Our Capabilities to Help You Achieve Breakthrough Benefits \

Integrate

Measure business effectiveness of projects and programs | Prioritize investments

STRATEGIC VALUE
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Optimize

Requirements | Architecture & Design | Development | Testing | Deploy & Release | Operations

Open Platform for Data and Tools Integration and Automation
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The Wonders of Cloud Computing
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Application Security Myth: “Our Site Is Safe”

We Have Firewalls
and IPS in Place

Port 80 & 443 are open
for the right reasons

—————

2

We Use Network

Vulnerability Scanners

Neglect the security of the

software on the network/web

server

e

Ny

We Audit It Once a
Quarter with Pen Testers

Applications are constantly
changing

We Use SSL Encryption

Only protects data between
site and user not the web
application itself




have overridden security
concerns. In some cases,
the business has bypassed
internal functions aliogeth-
er and contracted directly

BUSINESS TIMES SINGAPORE

04 AUG 2010

In 2009, the IC3 re-
ceived more than 336,000

complaints, up 22.3 per
cent over 2008.

“The total loss linked to

scape, but they reported
that they are well-placed to

address these security is-
sues. 5

“Cloud computing has

id attracting hackers, warns security body

hind the technical cloud
model. Organisations can
face significant problems in-

providing secure access for
their staff across many dif-

s by RAJU CHELLAM
\RE of the fogs that
clouds conceal. Since

with cloud suppliers.”

The resuli? Corporaie se-
curity functions are batiling

online fraud was US$559.7
million, up from US$265
million in 2008."

the IC3

proved to be a compelling
business proposition and
has become the preferred

E R IAZL it

ferent cloud providers, and
in demonstrating regulato-
ry compliance.”

the solution

world.international
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ISF lists these
steps for compa-

Hackers break into Nasdaq Web service

‘Suspicious files’ detected
on exchange’s Directors
Desk, where 300 firms
share info with directors

NEW YORK: Hackers brole into a Nasdag
service that handles confidential commu-
nications for some 300 corporations, the
company said - the latest vulnerability ex-
posed in the computer systems that Wall
Street depends on.

Ride Breasul Fuaklacla soalbuasssn Fae o

mal security monitoring syslems, we de-
tected suspicious files on the US servers
unrelated to our trading systems.”

Masdag said its Internet-hased Direc-
tors Desk, which allows publicly traded
companies and their boards lo communi-
cate and exchange information online,
was “potentially affected” by the breach.
The breach was discovered at the end of
last year, said Mr DeMaria,

Forensic companies and faceral law en-
forcement, in an investigation, found no
evidence that customer information had
been accessed by hackers. and the intre-
s.mnf. L!id not nflw:l ]".asdaq s stock tfrad-

H
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with more than 2,800 listed companies,

A federal official said that the hackers
had broken into the service repeatedly
over more than a year. Investigators are
trying bo identify them, he added.

The maotive is unknown. The official
spoke on condition of anonymity, be-
cause the inquiry by the Federal Bureau
of Investigation and the Secret Service is
still ongoing.

Directors Desk helps comp
documents with directors fo
board meetings. 1t also allow:
make use of online discussion
conferencing.

Home

great value for insider trading,

Mr DeMaria said the Justice Depart-
ment had asked the company to keep si-
lent on the intrusion until next Monday
at least, But The Wall Street Journal re-
ported the investigation on its website
late last Friday, prompting Nasdag to is-
sue a statement and notify 15 costomers.

Mr DeMaria said Nasdag OMX had de-
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On in Techno News
Technology News Today

GAGDET NEWS

GAMES NEWS

times been a back door for systen
are not directly connected to the W

The presence of files on the s
and the claim that no customer inf
Hon was compromised could in
that the hackers were able to get
not complete their attack, he adde

Computer gecurily experts hav
warned that many companies are n
ine ansmsals ta neaksst concitive Jdat
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a security strate-
d computing.

and howe axisting
CYBER WARFARE

HACKERS
LOOT U.S.
MILITARY
SECRETS

dhefiee lficials nivwell oy berspace
hinssand of Meatigzen Bles wire
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TODAY @ PCWORLD

IMF Hacked; No End in Sight to
Security Horror Shows

By lan Paul, PCWorld  Jun 12, 2011 2:22 PM

The recent online intrusion into International Monetary Fund servers may have been
the work of malicious hackers working for a foreign government, according to online
reports

The IMF s reportedly reluctant to disclose where it believes the attacks came from
im= since 187 of the world's 194 nations (as recognized by the U.S. Depariment of State)

are members of the fund. The hack's perpetrators obtained a "large quantity of
"including e-mail and other documents during the intrusion. according to Bloomberg

data
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PLAYSTATION NETWORK, HACKER USING A STMPLE
SQL INJECTION VULNERABILITY FOR ATTACK SONY

(3 Filed

Playstation Network, The hacker organisation which took over a website of PES NewsHour final
weelk end has returned to a initial adore — hacking Sony.

LulzSec voiced Thursday it hacked servers during Sony Pictures as well as Sony BMG. The
organisation posted what crop up to be a stolen e-mail addresses as well as passwords of about
50,000 consumers who'd purebred for a single of 3 Sony promotional sweepstakes: final vear’s
“Seinfeld — We're Going to Del Boca Vista!” giveaway, a Jan competition Sony conducted with
AutoTrader, as well as a Sony competition to foster a movie Green Hornet.
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Some UOB operations

hit by computer glitch

I By Francis CHax

A COMPUTER. glitch dis-
rupted some branch pro-
cesses and halted Internet
banking operations for a
couple of hours at United
Chverseas Bank (LUOE) yes-
terday.

The hardware fault in a
server was detected at
about 10am and resolved
by lunchtime, according
to the bank.

“Thiz problem caused
an intermittent slowdown

in the system that sup-

ports branch operations UOB ATMs and cash deposit machines were not affected by
and UOE personal Inter-  the temporary breakdown yesterday. BT FILE PHOTO

net banking,”™ it said.

“Our engineers immedi-
ately investigated, identified and isolat-
ed the fault, and resolved it by noon.”

A UOE spokesman said there was
some impact on customer services,

For instance, large cash withdrawals
al branches were carried out on a
case-by-ease basis and the personal In-
ternet banking site was offline.

But customers could still use ATMs
and cash deposit machines, which were
not affected by the temporary break-
down.

Last month, DES Bank earned a re-
buke from the Monetary Authority of

Singapore when its banking network
crashed in July.

The system failure had left DBES and
POSE customers without access to more
than 1,000 ATMs and Internet and mo-
hile banking services for seven hours.

DES was later ordered by the regula-
tor to make key changes, conduct re-
views and set aside $230 million as a
buffer against operational risks such as
the breakdown.

Unlike DBS, which has ountsourced
some of its information technology func-
tions, UOR and OCEC Bank run most of
their IT operations in-house.

Its always
the
hardware?!

Maybe the
network?!

Its never the
software?!
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* Applications can be CRASHED to reveal
source, logic, script or infrastructure
April 5, 2010 3:32 PM PDT
Information that can give a hacker intel I'genc%xplolts not needed to attack via PDF files
vy Elinor Mill A 2 con
) ) Al retwest | 23
* Applicationscan be COMPROMISED to
make it prowde unauthorised entry access or g P Eislaiipgomo - *;'?JMS”'“ R"q“'_’e“ ™
unauthorised accesstoread, copy or B e
mani pul ate data stores, or reveal information
. . Javascript is Disabled in Acrobat Reader
that it otherwise would not. i e e aar, dos 2 somat por e
— Eg. Parameter tampering, cookie poisoning 2. open evil "ownit.pdf"
- prompted by Acrobat Reader, we control displa
- Must click Through to work
. > F_{Eggs: .::mﬂ%nzg;'iﬁedtmth Launch object dire

Applications can be HIJACKED to make it
perform its tasks but for an authorised user, or
send data to an unauthorised recipient, etc.

— Eg. Cross-site Scripting, SQL Injection

ALL DOME!

Jeremy Conway created a video to ghow how his PDF hack works.



&} 500 Internal Server Error - Mazilla Firefox

Ei= Edt Vew Go  Bockmaks  Tooks  Help {*
R A A B R, e oo ————————" =] © so [[CL¥ appesis phbppines
[=1Em,.. ]'Efqu» | H s, | H v ] H ... ]wa | H #a... I H .. ]wa | [ ; L I‘Hluw Iwa.., |Hv.w | H ... hHw |H'.-m| | H #s... | H ws... |H-.w.- [} so0. | EJ

S00 Internal Server Error

java. lang.NullPointerException
at FlestWatoch.fwvcontrol doGet (fuconteol ., javai3a)
&b javax.servler.hicp.Hoopdervlet,.service [(HoopServlar. java: 740)
at jewvax.secwlet.http.HetpSecrlet.service (HetpSecwlet . Jora: 883 )
at com.evermind[Cracle Appllcation Ferver Contalnera for JZEE 10g [9.0.4%.2.0)].2ecver.htih.ServletRequeatDispatcher . imroke (ServletRegueatDiapatchet . 3w
at ocom.evermind[COracle Application Server Containers for JZEE 109 [2:0.4.2.0) ] -secver.http. SecvlsetBequesthispatcher . forvacdInternal (ServletRequestDispa
at com.evermind[Cracle Applicetion Server Containers for JZEE 1O0g (9.0.4.2.0)] .secver.hicp.HiopReguestHandler . procesaRequest (HotpRequestHand ler . Java: 79
af com.evermind[Oracle Application Jerver Contalnerg for JZEE 109 [(9.0.4.Z2.01] .server.htep. AJPRequestHandler . run { AJPEequestHandler . jawai 208)
at com.svermind[fracle Application Server Contailners for J2EE 10g (9.0.4.2.0)]) .secver.hteop. WIPRequestHandler . cun (AJPRequestHandlec . janra: 125)
at com.evermind[Cracle Appllcation Server Contalners for JEZEE 10g [9.0.4.2.00].util.ReleasanlePesour cePooledExecutor s Aot ket . tun | Re leasab leResonrcePoo

at jswva, lang. Thread.run[Thread. javs: 534)

These are real examples —

Hackers love these error message pages

L it

lymn! | @ 500 Internal Serve._. B M5 DOS | & Philippina Afrlines ... 20BN 12 aM




{= Runtime Error - Microsoft Internet Explorer provided QS EN i =

GT:; - IE, hitpists : i E‘ |43 X ' If: Live Bearch |

| File Edit View Favorites Tools Help

5.7 Favorites. @ Runtime Error | | I@ v B v ) #m v Page> Safetyv Tools™ @~ i

Server Error in '/Portal' Application.

Runtime Error

Description: An application #rror eccurred on the sarver. The current custerm emor settings for this applicatien pravent the details of the application error from being viewed remotely (for security reasans). i could, however, be viewed By browsers
running on the local zerver machine.

Details: To enabis the delads of thiz gpzeific error mezeags 1o be viewable on remete machingz, pleaze ereale a <cuglomBrrores Lag within a “web.contig” configuraten file located in the root drectory of the current web applicaton, This <cuztomErrore:
tag should then have its "mode” aitrbute set to "0

«1-- Web.Config Configuration File --»

«<configurations=
<system, webs
<customErrors mode="0ff" /=

 =fsystem.webs
«/configurations

Notes: The currant #ror page you aré 8&8ing can be replaced by a custom &mer gage by madifying the "defautRediract” attribute of the application’s <customErrorgs con figuration tag te paint 8o & custom &rror page URL.

«i-- Web.Config Configuration File --»

«<configurations
<gysten, wabs
<customErrors mode="Remotelnly” defaultRedirect="mycustompage.htm” />

</system, webs
</configurations

Version Information: Microsoft MET Framewaork Wersion:2.0.50727.1433: ASP.NET Version:2.0.50727.1423

“Self-inflicted” Social Engineering?!
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Global) An error has occurred.
CD5 AGHLOEELInationaI Service for Renewal of Paper-mailed Magazine Subscription
Error Description:

java.lang.NullPointerException at
com.cds.nm.gamini.parsers.GiftsRequesiParser.getParameter|GifisRequesiParser java(Compiled Codel) at
com.cds.nm.gemini.servlets. GeminiBase Servlet.bulldErrorURL{GeminiBase Servletjava|Compiled Code)) at
com.cds.nm.gemini.serviets.GeminiBase Serviet.processEmmonGeminiBase ServletjavalCompiled Code)) at
com.cds.nm.gemini.serviets.GeminiBase Serviet.processErmor(GeminiBase Serviet.javalCompiled Code)) at
com.cds.nm.gemini.serviets. GiftCard Serviet. doPost|GiftCard Serviet. java: 160) at
cam.cds.nm.gamini.servlats. GiftCard Servlet. doGetl{GiRtCard Servlat. java:68) at

javax.serviethip. Hip Servletsarvice{Hup Servietjava{Compiled Code)) at
com.cds.nm.gemini.serviets.session. Hitp Serviet.service(Http Servlet.javalCompiled Code)) at
com.cds.nm,gemini.serviets. GeminiBase Servietservice(GeminiBase ServietjavalCompiled Code)) at
javax.serviet.hitp. Hitp Serviet.service|Http Serviet.javalCompiled Code)) at

com.ibm.ws.webcontainer.servlet. ServietWrapper.sarvice| ServietWrapper.javalCompiled Code)) at
com.ibm.ws.webcontainer.servlet. ServietWrapper.service|ServietWrapper.java{Compiled Code)) at
com.ibm.ws.webcontainer.filter. WebAppFilterChain.doFilterWebAppFilterChain.java{Compiled Code)) at
com.ibm.ws. webcontainer.filter. \WebAppFilterChain.,_doFilter(VWebAppFilterChain.java|Compiled Code)) at
com.ibm.ws, webcontainer.servlet. ServietWrapper.handle Request| ServietWrapper.javalCompiled Code)) at
cam.ibm.ows webcontainer.servle.Cache ServietWrapper.handleRequest{Cache ServietWrapper java|Compiled
Code)) at com.ibm.ws.webcontainer.\WebContainer.handleRequest{WebContainer.java(Compiled Code)) at
com.ibm.ws.webcontainer.channeLWCChannelLink.ready(WCChannelLink.java{Compiled Code)) at
com.ibm.ws. http.channel.inbound.impl. HitplnboundLink.handleDiscrimination{HttpinboundLink.java(Compiled
Code)) at

cam.ibm.ws hitp.channel.inbound.implLHtiplnboundLink.handleNewlnformation{HitplnboundLink.java(Compiled
Code)] at

com.ibm.ws. hitp.channelinbound.impl.HtiplCLReadCallback.complete(HtplCLReadCallback. javalCompiled Code))
at

com.ibm.ws.ssl.channel.impl. 55LRead ServiceContext3 55LReadCompletedCallback.complete| S 5LRead ServiceContext. jav

Code)) at cam.ibm.ws.tep.channelimpl. WerkQueueManager.requestComplete[WorkQueuelManager javalCompiled
Code)) at com.ibm.ws.icp.channelimpl.WoerkQueueManager.atemptiO{WorkQueuelanager.java(Compiled Coda))
at com.ibm.ws.tcp.channel.impl.WorkQueueManager.workerBun[WorkQueueManager.java|lCompiled Code)) at
com.ibm.ws. tcp.channelimpl. WorkQueueManager¥Worker.run(WorkQuevelanager.java(Compiled Code)) at
com.ibm.ws.util. ThreadPool$Worker.run(ThreadPool java[Compiled Code))




_____ to read arbitrary files on web servers, such as SSL private keys and password files.
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Y Buy Sell My eBay Communi
& .co.uk Welcome! Sign in or register

- Advanced Search

Categories v | Shops | eBay Motors Esafei

Home » Business Centre » Changes in 2008 > Changes to Pricing

# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.loca
localhost 1 localhostd localdomainé localhosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-ma
Production database vip 10.3.164,17 PRODDE.ebaydevelopment.co.uk PRODDE # Serverfarm - BDM 10.3.166.11 eby-pr-

whb1l.ebaydevelopment.co.uk eby-pr-wb11 10.3.166.12 eby-pr-wb12.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-¢
whb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wb14.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-
wb15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-whl6.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-f
wb17 ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wbl8.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-f
wb19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-
whb21.ebaydevelopment.co.uk eby-pr-wb21 10.3.166.22 eby-pr-wb22.ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - el
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-wbz
10.3.166.33 eby-pr-wb33.ebaydevelopment.co.uk eby-pr-wb33 10.3.166.34 eby-pr-wb34.ebaydevelopment.co.uk eby-pr-wh3
# Do not remove the following line, or various programs # that require network functionality will fail. 127.0.0.1 localhost.locz
localhost ::1 localhoste.localdomaing localhosté # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-me
Production database vip 10.3.164.17 PRODDEB.ebaydevelopment.co.uk PRODDE # Serverfarm - BDN 10.3.166.11 eby-pr-

whbll.ebaydevelopment.co.uk eby-pr-wbhil 10.3.166.12 eby-pr-wbl2.ebaydevelopment.co.uk eby-pr-wb12 10.3.166.13 eby-f
whb13.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wbl4.ebaydevelopment.co.uk eby-pr-wb14 10.3.166.15 eby-
wh15.ebaydevelopment.co.uk eby-pr-wb15 10.3.166.16 eby-pr-wblé.ebaydevelopment.co.uk eby-pr-wb16 10.3.166.17 eby-[
wh17.ebaydevelopment.co.uk eby-pr-wb17 10.3.166.18 eby-pr-wb18.ebaydevelopment.co.uk eby-pr-wb18 10.3.166.19 eby-f
wh19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wb20 10.3.166.21 eby-f
wh21.ebaydevelopment.co.uk eby-pr-wbh21 10.3.166.22 eby-pr-wb22.ebaydevelopment.co.uk eby-pr-wb22 # Serverfarm - el
10.3.166.31 eby-pr-wb31.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopment.co.uk eby-pr-whb:
10.2.166.32 ehv-nr-wh33.ehavdevelnnment.coouk ebv-nr-wh33 10316034 ehv-nr-wh3d ehavdevelonment.ca.uk ehv-nr-wh=
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Real Example . Travel & Hotel Reservation Site

Reading another user’s transaction — insufficient authorization

ntel H = 3 L) = 3 3 0 » LIL] UL a0 = = NIOTE
G | B hps:Yww S it php?reserID=2001200&emai=1 [ &]%[x] |
' & Hotel F{?ervaﬁcn Online - Transacton ... ]_‘ G- 8
\/ b H
Hotel Reservation Online Another customer’s transaction

and personal info are revealed
Dear M memm—— | stin,

As aresult of your reservation 2001200

at the hotel MNikko Resort And Spa / Bali / Indonesia

for 5 nights (from Jan 18 2006 to Jan 23 2006)
we processed a credit card transaction on Jan 03, 2006.

The credit card transaction was successful.

The details of your tfransaction are as follows:

Resemnation number: 2001200

Card Holder Mame: Justin Messmsmem—m,s
Credit'Debit Card: xoo-oo0-00m-4688
Expiration Date: 08/2007

Amount. 506.61 U3D

Date: Jan 03, 2006

Billed as: HuS———

You can print this transaction slip
Please note that this is not an invoice. Aninvoice will be issued 10 days after your check-out date.
Y¥ou can get your invoice following this Iig\'l'f)

Even HttpS “Golden Lock” not

I i 1 i i ]
e hope you will have a nice stay at this hotel ! safe from software attacks!

We are looking forward to making a hew resenvation for you !
With our thanks,

https: / Awvvew NG o= . ohp 7reser [D= 20012008 mail= I Ghotmal .cor Ls & Internet




Web Application Attacks are a Business

Application Threat

Issue

Negative Impact

Potential Business Impact

Buffer overflow

Denial of Service (DoS)

Site Unavailable; Customers
Gone

Cookie poisoning

Session Hijacking

Larceny, theft

Hidden fields

Site Alteration

lllegal transactions

Debug options

Admin Access

Unauthorized access, privacy
liability, site compromised

Cross Site scripting

Identity Theft

Larceny, theft, customer
mistrust

Stealth
Commanding

Access O/S and
Application

Access to non-public personal
information, fraud, etc.

Parameter
Tampering

Fraud, Data Theft

Alter distributions and transfer
accounts

Forceful Browsing/
SQL Injection

Unauthorized Site/Data
Access

Read/write access to customer
databases




Top 10 OWASP Critical Web Application Security IEEW

Issues wWww.owasp.org

2009 2010
1 Unvalidated Input 1 Injection
2 Broken Access Control 2 Cross-Site Scripting (XSS) VG RLRRE » CANT Bl
3 Broken Authentication and 3 Broken Authentication and Session

Session Management Management

4 Cross Site Scripting Flaws 4 Insecure Direct Object References

> Buffer Overflows 5 Cross-Site Request Forgery (CSRF)

Injection Flaws L . .
J Security Misconfiguration

Improper Error Handlin
prop 9 Insecure Cryptographic Storage

6
7
8 Insecure Storage
9

6

7

8 Failure to Restrict URL Access
Denial of Service 9

Insufficient Transport Layer Protection

10 Insecure Configuration Management _ _
10 Unvalidated Redirects and Forwards
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WHY CAN HACKERS ATTACK WEB APPLICATIONS?
» Developersare mandated to deliver functionality on-time and on-budget Volumes of
- but not to develop secure applications applications
— Developers often short on training, budget, resour ces, timeline, g Cﬂr;t'géj?rtgtb;e
companies do not have secur e softwar e policy el?idZIIed with

o |IT Security professionals usually from network/infra side
— They areusually not knowledgeable or interested in programming

security flaws...

5. AMms E-mall: SCOTTADAMS®ADL.COM
i1/i3 ® 1986 United Festure Syndicate, Inc (NYC)

— Network scannerswon’t find application vulner abilities and arenon
— Developersareusually not interested in network or security compliant with
* Product innovation isdriving development of increasingly complicated indust_ry
softwar e for a Smarter Planéet (apps>200,000 lines) regulations
OUR GOAL I5 7O WRITE 1 HOPE TM GONNA
BUGFREE SOFTWARE. THLS WRITE ME A
T'LL PAY A TEN-DOLLAR DRIVES NEW SUV ks
BONUS FOR EVERY BUG THE RIGHT  THIS AFTER- |coop
YOU FIND AND FINX. BEHAVIOR. NOON!
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Make Applications Secure, by Design

Security as an Intrinsic Property of the Development Process

: 0
Design Phase
*Consideration is given to security requirements of
the application

®Issues such as required controls and best practices
are documented on par with functional requirements

Development Phase
»Software is checked during coding for:
» Implementation error vulnerabilities
» Compliance with security requirements

Build & Test Phase
*Testing begins for errors and compliance with

security requirements across the entire application

*Applications are also tested for exploitability in
deployment scenario

Deployment Phase

=Configure infrastructure for application policies
*Deploy applications into production

Operational Phase

*Continuously monitor applications for appropriate

application usage, vulnerabilities and defend against
attacks )

Functional Spec

Manage,
Monitor
& Defend

ing
Partner

Software
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Web Application Security - Solution Strateqgy

 Objective- Reduce Remediation Work, Cost and Timeto Market

— Find the issues earlier in the Software Development Life Cycle

— Automate the process

— Useless security-savvy employees by using Professional TOOL S (train the users!)
 Mitigate Risk and increase quality

— Increase coverage

— Involve more peoplein the process of Software Security QA —not just development

team
* Need executive sponsor - business dept owner, project
owner, etc.

Increase Visibility Of The Security Issue
— Distribute reports to different levels
— Management Dashboards (from the Professional TOOLYS)

| ncrease Productivity

— Build the knowledge among theteam — HAVE A SECURE CODING TRAINING
PROGRAM

Draarant malyina tha ecanma mi ctalr oce
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SECURITY TESTING IS PART OF SDLC QUALITY TESTING

Software Development Life Cycle

)"- Collaborative Application Lifecycle Management

SDLC Quality Assurance
Quality Dashboard )
S -
m Test Management and Execution )
| —

Management
| —
Crleate Bund Manag% Repolrt
Plan T t Test Lal Resu ts
st Open Platform

Best Practice Processes

YA

Jlomi]]

)
1

||||||||
[

[[LU

|

homegrown


http://images.google.com/imgres?imgurl=http://blog.protectwebform.com/images/microsoft_logo.jpg&imgrefurl=http://blog.protectwebform.com/p/category/ocr&h=360&w=450&sz=35&hl=en&start=1&um=1&usg=__Vv6WIvsd1d9hhYEhhvEL2txuPr8=&tbnid=MiRo0V9oQGxE8M:&tbnh=102&tbnw=127&prev=/images%3Fq%3Dmicrosoft%26um%3D1%26hl%3Den%26rlz%3D1T4GGIC_enUS270US270
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Building security & compliance into the SDLC itself
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APPSCAN — A professional software solution that SCAN THE APPLICATION to

Identify Vulnerabilities

D @i = [':é °5can ~ I Stop EﬂManual Explore ﬁScan Configuration [

File Edit View

Wiew

a

Security Issues

9

Remediation Tasks

Application Data

Scan

& AppScan 7.5 Demo Scan 1.scan - Watchfire AppScan

Tools  Help

Scan Log p [ji] Report 3 Update

G} My Application (53)

=2-

& hitp://demo testfire net/ (53)

A3

cai.exe (1)
comment aspx (2]
default aspx
dizclaimer htm
feedback aspx (1)
search aspx (1)
SEMVEremor.aspx
-] subscribe.aspx (3)
subscrbe swf

. survey_questions.aspx

+-I.3) admin (1)
- barik (40)

+-C7) images (1)

| ,_;) Scan is Incomplete

More Information

Amanged By: Severty  Highest on top
|f[| B3 Security Issues (368 variants) for My Lpplication’

= @ Blind SQL Injsction (4)
hitp://demo testfire net/bankaccount aspx (1)
hitp-//demo testfire net/bank.dogin aspx (2)
hitp://demo testfire net/bank.Aransaction aspx (1)

@ Cross-Site Scripting (5)

@ Fomat String Remote Command Execution (1)

@ HTTP Response Splitting (1)

@ 5GL Injection (6)
@ ¥Path Injection (1)
W Cookie Poisoning SGL Injection (1)

| i Mvisnryl ] Fi Heccmmendatinn| #¥ Request/Response |

| 1of2 -~ P Original | abF ,—J

@ Show in Browser [

Variant:

Properties

1 Report False Positive | Manual Test € Delete Variant D Set as Non-vulnerable

POST /bank/account.aspx HTTP/1.0
Cookie: amCr‘ed1tD‘F'Fer‘=Car‘dType=Gc|-'ld&L1m1t—10000&Inter

Accept: =/=

Accept-Language: en-us

User-Agent: Mozillas/4.0 (compatible; MSIE &6.0; Win3Z)
Host: demo.testfire.net

Content-Type: application/x—www—-Torm-urlencoded
Referer: http://demo.testfire.net/bank/main.aspx

flistAccount==0%2B0%2B1001160141%2B0

HTTP/1.1 200 OK

Content-Length: 11744

Connection: close

Date: Thu, 05 Apr 2007 15:03:34 GMT
Server: Microsoft-II5/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727
Cache-Control: no-cache

Pragma: no-cache

Fvnirez = -1

4 |:| 3

Content-Length: 35 L4

& Variant Details | il Sereenshot |
ID: 5254

Difference:

The following changes were
applied to the original request:

» St parameter list Accounts’s
value to "0%L2B0%
2B1001160141%2B0

Reasoning:

This test uses several different

HTTP requests in order to verify

the exdstence of a Blind SQL

Injedlon \.rl.l|r1v.=:1T:||::|Irt'_.r The resuﬂlng U
Enter additional comments for this .«
varant.

B

Misted URLs 108102

| Completed Tests 14194/14194

i} 53 Security lssues

912 W4 H2 9




wn Rich Report Options

44 Regulatory Compliance Standards, for Executive, Security, Developers, PLUS customizable test

criteria.
| Detailed Findi ngs
|
, ﬁn% '_ﬂ M Vulnerable URL: htip://fake/fake.aspx
Industry Standard ~ Regulatory Compliance  Delta Analysis 15/ o7 2 findings in this URL
Report Type | Layout | [1af2] Cross site scripfing
Severity. High Advisory & Fix Recommendation:  Ses Appendix 1
Template: | Executive Summany t] Vulnerable URL: hitp:/fakeffake.aspx (parameter = fake)
) . Remediation:
Min. Severity: | Informational M Test Type: Al ok Sanitize user input

= [#] Report Cortent
Executive Summary (Entire Scan)
=[] Security lssues
=[] Varants
[ ] Request/Response
[ ] User Comments
[ ] Show Validation in Respanse
[ ] Screenshots
= [] Advisories and Fix Recommendations
[].NET
[]J2EE
[ ] Remediation Tasks
= [] Application Data
[ ] Application URLs
[ ] Script Parameters
[ ] Broken Links
[ ] Comments
[ ] JavaScripts
[ ] Cookies

[ Preview JL_E_E\:E Report... ][ Close

|

Variant 1 of 4 [ID=2416]

Thiz teat variant was constructed from the original request by applying the following change(s):

*  Set parameter ‘uid's value to *="=<=script=alent{’Appscan%20-%20C35%20attack%
20may%20hete20used =/script='

¢ Set parameter 'uid's value to “="==script=alert Appscan®e20-%20C55%20attack %
20may%20be%20used’)</script="

Request

GET /bank/login.aspx?uid=>"»<script=alert(’ Appscan¥%z0-%¥20C55%20attackyzomays20bek

20used”)</script>&passw=Demol234dx=Ey= HTTP/L.0

Cookie: ASP.NET_SessionId=3bg3jsupvfrjfoisbphlorgl

Host: bern

Accept: =/

ACcepT-Language: en-us

User-Agent: Mozilla/S4.0 (compatible; MSIE E.C; Windows NT £.0)
Referer: http://‘harn/hank /login.aspy

Variant 2 of 4 [ID=2418]

This test variant was constructed from the original request by applying the following changa(s):

* Set parameter ‘uid's value to *="=<script=alent{’Appscan%20-%20C35%20attack%
20may%20be%20used’)</script="

¢ Set parameter 'uid's value to “="==script=alert Appscan®e20-%20C55%20attack %
20may%20be%20used’)</script="

Request:

FFT fhank flandin scnv?Puid—"wsocrrintwzTart ' Anncran@ ¥ N2 NCESE 3ot tar P ima v P nhoi




s Report Viewer

Hd R-00 -0 @ DR s o196 @ @ W] H
Compliance Scan Results
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75 unigue issues detected across 49 sections of the requlation:

Eg if bank, listed co, govt dept

Section No. of lssues

1. Implement Internet Protocol (IP) masquerading to prevent your internal address from 4
being translated and revealed on the Internet.

(Requirement 1.5)

2. Do not use vendor-supplied defaults for system passwords and other security 19
parameters.
(Requirement 2)

3. Always change the vendor-supplied defaults before you install a system on the network. 13
(Requirement 2.1)

4. Develop configuration standards for all system components. Make sure these standards 16
address all known security vulnerabilities and industry best practices.

(Requirement 2.2)

5. Disable all unnecessary and insecure services and protocols. 13
(Requirement 2.2.2)

6. Configure system security parameters to prevent misuse. 13
(Requirement 2.2_3)

7. Femove all unnecessary functionality, such as scripts, drivers, features, subsystems, file 16
systems.

(Requirement 2.2 4)

8. Encrypt all non-console administrative access. Use technologies such as 35H, VPN, or 3
SSL/TLS for web-based management and other non-console administrative access.
(Requirement 2.3)

9. This section applies to hosting providers only — Hosting providers must protect each 56
entity's hosted environment and data.

(Requirement 2.4)
10. This section applies to hosting providers only — Protect each entity's (that is @ merchant, 17

service provider, or other entity) and ensure that each entity only has access to own
cardholder data environment
(Requirement A.1.1)




And Most Important :

I i
4 AppScan 7.5 Demo Scan 1.scan - Watchfire AppScan (o = |
Eile Edit View 5can  Tools Help b’

D @ = @ © Scan - O Stop E_EManual Explore XScan Configuration Scan Log 9’-) Report & Update
View GEI I':'l_yﬂpplicaﬁan (83) | j) Scan is Incomplete More Information  x
-9 hitp://demo testfire net/ (53)
- |l i P )] Amanged By: Severty  Highest on top
ﬁ ----- coi.exe (1) [5h 53 Security lssues (368 variants) for "My Application’
Security [ssues || z:fmm:m.aspx (2) = @ Blind SGL Injection (4) -
""" = ault aspx hitp://dema testfire net /hank ‘account aspx (1)

""" disclaimer. fitm hitp://dema testfire net/bankAogin.aspx (2)
e """ feedbackc.aspx (1) http://demao testfire net/bank Atransaction.aspx (1)
""" search.asp (1) @ Cross-Ste Scipting (5)
Remediation Tasks | i~ sewmr.aspx @ Format Sting Remote Command Execution (1)

..... subsc:'!be.aspx [3] o HTTFP HESDOHSE Splitting [1:]
----- subscribe swf @ SCL Injection (6)

& (5 P ® XPai jcton ()
e T -5 bank (40) S Cookie Poisoning SQL Injection (1) -

- images (1) i i - Fix Recommendation ! gﬁ!‘ Request/Response

\07 Blind SQL Injection

z» Fix Recommendation

Build the

 General

knowled ge among There are several issues whose remediation lies in sanitizing user input.
\ By verifying that user input does not contain hazardous characters, itis possible to prevent
th e tE-am malicious users from causing your application to execute unintended operations, such as

launch arbitrary S0L queries, embed Javascript code to be executed on the client side, run
various operating system commands etc.

Itis advised to filter out all the following characters:
[1]| (pipe sign)
[£] & (ampersand sign)
[3]; (semicolon sign) -

4| 1 | 3

Visited URLs 108/108 || Completed Tests 14194/14154 {h 53Securty lssues @18 W4 B2 @9
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Summary:
Rational Appscan - Web Application Security by QA

» Cloud servicestoday are expected to have the usual security solutions. Firewall, |PS,

authentication ... etc
— Hackersknow thistoo, so they need to find a new way to attack and steal data
— Hencethey are attacking SOFTWARE APPLICATIONS today

 Firewallsetc do not stop application attacks

« APPSCAN VALUE PROPOSITION

— Thecloud is one big rich software environment to attract hackers
— inthe cloud there is no way to monitor and stop hacker activities

— THE APPLICATION MUST DEFEND ITSELF

— A professional software solution tool that

« SCANSTHE APPLICATION TO FIND BUGS, FLAWS, CODING
IMPERFECTIONS

 Flagstheerrors—types, priorities, locations, quantities
 Generateavariety of reports
o Offersinstruction to developerson how to fix the applications
— Appscan “hardens’ the application to makeit resistant to
hacker attacks.

— Thisisthe best and only way to stop an application attack
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Introducing IBM Secure by Design

Altomate security testing early & often throughout the development lifecycle

* ldentify and remediating vulner abilities thr oughout :
the application and/or product lifecycle E ?

 Experiencea 70% reduction in remediation costs

Cq

by implementing a pro-active, automated approach  pgjiver New Innovate Reduce
Avoid repercussions from failed compliance audits Services Faster  Securely Costs
Secure Collaborative Lifecycle Management
REQUIREMENTS CODE BUILD QA PRE-PRODUCTION ~ PRODUCTION
® @ @ @gec =g =93
SRy Security testing at Automate security  Incorporate security ~ Security oversight &  Ongoing security
requirements the source testing at build into testing audit monitoring

templates

Automated security testing at every stage of the development lifecycle

u B—
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Mobile App Question

Question: Which feature is not a key capability in Rational Appscan?

securing the endpoint

scanning applications for vulnerabilities
44 regulatory compliance standards
actionable fix recommendations

00w
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Is Your Web App-solutely Secure?

02 Aug 2011
Bangkok

Anthony Lim

WWW.ibm.com/software/rational/offerings/websecurity
www.ibm.com/security
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express or implied. IBM shall not be responsible for any damages arising out of the use of, or otherwise related to, these materials. Nothing contained in these materials is intended to, nor shall have
the effect of, creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM
software. References in these materials to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and/or capabilities
referenced in these materials may change at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment to future

product or feature availability in any way. IBM, the IBM logo, Rational, the Rational logo, Telelogic, the Telelogic logo, and other IBM products and services

are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product,

or service names may be trademarks or service marks of others.



	Is Your Web App-solutely Secure?
	Our Capabilities to Help You Achieve Breakthrough Benefits
	Slide Number 3
	Application Security Myth: “Our Site Is Safe”
	Slide Number 5
	Slide Number 6
	How Do Hackers Attack Web Applications
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Real Example : Travel & Hotel Reservation Site�Reading another user’s transaction – insufficient authorization
	Web Application Attacks are a Business Issue
	Top 10 OWASP Critical Web Application Security Issues		           www.owasp.org
	WHY CAN HACKERS ATTACK WEB APPLICATIONS?
	Make Applications Secure, by Design�Security as an Intrinsic Property of the Development Process
	Web Application Security - Solution Strategy
	SECURITY TESTING IS PART OF SDLC QUALITY TESTING
	Building security & compliance into the SDLC itself
	APPSCAN – A professional software solution that SCAN THE APPLICATION to�Identify Vulnerabilities
	With Rich Report Options�44 Regulatory Compliance Standards, for Executive, Security, Developers, PLUS customizable test criteria.
	Slide Number 22
	And Most Important :�Actionable Fix Recommendations
	Summary: �Rational Appscan - Web Application Security by QA
	Introducing IBM Secure by Design
	Mobile App Question
	Slide Number 27

