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Secure

Dual Persona to separate personal and work

Productivity [EEe data in the BYOD era

Suite

Application
Management

Access

Management
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Live
Enrolilment

— Quick and easy

Intuitive office productivity app with

email, calendar and contacts
Secure

Productivity

Suite Secure
Document
Sharing

— Granting users access to business
documents with total, control and
security

Secure — Allow access to intranet sites without
Browser additional VPN application

A New Era of Smart
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Secure Browser

A fully-functional web browser to enable secure access to corporate
Intranet sites and enforce compliance of content policies

http://jira.fiberlink.com...

Allow access to corporate intranet sites
and network without VPN (e.g. JIRA)

* Define URL filters and security policies
based on categories

* Block known malicious websites

http://facebook.com

This website has been blocked by the administrator.

Questions? Please contact:

John Smith . . . .
15 8555 e Enforce whitelist exceptions to some sites
e Restrict cookies, downloads, copy, paste,
-} Web URL Categories and print features to prevent data leaks
Eotar o s s st s o e an on s * Disable native and 3rd party web browsers
o Fora It ol ategrics nd st ik peve.
To determine category classifications for a specific URL, click here.
Web-based Email | | Alow and Track 100
‘ng Search ‘ | Allow and Track #|@ @
‘Social Networking ‘ | Block and Track

A New tra of omairt
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Productivity
Suite

Mobile

e Complete operational and
Application —

security management to protect
QELEEENENY against data leaks
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Protect mobile enterprise with smarter security

IBM Mobile Security and Management Framework

Web Accessable
. Data/Apps

4 [

Lo

Device Network, Data Application Layer |
Management and Access Security Security
Security for endpoint Achieve visibility and Develop and test
device and data adaptive security policies applications

\ £

Risk Based Access Management

A New Era of Smart
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Mobility and BYOD adoptions brings new access
and security challenges

Gsk of user access/transactions from the mobile device \

* Unauthorized access to sensitive data and applications w
» Fraudulent execution of sensitive transactions

* Weak identity assurance controls around mobile device

Secure access from web = mobile apps and services e P
* SSO to mobile and cloud apps for greater user productivity %;::u- /\_}
+ Strong authentication to protect mobile access to apps and services N | ?a..a_tg" 5_/
\Secure mobile app development and deployment integration /
Mobile security intelligence and compliance
 Lack of insight into user and application behavior on mobile devices @

* Need context-based policy enforcement across B2E and B2C use cases

A New Era of Smart
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« JKE Bank is a global financial institution serving clients across the world.

« JKE Bank provides a set of web-based, self-service applications, enabling its
customers to access account information and other important services,
minimizing the need to contact a call center or walk into a branch

« JKE Bank would like to build it's brand image by revamping the digital experience
on all their channels

« JKE is embarking on a transformation program to provide exceptional digital
experience to their customers

« This would involve creating great user experience on their web portal, regardless
of form factor, as well as offer specific services leveraging inherent capability of
mobile devices

A New Era of Smart
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Secure Access
Management
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Customer

Self-Registration

Web application

Access &
Authentication
Governance

Device

Access &
Authentication
Governance

Why users need to register their devices?

Users performing self management of mobile and
registered applications

How do you manage scenarios with higher Risks?

How can you create a truly Risk based Application?

— Customers use of the JKE Internet site

— Customer accessing content that requires
fine grained authorization decisions (device
and browser)

— Solution enforces obligations imposed by
access to a service (i.e. consent or higher
authentication)

— Mobile and browser use cases sharing the

— same policy configuration
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Instant

1 Access a free, fully
functional trial for

30 days

Start Your 30-day Trial Now

*All fields required for free trial.

Email:

Password:

Confirm Password: '

Company:
Full Name:

Phone:

[Tt have read and accept the terms of agreement.

Start Your Free Trial

“our i i and
‘wil not be sald or rented.
See our Privacy Poticy for more information.

A New Era of Smart

Easy

2 Set up and configure
your service in

minutes

T
e
MaaS360" A  DEVICES USERS SECURITY I
by Fibarliok

« Default 10S MDM Policy ¢

Last Successful Publish: 04/09/2013 12:02 UTC ([Version:27

n Workplace Settings Configure Passcode Policy
~ Passcode
u Device Settings Enforce Passcode on Mol
Allow Simple Passcode
‘ B Require Alphanumeric in

maas360.com

Mobile

Manage and secure
your devices, emails,
apps and docs




NN

IBM SolutionsConnect 2014
A New Era of Smart

Thank You



