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Poll Question — 1

Can your organisation orchestrate IT processes
across various domains to realize Cloud initiatives?

a. Yes and we are happy with current set up
b. Yes, partially - but we are looking for better

ways to do it
c. Not a concern for us
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IBM SmartCloud
Orchestrator is...

v'Open Standard - Manage
your dynamic, hybrid
environment using
OpenStack standard

v'Platform Services -
Manage your platform using
Pattern and Application
management

v'Orchestration Services -
Automate your setup and
deployment of complex IT
processes
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Poll Question — 2

How accurately can your organization identify
bottlenecks in mission critical applications?

a. Very well
b. Acceptable
c. Not much
d. Not at all
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IBM Software
Development - Operations - Continuous Improvement
Identity and access IBM SmartCloud

management

Application Performance
Monitoring
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Development

v Modular design to get
started quickly and add
capabilities as needed.

v Dramatically reduce time
to see where the bottlenecks
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Poll Question — 3

How confidently can your organization predict faults

and performance degradations and thus quickly
resolve problems ?

a. We have tools to help us achieve this
b. We can do it to some extent but can be
Improved

c. We do not have such capabilities yet
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Netcool / Omnibus is...

v'Events collection across
the business infrastructure

v'Market Leading Event
Consolidation, Correlation &
Analysis

v'Consolidated Task based
dashboards for operations
and management
requirements
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IBM Software
Development - Operations - Continuous Improvemeq

identity and access IBM Identity and Access
management Management

Administer and Secure
ldentity and Access to and
from the cloud

Development ﬁ
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Protect Enterprise Cloud with Smarter Security

SECUTANIENGENCE!
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SmartCloud Security SmartCloud Security SmartCloud Security
Identity Protection Data and Application Protection Threat Protection
Administer, secure, and extend Secure enterprise databases Prevent advanced threats with
identity and access to and from layered protection and analytics

Build, test and maintain secure

the cloud cloud applications
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Cost-effective, standards-based registration
and access control of Cloud users

Enterprise
Single Sign On

Compliance and audit
controls need to cover all the
users and services

Application

Application

Internal
Applications
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Internal users need easy and S i
secure access to Cloud — ‘ i
applications { &4 s i

Soogle apps
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: users ' External i

Need to protect against 1 i Applications !

threats that can lead to data
loss and web fraud
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Federated Identity
Management

\

N

External users need identity
and access controls

When millions of users need
access to cloud-based
resources, user provisioning
(and de-provisioning) must
be simple, efficient and
scalable

Organizations need the ability
to tie cloud-based
applications together with
internal applications and
enable users to access them
easily with single sign-on
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« JKE Bank is a global financial institution serving clients across the world.

« JKE Bank provides a set of web-based, self-service applications, enabling its
customers to access account information and other important services,
minimizing the need to contact a call center or walk into a branch

« JKE Bank wants to provides an identity mediation service for cloud, SaaS and
Web Services implementation and helps reduce administrative costs, establish
trust and facilitate compliance by managing, mapping and propagating user
identities.

 JKE Bank requires business-to-business (B2B) and business-to-customer
(B2C) collaboration, enabling SSO across the users and applications. Federated
identity management also provides SSO across a single business that might have
independent identity and access solutions; for example, as a result of a merger.
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How can you cut high help desk costs in cross
domain scenario?

Business to Customer

— End user self care capability

— Cross domain Single Sign On (SSO) from JK
'\ /‘ Enterprise Web to External Partner Site

UCIC L JKEnterprise JKPartner
- Internet Website

Customer Using Social SRILLEEILC -
Mediia ID Just in Time Provisioning

Scenario

Federated

Identity

How do you manage to multiple password

across different domains?

Business to Business — Delegated administration for JK SmallAgency

— Cross domain Single Sign On (SSO) from
Extranet to Internet

@glnn JKAgency JKEnterprise
. Extranet Internet
Website

IK User ), \ Website ), Website
(Busiiness Partmer Peisom) Federated Single Sigm Om Federated Single Sigm Om

Scenario

JKEnterprise
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Consolidating data silos

Advance Correlation with
Anomaly Detection

Detecting advance persistent
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Security Intelligence
Strengthen enterprise security. Protect critical assets.
Automate compliance.

Are we configured What is
What are the external gu . . What was the
; to protect against happening right :
and internal threats? impact?
these threats? now?

Vulnerability PREDICTION / PREVENTION PHASE EXp|Oit REACTION / REMEDIATION PHASE Remediation
Pre-Exploit Post-Exploit
Prediction & Prevention Reaction & Remediation
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Security Intelligence
End to End Visibility and Integration across silos

r'\ Security devices

Network and virtual activity

Zg Vulnerabilities and threats

% Users and identities

Suspected
incidents

» Detecting threats » Predicting risks against your business
= Consolidating data silos = Addressing regulatory mandates
» Detecting insider fraud
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« JKE Bank is a global financial institution serving clients across the world.

« JKE Bank provides a set of web-based, self-service applications, enabling its
customers to access account information and other important services,
minimizing the need to contact a call center or walk into a branch

« JKE Bank needs real-time monitoring to secure their infrastructure from
external and internal threats including malicious / fraud activities

« JKE Bank also wants to cut cost on compliance processes while maintaining
audits and avoid possibility of regulatory non-compliance
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Do you have end-to-end visibility over your
Cloud infrastructure?

— Visibility at application layer to run forensics

— Capability to trace network paths to identify
attack flow path

Advanced “Security —
Incident” Forensics

Security

Intelligence

Are you aware of any security incidents that have
happened in your environment?

If yes, how do you analyze security incidents?

Contextual “Security — Detection of suspicious pattern
Incident” Analysis — Analysis capability that provides contextual
information
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