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“Amateurs Study Cryptography;
Professionals Study Economics”

- Threat B o
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The Economics of Attacker Exploitation

m Economics continue to play heavily into the exploitation probability of a vulnerability.

m Web Browser and Document Reader and Office Document vulnerabilities are very
profitable and easily executable.
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Impact of cyber security is becoming more apparent...
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$226 Billion 158% increase 52%

Private-sector statistics show that

Economic impact of cyber attacks Security breaches are on the o .

on businesses has grown to over increase: cyber attacks have the insider threat is up more than
$226 billion annually. increased 158% since 2006, 52% in the past year.

Source: Congressional Research Service

study Sources: ‘US Department of Homeland Security,

2@



What is at Risk ?

e Interruption of business operations
(Lost Revenues)

* Decreased productivity due
to additional strain placed on
network resources
(Lost Revenues)

 Loss of confidential information
(Lost Competitive Advantage)

* Increased recruiting and staffing
COStS (Lost Profits)




You can't manage security by just locking down technology or data or restricting
people’s access....




Are you feeling SAFE ? Are you Secure ?




Web App Vulnerabilities Continue to
Dominate

m 55% of all vulnerabilities are Web i .
application vulnerabilities. s95% fa05%

m Cross-Site Scripting & SQL injection
vulnerabilities continue to dominate.

m 88% of web application vulnerabilities

affect plug-ins and not the base
platform

Percentage of Vulnerability Disclosures
that Affect Web Applications 2010 H1

Cumulative Count of Web Application Vulnerability Disclosures
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OWASP Top Ten Threats Impacting Web
Applications

highlighted this year
related to user-induced

Separate un-trusted data from user-supplied application command or query.

At:Injection flaws Who can send data to systems?

eXp I OIfS. A2: Cross-site scripting (XSS) Separate un-trusted data from active browsers. Who can send data to systems?
[ | Vu I ne rab| I |t| es sucC h as A3: Broken authentication Need to control access with the ability to invalidate session state at logout. No reuse of
& session management tokens or SSL state should be allowed.

broken authentication and
session management allow
attackers to Compromise A5: Cross-site request forgery (CSRF)  Need to control access with ability to deny,"step-up,” or re-authenticate the user.
passwords, keys, session
tokens, or exploit other
Implementation flaws to

e i _ . Need to control access to URLs on the portal. Can anyone with network access send
assume user's IdeﬂtItIeS A8: Failure to restrict URL access an application request?

Ad: Insecure direct object reference Do any users have partial access to change system data?

AB: Security misconfiguration Have you performed security hardening across the entire application stack?

AT: Insecure cryptographic storage Encrypt sensitive data. Use security tokens to protect cryptographic resources.

Can anyone monitor the network traffic of your users? Use SSL to protect all

A9: Insufficient transport layer protection authenticated traffic.

A10: Unvalidated redirects & forwards ~ Can anyone trick your users into submitting a request to your website?



Questions & Answers

IBM Security Offerings

Questions

Do you have a vulnerability assessment
process in place for web applications?

Are you confident your home grown web
applications are secure throughout the
software development lifecycle?

Do you know if your home grown web
applications are secure? ie applications that
can't be patched.

Are your web applications used to send or
receive sensitive information — including
corporate IP, employee data, customer or
partner information?

Are your web applications secured against
targeted attacks that exploit Web sites to
gain access to sensitive information?

Is your organization subject to federal or
state legislative regulations or industry
compliance stands?
(PCI/HIPAA/SOXI/GLBA) ?

Vulnerability Assessment
* IBM Rational AppScan
* IBM AppScan Source Edition

» Application Security Assessment
Services

Identity & Access Management Solutions
* IBM Tivoli Access Family

Preemptive protection with the IBM Protocol
Analysis Module (PAM) inside IBM Security
protection products.

IBM Web Application Security Solutions
IBM Secure Web Gateway Service



Client-Side Vulnerabilities: Web Browser and
Document Vulnerabilities Continue to Impact
End Users

m Web browsers and their plug-ins continue

IEM Securily Framework

to be the largest category of client-side Critical & High Vulnerability Disclosures
vulnerabilities. Affecting Client-Side Applications by
. . Application Category
m Already in the first half of 2010, we see 2005-2010 H1

that document readers and editors, as well
as multimedia applications, have almost
surpassed 2009 year-end totals.

Critical and High Vulnerability Disclosures Affecting Browser-Related Software
2005-2010 H1
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What is Cloud Security?

Confidentiality, Integrity, Availability
of business-critical IT assets

Stored or processed on a cloud o .
. ud Computing
computing platform .

Software as a Service
Utility Computing

Grid Computing

Thereisnothing new under the sun
but therearelots of old thingswe don't know.

Ambrose Bierce, The Devil's Dictionary
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Cloud Security: Simple Example

Today’s Data Center Tomorrow’s Public Cloud

We Have Control
It's located at X.

It's stored in server’s Y, Z. e
We have backups in place. i
Our admins control access.
Our uptime is sufficient. i
The auditors are happy.

Our security team is engaged. -

Who Has Control?
Where is it located?
Where is it stored?

Who backs it up?

Who has access?

How resilient is it?

How do auditors observe?

How does our security
team engage?

P




X-Force R&D -- Unmatched Security Leadership

X-Force Research

The mission of the 10Billion analyzed Web pages & images

development team is to: 40Million spam & phishing attacks

48,000 documented vulnerabilities

- Millions of unique malware samples
Research and evaluate threat and protection issues

Deliver security protection for today’s security problems i . )
Provides Specific Analysis of:

m Vulnerabilities & exploits

m Malicious/Unwanted websites
m Spam and phishing

m Malware

m Other emerging trends

Develop new technology for tomorrow’s security challenges

Educate the media and user communities




IBM Security X-Force® 2010
Mid-Year Trend and Risk Report




Report Summary -- Attacks Continue Across all Security
Domains

m Reported vulnerabilities are at an all time high, up 36%, due to significant increases in
public exploit releases and efforts by software vendors to identify and mitigate security

Application and vulnerabilities.

Process
m More than 55% of all vulnerabilities disclosed are Web application vulnerabilities.

m 55% of all vulnerabilities disclosed had no vendor-supplied patches available at the end
of the 15t half of 2010.

¥ PDF attack activity continue to dominate the threat landscape. More than that, April 2010
had the most significant spike in PDF attack activity. Event activity for this month was
Data and almost 37% higher than the average for the first half of 2010.

Information ® The Zeus botnet toolkit continues to wreak havoc on organizations. Early 2010 saw the
release of an updated version of the Zeus botnet kit, dubbed Zeus 2.0.

® Anonymous proxy websites continue to increase in volume, quadrupling since 2007.

Advanced persistent threats are groups of attackers that target and successfully
penetrate well defended networks.

Network, Server, - : : : . .
and End Point m Attackers are continuing to find new ways to hide or mask their malicious traffic to evade

security technologies, i.e. Javascript obfuscation.

m  35% of virtualization vulnerabilities impact the hypervisor.

m 7.2% of the Internet is considered “socially” unacceptable, unwanted, or flat out
malicious.

Brazil, the U.S., and India account for more than one fourth of worldwide spam.

People and Identity = Majority of spam (more than 90%) is still classified as URL spam—spam messages that
include URLSs that a person clicks to view the spam contents.

®  Amount of URL spam using well-known and trusted domain names continue to increase.
®m The top spam domains have moved from China (.cn) to Russia (.ru).

m  More than two thirds (66.8%) of all financial phishing targets are located in North America,
the remaining 32% are in Europe,




2010 X-Force Mid-Year Trend & Risk Report — Mapping to IBM Portfolio

People and Identity

Data and
Information

Application and
Process

Network, Server,
and End Point

Area of Risk

IBM Security Solutions

Vulnerabilities

- IBM Security Intrusion Prevention System (IPS) products: Network IPS, Server IPS, RealSecure
Server Sensor, Desktop & Multifunction Security (MFS) - (Formerly IBM ISS Proventia products)

- IBM Managed Protection Services for IPS
- Tivoli Security Information and Event Manager (TSIEM)

Web Application
Vulnerabilities

- Web application security for Network IPS, Server IPS and MFS
- Managed Protection Services for IPS

- Rational Appscan for assessment

- IBM AppScan Source Edition

- Rational Appscan Enterprise

- Tivoli Security Information and Event Manager

- Tivoli Security Policy Manager

- IBM Secure Web Gateway Service

PC Vulnerabilities

- IBM Security Intrusion Prevention System (IPS) product lines (see above list under vulnerabilities) -

including (Formerly IBM ISS Proventia products)
“Eﬂf;'lgﬁgs Web - Managed Protection Services for IPS
- Managed Security Services for Web Security
Spam - IBM Lotus Protector/ Network Mail
- IBM Multifunction Security (MFS)
- Managed Security Services for Mail Security
- IBM Security Content Analysis Software Development Kit (SDK)
Unwanted Web - IBM Multifunction Security
Content - Managed Security Services for Web Security
-- IBM Secure Web Gateway Service
Malware - IBM Desktop & Multifunction Security (MFS)

- Managed Security Services for Mail and Web Security
- IBM Lotus Protector/Network Mail
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Security Effectiveness: Ahead of the Threat — Top
Vulnerabilities of 2009

________ 93 ____ idobe Resderand Adobe Acrobar Getlonn) ACE - CVEI00SHISTT
43 .. BCENDdns_db findrdease) Dof - CVE2009-1871
R 43 ___ BCENDdns_db findrdease) Dof - CVE2009: 1025
5 _-_. Metwork Security Senvices [NSS) Certifcate Securky Bypess - CVE2009-0696
- 5 . Mebwork Securty Services [NSS) Cevtifcate Secury Bypes — CVE-2009-06%
83 ___. Metwork Security Senvices [NSS] Parser FIE - (VE2009-2404
53 ___. Mctwark Security Senices [NSS) Farser FIE — (VEZ005-2404
. 4 aper m iokicr weak security - CVE 20092512
10 - icech Windows SIVZSYS RCE - CVE-3006-2102
83 ___. Micecf Directhow MIPEG ACE - CVE 20090837
R 10 ___ Micmeck Exchange Server THEF RCE- CVE A0S-0558
B 91 Micmeolt Windows Kemel GOl Vabdstion RCE - CVE-EHES6
R A1 Micmsolt Windows WSTWH cods execusion - CVERI-514
B 53 Muitiple Microech Windows GO Image FIE - CVEI009-7126
. 93 MicrsoltWindows FDP Services Clent ActhveX Control RIE - CVE 20093003
- 93 Muitiple Micrcech Windoes GO Image FCE - CVE-2008-2500
51 MicmeckWindows kemmed font code meegion - OVE-2008-3672
53 . MicrechWindows Indexing Senvice Activel Control ACE- CVE 20051528
. 83 ____ Whikiple Microsoft Windows GDH Image RCE Yidns - CVE-2009-0529
- 81 Muitiple Microsoht Windows GO Image RCE Vuns. - CVE-I09-3518
- 53 ___. Muitiple Microsch Windows GO Image FCE Vudns - CVE-2005-2501
93 .. MicrsoltWindows AVIRCE - CWE 20092408
. 53 ____ BCOHP Cient BufferDverfiow - CVEZ00HZ31
- 10 Micmeok WING Replication ACE - CVE2005-M408
83 ___. Mutipkuinz inthe Embedded OpenType Fant Engine of Micmsoft Windaws Cauiid Alow RCE
53 ___. Muitipkuins inthe Embedded OpenType Fant Engine of Micsoft Windows Canitd Allow RCE - CVE2008-1862
83 ___. id Codec MBock indexing Buffer Dverflow - CVE-2008-0510
53 ___. Muitiple Microsoht Windows GO Image RCE Vdns. — CVE-2009-7500
83 ___. Adobe Acbat and Adobe Flash Remete Code Evecuicn
. 93 ____ Muikiple JBIEI Vidns in Adobe Acrobat and Adobe Rizsder - CVE-2009-0511
- 53 ____ Muikiple IBIEI Vs in ficlobe Arobat and Adobe Reader - CVE-X09517
53 ___ Mikiple JBICI Vs in Adobe Amobat and Adobe Resder - CVE-2003-0688
53 Mikiple JBICI Vidns in Adobe Amobat and Adobe Resder - CVE-2003-0683
- 93 ___. Mhikiple JEICI Vidns in Adobe Acrobat and Adobe Riesder - CVE-2009-0004
N 83 ___ Mukiple IBIEI Vidns in ficlobe Arobat and Adobe Reader - CVE-X08-0015
10 - MoweleDireciony RCE - CVE 2009085
10 - HPOperiiew Network Mode Manager RLE - CVE- 20094324
. 53 ____ Micmesoh Vel Basic AciveX BCE Wi — CVE 20080020
- 93 _ Muitiple Microsoft Video Cortrol Active) ACE Ve, - CVE-2008-1537
R 93 Witiple Microesh Viddeo Control Activel ACE Ve, — CVE-2005-0657
R 93 Micresoft bt Explorer ATL Kb Bezion — CVE-2009-0901
R 831 ___. MuitipkeNuins inthe Micosof Vi Stucia Acties Templote L ibrany Coud Allow ACE — CVE-2008-2453
83 ___. MuitipleVuins inthe Miosof Vsl Stucia Active Tempiste L ibrany Coud Allow ACE - CVE-2000-2494
83 ___. MutipleVuinz inthe Miosof Vsl Stucia Active Tempiate L ibrany Coukd Allow ACE - CVE-2000-2455
83 ___. MuitipkMuins inthe Micosof Vil Stuchia Acties Templote Librany Coukd Allow RCE — CVE-2009-1545
- 97 ____ idobe Resderand Adobe Acrobot I Image Stream ACE - CVE TGI8
93 ___ idobe Acbat and Acmbat Fesder RCE - CVE-XIG0-2507
03 WukipleMicmeoh Windows GOH Image ACE Ve - CVE-T005-1504
. 93 ____ Micosolt Direct) Cuartedll ACE - OVE 20090508
- 53 Muitiple Vil in Wicmsof DirctShos Could Aliow ACE - CVEHIG-00T7
53 ___. MuitipkeVidre in Micrsoh DirctSho Could Alicw ACE - CVE-2005-1136
53 Micreoh Bxcel RCE Vun - CVE 20000081
- 0 Confider- CVEHIEHIE
91 MicmsoftPowerPont ACE Vil - CVEI00S-0084
83 ___. Office Wek ActieX Control CE - (VE-2009-1538
. 93 Ml Firco Font HTML Tags ACE - CVE-2008-1529
- 91 Micmsoltirbemet Bplorerrguments ACE - CVE-2009-3555
83 ___. Micechitemet Bpiorermehtmlal B - CVE2009-0805
53 ___. Adobe Acoba and Accbor Fesder RCE - CVE-XIB-4350
9 ___. Migosoltitemet Infommation Services FTPRCE - CVE-2008-1920
________ 81 MicmsoltWindows [Scipt R - CVEHI08-1455

DAYS Biobe: Vislnerabilties ¥-Fone decovered are displryed in ble
Mobe: ACE = Remote Code Execution
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Security Effectiveness — Top Vulnerabilities of 1st Half 2010

Top 14 Vulnerabilities
437 Average days Ahead of the Threat
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rue Blue Connections Bulletin - 32.08.07 - Cntica te - sage

! Fle Edit Wew Insert Format Tools Actions Help

Reply to Al

Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

From: Sales @iss.net Sent:  Wed 05/0%/2007 5:51 AM
To: ‘Yahaya, Fadly (IS5 Singapore)
Cc:

Subject: True Blue Connections Bulletin - 5.08.07 - Critical Update

If you are unakble to see the message below, didk here to view.

Welcome to the May 8th, 2007 release of IBM Internet Security Systems True Blue Connections Bulletin - Critical Update

IM THIS RELEASE

Critical Content Update Announcement N |

+ Critical Content Updates Now Available

Knowledgebase Announcement

+ New Knowledgebase Articles Now Available

1. Critical Content Updates Now Available
Critical Content Updates are now available to address the following issus(s):
- Cumulative updates using new commaon versioning scheme

For more information about the contents of each update. follow the link to the product readme:
- Praventia® Intrusion Prevention Appliance 27.010

- Praventia Integrated Securnty Appliance 27.010

- Praventia Mail Appliance 27.010

- Praventia Intrusion Detection Appliance 27.010

- RealSecure® Metwoark Sensor 27.010

- Proventia Server for Linux 27.010

- RealSecure Semver Sensor 27.010

All of these updates can be applied automatically through SiteProtector. To manually download and apply these updates, visit the Download Center:
http Mwww iss net/download!




) Proventia_PAM_XPU_27_010_Readme.xt - Notepad M=%

File Edit Format View Help

- Y
Proventia PAM Content Update 27.010 - README I

Last modified: may 08, 2007
Copyright & 1994-2006 IBM Internet Security Systems, Inc. All rights reserved worldwide.

PLEASE READ THIS DOCUMENT IMN ITS ENTIRETY.

CONTENTS

Description
Cquatibi11ty

Applying the PAM update
customer support
Reporting product issues

DESCRIPTION

PAM update 27.010 is for 7.0 wetwork Sensors, Proventia Network IDS Appliances, and Proventia Wetwork IPS (G/GX Series Appliances).
It contains 12 new event(s) and 2 new blocking response(s).

This is a cumulative update.

1. Mew Security Content For PAM Content Update 27.010

Iss5ueIDl SecChkID ProductCheckname Event Type Risk Level
2114040 32739 Javascript_Capicom_Certificates Unauthorized Access Attempt  High
3114008 33167 Email_Extensionless_File_URI Unauthorized Access Attempt  Medium
2114048 33168  SIP_0_Response_Code Denial of Service Low
2109030 33355  Javascript_Browser_Overwrite Unauthorized Access Attempt  High
3104016 33568  ActivexX_Detected Suspicious Activity Low
2122012 33827  HTTP_QuickTime_lava_Code Exec Unauthorized Access Attempt  High
2114050 33888 Email_Exchange_calendar_Dos Denial of Service Low
2114051 33889  Email_Exchange_Mime_Decoding Unauthorized Access Attempt  High
3114007 33890 OwA_Script_UTF_Encoding Denial of Service Low
2122011 33901  RTF_wWord_Grouping_Exec Unauthorized Access Attempt  High

2118095 33908  CompoundFile_Excel MSOPropertyTable_CodeExec Unauthorized Access Attempt  High
2118004 33915  Compoundrile_Excel_autofilter_Malformed_Size Unauthorized Access Attempt  High

2. Security Content Improvements in PAM Content Update 27,010

- New audit signature ActiveX_Detected which will fire when any Activex content that you have not whitelisted is seen on the network. [y
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MS08-016: Vulnerabilities In Microsoft Office Could Allow Remote Code Execution (942030)
Issued: 11 MAR 2008

Internet Security Systems Guidance

This bulletin covers two privately reported vulnerabilities in Microsoft Office. These vulnerahilities could be leveraged to execute
arbitrary code if a userwere to open them in Microsoft Office. As always, please ensure that compound files that are to be opened
come from a trusted source.

Related Coverage Exploit
CVEs Date Dates

CompoundFile Excel MSOPropertyTable CodeExec CVE-20038- 08 MAY 2007 N4 BlacklCE Server Protection 3.6.cah
0113 Proventia Desktop 2020
Proventia Metwaork IDS ¥XPL 27 010
Proventia Netwark IPS XPL 27.010
Proventia Metwork MFS XELI 27 010
Proventia Server IP3 for Linux
technology 27.010
FProventia Server IF3 for Microsoft
Windows technology 1.0.914 2020
Proventia-G 1.1 and earlier XPLI
27.010
Real3ecure Desktop egh
RealZecure Metwork xPL 27 010
RealSecure Server Sensor XPL
27.010
win-ms08kb843030-update CVE-20058- 11 MAR 2008 MNiA Enterprise Scanner 1.37
D3 Internet Scanner software 7.2 xPL
CVE-2008- 253
0118

Coverage Content Update Versions

References

Microsoft: hitpfwww. microsoft comitechnet's ecurity/Bulletin/M=08-016. mspx
K-Force Database: hitpuidorce iss. netbidorceddb/40888

H-Force Database: hitpidorce iss. nettdorcesddb/40839

A-Force Database: hitpidorce iss. netidorcesddb/40887
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Microsoft Security Bulletin MS08-016 — Critical
Vulnerabilities in Microsoft Office Could Allow Remote Code Execution (949030)

Published: March 11, 2008 | Updated: April 20, 2008

Version: 2.1

General Information

Executive Summary

Thiz security update rezolves two privately reported vulnerabilitizs in Microsoft Office that could allow remaote code execution
if @ user opens a malformed Cffice file. An attacker who successfully exploited this vulnerability could take complete control
of an affected system. An attacker could then install programs; view, change, or delete data; or create new accounts with full
uzer rights. Users whose accounts are configured to have fewser user rights on the system could be less impacted than users
who operate with administrative user rights.

This security update i= rated Critical for supported editions of Microsoft Office 2000 and rated Important for supported
editions of Microsoft Gffice XF, Microsoft Office 2003 Service Fack 2, Microsoft Office Excel Wiewer 2003 and Microsoft Office
Ewxcel Wiewer 2003 Service Paclk 3, Microsoft Office Word Wiewer 2003 and Microsoft Office Word Wiewer 2003 Service Pack 3,
and Microsoft Office 2004 for Mac. For more information, see the subsection, Affected and Non-Affected Software, in this
section.

This security update addresses these vulnerabilities by modifyving the way that Microsoft Office allocates memory. For more
information about the vulnerability, see the Freguently Aslked Questions (FAQ) subszection for the specific vulnerability entry
under the next =ection, Vulnerability Information.

Recommendation. Microsoft recommends that customers apply the update immediately

Known Issues, MNone

T Top of section

Affected and Non-Affected Software

The following software have been tested to determine which versions or editions are affected. Other versions or editions are
either past their support life cycle or are not affected. To determine the support life cycle for yvour =oftware version or
edition, visit Microsoft Support Lifecycle.

& Internet #100% -



More Components = More Exposure

‘ Traditional Threats

Traditional threats can attack
‘ New threats to vm VMs just like real systems
environments

APPLICATIONS Virtual sprawl
VIRTUAL Dynamic relocation

Management OPERATING MACHINE VM stealing
Vulnerabilities SYSTEM

Secure storage of VMs

and the management MANAGEMENT

Requires new VMM OR HYPERVISOR

skill sets Single point of failure

Resource sharing

HARDWARE Stealth rootkits
in hardware now
possible

) s

‘ l‘ ‘ I Virtual NICs & Virtual
3 A Hardware are targets



Security complexities raised by virtualization

—Dynamic relocation of VMs
—Increased infrastructure |ayers Before Virtualization After Virtualization

to manage and protect —
—3

—Multiple operating systems and
applications per server

—Elimination of physical
boundaries between systems

—Manually tracking software and
configurations of VMs

—Maintenance of virtual images \
—Backup/Disaster recovery

Hypervisor

N — 4 W

—Geographlc location of IMAages, . 1:1 ratio of 0Ss and » 1:Many ratio of OSs and applications per server
data applications per server » Additional layer to manage and secure

—Demonstrating compliance
using shared data

e e
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Proventia GX Hardware Refresh 2Q 2010
(Performance Enhanced)

— GX4004-V2
— GX5008-V2
— GX5108-V2
— GX5208-V2

( #* Multi-Core CPU'’s \

#*Next Generation hardware design

#* Content Analysis performance
headroom Performance Optimization

* Significant price/performance
improvement

»*64 Bit PAM

— e




Categories of Cloud Computing Risks

Control Data
Many companies and governments Migrating workloads to a shared
are uncomfortable with the idea of network and compute infrastructure
their information located on increases the potential for
systems they do not control. unauthorized exposure.

Reliability

High availability will be a key concern.

IT departments will worry about a loss
of service should outages occur.

Compliance _

Complying with Security Management
regulations may prohibit the Even the simplest of tasks may be
use of clouds for some behind layers of abstraction or

applications. performed by someone else.
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IBM Security Framework — Business-oriented framework used across
all IBM brands that allows to structure and discuss a client’s security
concerns

IBM Security Framework

Built to meet four key requirements:

SECURITY GOVERNANCE, RISK MANAGEMENT

. AND COMPLIANCE
= Provide Assurance

= Enable Intelligence s

u Automate P rocess @ DATA AND INFORMATION |

= Improve Resilience @W

@ NETWORK, SERVER AND END POINT |

PHYSICAL INFRASTRUCTURE |

Introducing the IBM
Security Framework and
IBM Security Blueprint to
Realize Business-Driven
Security;

IBM RedGuide REDP- Professional Managed Hardware
4528-00, July 2009 services services and software

Common Policy, Event Handling and Reporting




Typical Client Security Requirements

People and Identity

Governance, Risk Management,
* Privileged user monitoring, including

Compliance

e 3rd-party audit (SAS 70(2),
1ISO27001, PCI)

* Client access to tenant-specific
log and audit data

» Effective incident reporting for
tenants

*  Visibility into change, incident,
image management, etc.

* SLAs, option to transfer risk from
tenant to provider

e Support for forensics
e Support for e-Discovery

Application and Process

*  Application security requirements
for cloud are phrased in terms of
image security

»  Compliance with secure
development best practices

Physical
e Monitoring and control of physical
access

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY |
@ DATA AND INFORMATION

@ APPLICATION AND PROCESS |
@ NETWORK, SERVER AND END POINT

@ PHYSICAL INFRASTRUCTURE ‘

Common Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software

Based on interviews with clients and various analyst reports

logging activities, physical monitoring
and
background checking

Federated identity / onboarding:
Coordinating authentication and
authorization with enterprise or third
party systems

Standards-based SSO

Data and Information

Data segregation

Client control over geographic location
of data

Government: Cloud-wide data
classification

Network, Server, Endpoint

Isolation between tenant domains

Trusted virtual domains: policy-based
security zones

Built-in intrusion detection and
prevention

Vulnerability Management

Protect machine images from
corruption and abuse

Government: MILS-type separation
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IBM Is the Trusted Partner of Choice

m 2008: Most trusted IT company ) Cloud Computing Quotes
Ponemon Institute and TRUSTe study %
] “IBM is an international company. It has a good
m Thought leadership brand and status in the industry. We will be

L‘ comfortable with IBM in terms of data

i
m Commitment and customer insight security” J
7|

= |
'\\-—"‘: l

m Industries/sectors expertise P o
- Comprehensw_e CapabllltleS, % “IBM is a trusted supplier of information
products, services and research W security...” ,
SC Security Companv of the vear L “Yes | think they can offer secured services” !
= urity Company y J
. % |
2010 RSA Securlty '“-—";\d___-ﬂ_f e _Sgijrce OllverWyman Inteerws _q__’____"l*_.’,_,.J--J
7 Erm——
QHTQSQ Borregaard ~ N/AY\NA m DA psLOA Wikma
hustrolion Ogen +T0 0 g e @ CmC
,:’;' b A GENTRICS community medical care
=arek W ouasce GODIVA ﬁ T  BAYLOR

M til o
ML  HUGHES
fSermces AN DY\ @ prCC l

I 0 PG pmmm o R

rrrrrrrrrr & MEDICAL CENTER




BEST SECURITY COMPANY

WINNER
IEM Corporation
wwi i bimcom Sse curi ty

Founded i 1911, IEM has been
asecurity industry leader For
nearky 50 years, helping Culs
and IT professionals secure their
corporare infrastractures with
solutions that go beyond just
colleciions of niche products.
Customers r:l}' cn [BM for the
p]un.et's most seoare duuhs:s.
applications, cperaring systems,
stomage and servers.

IEM offers comprehensive

security solutions and services

Through an end-towend
approach to seoarity across

people and identicg, data, appli-

cations, compliance, necworks,
servers and the physical infra-
structure, [BM atfers security
capabilities that are among
the top in the indusery. With
multiple leadership awards in
marker presence and technal -
ogy innowation, [EM is able to
odfer more than 120 security
products and the sxperience

the coet and complexity of man-
aging security solutions from
mleiple vendors,

Word-class securicy support
services from TBM provide
the technical and operaticnal
snpertise needed to mavimioe
security investment. By provid-
ing a global nerwark of support
centers to assist customers
worldwide, often in their native
laniguage, IBM partners with its
customers around the dock to
salve any implementation and
technical issues.

This support is available
regardless of client location
or implementation method
of hardware, softwrare and/ar
managed security services, [EM
provides a variety of support
lewels — from self-help 1o tiered
lewels - enabling customers 1o
chooee the one that best meees
their needs. IBM is recognized
for its outstanding cuseomer
support and cunsist:ntl}' |:cig]1
customer satisfaction.

The company has siaked
afirm claim in the secaricy
murl:tplac: and el:m:rg:d as
a market leader capable of
meeting any global organiza.
tion's security needs through an
integrated, diverse and fexible
portfolic of produces and ser-
vices across key industries.

With a strong, deep and
broad security portholio, IBAM
iz in 2 strong position, able to

addressing complianoce, of ower 15,000 researchers, leverage its considerable assets
applications, daea, identity and developers and 3MEs fooused and reputation and provide
Access management, nerworks, on seqanty initiatives, inmovative technologies and in-
ﬁ:mpmti.on. S¥SIEMS SECu- [EM dients around the wodd tellectual propecey that address
rity, email, encrypiion, vicmal- gnin the benefic of integrated, both today's vulnerabilities and
ization and cloud seoaricy. security sclutions that reduce newly emerging threats.
e T —  — To learn mare about IBM Securnity Solutions,
H B BN S . miease contact your 1B Renresentativeor
— T IBM Busingss Partner.
] HE BN BN .
——1——— 1 ‘isit our website at www Dmucomesecurity

EXCELLENCE AWARD

r b

b
AWARDS

2010

WINNER

Homonad nthe LS.
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IBM Cloud Security Guidance document

» Based on cross-IBM research on cloud security

» Highlights a series of best practice controls that should be implemented

» Broken into 7 critical infrastructure components:

— Building a Security Program

— Confidential Data Protection

— Implementing Strong Access and ldentity

— Application Provisioning and De-provisioning
— Governance Audit Management

— Vulnerability Management

— Testing and Validation

¢@ Fodpapior e

Harold Moss
Kevin Skapinetz
Michael Waldner

Cloud Security Guidance
IBM Recommendations for the Implementation of Cloud
Security

In this 1BM@ Redpapers™ publication, we provide & discussion about the 1BM
racommendations for the implementation of cloud sacurity. To get started, let us begin with an
introduction to cloud computing and cloud sacurity in genaral.

Introduction to cloud computing

Cloud computing is a flexibla, cost-afiactive, and provan daiivary platiorm for providing
business or consumer IT sanvices over the Intamat Cloud resourcas can ba rapidly depioyed
and o th all cations, and ser sioned on demand,

of the usar locat

cloud compuiing gives organizations the opportunity to i
Coiory oo, Syomie0 1T managemant, and better aiig
busmsss requirements. In many ways, cloud computing offers th
providing soid support for core business functions along with the capacity o deve\up new and
innovative services.

Note: banedit,
to its complexity. Users do net need to know anything abDul tm underlying (UCHHNW!’ Ur
implementations.

Both public and private cloud models ara now in use. Availabl to anyons with Intemet
aceass, public models includa Safware as a Service (S3aS) clouds, such as IBM LotusLive,
P (farma Service (PaaS) clouds, such as Amamn Wab Sarvices, and Security and Data
Protection az a Service (SDPaaS) clouds, such as IBM Security Event and Log Management
Servicss

clouds are owned and usad by a single organization. They offer many of thy
phiierles = publc lours, and they Qi the ownar organizatian grealer ety anel confrol

@ Copyright IBM Corp. 2009 All rights reserved ibm.comredbaoks 1



188 Securily Framewerk

operating environment.

Maintain environment testing and vulnerability/intrusion management

*"|mplement vulnerability scanning, anti-virus, intrusion
detection and prevention on all appropriate images

"Ensure isolation exists between tenant domains
IBM Cloud Security
Guidance Document

=Trusted virtual domains: policy-based security zones

=A secure application testing program should be
implemented.

=Develop all Web based applications using secure
coding guidelines.

="Ensure external facing Web applications are black box

tested —
34




Network, Server, and Endpoint

IBM Enterprise Security Solutions

Summary: IBM security products and services
driven by X-Force research, Tivoli Security
Software to reduce cost and risk, and IBM
Systems work together to create a highly secure

l_ ' computing environment that minimizes the
potential risk posed by security threats.

Enterprise
Security

Systems Security

" 3 Software Security
WebSphere Lotus.

L—

Rational. | Information Management Nework Security

Security for existing

IT infrastructure as it Cloud Use Case: Our end-to-end solutions allow

extends to the cloud customers to build a strong security posture - : (3 INTERNET SECURITY SYSTEMS”
positioning them to reap the rewards of emerging gk P Security Services
trends such as cloud computing. ﬂa —_— m;n(;a

IBM Systems and IBM Virtualization Security

Summary: IBM offers the industry’s broadest set

high performance

. Systems  Storage
e additional threats. ) )
virtualized resources Service Provider

q ]
Cloud Use Case: Security of the virtualization m \ _ Virtual Network
stack - enabling flexible, rapid provisioning across *

heterogeneous servers and hypervisors.

Virtualization of virtualizat_ion Capabi“ties-_ Relying on over 40 Service Requestor Service  Systems and Image ~ Computing
) years of heritage and attention to security, IBM Management  Management Infrastructure
SEEIiLY virtualization platforms are built with security as a Eﬂ AnininnEE
& . requirement, not an afterthought. Solutions from : .

— IBM ISS, such as Proventia Server and virtual I
Security for pools of appliances, strengthen defenses by eliminating :
|
|

-—— e .
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Cloud computing also provides the opportunity to
simplify security controls and defenses

» Defined set of cloud interfaces » Reduced risk of user access to unrelated

- Centralized repository of Identity and Access resources.
Control policies

People and
Identity

» Computing services running in isolated domains as » Improved accountability, Reduced risk of data

defined in service catalogs leakage / loss
Information - Default encryption of data in motion & at rest « Reduced attack surface and threat window
i) Dl * Virtualized storage providing better inventory, ¢ Less likelihood that an attack would propagate

control, tracking of master data

« Autonomous security policies and procedures * Improved protection of assets and increased

Process & « Personnel and tools with specialized knowledge of accountability of business and IT users
Application the cloud ecosystem

» SLA-backed availability and confidentiality

« Automated provisioning and reclamation of * Reduced attack surface
Network Server hardened runtime images - Improved forensics with ensemble snapshots
and Endpoint » Dynamic allocation of pooled resources to mission-

oriented ensembles

Physical * Closer coupling of systems to manage physical * Improved ability to enforce access policy and
infrastructure and logical identity / access. manage compliance

15/2009 36



Summary

* “Cloud” is a new consumption and delivery model inspired by consumer
Internet services.

e Security Remains the Top Concern for Cloud Adoption
* One sized security doesn't fit all
« Take a structured approach to securing your cloud environment

 Documented guidance is available for download to assist you in securing your
cloud environment

 IBM has a view from End to End when it addresses your security needs

e e



Pillow Safety ? Think of X-Force as the Safety
Component Engineers

Fronl alrbeg cnish sensors

Load limiting suspendlan cradis

Ting pressurs menitgring

Shdo curtain air bage Slde Impact airbag sensors
Highrapend mar Impact profectien

Multl-siage alr bags

Saat balt sensors Allwhesl delve

Three=paoint lap shoulder beits Child seat anchor systom

Imfiatnbie kneo blocker Zoal beil protensloners, conslant lorce relractorn
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IBM provides Enterprise-grade Security

Who can do this better than IBM?

- . _ Smart Planet
||'|f[|rmat|g|'| Managemenl . Dynamic Infrastructure
‘-
WebSphere. | Rational LT LTS

(& INTERNET SECURITY SYSTEMS”
GTS ITS GBS e2:% IBM Research

-
L ] t .
o

...Nobody







